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ProVision Installation Guide

Installing ProVision

You have 6connect ProVision and now it's time to set it up! 6connect offers both cloud hosted instances and local installations of ProVision.
Follow the links below for specific instructions on each instance type.

For setup assistance or additional information, you can contact our support team at support@6connect.com.

Table of Contents

® Hosted Instances Guide
® | ocal/ VM Installation Guide
® ESXi VM Image Setup



Hosted Instances Guide

Hosted Instances Guide

With a cloud hosted instance of ProVision, all you need is one of the following web browsers with an internet connection and login credentials!

Once you have confirmed that you have a supported browser and valid login, you can proceed to ProVision Getting Started, the ProVision User
Guide, or the ProVision Admin Guide to learn more about ProVision.

® Hosted Instances Guide
® 6connect Cloud Hosted Instance: Browser Requirements

® Backup and Redundancy

6connect Cloud Hosted Instance: Browser Requirements

6connect makes every effort to maintain broad compatibility across browser vendors and versions.
Web Browsers Supported:

® Firefox, Safari, Chrome, Microsoft Edge (current versions).

Backup and Redundancy

Backup Schedule
Both local and hosted instances are provided with a default Scheduler task to perform a backup every 24 hours, with a 1 month retention policy.

Restoration
Is a phone call or email away. We can spin up a new instance with your preferred data set.



Local / VM Installation Guide

Installing ProVision

Local and VM installs of ProVision have specific requirements and configuration settings. Please follow the links below for detailed instructions on
how to set up your local installation of ProVision.

For setup assistance or additional information, you can contact our support team at support@6connect.com.

Preyious versions of this installation documentation contained a dedicated page, "6connect Local Software Installation" for the ProVision-only
selctipn of the installation process. This information is now available under each OS-specific installation page as the last section ("Install 6connect
ProVision Software:").

Table of Contents

System Requirements

Backup and Redundancy: Local / VM
ProVision Local Installation For CentOS 6
ProVision Local Installation For CentOS 7
ProVision Local Installation For Debian 8
ProVision Local Installation For Ubuntu
6connect Local Software Upgrades

Local Installations: Peering Setup

Local Installations: Master-Master Replication



System Requirements

ProVision System Requirements

® ProVision System Requirements
® 6connect Locally Hosted Instance
® Hardware Requirements:
® Software Requirements:
® Port Requirements:

6connect Locally Hosted Instance

Initial application installation is included with the purchase of a license from 6connect. If modifications need to be made, we recommend
contacting 6connect prior to any changes to ensure there is no negative impact to production systems or product functionality.

Hardware Requirements:

The optimum resource mix will be based on page views/refreshes. A larger concurrent user base with constant editing may benefit from
additional RAM.
The minimum recommended hardware is:

Minimum Recommended
Processor = Dual-core Xeon class processor or equivalent = Quad-core Xeon
RAM 2GB RAM 4GB RAM

Storage 20GB 100GB

*Virtual instances are also acceptable. We have confirmed functionality with Citrix Xen Essentials, VMware, KVM, etc.

6connect, Inc. will support customers who run 6connect ProVision products on supported Operating Systems, irrespective of whether they are
running in VMware environments or not. 6¢connect, Inc. supports Operating Systems, not specific hardware configurations. Accordingly, VMware
operates as a hardware abstraction layer.

VMware supports a set of certified Operating Systems and Hardware, and the customer and VMware will be responsible for any interactions or
issues that arise at the Hardware or Operating System layer as a result of their use of VMware.

6connect, Inc. will not require clients to recreate and troubleshoot every issue in a non-VMware environment; however, 6connect, Inc. does
reserve the right to request our customers to diagnose certain issues in a native certified Operating System environment, operating without the
virtual environment. 6connect, Inc. will only make this request when there is reason to believe that the virtual environment is a contributing factor
to the issue.

Any time spent on investigation of problems that may, in the sole opinion of 6connect, Inc. be related to VMware, will be handled in the following
fashion:

1) 6connect, Inc. will provide standard support to all 6connect ProVision products.

2) If a problem is encountered while 6connect ProVision is/are running in a VMware environment, the client may be required to recreate the
problem on a non-VMware server unit, at which time 6connect, Inc. will provide regular support.

3) The client can authorize 6connect, Inc. to investigate the VMware related items at normal time and materials rates. If such investigation shows
that the problem is VMware related, the client may contract 6connect, Inc. to provide a software change to resolve the issue if such a resolution is
possible.

4) Regardless of the problem type or source, if the problem is determined to be a non VMware related issue - time spent on investigation and
resolution will be covered as part of regular maintenance, and support will be provided as usual.

Software Requirements:

Base Software Needed:



Required Link

Operating System = Linux/BSD/OSX

Apache Apache 2.4 http://httpd.apache.org/
PHP PHP 7.1.x http://php.net/downloads.php
MySQL MySQL 5.7 http://lwww.mysql.com/downloads/

MySQL Triggers
1

6connect does not support custom MySQL triggers at this time - please email support@6connect.com if you have any questions.
MySQL Packet Size Configuration
1

We recommend increasing the max_allowed_packet setting in the MySQL configuration file to 128MB (or similar) to account for the typical
dataset size handled in ProVision.

Port Requirements:

Open outbound ports 443 and port 80

® cloud.6connect.com is used for license check
® checkip.dyndns.org validates the IP address of the machine to communicate with the licensing server

The ProVision DNS Module also supports zone checks on attached DNS Server(s) as an external user. Port 53 will need to be open and usable
for ProVision to query the servers. If not, zone error checking and verification will not work as intended.

Depending on the Connectors in use, there may be other port requirements needed. Port 22 (SSH) is used extensively for control of downstream
devices.



Backup and Redundancy: Local / VM

Backup and Redundancy

Local/VM Instance

Backup Schedule
Both local and hosted instances are provided with a default Scheduler task to perform a backup every 24 hours, with a 1 month retention policy.

Restoration
Is a phone or email away. We can spin up a new instance with your preferred data set, or send you a link to download your database. Optionally,

we can even help you set it up and import your data to your new instance or assist with redundant configuration options depending on your RPO
/IRTO guidelines.

Backup your Data
1

For local customers, you should be backing up the following items:
mysqldump

And system folders off the 6connect root:

/scans

/zones

/keys

larchive

/data



ProVision Local Installation For CentOS 6

CentOS 6

* CentOS 6
* Before You Begin
® Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
® PHP
* MySQL
* DNS and Additional Utilities
® 3) Configuring the requirements:
® SSL
® Apache
* MySQL
® 4) Optional configurations:
® Configure SELinux
® Configure IPTables
® Radius (Optional)
® SSH
® 4) Install 6connect ProVision Software:

Before You Beqin

Ensure that System Requirements have been met prior to proceeding with the CentOS Configuration Guide.

Install Requirements

1) Upgrade your current packages

Upgrade your current packages.

yum updat e

2) Install Required Packages

PHP

Installations of ProVision 7.x and newer require PHP 7.1 (and related extensions). CentOS 6 comes with PHP 5.3 by default. You can either add
a repository which provides PHP 7.1 or install PHP manually.

Repository & Syntax
1

The Webtatic and Remi repos both have versions of PHP which are newer than those in the official repos. For this example, we'll be
using Webtatic.

If using a different repo or installing manually, your installation syntax may be different from what is listed here.

Add the repository:

rpm-Uh https://mrror.webtatic.comyum el 6/1atest.rpm
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Install:

PHP 7.x / Apache2 / extensions

httpd

php71w
php71w-opcache
php71w-mysqind
php71w-pdo
php71w-ldap
php71w-pecl-memcache
php71w-bcmath
php71w-devel
php71w-pear
php71w-cli
php7.1-imap

Development tools for pecl / additional system packages:

curl

openssl|
memcached
mod_ssl

yuminstall httpd php7lw php71lw opcache php7iw nysql nd php71lw pdo php7iw- | dap php71w pecl - nencache php7iw
i bcmath php7lwdevel php7lw pear php7lw-cli php7.1-imap curl openssl nentached

MySQL
Install MySQL 5.7 to use a local database.

MySQL is included with most CentOS installs, check for it with:

yumlist installed | grep nysql

i yuminstall nysqgl. uname -i° yum pl ugin-repl ace
i yumreplace nysqgl --replace-with nysql 57w

yuminstall nysql 57w nmysql 57w server

If a new install, set the MySQL root password:

nod_ssl

................................................................................................................................................................................ 4

/usr/bin/mysqladnmin -u root password 'new password'

For an existing install / upgrade, you will need to upgrade the existing tables after the restart.

11



This will issue a password prompt for the user. If you don't have a root user password, remove the "-p".

DNS and Additional Utilities

5. Install the DNS and other remaining utilities:

curl
openssl|
nmap
bind-utils
bind
expect

yuminstall curl openssl nmap bind-utils bind expect

3) Configuring the requirements:

SSL

Self signed certificates in CentOS 6 by default have been already installed.
If you want to change it, follow the steps below:

Note: For production install, it is HHGHLY RECOMMENDED to use organization signed certs

Generate private key, CSR, and temporary key if one hasn't been provided.

| openssl genrsa -out ca. key 1024  openssl req -new -key ca.key -out ca.csr |
. openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt H
Copy the files to the correct locations
©cpcacrt /etc/pki/tisicerts  cp ca key /etc/pki/tis/private/ca.key  cp ca. csr /etc/pki/tis/private :
i /ca.csr :
Make sure that you copy the files and do not move them if SELinux is enabled (which it is by default)
Edit the apache ssl config and put in the appropriate options:
(shown using the vi editor, though you may use the editor of your choice)
{Vi Jetc/nttpdiconf.dissl.conf T |
Find the lines that start with SSHCertificateFile and change them to be like:
[ SSlCertificateFile /etc/pki/tis/certs/ca crt T TTToTTmmmmmmmmm 1
i SSLCertificateKeyFile /etc/pki/tls/private/ca.key H
Thenrestart: .
i letclinit.d/ httpd restart H

Add 443 virtual hosts as needed in httpd.conf.

12



Apache

Allow overwrites in the apache vhosts:

e g -

i sed -i 's/AllowOverride None/AllowOverride All/g" /etc/httpd/conf/httpd. conf

mod rewrite REQUIRED
1

Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.

MySQL

Set the MySQL Configuration:

then enter the MySQL root password when prompted.

MySQL Packet Size Configuration
1

We recommend setting the max_allowed_packet setting in the MySQL configuration file to 128MB (or similar) to account for the typical dataset
size handled in ProVision.

4) Optional configurations:

Configure SELinux

R%ﬁ) THIS BEFORE YOU USE SELINUX

SELinux is a very powerful method of securing the CentOS environment, but it is not "turn key" and requires expertise to configure it correctly. If
you do not know how to configure SELinux, please do not use it. A badly configured SELinux install will not work well and result in frustration. If
you have any questions or concerns about this - please contact 6connect Support at support@6connect.com.

RE-IP WARNING
1

Please remember - if you change the IP address of the your server, then you will need to update SELinux functions accordingly

Most CentOS install have SELinux enabled by default. One of its protections is to not allow httpd daemon to make network connections, we
need to disable this for license checks.

To view the SELinux configuration for http:

{Tusr/sbinjgetsebool -a | grep httpd T |
To turn protection off for the httpd daemon for creating network connections:
; /usr/sbin/setsebool -P httpd_can_network_connect 1 H

Configure IPTables

IPTables is enabled by default on CentOS. Add a new rule to allow 443 from anywhere. Make sure that this rule is in the chain BEFORE any
blanket reject rule:

To list all current IPTable rules:

13



To add a rule for 443:

Note

/sbin/iptables RHFirewall-1-1NPUT -1 5 -mstate --state NEW-mtcp -p tcp --dport 443 -j

1
The -1 5 is what adds the rule to the 5th chain position. You might need to change this depending on existing rules. Look at what rules are

there before running.

To save the new config:

-ARHFirewal | -1-INPUT -mstate --state NEW-mtcp -p tcp --dport 443 -j ACCEPT

Customers can alter this post install to allow only their IP space, plus the 6connect management space.

Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication.

Install radius module:

pecl install radius echo extension=radius.so > /etc/php.d/radius.ini

SSH

Install ssh module:

4) Install 6connect ProVision Software:

yuminstall |ibssh2-devel pecl install -f ssh2 echo extension=ssh2.so > /etc/php.d/ssh2.ini

1. Remove the current contents in the ProVision web folder (currently the www root) and after extract the archive contents (where 7.x.x is the

version number for the ProVision, and php7.x is the required php version build) :

2. Change the permissions to be the web user permissions

chown -R apache.apache /var/www/html

14



3. Go to http://<web root>/install/configTest.php. Follow the provided instructions, correcting any configuration errors if they occur. Once all steps
are completed, you are ready to use your ProVision instance!

15



ProVision Local Installation For CentOS 7

CentOS 7

* CentOS7
* Before You Begin
¢ Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
® PHP
* MySQL
* DNS and Additional Utilities
® 3) Configuring the requirements:
® SSL
® Apache
* MySQL
® 4) Optional configurations:
® Configure SELinux
® Configure IPTables
® Radius (Optional)
® SSH
® 5) Install 6connect ProVision Software:

Before You Begin

Ensure that System Requirements have been met prior to proceeding with the CentOS Configuration Guide.

Install Requirements

1) Upgrade your current packages

Upgrade your current packages: .

Fm);-um updat e

...................................................................................................................................................................................

2) Install Required Packages

PHP

Installations of ProVision 7.x and newer require PHP 7.1 (and related extensions). CentOS 6 comes with PHP 5.3 by default. You can either add
a repository which provides PHP 7.1 or install PHP manually.

Repository & Syntax

1
The Webtatic and Remi repos both have versions of PHP which are newer than those in the official repos. For this example, we'll be
using Webtatic.

If using a different repo or installing manually, your installation syntax may be different from what is listed here.

Add the repository:

rpm-UWh https://dl.fedoraproject.org/publ/epel/epel-rel ease-|atest-7.noarch.rpm
rpm-UWh https://mrror.webtatic.conm yun el 7/ webtatic-rel ease.rpm

16



Install PHP and extensions:

PHP 7.x / Apache2 / extensions

httpd

php71w
php71w-opcache
php71w-mysqind
php71w-pdo
php71w-ldap
php71w-pecl-memcache
php71w-bcmath
php71w-devel
php71w-pear
php71w-cli
php7.1-imap

Development tools for pecl / additional system packages:

curl

openssl|
memcached
mod_ssl

" “yum'instal | httpd php7iw php7iw-opcache php7iw nysqind php7iw-pdo php7iw-1dap php7iw- peci - memcache php7iw
i bcrmath php7lwdevel php71lw pear php7lwcli php7.1-imap curl openssl nencached nod_ssl

MySQL
Install MySQL 5.7 / MariaDB to use a local database.

MySQL is included with most CentOS installs, check for it with:

yumlist installed | grep nysql

! rpm-Wh http://repo. nysql. com nysql - communi ty-rel ease-el 7-5.noarch.rpm
i yuminstall nysql-server

: service nysqld start

chkconfig nysqld on

: yuminstall nariadb-server mariadb
; systenctl start mariadb

systenct| enabl e mariadb. service

17



DNS and Additional Utilities

5. Install the DNS and other remaining utilities:

curl
openssl|
nmap
bind-utils
bind
expect
wget
bzip2

yuminstall curl openssl nmap bind-utils bind expect wget bzip2

3) Configuring the requirements:

SSL

1. Self signed certificates in CentOS 7 by default have been already installed.
If you want to change it, follow the steps below:

Note: For production install, it is HHGHLY RECOMMENDED to use organization signed certs

Generate private key, CSR, and temporary key if one hasn't been provided.

openssl genrsa -out ca.key 1024
openssl req -new -key ca. key -out ca.csr
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt

cp ca.crt /etc/pki/tls/certs
cp ca. key /etc/pki/tls/privatel/ca.key
cp ca.csr /etc/pki/tls/private/ca.csr

Make sure that you copy the files and do not move them if SELinux is enabled (which it is by default)

Edit the apache ssl config and put in the appropriate options:
(shown using the vi editor, though you may use the editor of your choice)

! SSLCertificateFile /etc/pki/tls/certs/ca.crt
i SSLCertificateKeyFile /etc/pki/tls/privatel/ca.key
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Add 443 virtual hosts as needed in httpd.conf.

Apache

{"sed -i "s/AllowOverride None/AllowOverride All/g /etc/httpd/conf/httpd. conf T |
Start Apache and make it start on boot:
T systemct| start httpd.service T 1
; systenct!| enable httpd. service H
mod rewrite REQUIRED
1
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.
Set the MySQL Configuration:
[ “nysql -p -e "SET GLOBAL sql _node=' NO ENGI NE_SUBSTI TUTI ON' ; SET SESSI ON sql _mode=' NO_ENGI NE_SUBSTI TUTI ON' ; * k

Then enter the MySQL root password when prompted.

MySQL Packet Size Configuration
1

We recommend setting the max_allowed_packet setting in the MySQL configuration file to 128MB (or similar) to account for the typical dataset
size handled in ProVision.

4) Optional configurations:

Configure SELinux

R%ﬁ) THIS BEFORE YOU USE SELINUX

SELinux is a very powerful method of securing the CentOS environment, but it is not “turn key" and requires expertise to configure it correctly. If
you do not know how to configure SELinux, please do not use it. A badly configured SELinux install will not work well and result in frustration. If
you have any questions or concerns about this - please contact 6connect Support at support@6connect.com.

RE-IP WARNING
1

Please remember - if you change the IP address of the your server, then you will need to update SELinux functions accordingly

Most CentOS install have SELinux enabled by default. One of its protections is to not allow httpd daemon to make network connections, we
need to disable this for license checks.

To view the SELinux configuration for http:

{Tusr/sbin/getsebool -a | grep httpd T |
To turn protection off for the httpd daemon for creating network connections:
; [ usr/sbin/setsebool -P httpd_can_network_connect 1 1

Configure IPTables

IPTables is enabled by default on CentOS. Add a new rule to allow 443 from anywhere. Make sure that this rule is in the chain BEFORE any
blanket reject rule:
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To list all current IPTable rules:

Cliptables - L T 1
To add a rule for 443:
[ Usbin/iptables RHFirewall-1-INPUT -1 5 -mstate --state NEW-mtcp -p tcp --dport 443 -] ACCEPT |

Note

The -1 5 is what adds the rule to the 5th chain position. You might need to change this depending on existing rules. Look at what rules are
there before running.

To save the new config:

{Tetcirc.diinit.dliptables save T |
OR (some versions of centOS have different iptables names, so the above won't work)

{Vi Tetclsysconfig/iptables T |
With the file open for editing, add:

[ A RHFirewal I-1-TNPUT -mstate --state NEW-mtcp -p tcp --dport 443 -] ACCEPT T |
Once complete - restart the iptables service:

[ Jetc/init.dliptables restart 1
Customers can alter this post install to allow only their IP space, plus the 6connect management space.
Radius (Optional)
This section only needs to be followed if the customer will be using Radius for authentication.
Install radius module:

T pecl install radius T |

; echo extension=radi us.so > /etc/php.d/radius.ini H

SSH

Install ssh module:

20



yuminstall |ibssh2-devel H
pecl install -f ssh2 H
echo extension=ssh2.so > /etc/php.d/ssh2.ini

5) Install 6connect ProVision Software:

1. Remove the current contents in the ProVision web folder (currently the www root) and after extract the archive contents (where 7.x.x is the
version number for the build) :

{tar “xf productionBuild-7.x.x-php7.x.tar -C /variwm htm T 1
2. Change the permissions to be the web user permissions

[ chown -R apache.apache /var/www html T |
3. If enabled SELinux you must execute the following command:

chcon -R -t httpd_sys_rw content_t /var/ww/ htni

chcon -R -t httpd_sys_rw content_t /tnp

You must also execute the same command for the 6¢ secure path created from configSecureKeys.sh

4. Go to http://<web root>/install/configTest.php. Follow the provided instructions, correcting any configuration errors if they occur. Once all steps
are completed, you are ready to use your ProVision instance!
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ProVision Local Installation For Debian 7/8

Debian 8

® Debian 8
® Before You Begin
® Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
® PHP
* MySQL
* DNS and Additional Utilities
® 3) Configuring the requirements:
® SSL
® Apache
* MySQL
® 4) Optional configurations:
® 5) Install 6connect ProVision Software:

Before You Beqin

Ensure that System Requirements have been met prior to proceeding with the Installation Guide.

Install Requirements

1) Upgrade your current packages

Upgrade your current packages.

T Tapt-get update T
apt - get upgrade

2) Install Required Packages

PHP

Installations of ProVision 7.x and newer require PHP 7.1 (and related extensions). ProVision 7.x installations using Debian versions prior to
Stretch 9 require updating to PHP 7.1. Debian Wheezy comes with PHP 5.4 by default. You can either add a repository which provides PHP 7.1
or install PHP manually.

Fo(ribhis example, we are using Debian/Ubuntu installation instructions from:
https://ayesh.me/Ubuntu-PHP-7.1 , using Ondej Sury's PPA.

Another reference containing instructions for Debian 7, 8, CentOS / RHEL, MacOS X, and Windows is available here:
https://www.colinodell.com/blog/201612/installing-php-71

Depending on what repository you choose, installation instructions and syntax may differ.

22



Debian 8 Install Package

list'
sudo apt update

And update the packages list:

sudo apt install apt-transport-https |Isb-release ca-certificates
sudo wget -O /etc/apt/trusted. gpg.d/ php.gpg https://packages. sury. org/ php/ apt. gpg
sudo sh -c 'echo "deb https://packages. sury.org/php/ $(lIsb_release -sc) main" > /etc/apt/sources.list.d/ php

............................................................................................................................................................................. 4

apt - get update

Install Apache2/PHP7/MySQL and development tools for pecl:

PHP 7.x / Apache2 / extensions

httpd

php7.1w
php7.1w-opcache
php7.1w-mysqind
php7.1w-pdo
php7.1w-ldap
php7.1w-pecl-memcache
php7.1w-bcmath
php7.1w-devel
php7.1w-pear
php7.1w-cli
php7.1-imap

Development tools for pecl / additional system packages:

® curl

® openssl

®* memcached
® mod_ssl

apt-get install apache2 |ibapache2-nod-php7.1 php7.1 php7.1-cgi

php7. 1-cl

i | dap php7.1-nmysql nd php7. 1-ssh2 php-pear php7.1-dev php7.1-imap curl openss

While installing you will be asked to set the MySQL root password.

MySQL
. apt-get install nysql-server

You will be asked to enter a root password for the mysq| server.

DNS and Additional Utilities

Install the DNS and other utilities:

curl

openssl|
memcached
php7.1-memcache
nmap

dnsutils

bind9utils

expect

php7. 1-gd php7. 1-curl php7.1-
nenctached php7. 1- nentache

apt-get install curl openssl nenctached php7.1-nencache nmap dnsutils bind9utils expect
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3) Configuring the requirements:

SSL

Enable the necessary apache modules with the following command:

{TaZennod php7 ssl rewite |
In order to create self-signed certificates and to work properly, the hostname must be resolved properly.
Openthe hosts file for editing: .
; vi /etc/hosts 1
Add arecord foryour hostname
; your host nane X. X. X. X H
Create self-signed certificate:
; make-ssl -cert generate-defaul t-snakeoil --force-overwite H
Apache
mod rewrite REQUIRED
1
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.
Enable the default vhost for apache:
; a2ensite default-ssl H
Allow overwrites in the apache vhosts:
; sed -i 's/AllowOverride None/ AllowOverride All/g /etc/apache2/sites-avail able/defaul t* H
6.Reloadapache:
; servi ce apache2 rel oad H
MySQL Configuration:
i nysql -p -e “SET GLOBAL sql _npde=' NO ENG NE_SUBSTI TUTI ON ; SET SESSI ON sql _npde=' NO_ENG NE_SUBSTI TUTI ON ; * |

Then, enter the MySQL root password when prompted.

MySQL Packet Size Configuration
1

We recommend setting the max_allowed_packet setting in the MySQL configuration file to 128MB (or similar) to account for the typical dataset
size handled in ProVision.

4) Optional configurations:

Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication.

1. Install radius module:
Debian 7:
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H Debian 7

! pecl install radius
Debian 8:

H Debian 8

! apt-get install php7-radius
Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)

T vi /etc/php5/nods-available/radius.ini T |

Add the following lines to radius.ini:

T configuration for php radius module T 1

: ; priority=20 |

! ext ensi on=r adi us. so

To enable the radius module, type the following command:

T php7enmod radius T 1
5) Install 6connect ProVision Software:
1. Remove the current contents in the ProVision web folder (currently the www root) and after extract the archive contents (where 7.x.x is the
version number for the build):

T tar -xf productionBuild-7.x.x-php7.x.tar -C /var/ww |
2. Change the permissions to be the web user permissions:

{chown -R www data. wwdata /var/wew T 1

3. Go to http://<web root>/install/configTest.php. Follow the provided instructions, correcting any configuration errors if they occur. Once all steps
are completed, you are ready to use your ProVision instance!
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ProVision Local Installation For Ubuntu

Ubuntu 14.04 LTS

® Ubuntu 14.04 LTS
* Before You Begin
¢ Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
® PHP
* MySQL
* DNS and Additional Utilities
® 3) Configuring the requirements:
® SSL
® Apache
* MySQL
® 4) Optional configurations:
® Radius (Optional)
® SSH
® 5) Install 6connect ProVision Software:

Before You Begin

Ensure that System Requirements have been met prior to proceeding with the Installation Guide.

Peqrﬁissions
Before installing, verify that you have appropriate install permissions. Depending on your permissions and system setup, commands may need to

be run as superuser by prepending "sudo" to the listed commands.

Install Requirements

1) Upgrade your current packages

Upgrade your current packages.

" Tapt-get update
apt - get upgrade

2) Install Required Packages

PHP

Installations of ProVision 7.x and newer require PHP 7.1 (and related extensions). You can either add a repository which provides PHP 7.1 or
install PHP manually. In this example, we use the default package sources for Ubuntu 14.04 to install Apache 2.4 and PHP 7.1. We also provide

an option to install PHP 5.7 through a third-party repository.
If you are installing ProVision 7.x, or after, make sure that your build archive has "php7.x" as part of its name. For example "productionBuild-
7.00-php7.1.tar".

1. Add PHP 7.1 package sources to your system:
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and confirm with ENTER to continue.

If you get an error here, you may need to install python-software-properties first and then repeat the repository add as follows:

apt - get update
apt-get install python-software-properties

add- apt -reposi tory ppa: ondrej/php

apt-get install php7.1

and confirm with “y” and ENTER.
You'll now see “PHP 7.1.x" in the scrolling installation logs.

To verify the installed version of PHP, run:

Install Apache2/PHP 7.x/MySQL 5.7 and development tools for pecl:

PHP 7.x / Apache2 / extensions

httpd

php7.1w
php7.1w-opcache
php7.1w-mysqind
php7.1w-pdo
php7.1w-ldap
php7.1w-pecl-memcache
php7.1w-bcmath
php7.1w-devel
php7.1w-pear
php7.1w-cli
php7.1-imap

Development tools for pecl / additional system packages:

® curl
® openssl
®* memcached
® mod_ssl

i apt-get install apache2 |ibapache2-nod-php7.1 php7.1 php7.1-cg
i php7. 1-nysql nd php7.1-ssh2 php-pear php7.1-dev php7.1-imap curl

MySQL

ProVision 7.x and above requires MySQL 5.7 and above.

Add new repository for MySQL 5.7 distribution.

php7. 1-cli php7.1-gd php7.1-curl

openssl

mencached php7.1- mencache

php7. 1-1 dap
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i apt-key adv --keyserver pgp.mit.edu --recv-keys 5072E1F5 H
i echo "deb http://repo.nysql.confapt/ubuntu/ trusty nysql-5.7" >> /etc/apt/sources.list.d/ nysql.list H

{Tapt-get update T |
Install MySQL 5.7 to use a local database.
{Tapt-get install nysql-server-5.7 T |
You will be asked to enter a root password for the mysq| server.
MySQL is now installed. You can proceed to next section DNS And Additional Utilities
Install MySQL to use a local database: .
! apt-get install nysql-server :
You will be asked to enter a root password for the mysql server.
DNS and Additional Utilities
Install the DNS and other utilities:
® curl
® openssl|
® nmap
® dnsutils
® bind9utils
® expect
{“apt-get install curl openssi nmep dnsutils bindoutils expect T |
3) Configuring the requirements:
Enable the necessary apache modules with the following command: . .
. a2ennod php7 ssl rewite headers H
In order to create self-signed certificates and to work properly, the hostname must be resolved properly.
Open the hosts file for editing: .

vi /etc/hosts

Add a record for your hostname:
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Create self-signed certificate:

T make-ssl-cert generate-defaul t-snakeoil --force-overwite T |
Apache
mod rewrite REQUIRED
1
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.
Enable the default vhost for apache: .
; a2ensite default-ssl H
Allow overwrites in the apache vhosts: .
i sed -i 's/AllowOverride None/AllowOverride All/g" /etc/apache2/ apache2. conf H
Update site configurations to use /var/www for docroot:
T sed -i “s/\/var\/wwh/htm/\/var\/wwi' /etclapache2/sites-availabl e/ 000-default.conf T |
i osed -i "s/\/var\/wwh\/htm /\/var\/ww/ ' /etc/apache2/sites-availabl e/ default-ssl.conf H
Restartapache: .
; service apache2 restart H
MySQL Configuration: .
i nysql -p -e "SET GLOBAL sql _npde=' NO ENG NE_SUBSTI TUTI ON ; SET SESSI ON sql _nmode=' NO_ENG NE_SUBSTI TUTI ON ;" |

Then, enter the MySQL root password when prompted.

MySQL Packet Size Configuration
1

We recommend setting the max_allowed_packet setting in the MySQL configuration file to 128MB (or similar) to account for the typical dataset
size handled in ProVision.

4) Optional configurations:
Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication.

Install radius module:

Debian 8
; apt-get install php7-radius
Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)
{7V Tetc/ phpSimods-avai labl e/ radius.ini T |

Add the following lines to radius.ini:
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; configuration for php radius nodul e
; priority=20
ext ensi on=r adi us. so

T php7enmod radius 1
Install sshmodule: .
. apt-get install Iibssh2-1-dev H
then rUN.
i pecl install ssh2-1.1.2 1
Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice) .
i vi /etc/php7/ mods-avail abl e/ ssh2. i ni H
Add the following lines to ssh2.ini (adding extension=ssh2.so to your ssh2.ini): .
i ; configuration for php ssh2 nodul e H
: ; priority=20 i
! ext ensi on=ssh2. so
To enable, type the following command: .
; phpennod ssh2 H
Reload APaCNe: e .
. service apache2 rel oad H

5) Install 6connect ProVision Software:

ThE latest version of ProVision can be found at https://cloud.6connect.com/Download/Latest/ and downloaded using the credentials provided to

Y

If you need credentials provided to you, or any other assistance, please contact our support team atsupport@6connect.com.

1. Remove the current contents in the ProVision web folder location (currently the www root) and after extract the archive contents (where 7.x.x
is the version number for the build):

3. Go to http://<web root>/install/configTest.php. Follow the provided instructions, correcting any configuration errors if they occur. Once all steps
are completed, you are ready to use your ProVision instance!
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6connect Local Software Upgrades

Local Software Upgrades

® |ocal Software Upgrades
® Upgrade Methods for Local Installs of 6connect Provision
® Manual Upgrade (Recommended)

Upgrade Methods for Local Installs of 6connect Provision

The recommended upgrade method for local installations of ProVision is a manual download of the latest version and running the associated
upgrade script.

For upgrades consisting of multiple versions, ensure that each version upgrade is performed in order. If you have a particularly complicated
upgrade or special concerns, contact our support team, and 6connect engineers can recommend an upgrade strategy tailored to your situation
and assist as needed.

If you have questions, need assistance, or wish to schedule an upgrade to the latest version, contact support@6connect.com.

Manual Upgrade (Recommended)

A manual upgrade is the recommended route for local installations, providing the highest level of control and oversight, and may be performed in
installation scenarios where company policies restrict automatic downloads / script executions :

. Download the latest 6connect tar file from https://cloud.6connect.com/Download/Latest/

1
2. Extract into web root.
3. Run configDir.sh <web user> from the command line as root in the web root. This will setup the directories apache user needs read

Iwrite access to.

The following local upgrade options are available, but are not generally recommended - differences in installation setup and access levels may
result in these options being less reliable than the manual upgrade option.

GUI

In the 6connect tool, navigate to Admin Admin Preferences page. If there is a new version available, an Upgrade button will be available. Click
on the Upgrade Now button to go to the upgrade page. It will automatically download the latest version available, run all upgrade scripts, and
create a log of the upgrade process.

Command Line
In upgrade/scripts run ‘php upgrade.php -h' to get the help and full usage of upgrade.php. This script will automatically get the latest tar file,

create a backup, and run all the necessary upgrades between the current and latest version. The most common usage of upgrade will look like
this 'php upgrade.php -v -b </path/to/store/backup>'
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Local Installations - Peering Setup

Peering Setup - Local Installations:

ProVision versions 5.3.0to0 6.1.2

ProVision uses a locally-hosted mirror of the PeeringDB database in order to perform non-edit Peering functions. There are a few steps to take in
order to set up your locally hosted instance to coordinate with PeeringDB information.

As of PeeringDB 2.0, SQL dump files are no longer provided. If you are using ProVision 5.3.0 or higher, you must follow this new install process.
If are using a lower version of ProVision, then please follow the instructions in the previous version of this page.

1) Create a new database to store the PeeringDB data. This must be on the same server as the database which is used by ProVision.

2) Download, install, and use the PeeringDB Python Client to populate the database.

The PeeringDB documentation is available here: http://peeringdb.github.io/peeringdb-py/

3) Once this has been done, edit the ProVision global configuration file located here:

It must be updated with the following variables to inform ProVision of the location of this new install. The username and password fields
correspond to the username and password of the MySQL account which has access to the database (Not the username and password to your
PeeringDB account).

This can, but does not have to be, the same MySQL user which is used for the ProVision database. However, the ProVision MySQL user must
have at least READ access to the PeeringDB database.

| $peeringdb_host = 'localhost’; ~ // Database host nust be the same for provision and peering ?
i $peeringdb_usernanme = 'usernane'; /'l username for the MySQL user H
i $peeringdb_password = ' password'; /'l password for the MySQL user ;
$peeringdb_db_nane = ' peeringdb'; /'l name of the database in MySQ

4) Periodically sync with the PeeringDB server to get the latest updates. This can be done manually, or there are instructions in the PeeringDB
documentation on how to automatically schedule syncs using cron (http://peeringdb.github.io/peeringdb-py/cli/#sync).

ProVision versions 7.x and newer

For ProVision versions 7.x and later, ProVision directly interfaces with PeeringDB's API to update exchange and peering data, caching the data
for a default time of 12 hours.

This requires a PeeringDB account, and for the account credentials to be set in ProVision. The credentials may either be hard coded into globals.
php, or set into the database via the Admin/Peering GUI. See Admin Preferences and Peering for detailed information.

Additional Peering constants may be added into globals.php to change the PeeringDB URL between the main and beta site (some users may find
the beta site to have faster response times), and to adjust the PeeringDB cache TTL.

For real-time updates, TTL may be set to 0. However, some users may experience severe lag with a TTL = 0; we recommend using a 10 to 15
minute or greater TTL if this occurs.

Peering Constants
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In globals.php, the following constants can be defined to tweak the Peering internals:

PEERINGDB_USERNAME

defi ne(' PEERI NGDB_USERNAME' , 'usernane');

Default value: none
The username for the account used to connect to the PeeringDB API

Instead of saving the username and password in the database, the values can be hard coded into globals.php

PEERINGDB_PASSWORD
def i ne(' PEERI NGDB_PASSWORD , ' nypass');

Default value: none

The password for the account used to connect to the PeeringDB API

PEERINGDB_URL
define(' PEERINGDB_URL', 'https://peeringdb.comapi/"');

Default value: https://peeringdb.com/api/

The URL of the PeeringDB API. Alternate value: https://beta.peeringdb.com/api/

PEERINGDB_CACHE_TTL
def i ne(' PEERI NGDB_CACHE_TTL', 43200);

Default value: 43200 (12 hours)
How often (in seconds) to purge the cached PeeringDB API calls. If a customer wants real time access, this can be set to 0.

If experiencing major lag issues with real time access, it is recommended to increase to increase the cache TTL from O to 5, 10, or 15 minutes.

Additional Information:

For additional information on working with Peering, see the following documentation sections:
Peering

Import Peering Sessions
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Local Installations - Master-Master Replication

Configuring ProVision for Master-Master Replication

1. Create two ProVision installs on two different servers. These servers can be bare metal or they can be VMs. These servers will be referred to
as Repl and Rep2.

2. Open an SSH session to Rep1.

3. Confirm that Rep1 can communicate with Rep2 by issuing a ping command:

{ping ip-of-Rep2 T |
If the Rep1 cannot communicate with Rep2, consult your system or network administrator to clear this error.
4. Stop the apache? service using the following command:
{“service apache2 stop T |
5. Run the following command to open the MySQL configuration file for editing:
{Vi Jetcinysql/nysqgl . conf.d/nysqid cnf T 1
6. Find the line that reads:
{bind-address = 127.0.0.1 T |
And change it to:
{bind-address = 0.0.0.0 T |
Note: you may wish to consult with your security department to determine the least-permissible values.
7. Add the following lines to the end of the file, then save and exit:
[server-id=1 |
| 0g- bi n="nysgql - bi n"
bi nl og- do- db=nane_of _dat abase
: repl i cat e- do- db=nanme_of _dat abase
rel ay-1 og="nysql -rel ay-1 og"
auto-increment-of fset = 1
aut o-increnent-increment = 10

Note: “name_of_database” is a placeholder for the name of the 6connect ProVision database. This is typically “provision” but may be different
b on the choices made during installation.

8. Enter the following command:

service nysql restart
If you get errors, please re-check that you have correctly entered the changes in step (6) to the configuration file, and that you have

replaced the name of the database correctly.

9. Create a dump of the current database state:
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You will need the MySQL root password for this, which can normally be found at:

Ivarlwww/html/data/globals.php

Note you will also need to change the database name as in the previous step.

10. Transfer the database dump to Rep2, to serve as the basis for the synchronization:

{“scp initial.sql username@ocation-of-rep2:~ T |
You will have to customize this command with a user on Rep2 and its location. Ex:

{“scp initial.sql username@?7.221. 241. 164 ~ T 1
Note: You will need to customize this command with your credentials on Rep2.
11. Run the following command:

Crmivar/lib/nysgi Jauto. enf |
12. While still on Rep1, log in to MySQL as root.

Unysgl Suroot -p T |
13. Run the following commands in MySQL:

! CREATE USER "replicator' @% |DENTIFIED BY "replication_password ; T 1

GRANT REPLI CATI ON SLAVE ON *.* TO 'replicator' @% ;
Note: The specific requirements for password strength are governed by your local policies.
14. Run the following command in MySQL:

[TSHOWMASTER STATUS; T 1

Note the ‘File’ and ‘Position’ columns. These will be referred to later as “repl_file” and “repl_position.”

15. Leave the SSH session to Rep1 open. Open a second SSH session to Rep2.
16. Confirm that Rep2 can communicate with Rep1 by issuing a ping command:

{ping ip-of-Repl T |

If the Rep2 cannot communicate with Rep1, consult your system or network administrator to clear this error.

17. Stop the apache?2 service using the following command:

[ “service apache2 stop |
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18. Run the following command to open the MySQL configuration file for editing:

{Vi Tetcinysql/nysqgl . conf.d/nysqid.enf T |
19. Find the line that reads
{bind-address = 127.0.0.1 |
And change it to:
{bind-address = 0.0.0.0 T 1
Note: you may wish to consult with your security department to determine the least-permissible values.
20. Add the following lines to the end of the file, then save and exit:
[server-id=2 |
| 0g- bi n="nysql - bi n"
bi nl og- do- db=nane_of _dat abase
repl i cat e- do- db=nane_of _dat abase
rel ay-1 og="nysql -rel ay-| og"
auto-increnent-of fset = 2
| auto-increnent-increment = 10

Note: “name_of database” is a placeholder for the name of the 6connect ProVision database. This is typically “provision” but may be different
b on the choices made during installation.

21. Enter the following command:

service nysql restart

If you get errors, please re-check that you have correctly entered the changes in step (20) to the configuration file, and that you have
replaced the name of the database correctly.

22. Run the following command:

24. Run the following commands to delete the current ProVision database and to adopt the MySQL dump that was created in step (9). If this is
not part of the initial ProVision configuration, ensure that proper backups have been made and are accessible before deleting.
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DROP DATABASE nane_of _dat abase;
CREATE DATABASE nane_of _dat abase;
USE nane_of _dat abase;

source /home/root/initial.sql;

Note: you may have to customize the final line with the location of the “initial.sql” file that was transferred to Rep2 in step (10).
Note: you will have to replace name_of_database with the 6connect ProVision database chosen at install.

25. While still in MySQL on Rep2, run the following commands:

| CREATE USER "replicator' @% |DENTIFIED BY 'replication_password ; T 1
| GRANT REPLI CATI ON SLAVE ON *.* TO 'replicator' @% ; :
Note: The specific requirements for password strength are governed by your local policies.
26. Run the following command in MySQL:
[SHOW MASTER STATUS, |
Note the file’ and ‘position’ columns. These will be referred to later as “rep2_file” and “rep2_position.”
27. On Rep1l, in MySQL, run the following commands:
{USToP SLAVE, |
| CHANGE MASTER TO MASTER HOST = 'l ocation_of _rep2', MASTER USER = 'replicator', MASTER PASSWORD = §
i ‘'replication_password', MASTER LOG FILE = '"rep2_file', MASTER LOG PCS = rep2_position, i
! START SLAVE; §

Note that you must replace “location_of _rep2”, “replication_password”, “rep2_file” and “rep2_position” with values from earlier in this
tutorial.

28. On Rep2, in MySQL, run the following commands:

{SToP SLAVE, |
CHANGE MASTER TO MASTER HOST = 'location_of _repl', MASTER USER = 'replicator', MASTER PASSWORD =
i ‘'replication_password', MASTER LOG FILE = "repl_file', MASTER LOG POS = repl_position;, H
| START SLAVE; i

Note that you must replace “location_of repl”, “replication_password”, “repl1_file” and “repl_position” with values from earlier in this
tutorial.

29. On Rep1l, exit MySQL and enter the following command:

30. On Rep2, exit MySQL and enter the following command:
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31. Replication should now be running between the two servers. To test this, log in to MySQL on both Rep1 and Rep2, switch to the ProVision
database on both and run the following command:

This will show how many logs are recorded by each database. Now, use a web browser to navigate to the ProVision GUI on Rep1l
and log in. This will produce additional log events within the ProVision database.

Return to MySQL on both databases and run the above command again. You should see two things: that the log count has
increased, and that the count is identical on both servers. If this matches what you see then replication is working.

To complete the test now use a web browser to navigate to the ProVision GUI on Rep2 and log in. This should again produce an
equal increase in log counts on both servers.
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ESXi VM Image Setup

Before vou Beqin:

Ensure that you have the root user information for the VM and a license key - please contact 6connect Support (support@6connect.com) or your
Redeller/VAR for more information.

Step 1

Download OVF and VMDK files from 6connect (or approved) download area. If you do not have this information, please contact 6connect
Support (support@6connect.com) or your Reseller/VAR for more information.

Step 2

Option 1: Import OVF and VMDK to your ESXi VM environment (VMware ESXi 6.5 or later).

Option 2: If you do not have ESXi 6.5 or later, then you can create a new VM (CentOS, 64-bit, 4GB RAM) and use the VMDK disk image that
you downloaded in Step 1.

Step 3

Power on the VM and login, using the root user account information per "Before you Begin".

Step 4

Customize the VM environment for the following items:

. Change the root user password from its default

. edit /etc/sysconfig/network-scripts/ifcfg-ens192 with your IP information

. edit /etc/hostname

. edit /etc/resolv.conf

. Optional - add SSL certs (non self signed) per normal CentOS7 installation
. Reboot the VM

OO WNE

Step 5a

Finish setup of ProVision for your organization:

1. Go to https://<hostname or IP address>/install/configTest.php in a web browser
2. Scroll to the bottom to complete Step 13 (see image below). The Registration Email is your License Email that would have been sent to
you by 6connect or ProVision VAR. If your VM is in an "offline" or SCIF environment please go to Step 5b.

Step 13: License and Initial User

Company Name

Registration Email

Install URL
Update

3. You should now be able to go to your Instance URL and login with the credentials generated for your user/registration email address.

Step 5b

For an "offline" license, you will be emailed a license file and path to place it. Without this file, you will not be able to login to ProVision. One the
license file is applied, you should now be able to go to your Instance URL and login with the credentials generated for your user/registration email
address.
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Please note that the offline license file is version specific, so before you upgrade to a new version of ProVision, you will also need to make sure
youlupdate the license file after the upgrade.
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ProVision Getting Started

Welcome to ProVision!

Our Getting Started documents provide a high-level overview to orient you to working in ProVision.

If you need setup assistance or additional information, you can contact our support team at support@6connect.com.

® Welcome to ProVision!

ProVision Getting Started
ProVision User Guide
ProVision Admin Guide
ProVision Developer Tools
Additional Resources

ProVision Getting Started

First Steps - Not sure where to begin? Here are some key items to consider when setting up your first ProVision instance, high level overviews of
Resources, Permissions, and Importing data into ProVision.

Resource Concepts - The Resource Management System is a key component of ProVision. This system supports a variety of hierarchies and
metadata - understanding how these pieces can be used is important prior to importing data or setting up the application.

Workflow Concepts - ProVision has two distinct interfaces depending on the user level and task. It is important to understand how these

interfaces work together from the centralized data. This is important for user on-boarding and training of internal operations staff, developers or
engineering teams.

ProVision User Guide

The user guide gives you an overview on the standard Ul functions of ProVision and installed Modules.

ProVision Admin Guide

The Admin Guide provides an overview of administrative functions of the different functional areas of ProVision.

ProVision Developer Tools

The Developer Tools section has details on our API and related information - including code samples.

Additional Resources

You can also browse the Tutorials and FAQ, if you have any questions, please contact our support team at support@6connect.com.
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First Steps

ProVision First Steps

® ProVision First Steps
® Qverview Video: First Steps - Part 1
® Before you Begin
® 1) What type of physical and non-physical components do you wish to track?
® 2) Whatis your current data structure? What is your ideal data structure?
® 3) Who needs access to what data?
® Qverview Video: First Steps - Part 2
® Getting your Data into ProVision
® 1) Gather and Prep your data
® 2) Import or Manually Add Data
® A) Resources
® B) IP Aggregates and Blocks
® C) Add DNS servers and zones
® 3) Add Users and Groups
® Working In Provision

Overview Video: First Steps - Part 1

This video gives a high level overview of the "Before you Begin" content on this page, as well as an introduction to ProVision's Resource System.

Note: Recorded in ProVision v5.1.x, newer versions may have interface updates.

This video may also be viewed at https://www.youtube.com/watch?v=apJRcQv3ZQO.

Before you Begin

We recommend that new users work through the following questions with their internal team to plan their ProVision instance:
Need Help?

Remember that 6connect's engineers are here to help. If you have questions, or want to test out some ideas, our team has worked with a variety
of data sets and can help get you started on the right path. You can reach us any time at support@6connect.com.

1) What type of physical and non-physical components do you wish to track?

Impacts: What Sections and Resources are created

An important first step is determining what items you currently are, or will be, tracking, and what relationship they have with each

other. ProVision's flexible Resource system allows you create and customize detailed entries for any type of item you may want to track:
Customers, Contacts, Data Centers, Routers, VMs, and more. These types of resources are labeled as "Sections" in ProVision. Once a section is
made, individual items (resources) may be created as a part of that Section. Each Section may have different Gadgets selected, which then
provide additional functionality on a resource entry page.

See: Resources, Customizing Sections, Gadgets

2) What is your current data structure? What is your ideal data structure?

Impacts: Resource Hierarchy, Assignment Behavior

The resource hierarchy structure in ProVision allows for "child" resources to be created under a parent resource (for example: servers as children
under a datacenter resource entry, or subsidiaries under a parent company, who then share IP aggregates). The structure decided upon will
influence how resources are set up in ProVision, as well as the behaviors of functions while working with items such as IP blocks or DNS zones.

See: Resources, The Resource System
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3) Who needs access to what data?

Impacts: User and Group Permissions

In ProVision, standard user permissions are set by resource and functional area (IPAM, Resource, Peering, etc). Global Admin permissions give
access to additional functions such as configuration settings, importing, and Scheduler tasks. Determine which users will require administrative
access, and which will have access to only specific resources or functional areas. You will need to get more specific later, but having some high
level groups to work with is a great start.

See: Users & Permissions

Overview Video: First Steps - Part 2

This video gives a high level overview of the "Getting your Data into ProVision" content on this page.

Note: Recorded in ProVision v5.1.x, newer versions may have interface updates.

This video may also be viewed at https://www.youtube.com/watch?v=2e0H1H4rTTs.

Getting your Data into ProVision

After determining your internal goals and processes, it's time to get your data into ProVision!
Start Small

When importing data into ProVision, data validation is a key step to ensure that everything is accurate. Upon importing your data, you may see
some errors that result in a stop in the import process! It is recommended that you break up your imports to both keep them manageable and give
you a chance to normalize your data prior to importing.

1) Gather and Prep your data

Determine where your data will be from:
Excel / Spreadsheets:
May be used to import: Resources, IP Aggregates/ Blocks, DNS BIND Zones

If you currently use Excel or other spreadsheet program for tracking, you will need to verify that your spreadsheets are "cleaned up"
according to the information on the Importing Your Data page under "Preparing for Data Import":

® Make sure that you use UTF-8 encoding, remove extraneous blank rows, and compare your data to the data fields available in
ProVision, shown under "Which Import Tool Should | Use?".

® Review sample files if desired to see example formats.

® |f you plan to track custom types of Resources by creating Sections, you will need to create a Section with custom fields, and verify that
your spreadsheet contains the same fields.

Once your verification / cleanup is complete, export your spreadsheet as a .csv file.
See: Importing Your Data, Resources, Import DNS Zones
RIR

May be used to import: IP Aggregates

No advance preparation is needed for aggregates imported from RIR. ProVision's built-in importer will ask for your ORGID or an IP, and
then populate an aggregate list from that information. Simply choose which aggregates you wish to import.

See: Import Aggregate Blocks
DNS Servers

May be used to import: DNS Zones
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ProVision provides automated tools for importing DNS zones from the following server types: BIND, PowerDNS, InfoBlox, NS One, Dyn
DNS, and DNSMadeEasy servers, as well as IPPlan MySQL Databases.

Before importing DNS zones, it is recommended that a DNS Group be created to hold the zones being imported, and that the DNS server
be added into ProVision so that zone updates may be pushed.

For general DNS taks, see: DNS Administration, DNS Tab, Working with DNS Groups, Working with DNS Servers
For specific DNS zone import instructions for each DNS server type, see: Import DNS Zones
Manually Adding Data

ProVision allows manual adding of data at any time. We recommend verifying that the item has not already been added beforehand (to
prevent duplicates), and keeping your desired data structure in mind.

2) Import or Manually Add Data

The order in which items are added will depend on what ProVision functional area (Resources, IPAM, DNS) you will be using, and what the
current / desired data structure is. In general, the following order is recommended:

A) Resources

Importing or creating your resources first allows subsequent items to be associated with those resources.

Note: If you already have "Resource" data associated with your IP block data (ie, as fields in a spreadsheet with Resource Name and
Resource ID), you may choose not to create those resources ahead of time. The IP Import from CSV tool will give you an option to create
those Resources during the IP import process.

Import customers, physical devices, locations, and so forth through the Resource Import from CSV tool. If you wish for additional
customization, you may create a custom Section, add the desired fields, and import resources under that Section through the Resource
Import Tool.

Adding resources manually may be done at any time under the Resources Tab, by clicking the "Add Entry" button.

See: Resources, Importing Your Data

B) IP Aggregates and Blocks

Import your IP Aggregates through the Import from RIR tool, or from a .csv file via IP Import from CSV.

The Import from CSV tool will create Top-Level Aggregates and place blocks under those aggregates based on the following method:
First, the importer will parse through the provided data, order all blocks from largest to smallest, then attempt to split the largest
block out of an existing block matching the IP space and RIR. If that fails (no larger block exists), then that block is added in the

system as its own Top-Level-Aggregate. Subsequent blocks will undergo the same process.

This method ensures that your list of IP blocks does not need to be organized in any particular order.

If your import includes a large number of small blocks (/30s, /32s), be sure you've included at least one large block which encompasses
@ them (/24, /22). This will ensure that the smaller blocks are neatly organized under the larger block, rather than imported as their own Top-
Level Aggregates.

See: Importing Your Data

C) Add DNS servers and zones

If using the DNS Module in ProVision, you will need to add your servers prior to importing zones.

Add DNS Severs

Adding DNS Servers requires administrative access.

Servers are added under the DNS Tab of ProVision, under "DNS Servers". Click on "Add Server" and fill out the server information.
See: Working with DNS Servers

Information for specific server types and options is available under the following sections:
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Configuring ISC BIND Support
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Split Horizon/Views

Configuring DNSSEC

Import DNS Zones
After creating the applicable servers in ProVision, you may import or manually add DNS zones.

ProVision offers multiple DNS zone import options, available under the Data Import tab in the Admin section. For more information on
importing DNS zones, see Importing your Data and Import DNS Zones.

BIND Zone Import

® Imports using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the zones
themselves, and an optional .csv file mapping zones to customers.

PowerDNS Zone Import

® Option is available after configuring a PowerDNS server with a MySQL backend. Connects to the selected server and
imports all zones.

InfoBlox Zone Import
® Imports DNS zones using a provided Host, Username, and Password. The InfoBlox import pulls all zones on the
InfoBlox LOCAL grid and adds them to a designated Group. It is advised to create a DNS Group prior to the import with
default parameters and NS records to be inherited by the imported records.

NS One Zone Import

® Imports DNS zones using a NS One API Key. It is advised to create a DNS Group prior to the import with default
parameters and NS records to be inherited by the imported records.

Dyn DNS Zone Import

® Imports DNS zones using a Dyn DNS Customer Name, Username, and Password. It is advised to create a DNS Group
prior to the import with default parameters and NS records to be inherited by the imported records.

DNSMadeEasy Zone Import

® Imports DNS zones using a DNSMadeEasy API Key and API Secret. It is advised to create a DNS Group prior to the
import with default parameters and NS records to be inherited by the imported records.

IPPlan Zone Import

® Imports DNS zones using IPPlan MySQL database options. It is advised to create a DNS Group prior to the import with
default parameters and NS records to be inherited by the imported records.

Manually adding zones may be done at any time from the DNS Tab. See Working with DNS Zones and DNS Zones Overview.

3) Add Users and Groups

In ProVision, the permissions structure is handled by assigning users to groups, then setting specific resource-level C/R/U/D permissions for that
group. It is designed to give you as much flexibility as you need to accommodate most use cases. When mapping out the permissions structure

for your organization, keep in mind who you want to access to application:
® Internal Users and Roles (Admins, Read Only, etc.)
® Partners related to multiple specific Resources/Accounts
® Customers/Departments with limited view to only their respective Resources/Accounts

See: Users & Permissions, Working With Users and Groups
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Users and Groups may be added at any time. However, assigning permissions to users and groups is best done after the applicable resource
hierarchy has been added into ProVision.

Working In Provision

With the basic data now imported, and users set up, you (and your team) are ready to work in ProVision!

Refer to our User Guide and Admin Guide for details on standard user and admin level areas of ProVision. Or, follow the links below for
additional details grouped by specific task areas:

Concepts:

Resource Concepts
Workflow Concepts
Resources:

Resources

Customizing Sections
Customizing Fields
Gadgets

IPAM:

IPAM Tab

Working with IP Blocks
Working with IP Rules
IPAM Administration

DNS:

DNS Tab

Working with DNS Groups
Working with DNS Zones
DNS Zones Overview
DNS Administration
Working with DNS Servers
DHCP:

DHCP Tab

Working with DHCP Groups
Working with DNS Zones
Working with DHCP Gadgets
DHCP Administration
Peering:

Peering

Peering Exchanges

Peering Routers
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Peering Sessions

Import Peering Sessions
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Resource Concepts

The Resource System

® The Resource System

® Resource System Components
® Resources
® Section
®* Entry
® Category

® Resource Hierarchy
® Additional Information:

Resource System Components

Resources

In ProVision, a “Resource” is simply an umbrella term for the components that you are tracking. Resources
may be:

Physical assets such as servers and routers
Virtual assets such as DNS Zones or VMs
Individual people or companies (customers)
Places holding your assets, such as datacenters

vitual i Routers
Machine
Datacenter The Resource Customer
System
Circuit Contact
Servers

Section

The generic type of a resource is called a Section. General terms such as Rack, Routers, Customer, Servers, and Datacenters would be
considered "Sections" in ProVision.

Example: You might have an individual server named "Test Server", but its generic type of resource is that of a “Server” — so we would associate
“Test Server” with the Section “Server”.
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Think of Sections as templates for your resources. When a Section is created, you can associate specific fields and gadgets with that Section. In
the case of our "Server" section, we would want to associate fields that are common server properties, such as Make, Model, Operating System,
and Domain. Then, anytime we looked up a specific server in ProVision, we can see and update the Make, Model, OS, and Domain information.

Resources .
Sections
The Resource
System
Entry

Think of an Entry as the individual item you are tracking — it has a specific name, it might have an IP Address, a physical address, or additional
descriptive data that is associated with it.

Our "Test Server" resource is an Entry under the "Server" Section.

Resources
Sections
The Resource
Entries System

Here, we can see that under the “Datacenter” section, we have two entries — one is the Ashburn Datacenter, the other is the Boston Datacenter.
Under “Servers”, we have entries for “Test Server” and “Backup Server”.

Category
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Another part of ProVision's resource system is “Categories”. Categories allow you to group resources together under a name of your choosing to
further organize your resources. A category that is often used is “Customer”, grouping customer resources together

ot -

S mm g
A / Rack myrouter.con:"\
Virtual  / \
i Routers
- Machine | AIB1E !
= o : router2.com 4
VM 1 S
Sections S iMy Custom Grouping 7
e ! ’,/ Awesome Co.
Datacenter . The Resource " ¢ stomer
Ent I’iES ) ——Boston SVStem r-" Lab Inc.

i
]
'
'
il
[
'
[}
|
1
[l
[l
'

ATT1234 ‘I: Bob Smith
Circuit | Tetsewr i Contact
Categories ’—/ ssciss SIVers i jneooe

\ 4 Backup Server
.

In this example, we are grouping Racks, Servers, and Routers under the “My Custom Grouping” Category.

Creating categories is entirely optional, so you can decide internally if the additional organization is needed in your instance.

Resource Hierarchy

In ProVision, "Child" Resources can be created underneath a "Parent" resource. This functionality allows for hierarchies to be created to match
the desired organizational structure. An example of this would be to create racks and servers as children under a datacenter entry. Chart View,

available from the Resources Tab, lets you see this structure graphically.
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Resources / Entries / Chart
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The structure decided upon will influence how resources are set up in ProVision, as well as behaviors of functions while working with items such

as IP Blocks or DNS zones.

Additional Information:

Resources

Working with Entries
Customizing Sections
Customizing Fields

Gadgets
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Workflow Concepts

Workflow Concepts

* Workflow Concepts
® |P Assignment Lifecycle
® |P Management
® Peering
® VLAN Manager
* VLAN Workflow:
® Create Domain(s)
® Add/ Edit VLANs
® Add IP Blocks to VLANs
® Manage Domains and VLANs
® VLAN Workflow (Legacy):
® Standard flow (without VLAN tags):
® Optional flow (with VLAN tags):
®* DHCP
* DNSv3 Workflow
® Approvals Workflows
® |nitial Setup
® Step 1 - Review Existing User Groups and Process Needs
® Step 2 - Add or Edit ProVision User Groups
® Step 3 - Assign Approval Action Settings to Groups
® Step 4 - Enable Notifications (Optional)
® Step 6 - Add Scheduler Task: "Approvals - Delete events older than 1 month"
® Daily Use

IP_Assignment Lifecycle

In ProVision, the IP assignment lifecycle starts with an available block which is free to be assigned to any IPAM-enabled resource holder. There
are multiple methods that may be used to assign a block to a resource holder: Smart Assign, Direct Assign, or Manual Assign (Smart Browse).

Once an IP block is assigned, blocks can be further subassigned via the same methods if desired. When an assigned block is un-assigned it

proceeds into the Holding Tank: a special resource where blocks are held until either a set time has elapsed or until they are manually reclaimed
to 'available' status.
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IP ASSIGNMENT LIFECYCLE

Available

*  Smart Assign
+  Direct Assign
*  Manual

*  Manual Reclaim
*  Bulk Process Holding

*  Sub Assign

Assigned to

Holding Resource

\ 4

*  Unassign

For more information on performing tasks in this IP Assignment Lifecycle, see the following documentation sections:
Working with IP Blocks

IPAM Administration

IP_ Management

IP Management is comprised of four basic functions: adding aggregates into ProVision, managing those aggregate blocks, assigning them to a
resource, and deleting the aggregates.

ProVision provides multiple ways for you to achieve each step, depending on your needs. For example, if your organization currently uses

spreadsheet data to track aggregates, ProVision provides tools that can import your existing spreadsheets for bulk updates, saving you time.
Need to just quickly assign a single IP? Direct Assign will allow you to do so with just a few clicks.
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IP MANAGEMENT FLOW

Add Aggregates
From RIR

ETIVETY
Import from spreadsheet

Delete Aggregates Manage Aggregates
Manually Editing Properties
Import from spreadsheet RIR Integration

Splitting
Re-aggregating

Assign Aggregates

Smart Assign

Direct Assign
Manually
From Import

For more information on performing tasks in this IP Management Flow, see the following documentation sections:
Working with IP Blocks

IPAM Administration

Importing Your Data

Import Aggregate Blocks

Peering

ProVision versions 7.0.0 and later:

Initially, ASNs and Peering DB information will need to be entered into ProVision to enable Peering functionality. After the, Peering starts with
designating Routers. Routers may be added from the "Add Router" button under the Peering Tab Routers sub-tab. Once a router has been
created, Peer Groups may be added from the Router Details page or the Peer Group Gadget.

After the router(s) and Peer Groups have been created in ProVision, Sessions need to be added. Sessions may be added manually through the
"Add Session" dialog in the Peering tab, or Imported from a router (requires ProVision Admin permissions).

Once a session has been created, it can be configured and managed through the Sessions list and Session details page (using 1-click Config or
Config Management), or multiple sessions may be configured for a specific Peer via the "Configure Multiple Sessions" option, which will provide
options to either "Config Now" or "Schedule Config" for a later time.

Managing Peer Communications is done primarily from the Exchange Communications menu, sending requests and marking peers as existing /

not qualified / approved, etc. If desired, a corporate Peering email account may be associated with ProVision under the Peering Emails subtab,
allowing for peering requests to be viewed from ProVision and associated with Peers.
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PEERING WORKFLOW

Exchange Setup

* Add ASNs and Peering DB Credentials to
ProVision from either:

* Peering -> IXs -> Settings

*  Admin Preferences -> Peering

Add Routers

* From Peering Tab -> Routers -> “Add Router”

Add Peer Groups

* Add Peer Groups From either:

* Router Details Page
* Peer Group Gadget

Add Sessions

* From Peering "Add Sessions”
* |mport BGP From Router (Data Import)

Configure Sessions

* Configure individually or Multiple by Peer

{

= ] - 1
1 Single Session Config Config Multiple by Peer i
! * From Peering -> Session * Peer Details -> Configure 1
: Details Multiple 1
1 * 1-click Config * Configure Now :
| * Config Manager * Schedule Config 1
| 1
\ /

N o o o o e e e e g e e e e o e e e -

Manage Communications

* New Peer (Local or from PeeringDB)

* Outgoing / Incoming Requests

* Peering Emails (optional)

New Peer
Mark Existing
Mark Not Qualified
Send Request

Create Local Peer

—— o ———
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Outgoing Request

* If Approved, Becomes
Current Peer

Resend Request

Incoming Request:
= Approved

+ Rejected

* Reset

ProVision versions 6.2.1 and earlier:
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PEERING WORKFLOW

Add Routers

From Peering “"Add Router”

From Resource Se

Add Peer Groups

From Peering "Add Router”
Peer Group Gadget

Add Sessions

From Peering "Add Sessions”
Import From Router

Configure Sessions

Config

Config Manager

Manage
Communications
Mew Peer
Outgoing Request

Incoming Request

’ New Peer

= Mark Existing

= Mark Mot Qualified
= Send Reguest

Outgoing Request Incoming Request:

It Approved, Becomes *  Approved

Current Peer - Rejected

Resend Request

o —

For more information on performing tasks under Peering, see the following documentation sections:
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Peering:

Peering

Peering Exchanges
Peering Routers
Peering Sessions

Import Peering Sessions

VLAN Manager

ProVision versions 7.3.0 and later:

The VLAN Manager allows users to add domains and VLANSs to their ProVision instance, and associate them with IP Blocks. Customizable VLAN
columns - including up to ten user-defined metadata columns - allow you to rename column headers, set the display order, select which columns
are visible, and display your own information fields.

Permissions and VLAN
Th@ermissions structure in VLAN includes the following items of note:
The following VLAN tasks requires Admin-level permissions:

Adding new Numbering Authority ranges for VLAN use
Editing IPAM / VLAN Columns

Adding, editing, and removing Domains

Adding, editing, and removing VLANSs

Non-Admin users may:

* View the VLAN Home Page and utilization data, however, only resources that the user has view permissions for will display under the
"Resources" and "Recent Assignments

VLAN Workflow:

Create Domain(s)

The workflow starts with creating a domain in the IPAM Tab VLAN section of ProVision, by clicking the "Add Domain" button and entering
domain information.

VLAN domains may be created as pre-set Numbering Authority ranges, or defined manually. Two default Numbering Authority VLAN ranges are
provided, one for a Cisco Standard domain, and another for a Cisco Extended Domain. Admins may create hew Numbering Authority ranges at
any time to support other router types, range extents, or exclusions. Those ranges will then be available as options when adding a new domain

from the VLAN area. If you select to create a new domain by defining a manual range, you may enter the range extents, any exclusions, and
associate a specific router if desired.

Add / Edit VLANs

VLANs may be added to the domain at the time the domain is created (via the "Add VLANs" input area) or added to an existing domain later via
the "Add VLANSs" button. You can add one VLAN, multiple VLANS, a large range of VLANS, or a mixed selection at the same time.

Once a VLAN has been added to a domain in ProVision, the VLAN may be edited to add a VLAN name or metadata information, and have IP
blocks associated with it.

Add IP Blocks to VLANS
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Once a VLAN has been added to a domain in ProVision, IP blocks may be associated with (‘assigned to') that VLAN. There are multiple methods
to set the VLAN for a block:

® Individual block edit - Edit one or more blocks and set the Domain and VLAN fields to the desired values. Direct edit may be performed
from IPAM Manage, VLAN Manage, and the IPAM Gadget, by selecting "Edit Block".

® Direct Assign a block - Open the "Assign Blocks" panel, expand "Direct Assign", and type in the CIDR to assign to the VLAN.
Advanced options are available to distinguish between duplicate blocks. The "Assign Block" panel is available from the VLAN's Utilization
Box, and/or the VLAN Manage header bar.

® Smart Browse for blocks - Open the "Assign Blocks" panel, expand "Browse Assign", and enter filter criteria to create a list of blocks
meeting that criteria. Then, select one or blocks from the list to assign to the VLAN. The "Assign Block" panel is available from the
VLAN's Utilization Box, and/or the VLAN Manage header bar.

After assigning a block to the VLAN by any method, that block will immediately display in VLAN Manage for that VLAN, in the VLAN's Quickview
Panel, and the VLAN Ultilization display panel will be updated to include the new block.

Manage Domains and VLANS

Managing VLANs and blocks under the VLANs may include standard IPAM tasks, such as editing blocks, splitting / merging blocks, or allocating/
assigning / unassigning the blocks to a resource. All of these functions, and more, may be performed from either VLAN Manage or IPAM
Manage.

Other tasks, such as editing VLAN names, metadata, or adding/removing VLANs from a domain are performed from the VLAN Action Panels on
the VLAN Home page, or from VLAN Manage.

Editing Domains - including renaming, adding metadata, and deleting - may be performed from VLAN Advanced.

VLAN Workflow (Legacy):

ProVision versions 7.3.0 and earlier:

The VLAN Manager allows Admin users to add domains and VLANS to their ProVision instance, and associate them with IP Blocks. Optionally,
VLAN tags may be associate with ranges or individual VLANs under a domain, to help limit VLAN search results when enabling VLANSs.

Standard flow (without VLAN tags):

The workflow starts with creating a domain in the VLAN Admin section of ProVision. During creation, domains may be selected as "standard" or
"extended" domains, declaring the size of the VLAN pool from which VLANSs are available to be enabled. Next, VLANs must be enabled and
added to the domain. This is done under the IPAM Tab -> VLAN section of ProVision. Add VLANS to the domains by clicking "Add", searching for
the desired range of VLANSs to enable from the standard / extended pool, and selecting the desired VLANS to enable. Once enabled, VLANs may
be edited or have IP blocks associated with that VLAN. Editing VLANs and Direct / Smart Browse / Search IPs functions for adding blocks to
VLANSs are available from the Domain/ VLAN list under under the IPAM Tab -> VLAN section of ProVision by expanding the desired domain and
clicking on the VLAN link. IP blocks may also be edited individually through the IPAM gadget, IPAM Manage, and VLAN Manage areas to add
domain and VLAN information to the block.

Optional flow (with VLAN tags):

The workflow starts with creating a domain in the VLAN Admin section of ProVision. During creation, domains may be selected as "standard" or
"extended" domains, declaring the size of the VLAN pool from which VLANs are available to be enabled. VLAN tags may be added (from the
VLAN Admin Tab -> Edit Tags submenu) before or after domain creation. Tags created in this area are available to all domains and VLANSs.

If the tags created need to be added to a large range of VLANS, the next step would be to add tags to the desired range(s) of VLANs from the
VLAN Admin -> Domain "Manage" button. Domain Manage allows you to select an existing tag, type in the numeric VLAN start and end point,
and assign that tag to that entire range of VLANs under the current domain.

Once a bulk range of tags is associated with VLANS, you can use the tag as a search criteria when adding VLANSs to a domain. This is done
under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the domains by clicking "Add", using the tag name as a search field for the
desired range of VLANS, and then selecting the desired VLANS to enable.

If tags are only desired for individual VLANSs, they may be added when editing a VLAN after the VLAN has already been added/enabled for the

domain. Editing VLANs may be accessed from the IPAM Tab -> VLAN section, then expanding the desired domain and clicking on the VLAN link,
selecting "Edit".
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Next, VLANs must be enabled and added to the domain. This is done under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the
domains by clicking "Add", searching for the desired range of VLANS to enable from the standard / extended pool, and selecting the desired
VLANS to enable. Once enabled, VLANs may be edited or have IP blocks associated with that VLAN. Editing VLANs and Direct / Smart Browse /
Search IPs functions for adding blocks to VLANSs are available from the Domain/ VLAN list under under the IPAM Tab -> VLAN section of
ProVision. IP blocks may also be edited individually through the IPAM gadget, IPAM Manage, and VLAN Manage areas to add domain and VLAN
information to the block.

VLAN MANAGER WORKFLOW

WITH VLAN TAGS (OPTIONAL)
{ Bl — — — — — — — “
I Create VLAN Tags ! Add Domain
I = From VLAN Admin “Edit Tags" I‘--’ = From VLAN Admin “Add Domain”
* Tags are shared across all domains I + Default Domain already exists and is
I not editable or deletable
- — - - -
= Repeat for
& Additional
, = -— — m=m ==n — ==
\ . VLANs and
[ Add Tagsto VLANs | Add VLANs to Domain Domains
I . Bulk Add: Add Tags to a range of i ’ * From IPAM Tab -» VLAN -> “Add” ¢
| VLANs From VLAN Admin “Manage” + Select Domain and VLAN range to
for the desired domain I add
I * Select Tag to add, and
VLAN start and end H
l number
l + |ndividual Add: Add / Edit on a single I
WLAN from IPAM Tab -> VLAN ->
\  VLANList “Edit” I Add IP Blocks to VLAN
\————-——-, * From:

* VLAN List -> “Manage IPs”
* Per Block in IPAM Gadget

* Per Block in IPAM or VLAN
WELETLS

= Can Direct Assign, Browse, or Search
for IP Blocks

DHCP

ProVision versions 7.0.0 and later:

ProVision 7.0.0+ includes many updates to the DHCP module, including the introduction of DHCP Groups, updated interface, improved
p ssions control, and simplified pool management. The DHCP Tab contains areas for managing both admin and non-admin tasks together for
DHCP Groups, DHCP Servers, and DHCP Pools.

DHCP Groups allow you to create, view, and manage groups of DHCP Servers and Pools. Using groups, you can configure and push selected
combinations of zones at one time. DHCP pools may be gathered under DHCP Groups, and servers attached to those Groups. Pools, attached
servers, and failovers are managed at a per-Group level. Users can then view and manage Groups, individual pools, failover values, attach
servers, and perform pushes all on the same page.

Additionally, starting in ProVision 7.0.0, any IPAM aggregate or block may be used for DHCP pools - provided it meets the specified criteria when

creating a DHCP Pool. If assigning a pool out from a specific resource, ensure ahead of time that the resource contains suitable blocks with
subassignments enabled.
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The DHCP Workflow begins with adding DHCP Servers into ProVision and creating an additional DHCP Groups as needed.

New DHCP servers may be added from the DHCP Tab - DHCP Servers subtab by clicking "Add Server" (requires Admin access). Type in the
server information, select the service, and choose the resource to which the DHCP server belongs if applicable. This creates a hierarchical
relationship, with the server as a child resource under the selected parent, and affects how permissions are handled for the server and pools.
Then, enter any service-specific or advanced settings for the server. You may also choose which DHCP group to associate with the server if the
group already exists, but you may also add that setting later.

If desired, you may create additional DHCP Groups to organize certain pools and associated DHCP servers together to push concurrently, with
the option of a common failover value. A common scenario is using separate DHCP Groups per server, or separate Groups for IPv4 vs. IPv6
pools. A new DHCP Group may be created from the DHCP Groups subtab "Add Group" button. Enter the Group Name and parent resource.
Once created, you may attach a DHCP server to the Group, associate a failover, and add pools to it.

Next, you may add/assign DHCP pools. Before assigning pools, ensure that you have suitable IP aggregates created in ProVision meeting your
desired parameters to assign to the pool (such as desired RIR, region, VLAN, or allocated to a specific Resource). If assigning a pool out from a
specific resource, ensure ahead of time that the resource contains suitable blocks that have subassignments enabled.

To add a pool to a DHCP Group, click the "Add Pool" button for that group. You may also add a pool from the DHCP Pools subtab without
associating the pool with a DHCP Group. From the "Create New Pool" dialog, select the pool type ("Subnet" or "Host), enter in the relevant
information, and select to either Direct Assign a specific block, or have ProVision Smart Assign a block based on provided filter criteria - such as
assigned resource, region, rule, or VLAN. Click "Save" to complete the Pool assignment.

Once servers, groups, and pools have been created, you may complete management tasks such as pushing configs on either a server, group, or
individual pool level, schedule pushes, update reservations or assignment ranges, and change group/server associations as needed.
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DHCP WORKFLOW

Add DHCP Groups Add DHCP Servers

* From DHCP Tab -> DHCP Groups * From DHCP Tab -> DHCP Servers
“Add Group” “Add Server”

Associate Groups &

Servers
Attach Group to a Server -> Edit
DHCP Server Settings

Attach Server with Group: Expand
DHCP Group -> Attached Servers

Create DHCP Pool(s)

Add to Group From DHCP Group
Can also add from DHCP Pool List
Create by Subnet or Host

Smart or Direct Assign from any
block in ProVision meeting provided
criteria

DHCP Management
Edit Pool range, reservations, and
settings

Edit Pool, Group, or Server
attachments

Manually push Pool, Group, or
Server configurations

Schedule configuration pushes

For ProVision versions 6.2.1 and earlier:

The DHCP Workflow in ProVision begins with denoting the DHCP IP Aggregate(s) from the IPAM Tab ->"Add Aggregate". When creating DHCP
aggregates, ensure that the block is designated as 1918 space, and has the check boxes next to "DHCP Aggregate" and "Allow Sub-assignment"
selected. This will ensure the block is automatically added to the DHCP Available Resource, and is usable when defining DHCP Pools.

Separately, ensure that the DHCP server is added into ProVision. New DHCP servers may be added from the DHCP Tab "Add DHCP Server"
button. Type the server name, then choose the resource to which the DHCP server belongs. This creates a hierarchical relationship, with the
server as a child resource under the selected parent.

Once the server has been created in ProVision, click on the server name in the DHCP server list to go to the server's Entry Page. If the server
was created through the DHCP Tab, the DHCP Management Gadget will already be enabled for the DHCP server. If created elsewhere, the
DHCP Gadget may need to be enabled by simply selecting the "On" radio toggle next to "DHCP Services", and clicking the "Update" button.
Next, add in the connection configuration and server details for the DHCP server in the DHCP Gadget.
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Now that the DHCP server is set up and DHCP aggregates created, DHCP Pools may be created and managed. Pools may be created by subnet
or host. Creating by subnet allows for a block to either be directly assigned manually, or for ProVision to SmartAssign a block based on the
provided criteria. Creating by host requires providing a host and MAC address, and then likewise may have an IP directly assigned or Smart
Assigned. DHCP Pools, once created, are managed by linking or unlinking to the DHCP server. IP assignments and pool details may be changed

at any time by clicking on the pool name, editing the details as desired, then clicking "Save".
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DHCP WORKFLOW

Add DHCP Aggregate Add DHCP Server

= From IPAM “Add Aggregate” * From DHCP Tab “Add DHCP Server”

Enable DHCP Gadget

From DHCP Server's Resource Page

Add Connection
Information

From DHCP Gadget “Connection
Configuration” and “Server Details”

Create DHCP Pool(s)

By Subnet or Host

Using previously created DHCP
Aggregate

Manage Pools

Link Pool
Unlink Pool
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For more information on working with DHCP in ProVision, see the DHCP Tab documentation.
For more information on DHCP tasks, see the following sections:

DHCP Tab

Working with DHCP Groups

Working with DHCP Pools

Working with DHCP Gadgets

DHCP Administration

Working with DHCP Servers

DNSv3 Workflow

DNSv3 revolves around Groups. Zones are gathered under Groups, servers attached to Groups, and pushes may be done on a per Group level.
Thus, the first workflow step in DNSv3 is to set up one or more DNS Groups. A "Default Group" is automatically provided in ProVision, but other
Groups may be desired to organize zones and default values.

To create a new DNS Group, click the "Add Group" button from the DNS Groups tab. Enter the desired default values for the Group, and save. If
only using the Default Group, ensure the default parameter values are set as needed. For more information, see Working with DNS Groups.

After Groups have been set up, DNS servers should be added or settings verified. Admin users may add DNS servers from the DNS Servers tab
"Add Server" button. Input the server information and save. Existing servers may be reviewed and edited by clicking on the server name in the
DNS Server List. Once a server is created in ProVision, it may be attached to any DNS Group under the Group's "Attached Servers" module.
Attaching a server to a Group will allow for zones in that group to be pushed to the attached server(s). See Working with DNS Servers.

Next, add zones to your groups. Zones may be manually added under each group by clicking the "Add Zone" button, or it may be imported via
DNS Importers into a selected Group. Add the zone and record information, and save. See Working with DNS Zones for additional information.

Zones may be only exist once per Group, but may be duplicated under multiple Groups. Zones may also be moved from Group to Group as
needed.

At this point, all major components of the ProVision DNS system have been added - from here management tasks take over. Zones may be

updated and moved to or from Groups; Groups may be edited with different default values or servers, and pushes maybe be performed for an
individual zone, a full Group, or for an entire server. Pushes may be manual or scheduled for a future time through the Scheduler.
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DNS WORKFLOW

Create DNS Group

From DNS Tab "DNS Groups”, then
“Add Group” button

Add SOA, Nameservers, ACL s

Group can be general or specific
(“Default Group” vs. “Group Z Test
Servers”)

Add DNS Servers

From DNS Tab “DNS Servers”, then
“Add Server” Button (Admin anly)

Input server information and attach
to Group

Add Zones

From DNS Tab “DNS Groups”, “Add
Zone” button under desired Group

OR

« Import Zones from DNS Admin
Data Import
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+ Update Zones and Groups
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Attach Groups
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Server Push
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* Manual
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For more information on DNSv3 tasks, see the following sections:
DNS Tab

Working with DNS Groups

Working with DNS Zones

DNS Administration

Working with DNS Servers

Import DNS Zones

Approvals Workflows

Initial Setup

The high level process to use when first setting up approvals is as follows:

1. Review User Groups and Approval Process Needs

Step 1 - Review Existing User Groups and Process Needs

When setting up Approvals for the first time, review the information in the previous section under "Approvals Fundamentals" to ensure a
basic understanding of how Policies, Actions, and User Groups relate together in Approvals.

Then, take a few minutes to think about the following questions to get a better sense of how to use Approvals with your specific
organization:

Who are the users that perform DNS tasks, and at what level?

Affects which users should be included in what User Groups

What ProVision User Group(s) are they in?

Approvals settings are applied to the User Group, not individuals - ensure users with similar oversight needs are grouped together
What actions made by a certain user group should be automatically denied, if any?

Assign the "Deny" policy to that Action/User Group combination

What actions made by a certain user group should require oversight (admin approval / rejection)?

Assign "Action to be approved" to that Action/User Group combination

Who is the admin / User Group that will make the final approval on a change?

Ensure the approver(s) is in a User Group with the "Must Approve" policy assigned for the actions requiring approval
Should any changes require multiple admins / User Groups to approve it in order to execute?

A single user from every group assigned with "Must Approve" for the action must approve the action for it to succeed

If two admins are required to both separately agree on a change, they should be under two separate User Groups assigned "Must
Approve"

What User Groups would need to receive email Approval Status notifications, and on what type of actions?

Affects whether to enable notifications and set up the scheduler task to send the notifications, and to what User Groups. When enabled,
all users of the relevant group(s) will receive the email(s)

Once your User Groups are optimized for use with Approvals, you may want to write down a quick note on which Action Types and
policies are planned for each group.
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2. Edit User Groups / Create Approvals-Specific User Groups, if needed

Step 2 - Add or Edit ProVision User Groups

From here, depending on the answers to the questions in step 1, you may need to do one or more of the following from the Users tab:

a. Edit existing User Groups to add or remove users, in order to combine users who will need similar action types approved.

b. Verify the User Groups have appropriate CRUD permissions set to perform the action(s) to be approved (e.g, you may have
previously removed "Create" permissions for a group, but if the intent is now for those users to have "Add" actions approved by
an Admin, the submitter will need User Group resource "Create" permissions back!)

c. Create new User Groups specifically for use with Approvals (recommended)

d. Associate users with different, or additional User Groups (remember - users can be associated with multiple groups!)

For more information on adding and editing ProVision User Groups, see Users & Permissions, Global Permissions, and Working With

Users and Groups.
3. Assign Action and Policy Settings to User Groups

Step 3 - Assign Approval Action Settings to Groups

From the Approvals Tab, navigate to the Permission Groups sub-tab.

IPAM Admin = VLAM Admin =~ Dataimpot Users APl Scheduler Log  Approvals = Exit Admin

Approvals Pending Approvals
Actions & Permissions

Actlons
Permission Groups @

11 Name 11 Enabled It Users Last update Actions
Global Admins [ ros s 2013-Sap-09 20:38:28

Then, under the Groups page tab, find the ProVision User Group you wish to want to assign a policy to and click "Assign".

Actions & Permissions

Groups  Actions

i1 Name Il Enabled I Users Last update Actions
Test Group G = ] 2019-Mar-13 18:12:00
Tst Group B [ yes | 1 2018-Feb-12 15:07:17
Test Group A [ s | 1 2019-Feb-12 15:07:00 m

Clicking the "Assign" button for a group brings up a checklist to select what policy to apply to the group for what Family and Actions (i.e.
DNS Zone 'Add' or DNS Group 'Update’). You can "quick-select" all actions for a DNS Family (Severs, Groups, Zones, Records) by
clicking the checkbox next to the family name, or only select individual action types for each Family.
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Group Assignment: Test Group B

Select one or more items from the checklist to apply a change policy to
this Group.
¥ (| DNS Zones
| DNS Zone Add
| DNS Zone Update
] DNS Zone Delete
«# DNS Zone Push
| DNS Zone Background Push

¥ [ | DNS Groups

! DNS Group Background Push
¥ DNS Group Push

|| DNS Group Delete

_| DNS Group Update

| DNS Group Add

Policy

Action to be Approved

<«

Users in Test Group B will have the actions selected above submitted to
Pending Approvals for the change to be approved or denied. A second
Permission Group must exist with the "Must Approve Action" policy assigned
that includes the selected Family / Action(s) for the submittal to succeed.

Once you've selected the applicable Family/Action combinations to apply a policy for, select either "Deny", "Action to be Approved", or
"Must Approve Action" under Policy.

When done, Click "Assign", and repeat as needed for other Policy types or User Groups.
. If using Approvals notifications, enable notifications for the appropriate Permissions Group(s)

Step 4 - Enable Notifications (Optional)

From the Approvals Tab, navigate to the Permission Groups sub-tab Groups page tab.

IPAM Admin « VLAN Admin ~ Dataimpont Users AP Scheduler Log Approvals =  Exit Admin

Approvals Pending Approvals (| Permission Groups

Actions & Permissions

Actlons
Permission Groups )

Filter by grour

1T Name 11 Enabled 11 Users Last update Actions
Giobal Admins [ s | 5 2013-5op-0d 20:38:28 [ sssign |

Click on the group name for which you want to set notifications - the Group Permissions Detail page will provide additional information on
the group's settings.
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Approvals

Pending Approvals

Actions & Permissions

Groups Actions

back

List of actions assigned tolGlobal Admins:

Global Admins

11 Family
DNS Servers
DNS Records
DNS Zones
DNS Groups
DNS Servers

DNS Zones

BACKGROUNDPUSH

BACKGROUNDPUSH

Permission Groups

Enable Notifications

[ - O - - I

Filter by Family: none

Palicy
Must Approve Action &
Must Approve Action &
Must Approve Action  §
Must Approve Action §
Must Approve Action  §

Must Approve Action ¢

Actions

For any Family/Action that you want to enable notifications, click the checkbox under "Enable Notifications". All users of that group will
get email notifications when a change of the selected type(s) are made.

5. If using Approvals natifications, set up a Scheduler task for "Approvals - Process Subscription"

Step 5 - Add Scheduler Task: "Approvals - Process Subscription”

The "Approvals - Process Subscription” task processes approval request events and handles the sending of notification emails to
subscribed Approvals Groups - this task must be created and running on a regular interval in order for Approval Notification emails

to be sent.

In order to receive the most up to date information in the Approval Notifications, is recommended to create this task with a run time

of "every 5 minutes" and no end date.

For information on setting up Scheduler Tasks, see Scheduler Tab.
6. Set up a Scheduler Task for "Approvals - Delete events older than 1 month", to occasionally clear out old and obsolete Approval request

events

Step 6 - Add Scheduler Task: "Approvals - Delete events older than 1 month"

The "Approvals - Delete events older than 1 month" task deletes any Approvals history events older than 30 days.

It is recommended to set this task to run monthly with no end date, to clear out obsolete approvals items, reduce data storage
space needs, and reduce approvals page load time.

For information on setting up Scheduler Tasks, see Scheduler Tab.

Daily Use

On a day-to-day basis after initial setup, an Approvals Workflow will be similar to the following (with "Submitter" as the user whose actions require
approval, and "Approver" as the admin with the ability to approve/reject the change):

1. Submitter makes an action (either by action type or DNS Family) that requires approval
2. Submitter is notified that their action is pending approval

Alert

Your request has been sent for approval. (14630)

3. The requested change is sent to the Approvals Tab Pending Approvals list, and also to the DNS Resources Awaiting Approval

module (the submitter may see their own submitted action under "Resources awaiting approval”, but only Approvers can take approve

Ireject actions)
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The Pending Approvals list is under the Approvals Tab. It shows Approvals events (change requests) for which the user has the ability
to Approve or Deny - it does not show approval requests for all of ProVision or those for other users.

IPAM Admin = VLAN Admin = Datalmport Users API Scheduler Log Approvals = Exit Admin

Approvals Pending Approvals Parmission Groups

Actions & Permissions

0 panding items selected.

Pending Approvals &

Filter by Action: none B Search Q
] 11 Name 11 Family IT Action 11 Updated IT Submitted by Options
14620 tests. DNS Zones DELETE 2019-Feb-12 14:49:47 limitec@Bconnect. com mm
14630 A MNew DNS Group DNS Groups ADD 2019-Fab-12 14:50:27 limitec@tconnect.com mm
14631 Example Group DNS Groups UPDATE 2018-Fob-12 14:51:21 limited@Bconnoct.com mm
14632 somEIone com. DNS Zones ADD 2018-Feb-12 14:50:59 limites@6connect.com m
14633 Zabczona.com DNS Zones BACKGROUNDPUSH 2018-Fob-12 15:00:29 limiteck@6connect, com [ Approve | Poject |

A "Resources Awaiting Approval" module will display in selected DNSv3 pages to Users with Admin / Approval permissions, if a change
has been submitted on that page that is pending approval by the User's Approval Group.

DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place, With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info Actions
Add A New DNS Group m Resource of type dnsview } Submitter : limited@6connect.com m
Update Example Group mmmwm dnsview ) Submitter : limited@6connect.com

X Default Group
DNS Zones (2223 EEEE3 ==
Resources Awaiting Approval >

4. The Approver reviews the change in either their Approvals Tab Pending Approvals list, or the DNSResources Awaiting Approval
module, and chooses to Approve or Reject the change:

Actions & Permissions

2 pang s st

Filter by Action: none 3 Search Q
a o I Name 11 Famity i1 Action 11 Updated 11 Submitted by
14620 tosth, DNS Zones DELETE 2018-Fob-12 14:49:47 lmitec@Bconnect.com
14830 A New DNS Group DNS Groups. ADD 2018-Feb-12 14:50:27 lmited@Gconnoct. com
14631 Example Group DNS Groups UPDATE 2019-Feb-12 14:51:21 Wmited@6connect.com
B 14832  somerone.com. DNS Zones ADD 2019-Feb-12 14:58:50 Emited@6connact.com IE’L__T;‘. m
14633  Zabczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:28 Emited@Beonnect com m m

a. If Approved, and no other groups need to approve it, then the change executes and is saved. A status change notification email
is sent, if enabled.

b. If Approved, and is waiting approval from an additional User Group, the change continues to be held as Pending, until the other
group responds (Both groups must "Approve" for the change to execute). A status change notification email is sent, if enabled,
stating that the change is awaiting another Group.

c. If Rejected, the change is not executed. A status change notification email is sent, if enabled.
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Example Notification Email:
Approval Request Status Change
LOG #106986 / Approval ID - #14528
A status change has occurred for which you are subscribed to receive notifications:

Request:
DNS Zone Delete on 2abczone.com.

Status:

Rejected by user ops@6connect.com ( Global Admins ) on 2019-02-12 13:17:54

This notification has been sent to all members of the group "QA Limited Resource Perms”.

See the following areas for more information on Approvals and using Approvals with DNS:

®* DNS Tab

® Approvals

® Pending Approvals
® Permission Groups
® Scheduler Tab
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ProVision User Guide

User Guide

The ProVision User Guide provides information on features accessible in the standard user tabs within ProVision - Dashboard, Resources, DNS,
DHCP, IPAM, Peering, and Reporting. For more detailed information on features accessible with Admin permissions, see the ProVision Admin
Guide.

Table of Contents

The Dashboard
Resources

DNS Tab

DHCP Tab

IPAM Tab
Peering
Reporting

User Preferences
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The Dashboard

The Dashboard

Dashboard Resources = DNS - DHCP - IPAM - Peering = Reporting

Vi s Defaull
Default Dashboard - + Add Widget . Edit Layout # Reset Dashboard M Save as Default Layout
Activity Chart A F
AP| IPAM DNS Peering = Resources
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: W’og al\ugusl Sa‘ll 03 Mnl’l\ 05 WB(I:I o7 FriIUB M? bl TLIBI 13 Thlf 15 SEtI 17 Mn|;| 19 Walltl 21 Frl'|2:|!
Created (288) e ® oD O @
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Avaliatie: B.16% Assigned. 0.18%

o ., e N

The Dashboard is your first stop when logging into 6connect Provision, giving you a quick graphical status overview as well as convenient
links for reference and support. The Dashboard is comprised of modular "Widgets" that show different types of information. These Widgets
may be added, moved, edited, and customized to create personalized Dashboards.

There are two levels of Dashboards:

Default Dashboard: The Default Dashboard is a shared dashboard for all users of the ProVision instance. It may only be edited by admin
level users, but it is viewable by all users.

Individual Users' Dashboards: Additional Dashboards may be created by individual users. These dashboards are tied to the user logged in,
and are only viewable / editable by that user.

Dashboards and Permissions

Note: An individual's permission levels may limit what that user can view in both default and personal Dashboards. Although all users can
view the Default Dashboard, they may be not be able to view all elements or data inside the dashboard.

® The Dashboard
® ProVision Default Dashboard Overview:

® Activity Chart (Viewable by Admins Only):
IP Charts:
Clock:
Status:
Resource Tree:
Contact Us:
ProVision Learning Links: (Markdown Widget)
6connect Professional Services: (iFrame Widget)
6connect Links (Links Widget):

® 6connect RSS (RSS Feed Widget):
® Additional Information
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ProVision Default Dashboard Overview:

Although each user may have access to or create wildly differing dashboards, below are descriptions of the Widgets available shown on the
ProVision Default Dashboard (from left to right):

Activity Chart
(Viewable by Admins
Only):

lllustrates activity level for API, IPAM,
DNS, Peering, and Resource areas
of ProVision.

Select the desired ProVision area by
clicking on the radio buttons. Then,
hover over the chart, and use the
mouse scroll wheel to zoom in or out
of specific date / times. Clicking on a
bubble will show activity detail, and
resource / IP block links if applicable.

Only one Activity Chart Widget may
exist on a dashboard.

IP Charts:

lllustrates the percentage of
assigned, unassigned, allocated, or
holding tank hosts for 1918 / IPv4 /
IPv6 space out of the total available
hosts in ProVision viewable by the
user. Hovering over any section of
the ring will display additional data.

Only one IP Charts Widget may exist
on a dashboard.

Clock:

Shows the current time and date for
the selected time zone, based on
format set by the user.

Multiple Clock Widgets may exist on
a dashboard.

Status:

General status information on
number of user / admin accounts,
ProVision version number, and a
‘Coming Soon' link to the future
releases roadmap in the the
documentation.

Only one Status Widget may exist on
a dashboard.

Resource Tree:

Dmshboard Aescurces - OfS - DHCP - PAM - Peering Raporting

Default Dashboard - + Ackd Widget /# Edd Layoust 4 Fleset Dashboard M Save as Defaust Layes

Activity Char v
APl . IPAM - DMS . Pessng + Rescures

04 e 2010 e

Tmoh  wedte g moe  Sem  anw MM twiz Wt Twu b saw
Crastat L] [ -
Uoasien 1)

Pe—— ® - ®

14:11:44 CDT A ’

Truraday, Jose 218t 2018

PeCOMMercied SUIFTING PRINIS and BN Ovansew of
ProiVisior's soucs System

# Thia contnuation of our First Steps saries gives
igh vl verview of data import toos avalatia in
Peovision

® Lisars & Parmissicrs Overview
& A evonvie of addieg Bnd peimng s ang
parmissions Fom the Provision Admin Usens' tab.

SUEFCHT «1 100 048- 7200

Professional Services

Beoonnect's professional services managed team has
da of sxperencs implementing VG,
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An interactive horizontal or vertical
treeview of a selected Resource and
its children. Select a top-level
resource from the Widget's Edit
menu. Users may click and drag to
move within the Widget, as well as
zoom in and out using a scroll wheel.
Clicking on filled dots will expand the
tree to show the children of that
resource. Double-clicking on a
resource in the tree will give you the
option to navigate to the resource's
entry page.

Multiple Resource Tree Widgets may
exist on a dashboard.

Contact Us:

Provides support email, phone, and
feedback form information. Support
phone number and email address
are set from the ProVision Admin
settings. The feedback form email
address is editable within the Widget.

Only one Contact Us Widget may
exist on a dashboard.

ProVision Learning
Links: (Markdown
Widget)

Pre-created Markdown Widget
containing links to commonly
referenced ProVision documentation
sections, video guides, and
walkthroughs.

The Markdown Widget is a blank
slate where users may add links,
text, or other content through use of
the Markdown language.

Multiple Markdown Widgets may
exist on a dashboard.

6connect Professional
Services: (iFrame
Widget)

Pre-created iFrame Widget
accessing the 6connect Professional
Services website.

The iFrame Widget sets a https URL
to be viewed in an iFrame, to view
stats or commonly referenced
websites.

Multiple iFrame Widgets may exist

on a dashboard.

6connect Links (Links
Widget):
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Pre-created Links Widget listing
6connect ProVision company and
documentation links.

Link URL and display may be set
from within the Widget.

Multiple Links Widgets may exist on
a dashboard.

6connect RSS (RSS
Feed Widget):

Pre-created RSS Feed Widget
accessing the 6connect Blog RSS.

Shows the most recent five entries of
a selected https RSS Feed. Feed
links open in a new window when
clicked.

Multiple RSS Feed Widgets may
exist on a dashboard.

Additional Information

Continue on for details on dashboard customization, as well as how to add, move, update, and delete individual Widgets.

® Customizing the Dashboard
® Working with Dashboard Widgets
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Customizing the Dashboard

Dashboard Customization

The Dashboard is your first stop when logging into 6connect Provision, giving you a quick graphical status overview as well as convenient links
for reference and support. The Dashboard is comprised of modular "Widgets" that show different types of information. These Widgets may be
added, moved, edited, and customized to create personalized Dashboards.

There are two levels of Dashboards:

Default Dashboard: The Default Dashboard is a shared dashboard for all users of the ProVision instance. It may only be edited by admin level
users, but it is viewable by all users.

Individual Users' Dashboards: Additional personal dashboards may be created by individual users. These dashboards are tied to the user
logged in, and are only viewable / editable by that user.

Dashboards and Permissions

Note: An individual's permission levels may limit what that user can view in both default and personal Dashboards. Although all users can view
the Default Dashboard, they may be not be able to view all elements or data inside the dashboard.
Browser Compatibility

1

It is recommended to use the most recent versions of the Chrome or Firefox browsers when working with the dashboard. Due to incompatibilities
with Internet Explorer / Edge, the dashboard is set to read-only mode and is not editable when accessed from IE at this time.

® Dashboard Customization
® Working with Dashboards
® Viewing an Existing Dashboard
® Adding a Dashboard
® Editing a Dashboard
® To Edit the Page Layout:
® To Edit the Location of Individual Widgets:
® Saving a Dashboard
® Deleting a Dashboard
® Reset the Default Dashboard
® Next Step: Widgets

Working with Dashboards

Viewing an Existing Dashboard

The Default Dashboard will be the primary dashboard that appears when clicking on the Dashboard Tab. To view another, already created
dashboard, click on the dashboard name at the top left of the Dashboard page. This will open the list of existing dashboards. From there, click on
the name of the dashboard you wish to view.

O 6 Dashboard Resources~ DNS~ DHCP~ |IP

Default Dashboard - €=

Default Dashboard

Add New Dashboard 4=

APl ) IPAM () DNS
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Adding a Dashboard

To add a new personal dashboard, click on the dashboard name at the top left of the Dashboard page. This will open the list of existing
dashboards.

Click on "Add New Dashboard"

O 6 Dashboard Resources~ DNS~ DHCP~ |IF

Default Dashboard - <=

Default Dashboard

Add New Dashboard 4

APl () IPAM () DNS

Fill out the desired dashboard name, and choose whether the dashboard will be empty or cloned from the default dashboard. Selecting "Empty"
will provide a (mostly) blank canvas for selecting and placing Widgets from scratch; selecting "Clone" will duplicate the current state of the Default
Dashboard, which the user can then edit as desired.

Create New Dashboard

Dashboard Name

MyDashboard|

Layout@ Empty  Clone Default

No

Note: If "Empty" is selected, a default Widget will still show in the head of each page column, this is to assist in both visualizing the current page
layout and to aid in placing new Widgets. These widgets may be edited or deleted as desired during the process of selecting layout and adding

other Widgets.

For best performance of the dashboard, ensure that at least one Widget is placed in each column, or columns may be difficult to "detect" when
moving Widgets to different page areas.

MyDashboard has now been created as an "Empty" dashboard, is accessible from the dropdown list of dashboards, and is ready to set up!

Dashboard Fesources ~ DNS » DHCP - IPAM - Peerng Reporting B scarchor type help |

=+ Add Widget / Edit Layout X Delete Dashboard

My Dashboard -

i I
= Beonnect
+ Beonnect Blog 14'24'12
. .

= ProVision Docs
2018-06-21

Editing a Dashboard
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You can change the layout of your dashboard by selecting overall page layout options (for column size and location on the page), as well as
move individual widgets around the page.

To Edit the Page Layout:

At the top of the page, click "Edit Layout".

®N Search or type help

4+ Add Widget ® Delete Dashboard

This will bring up an option box where you can choose to rename your dashboard, and / or select a column organization structure.

Edit Dashboard

Title

MyDashboard

Layout

\

66%-33%

Title: Type in how you want your dashboard title to display.

Layout: Click on a layout option to immediately apply that layout to your dashboard. Hovering over the option will show the column
width percentages.

100% / (50% / 50%): Creates a page with a full width section at the top, and two equal sized columns below that.

33% / 66%: Creates a page with two columns, with the left column being one-third of the page width, and the right column as
two-thirds of the page width.

50% / 50%: Creates a page with two equal sized columns, split down the middle.

66% / 33%: Creates a page with two columns, with the left column as two-thirds of the page width, and the right column as
one-third of the page width.

To Edit the Location of Individual Widgets:

Individual Widgets may be moved around the page by clicking and dragging on the "Move" icon on the right side of the Widget header.

While mousing over the move icon, when the cursor changes to a hand icon, click and hold your left mouse button, then drag the widget up
or down to the desired location. To move the Widget to another column, drag the widget sideways to the column, then up to briefly hover
over a Widget already in the desired column (this "selects" the column for the Widget). Then, drop the Widget in the desired location in that

column.
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Saving a Dashboard

Personal dashboards are automatically saved after making layout or Widget edits (the exception is that Widget resizing must be manually saved -
see Working with Dashboard Widgets).

Default Dashboards must be manually saved after edits for those changes to apply to all dashboard users.

Admin users can save Default Dashboard changes by clicking "Save as Default Layout" at the top right section of the dashboard page, and the

(®W Search or type help

changes will be applied for all users.

+4 Add Widget / Edit Layout 4 Reset Dashboard @as Default@

Deleting a Dashboard

Personal dashboards may be deleted by clicking the "Delete Dashboard" button at the top right of the page. Default Dashboards may not be
deleted.

+ Add Widget / Edit Layout {( ¥ Delete Dashboard

Reset the Default Dashboard

The Default Dashboard may be reset to the ProVision default dashboard by clicking "Reset Dashboard".

This will remove any admin changes, and set the Default dashboard to its original state. This action may only be made by admin users.

I®q Search or type help

M Save as Default Layout

4+ Add Widget / Edit Layout ( 4 Reset Dashboard

Next Step: Widgets

Continue on to Working with Dashboard Widgets for information on each Widget, as well as how to add, move, update, and delete individual
Widgets.

® Working with Dashboard Widgets
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Working with Dashboard Widgets

Dashboard Widgets

The previous section, Customizing the Dashboard, gave a high level overview of the dashboard types, how to create new personal dashboards,
edit the dashboard layout, and remove personal dashboards. This section will give an overview of how to work with individual Widgets, and
options available in each Widget type.

Before you begin working with individual Widgets, make sure that you have reviewed the information contained in Customizing the Dashboard
and are familiar with the tasks outlined there.

® Dashboard Widgets
® Working with Widgets
® Adding Dashboard Widgets
®* Move a Widget:
® Maximize / Pop-Out a Widget:
® Edit a Widget (Widget Action Menu):
® Available Widgets
® Activity Chart (Admin only)
® Resource Tree
® |P Charts
* |PAM Stats
® RSS Feed
® Status
® Clock
® Contact Us
® Markdown
® Links
® iFrame

Working with Widgets

Adding Dashboard Widgets

To add a widget to personalize your dashboard, click on the "Add Widget" button at the top of the page.

+ Add Widget )/ Edit Layout ¥ Delete Dashboard

Then, click on the name of the Widget you want to appear on your page. It will automatically be added into the leftmost column of your page.
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Add new widget

Activity Chart  Display latest activity
Clock Display the date and time
Contact Us  Display contact information and a simple feedback
iFrame Embed an external page into the dashboard
IP Charts Current IP Usage
Links Displays a list of links
Markdown Markdown widget
Resource Tree Displays a resource chart
Rss Feed Displays a RSS/Atom feed
Status  ProVision Status

Some Widgets may only have one instance per dashboard, whereas other Widgets may be able to have multiple instances per dashboard. The
Add New Widget dialog will only show you the widgets you have available to add.

For detailed information on each individual Widget, view the Available Widgets section on this page.

Move a Widget:

Individual Widgets may be moved around the page by clicking and dragging on the "Move" icon on the right side of the Widget header.

P S

Move

While mousing over the move icon (when the cursor changes to a hand icon) click and hold your left mouse button, then drag the widget up or
down to the desired location.

To move the Widget to another column, drag the widget sideways to the column, then up to briefly hover over a Widget already in the desired
column (this "selects" the column for the Widget). Then, drop the Widget in the desired location in that column.

Your browser does not support the HTML5 video element

Maximize / Pop-Out a Widget:

Widgets can temporarily be viewed at a larger size by hitting the "Maximize" icon on the Widget header. This will "pop out" the widget information
to a larger page size for easier viewing.
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Maximize

While maximized, you may interact with the widget as normal. When done, hit the "Close" button.

Edit a Widget (Widget Action Menu):

To open the edit menu for a widget, click on the Action Menu (wrench icon) on the right side of the Widget header. A drop down menu will appear
with some of the following options:

Delete
Edit

Edit: Opens an edit widget pop up, where widget-specific options may be changed. Options may include changing the title, links,
applicable resources, and so forth depending on the particular Widget.

Resize: For Widgets able to be resized vertically, brings up a draggable black bar at the bottom of the widget. Drag the bar up or down to
the desired widget height, then select the Action Menu again and click on "Save Resize" to save and complete the size edit.

Save Resize: Available only after the "Resize" action has been used. After resizing a Widget, selecting the Action Menu again and
clicking on "Save Resize" will save the Widget size.

Delete: Deletes the widget.

Available Widgets

Activity Chart (Admin only)
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Activity Chart @A F

API IPAM DNS Peering @ Resources

27 August 2015 09 November 2015
IAuq 30 Seq 06 Sepl) 13 Seq 20 Se|:|: 27 C:!ctI 04 Oc:tI 11 OctI 18 C.'lc:tI 25 Novelmbeerf U.B

Created (160) . @] (X . .
Updated (141) @ . . . “
Deleted (103) . kal & . . .

Updated test2 (#3762) on Oct 1, 2015 at 11:54:38

lllustrates activity level for API, IPAM, DNS, Peering, and Resource areas of ProVision. The Activity Chart is only visible to Admin users. Only one

Activity Chart Widget may exist on a dashboard.

Activity Chart Actions:
Radio Buttons: Select the desired ProVision activity area to view by clicking on the radio buttons (API, IPAM, DNS, Peering, or Resources).

Chart: While hovering over the chart, you can:

Use the Scroll Wheel to zoom in or out of the date/time detail level

Double click to zoom into the next date/time detail level
Click & Drag left or right to move to an earlier or later date/time at the current zoom level

Single Click on a bubble will show the activity detail, and resource / IP block links if applicable.

Activity Chart Edit Options:

Activity Chart

Title

Activity Chart

Cancel

Title: Edits the title of the Widget shown on the header.

Resource Tree
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Resource Tree AV

ar1.opendns.com-)
Anna's Test Site ()

O Bob O'Mally

Bconnect Labz O
br.deltatelecom.com ©
Boston O
) br2.msn.com

O Quito02

Interactive graphical display of the resource structure for a parent resource.
Resource Tree Actions:

Users may:

Click & Drag to move the chart within the Widget,

Use the Scroll Wheel to zoom in or out

Click on Filled dots to expand the tree to show the children of that resource.

Double click on a resource in the tree to give you the option to navigate to the resource's entry page.

Resource Tree Edit Options:

Resource Tree
Title
Resource Tree

Orientation € Horizontal Vertical

Resource

Bconnect Labz v

Cancel

Title: Edits the title of the Widget shown on the header.

Orientation: Select "Horizontal" to view the tree in horizontal form, with the top level resource on the leftmost side of the widget, and
children expanding to the right. "Vertical" will show the tree with the top level parent at the top of the widget, with children expanding
downward.

Resource: A text search box to select the resource that will be the top level resource for the tree.

When done editing, hit "Apply" to save your changes, or "Cancel" to exit without saving.
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IP Charts

Ba F
1918 IPv4 IPvE
Avaitablo: 17.07%
\ oy, T Dy —— Avaabic: 30.25%
Type: Assigned
m = Alocatod: 49.98% - Availabie: 80.01%
Hoking: 8811%——
|Amocated: 14.01%
Assignad: 13.96%
- Assigned: 12.79% \
Afiocated: 27.96%

Feedback

lllustrates the percentage of assigned, unassigned, allocated, and holding tank hosts for 1918 / IPv4 / IPv6 space out of the total available hosts
in ProVision viewable by the user.

Hovering over a particular status will display detailed data in the center of the chart for that status type.

IP Charts Edit Options:

Title: Edits the title of the Widget shown on the header.

IPAM Stats

The IPAM Stats widget contains read-only IPAM data on host count by status, assigned date range, assignment rate, and projected runout under
three tabs.

IPAM Stats $ A F

IPv4 IPv6 1918
Total IPv6 Hosts: 396,453,924,358,601,876,923,968,651,264
Total Assigned IPv6 Hosts: 1,213,851,100,282,309,624,987,676
Total Available IPv6 Hosts: 396,452,710,507,501,594,614,343,663,588
IPv6 Assigned Date Range: 04/27/2018 - 02/07/2020 (651 days)

IPv6 Assigned Rate : 1,864,594,624,089,569,361,920 hosts/day

IPvB Projected Runout : 582524 years, 135 days

Users may select to view IPv4, IPv6, or 1918 stats by clicking on the tab for the block type you wish to view.

RSS Feed
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6connect Rss Feed

6connect

s Aaron Hughes, 6connect CEO, Speaks at NANOG 65...
¢ ProVision 5.1.3 — Updates to the Dashboard and Dat...
» First Steps for Setting Up ProVision — Part 2 [Video]

» First Steps for Setting Up ProVision — Part 1 [Video]

e NLNOG Day 2015 Recap

Shows the most recent five entries of a selected RSS Feed. Feed links open in a new window when clicked.

RSS Feed Edit Options:

Rss Feed
Title
6connect Rss Feed

Feed url

https://www.Bconnect.com/feed/

Cancel

Title: Edits the title of the Widget shown on the header.

Feed URL: Edits the URL of the RSS Feed to show.

Status
User Accounts 23
Admins 15
Version 5.1.3.

Coming Soon ¢

88



Shows 6connect ProVision status information, including number of user accounts (admin only), number of admin accounts (admin only), current
version number, and a link to the "Coming Soon" section of the ProVision documentation.

Status Edit Options:

Title: Edits the title of the Widget shown on the header.

Clock

15:17:09 EDT

2015-10-12

Shows the current time for the selected time zone.

Clock Edit Options:

Clock

Title

New York Time

Time pattern

HH:mm:ss z

Date pattern

YYYY-MM-DD

Timezone

Cancel

Title: Edits the title of the Widget shown on the header.

Time Pattern: Sets the desired format for the current time. Example: "HH:mm:ss z" shows hours, then minutes, then seconds, then time
zone.

Date Pattern: Sets the desired format for the current date. Example: "YYYY-MM-DD" shows 4 digit year, then month, then day.

Time Zone: The desired time zone to show the current time for.
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Time / Date Patterns
For-applicable time / date patterns, see http://momentjs.com/docs/#/displaying/format/

Some common date patterns might be:

Display Pattern

Wednesday, October 10th, 2015 = dddd, MMMM Do, YYYY

10/21/2015 |

October 21, 2015 MMMM DD, YYYY
10-21-15 MM-DD-YY
2015-10-21 YYYY-MM-DD

Some common time patterns might be:

Display Pattern
15:36:14 EDT HH:mm:ss z
3:36:12PM EDT hmm:ssAz
03:36:12 pm EDT = hh:mm:ssaz

15:36 -04:00 HH:mm Z

Contact Us

Contact Us

Support: support@6connect.com 4]
Phone: +1 (650) 646-2206 [
Feedback: Show feedback form &+

Provides support email, phone, and feedback form information. Only one Contact Us Widget may exist on a dashboard.

Contact Us Edit Options:

Contact Us

Title

Contact Us

Feedback Email

feedback@123.tst
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Title: Edits the title of the Widget shown on the header.

Feedback Email: Sets the desired email address for the feedback form.

Note: Support phone number and email address are set from the ProVision Admin settings.

Markdown
ProVision Learning Links A F

Video Guides and Walkthroughs
» ProVision First Steps: Part 1

o New to ProVision? Watch this for some
recommended starting points and and
overview of ProVision's Resource System.

+ ProVision First Steps: Part 2

o This continuation of our First Steps series
gives a high level overview of data import
tools available in ProVision.

* Users & Permissions Overview

o An overview of adding and editing users and
permissions from the ProVision Admin
'Users' tab.

Documentation Resources

* Getting Started
* First Steps
* |Import Your Data

= Import Aggregate Blocks

The Markdown Widget is a blank slate where users may add links, text, or other content through use of the Markdown language. Multiple
Markdown Widgets may exist on a dashboard.

If you are unfamiliar with Markdown, check out Markdown Basics

Markdown Edit Options:
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Markdown

Title

Markdown

Markdown content

If you are unfamiliar with Markdown, check out the Markdown Basics

Title: Edits the title of the Widget shown on the header.

Markdown Content: Area to enter the markdown content.

Links

6connect Links

» B6connect Blog

» Bconnect Website

» ProVision Admin Guide

» ProVision Developer Tools

» ProVision Documentation Home
» ProVision User Guide

Provides a list of website links. Multiple Links Widgets may exist on a dashboard.

Link Edit Options:

Cancel
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Links

Title

Bconnect Links

Links

Bconnect Website
ProVision Documentation
ProVision User Guide
ProVision Admin Guide
ProVision Developer Too

Gconnect Blog

https://www.Bconnect.cor
http://docs.Bconnect.com
http://docs.Bconnect.com
http://docs.6connect.com
http://docs.6connect.com

https://www.Gconnect.cor

Title: Edits the title of the Widget shown on the header.

Links: Enter the desired link text, then the URL of the website to link. Click "Add" to add a new link, or "Remove" to remove an individual
link. Hit "Apply" to save your changes.

iFrame

Gconnect Professional Services

Q @.‘@ connect =

Support: +1(650)646-2206

Professional Services

The 6connect team has over a decade of experience implementing IPv6 networks and have
witnessed the gradual depletion of the IPv4 paradigm. Our professional services team has
helped clients increase profitability and better align their network systems to reduce
maintenance costs and headaches.

Learn from Our Expertise

From “power to packet,” we bring a unique perspective to technology infrastructure that
brings efficiency, knowledge, and automation to the forefront.

Set a https URL to be viewed in an iFrame. Useful to view stats or commonly referenced websites.

iFrame Edit Options:
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iFrame

Title

iFrame

URL

https://www.example.com

Show advanced...
Sandboxing

Allow Scripts

Not all webpages allow themselves to be embedded into iframes. If the target server has
set X-Frame-Options or CSP directives to prevent embedding, the widget will appear blank.

Cancel

Title: Edits the title of the Widget shown on the header.
URL: Sets the desired https address of the website to display in the frame
Advanced:

Sandboxing: Allow Scripts: Check to allow scripts.

Not all webpages allow themselves to be embedded into iframes. If the target server has set X-Frame-Options or CSP directives to prevent
erfibé dding, the widget will appear blank.
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Working with Resources

Working with Resources

® Working with Resources
® What is a Resource?
®* How to Work with Resources?
® Additional Information

What is a Resource?

The "Resource" system is tied to the Permissions structure. What this means is that you get granular control on a resource level and can create
groups around a single resource or even groups of resources. Since Resources can inherit permissions from others - it can be an easy way to
categorize generic objects.

WARNING!
1

There are key Resources that are used by the System that should not be deleted. We have put in some safeguards in the Ul, but the API can
delete these resources if prompted. The resources that you should not remove are "Holding" and "Reverse". The "Available” Resource can be
renamed - simply not deleted.

How to Work with Resources?

The Resource is an entity that users can assign Network Resources to (IP blocks, hosts, DNS zones, etc.). You can also create hierarchies
between resources which allows you to leverage permissions to control who can view and interact with any given resource and its assigned
elements. Please note that you can also have Resources that do NOT have anything assigned to them regarding Network Resources. The result
of this flexible architecture is that you can work with Resources in three ways:

® Resource Entries:
These are the actual Resource names. When you click the "Add Entry" button you can customize various elements of the entry and
assign the Parent Resource, Section and Category from their respective dropdown menus. You may also add a Custom ID if desired.
When done, hitting "Create" will pull up the field set for the chosen Section and allow you to enter the data for the given Entry.

Resources /Entries / Add Entry

Fundamentals Name {required) Section
Some Resource Resource Holder g
Parant Category
TLR & Uncategorized &
Custom ID

ICTEN Creeto |

® Resource Sections:
These can be anything from "customers" to "firewalls" to "cross-connects". Since you can customize the fields for these elements, and
assign them to a Parent Section, you have flexibility in organizing the data. Check out Customizing Sections and Customizing Fields for
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more details on how to fit these elements to your business.

Q _Suarcnﬁ« type halp

Resources / Sections

£

1

5 .
Goroeratn Secton 1 Cormon [T
Daimcerier 1 ArCeleoonsed
Eigeat o Anceteooeired
Privsical mectacy L) s
[ o Vnsmerined
Besource Holde! 2 UnCeoedc e
Bovier 2 Uncatecorized
Sanvwe ° s
Bkt o e mr g
TesR o Uncamocaoed
Y intergcn o wrsamoonied

1

® Resource Categories:
Categories can be used to create some filtered views for given Resources and Sections. For example, you can create a Section called
"Resource Holder" and then assign a Category "Customer”. Then you can view a list of Resources that have been assigned to Category
"Customer". In the same way, you could also assign a Section called "Router" under the Parent Resource "Corporate Datacenter" and
then assign a Category "Infrastructure”.
Dashboard Resources= DNS+ DHCP= [PAM= Peerng Reporing 'LL

Resources / Category

Want to customize Sections? Check out Customizing Sections and Customizing Fields for more details!
Some examples:

1) Service Provider

2) Managed Service Provider

3) Datacenter/Colocation Provider

4) Enterprise

Additional Information

Working with Entries
Customizing Sections
Customizing Fields
Gadgets

® XML Specifications
Contact Manager
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Working with Entries

Working with Entries

The list of Resource Entries is under the Resources Tab. To access it, you may either click on the Resources Tab, or select "Entries" from the
Resource Tab dropdown menu.

® Working with Entries
® Resource Tab / Entry List User Interface
® Entry List Action Menu
Chart View
The Resource Entry Page (View Resource)
Create an Entry
Edit or Delete an Entry
Export Resource Fields
Add Child Entries
Resource Clone
® To Clone an Entry
® Additional Information

Resource Tab / Entry List User Interface

Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering Reporting 8Y Search or type help

Resources /Entries

ffconnecichidentry

aficonnecichidentryd ] o

afconnectEntry 13 o ra
aBconneciEntry2 20 1 Ve
afconnectEntrydh o o Z

afconnecilimitedParm Child 1 o

1) Alphabetical Filter: Entries are organized by the first letter of the name. Click on a letter to see entries starting with that letter.

2) Add Entry Button: Click to add a new entry.

3) Pagination: Click to view additional pages of Entries under the selected letter.

4) Viewing Options: Select "Table View" or "Chart View" .
Table View (shown above), lists the Entries, Allocations, and Zone Count along with color-corded Category and Section information.
Chart View graphically shows the entries in filterable, hierarchy form.

5) Search Box: This text box allows the user to enter in criteria to filter the list of Entries.

6) Category: Color-coded Category indicator. The Category name will appear upon mouseover. Clicking on the Category box when the hand
icon appears will redirect to a filtered list of entries of that Category.

7) Section: Color-coded Section indicator. The Section name will appear upon mouseover. Clicking on the Section box when the hand icon
appears will redirect to a filtered list of entries of that Section.

8) Name: A list of the Resource Entry names. Clicking on a name will take the user to that resource's individual entry page.
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9) Allocations: The number of IP blocks assigned to that resource.
10) Zone Count: The number of zones assigned to that resource.

11) Action Menu: The Action Menu (wrench icon) gives a list of additional actions to perform on the zone

Entry List Action Menu

View
&

Edit

Clone
v

Delete
Ve

|

Clicking on the Action Menu in the Entry List View will bring up the following options:
View: Opens the resource's Entry page
Edit: Opens to the resource's Edit page
Clone: Opens the clone resource page for the selected resource

Delete: Deletes the resource, if appropriate permissions exist.

Chart View

Chart View illustrates the resources created in a node-based tree.

Select the Top Resource and/or the Section Type from the dropdown menus to limit the view, if desired, and then click "Reload". Users will only
be able to view sections of the resource tree on which they have view permissions.
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Top Resource: | Sclect a Resource v | Section: Any 4+ Reload c

s
'Y

While viewing the main chart, you may:

View in horizontal or vertical tree mode by clicking the "Switch Chart Orientation" button.

View fullscreen by clicking the "View Fullscreen" button.

Left click and drag within the tree view, or scroll wheel in/out to change the area viewed.

Single or double-clicking on a node with children will collapse or expand the tree at that resource.

Clicking and dragging a resource node to another resource will relocate the resource to be a child of the resource it is dropped on.

Hovering over a specific Resource or node, then right clicking will open a context menu with the following options:
Quick View: Shows summarized details about the resource and its children, and links to the Resource Entry page(s).
Edit: Opens to the resource's Edit page
Clone: Opens the clone resource page for the selected resource

Delete: Deletes the resource, if appropriate permissions exist.

The Resource Entry Page (View Resource)

The Resource Entry Page displays details for an existing Resource and any associated Gadgets. Here, users may edit the Resource's fields,
clone the resource, add child resources, and perform Gadget-level actions such as assigning and managing IPAM Blocks, Contacts, generate
DNS Zones, add Field information, and manage Peering Sessions.

Open the page by clicking on a Resource name from the Resource List, or select "View" from the Action Menu for the resource in the Entry List.

99



View
Edit
Clone

Delete

&

The Resource Entry page displays basic details about the Resource, including name, id, section, and category.

Resources /Entries/ A QA Entry

A QA Entry

1D: 14817
Section: Re
Category: GA

Contact Info ot

Phone: Fax:
123456789

Mailing Details Billing Details

123 Main 5t Same as malling details
Sometown, CA, 12234

DZ

IPAM

Direct assign

Smart assign

IP Blocks

It Address 1T NAT I Host ITVLAN 11 Region

24 - - 256

220016 - 65536

Tech Info
DNS Servers

ns1:nst
ns3:

ns5:

ARIN Info
Org ID:

Net POC:
Origin AS:

nsd.
nsB:

Org POC:
Abuse POC:

Residential Customer Privacy: Enabled

Il Custo...  ITASN

It Updated 1T Notes

2020-01-07

2019-09-18

edit

ITuR It Tag

Additional information and actions are available to perform for the Resource, depending on which Gadgets are enabled for the associated Section:

No

A few things to keep in mind on Gadgets:

® Not all Gadgets are appropriate for all Resource types - some are suited for Routers, Servers, etc.
® Some Gadgets (marked "Legacy") may not be available to new ProVision users or newer versions of ProVision.
® Some Gadgets may be specialized for very specific use cases or connect with other products.

Currently Available Gadgets:

ACP ("Workflows") Gadget: Connector to ProVision's APl Composer Platform. Executes selected ACP Workflows.
Contact Info: Displays phone, address, and billing details for the Resource.
Contacts: Assigns Contacts to the Resource from the Contact Manager.

DHCP Server Management (Legacy): Manage a DHCP Server details and pools.
DHCP Customer Configuration (Specialized): Assign and Configure DHCP Pools from APNIC Blocks.

DNS: Lists DNS Zones associated with the Resource and links to the zone's DNSv3 page.

DNS Autogenerator: Autogenerates DNS forward and reverse zones for the resource, based on assigned IP Blocks.
Document Storage: Load, View, and Download assorted image or text documents.
Field Gadget: View and Edit data and information fields associated with the current resource.
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IPAM (Legacy): Manage IP Blocks.

IPAMv2: Manage IP Blocks - supports additional functionality over the old IPAM Gadget.
Notes: Type and view short text notes.

Peer Groups: View and assign Router Peer Groups.

Peering Sessions: View and manage peering sessions.

Peering VRFs: Manage Peering VRFs.

Resource Linkage Gadget: Create a reciprocal link to another resource.

Resource Linkage - Linked IPs Gadget: View the IPs assigned to Linked Resources.
Resource View: Displays the basic Resource entry information - name, section, etc.
Reverse API Console: Display custom reverse API content.

Tech Info: Display NS and Technical RIR info.

From here, you can work with your selected Gadgets, performing tasks such as assigning DNS zones, IP Blocks, assign Contacts, and more.

See the Gadgets Page for detail on working with individual Gadgets.

Create an Entry

To create a new Entry, click on the "Add Entry" button from the Resource Tab / Entry List Page.

Resources /Entries

This will take you to the Add Entry page.

Fill in the Name of your new Resource Entry, select a Section (the chosen Section determines what gadgets will show on your new resource's
Entry page), the Parent Resource, Category, and enter a Custom ID number if desired.

When complete, click the "Create" button. If you wish to exit without saving your changes, click "Cancel".

Resources /Entries / Add Entry

Fundamentals Name (required) Section
MyNewEntry Customer E
Parent Category
TLR E Customer B
Custom ID
1023

Once the Entry is created, the Resource Entry page loads for that Resource, displaying whatever gadgets are enabled for the associated Section
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Resources / Entries / MyNewEntry

MyNewEntry (1023)
1D: 3743

Section: Cus
Category: Cus!

From here, you can work with your selected Gadgets, performing tasks assigning IP Blocks, Contacts, and more.

See the Gadgets Page for detail on working with individual Gadgets.

Edit or Delete an Entry

To edit or delete an Entry, go to the bottom of that resource's Entry Page, and select "Edit".

MyNewEntry (1023)

ID: 15117
Section: Cus
Category: Cuslomer

This will bring up the Edit Entry Page, where you can edit basic information such as Name, Section, Parent, Category, or Custom ID.

When done, hit the "Save" button.

Basic Information Namae (required)
MyNewEntry

Parent
TLR

Custom ID

1024
=3

If you wish to delete the Entry, select the "Delete" button.

No

If an entry has children, the delete option will not be available. Child Entries must be deleted before a Parent Entry can be deleted.

Export Resource Fields

Resource Entry pages have an "Export As CSV" button that generates a .csv file containing the Resource's basic field information.

To export the Resource, click the "Export as CSV" button in the header on the Resource Entry Page.

Resources /Entries / A QA Entry

A QA Entry

1D: 14917
Section: Resource Holder
Category: QA

Section
Customer

Category
Customer

@
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The downloaded .csv file will contain the fields containing values from the Resource Info, Contact Info, Tech Info, and Resource Field Gadget(s),
with the field name in the first column, and the field values in the second column.

{8 Name A QA Entry
YAl Section Resource Holder
£} Category QA
W Created 2019-06-27T13:32:02-0700
Wl Modified 2020-01-13T12:34:51-0800
[l Street 1 123 Main St.
y City Sometown, CA
1 Zip 12234
El Street 1 123 Main St.
g0} City Sometown, CA
11 ls) 12234
j¥J Phone Main 123456789
i} Last Billing Date awd
iL:Y Country Dz
Country Dz
Residential Customer Privacy Enable TRUE
nsl nsl
Contract Number 12345
Notes Test

Add Child Entries

Adding a Child Entry creates a resource underneath the current resource in the hierarchy.

To add a Child Entry, at the bottom of the Resource Entry page, click "Add Child".

Fields

Abuse POC:
Bob Smith

GIS Data:
No

@

This brings up the Add Entry dialog. Looking at the top navigation breadcrumbs, you can see that we are adding an Entry underneath the
resource "MyNewEnNtry".

Fill out the Name, Section, Category, and Custom ID (if desired), and hit the "Create" button. The Parent field is pre-selected for you.

Resources / Entries / MyNewEntry / Add Entry

Fundamentals Name (required) Section
NewChildEntry Data Center v
Parent Category
MyNewEntry - Uncategorized :
Custom ID
126
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Once created, the Child Entry will show in a list at the bottom of the Parent Entry page.

Child Entries

Namo | Type | category

W CHIEriry Dala Centar Uncategoeized

Resource Clone

Cloning an Entry duplicates the Entry and, if desired, any Child Entries existing under it.
This feature can be used to quickly and efficiently create multiple resources with same format, field information, or similar hierarchy structure.
One example may be a datacenter with x number racks with y number of servers on each. One rack, with its servers as child entries could be

created, and then cloned until the necessary quantity is reached. As text field information is copied during the clone, changes in individual server
information would still need reviewed and updated. Think of cloning as creating a template from an existing Resource Entry.

Information Cloned: Format of the original Resource (which gadgets are enabled, location, fields), contact / tech information, field information,
and (if selected) Child Entries, and Child Entry sections, fields, and field informaiton - in general, items that are chosen or input at the entry
creation, or input into text fields.

Information not Cloned: IP Blocks, DNS Zones, uploaded documents - in general, items that are assigned to the entry rather than input into
fields.

To Clone an Entry

The Resource Clone feature may be accessed from either the Resources Tab dropdown menu, or from a Resource Entry page.

From the Resources Tab dropdown, select "Resource Clone". This will take you to the Resource Clone page.

‘06 Dashboard Resources + DNS ~

Customer

Resources / Entri¢ Entries

Sections

# A B C | Contacts K

Categories

Resource Clone

You may also select "Clone" from the bottom of a Resource Entry page, in which case the Entry page you clicked "Clone" from will be
automatically selected as the resource to clone.

MyNewEntry (1023)

1D: 15117
Section: Cu:
Category: C

Child Entries

§
i

NowChigEntry Data Coctor \Uncatogorized

Once on the Resource Clone Page, enter the Resource to clone, Parent Resource, and the New Name for the clone. If you wish for all children of
that resource (and their children, if applicable) to be cloned, check the "Clone Resource Children" checkbox. When complete, click the "Clone
Resource" button.
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Resources /Clone

Resource Clone
Resource to clone :

MyNewEntry v

Parent Resource :
TLR hd

New Name :
MyNewEntry2|

Clone Resource Children :

E=)

To repeatedly clone the resource, simply change the "New Name" field (if you want the subsequent clones to have a different name), and click
"Clone Resource" again. You may repeatedly click "Clone Resource" and each click will produce a new clone.

When done, you may click on the link provided for the most recently created clone, or hit the back button from your browser to return to the
parent resource.

Tip

Review the cloned resources using the chart view to see the hierarchy structure!

Additional Information

Continue on to the following pages for additional information on working with Resources in Provision:

The Resource System
Customizing Sections
Customizing Fields
Gadgets

Contact Manager
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Customizing Sections

Customizing Sections

You can create as many Sections as you wish (Firewall, Server, VM, Virtual Interface, etc.) and customize the Gadgets and fields that apply to
each Section.

For example, you may not need to track the console port for your virtual firewall, so you would simply not use that field for the "Virtual Firewall"
Section. This way you can still track the console port for your physical firewalls like normal.

® Customizing Sections

Step 1: Create a New Section

Step 2: Add a Custom Field to a Section
Step 3: Edit Custom Field Data

Step 4: Add Gadgets to your Section
Additional Information

Step 1: Create a New Section

Click "Add Section" from the Sections sub-tab under the Resources Tab

Dashboard Resources= DNS~ DHCP- IPAM - Peering  Reporting BYscachortypehelp |

Resources / Sections

)

Name | Entries Category
804 Secton ] Un=atagorizad
Circut 1 Urcategorized
Contact 1 Customar
Comorgse Section 1 Comond IT
Create a new Section by specifying a Name, Parent, and Category. Then hit the "Create" button.
Resources /Sections / Create Section
Fundamentals Name (required)
My Custom Section
Parent Category
TLR H A Random Category +
Create

Step 2. Add a Custom Field to a Section

Manage existing fields and add custom fields for the selected Section by clicking " Edit Section"
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Resources /Sections / My Custom Section

e
¢ Edit Section ) Add Child Section

No Resources Available.

Add existing or Custom Fields for your Section. You can add new Custom Fields of different types (text input, text area, choice box, radios,
checkbox) by dragging and dropping the fields as well as using any existing fields that are available. See the Customizing Fields page for more
details.

Fields p
Operating System Text Input
Make A10 Networks i
fTextArea 77 1
: / .
[ 1 1 1
! Text Area N | 1
D e i I I i i - 1 1
Model 7600 Series A | I
| 1
1 sl
Hostname O 1
Choice Box
e
Operating System Option one s
Radios
© Option one
Option two
Checkboxes
Option one
Option two

Step 3: Edit Custom Field Data

Select the field name and you will get an editing window to modify the parameters of the field. Custom fields may be renamed and have other
attributes updated, whereas protected system fields may have noted restrictions.

Parent Category

TLR H Un Open in new tab
Name

Model
Fields Help Text
Operating System
Options
7600 Series
ASR 9000 Series
7600 Series ASR 1000 Series
6500 Series
T Series

Make A10 Networks

an

a

Text Area

Slug &
6c-model

This is a protected System Field. Only "options” and "help
block” can be changed'.

(s [

Radine

Hostname
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Step 4: Add Gadgets to your Section

You will notice on this customization screen that you also have an area for Gadgets. Gadgets are modules of additional functionality that can be
added to the Ul of a given Resource. Simply select the Gadget you want to show for that section, hit "Add", then organize by dragging into the
order you wish them to appear on the page. Once added to the Section, Gadgets will be visible for all Resources of that Section.

Manage Gadgets
Gadgets are minl applications that can add
extra features to YOur resources.

There are currently no gadgets assigned

Gadgets
« Contact Info Add

DHCP Server

DNS

IPAM

Save
Peer Groups - -

Peering Sessions

VWOEe
v

For a detailed list of gadgets and descriptions, see the Gadgets page.

Additional Information

Continue on to the following pages for additional information on Resources in Provision:
® Customizing Fields

® Gadgets
® Contact Manager
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Customizing Fields

Working with Fields

Fields are individual pieces of data that you can associate with a particular Section. For example, you may want to have "Operating System",
"Make", and "Model" fields for a server or device. Provision includes many default fields to choose from, but you may also create custom fields

and edit fields to suit your needs.

Once a field is added to a particular Section, it will be available add to the Field Gadget for later to edit, manage, or remove.

® Working with Fields

® Add Existing Field to a Section

® Add Custom Field to a Section

® Editing/Removing Fields

® Using the Field Gadget
® Manage Resource Fields
® Exporting Fields

® Additional Information

Add Existing Field to a Section

To add an existing field to a Section, select the field name from the dropdown menu and click on the "Add Field" button.

Add Existing Fields Existing Fields

bio 1o reuse existing fields
This improves pattern Hostname (host-name) 4 Add field

malching between resources.

Add Custom Field to a Section

To add a new custom field to a Section, simply click on the custom field type name (Text Input, Text Area, Choice Box, etc), then drag the field
over to the field list and release in the desired location. Edit the field name and options as described in Editing / Removing Fields.
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Fields p

Operating System Text Input
Make A10 Networks 5
(Text Aea ~ :
] 1 1 1
! | |
! Text Area N | 1
D e i I I i i - 1 1
Model 7600 Series A | I
| 1
1 21
Hostname O 1
Choice Box
Operating System Option one s
Radios
© Option one
Option two
Checkboxes
Option one
Option two

Editing/Removing Fields

Once fields are added to a Section, you can click on the field name to make additional changes to the fields. Custom fields may be renamed and
have other attributes updated, whereas protected System Fields may have noted restrictions.

Parent Category
TLR 5 n n in new tz
Nime Open in new tab
Model
Fields Help Text
Operating System
Options
Make A10 Networks : 7600 Sori
eries

ASR 9000 Series

7600 Series 4 . ASR 1000 Series

6500 Series
Text Area ¥ Se_r e

Slug &
6c-model

This is a protected System Field. Only "options” and "help
block” can be changed'.

EXR Concol |

Rardine

Hostname
To rearrange the field list order, click and hold on the field name, then drag and drop into the preferred order.

To remove a field, click and hold on the field name, then simply drag and drop the field to the right side of the screen to where the "Remove Field"
prompt is visible.
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Fields p
Operating System

Make  A10 Networks +

I S AT A o 0 e S s 0 Text Area

Model 7600 Series

Hostname

Operating System

Using the Field Gadget

The Field Gadget displays the information fields that been added to the Section, and have been added for the specific Resource that is being
viewed.

Fields
Hostname:  Gconnect.com. Metadata:  test 123 Some Checks:  Option one : Checked

Cholce Box:  Option one Text Input:  Something Something Text Area:  Some text Information goes
here.

Users may add enabled fields to the resource, edit field values, and remove fields from the Resource through this Gadget. Field values in this
Gadget (such as Hostname, Username, and Password, among others) may also be used by other Resource Gadgets and Provision modules.

Manage Resource Fields

The Field Gadget and the individual fields must both be enabled and added to the Resource's Section before they can be used in the Field
Gadget on the Resource Entry page.

Once the fields are added to the Section, they will be available to add to the Field Gadget for any Resource of that Section, from the Field
Gadget's "Add New Field" dropdown.

To Add, Edit, or Remove fields, click the "Edit" Button at the bottom right corner of the Field Gadget.

Fields
Hostname:  Gconnect.com. Metadata:  test 123 Some Checks:  Option one : Checked

Cholce Box:  Option one Text Input:  Something Something Text Area:  Some text Information goes
here.
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To add an available field to the Gadget, select one of the available fields from the "Add New Field:" dropdown, then click "Add".

Once added, the field will be available to edit or remove.

—
Fields Add new field ( MAC Address 3{[T71 )

Hostname:  Gconnect.com, x m Metadata:  test 123 * m Some Checks: gg::g: m!: m

Option three

Cholce Box: Option two 3 m Text Input:  Something Somethingx m Text Area:  Some text Information m

goes here.

Cancel

Edit the field value(s) by typing into the input box, and/or selecting the desired option, then click "Save". You may also remove a field from the
gadget by clicking "Remove" - it will be available to re-add later, if needed.

Fields Add new field ; B A |
Hostname:  Bconnect.com. x m MAC Address: :l m Metadata:  test 123 x m
Some Checks: gm: °m": m Choice Box:  Opfionone TextInput:  Something Somethingx
Option three

Text Area:  Some text Information
goes here. ;

When done with your edits, click "Save" to return to view mode.

Exporting Fields
Resource Entry pages have an "Export As CSV" button, which generates a .csv file containing the Resource's basic field information.

To export the Resource, click the "Export as CSV" button in the header on the Resource Entry Page.

Resources /Entries / A QA Entry

A QA Entry

10: 14817
Section: Resource Halder
Category:

The downloaded .csv file will contain the fields containing values from the Resource Info, Contact Info, Tech Info, and Resource Field Gadget(s),
with the field name in the first column, and the field values in the second column.
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Name

Section

Category
Created
Modified

Street 1

City

Zip

Street 1

City

Zip

Phone Main

Last Billing Date
Country

Country
Residential Customer Privacy Enable
nsl

Contract Number
Notes

Additional Information

® Gadgets
® Contact Manager

A QA Entry

| ]
Resource Holder

QA
2019-06-27T13:32:02-0700
2020-01-13712:34:51-0800
123 Main St.

Sometown, CA

12234
123 Main St.
Sometown, CA

12234

123456789
awd
DZ
DZ
TRUE

nsl

12345
Test

Continue on to the following pages for additional information on Resources in Provision:
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Gadgets

Gadgets

® Gadgets
® What are Gadgets?
® Available Gadgets
ACP ("Workflows") Gadget
Contact Info
Contacts
DHCP Server Management (Legacy)
DHCP Customer Configuration
DNS
DNS Autogenerator
Document Storage
Field Gadget
IPAM (Legacy)
IPAMvV2
Notes
Peer Groups
Peering Sessions
Peering VRFs
Resource Linkage Gadget
Resource Linkage - Linked IPs Gadget
Resource View
Reverse API Console
® Tech Info
® Creating your own Gadgets
® Additional Information

What are Gadgets?

Our gadget system is similar to the Atlassian Gadget system (and Google Gadgets). When creating or editing a Section, gadgets can be added in
a way similar to how you would add or remove a field (see Customizing Sections). Gadgets are best described as self contained webapps;
widgets but with more power. Gadgets can have their own fields, HTML templates, and even accompanying scripts and stylesheets. They can
interface with the API to display simple information such as the Type of the Resource, or they can perform much more complex functions as
demonstrated with the IPAM gadget in the following section.

Available Gadgets

ACP ("Workflows") Gadget

The ACP Workflow Form is a Gadget connecting 6connect's ACP (API Composer Platform) with the ProVision interface to run Workflows.
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ACP Workflow Form &

Execute the selected ACP Workflow from the resource page.

Workflow

Customer Turn-up

Gadget Title
Turn Up Example

Map Local ID to

customer_name
Refresh Page When Done
Display JSON Results

It allows users to specify and execute Workflows created in the ACP product on a ProVision Resource Entry page.

=) The workflow was successfully executed

Turn Up Example

This gadget will execute the workflow "Customer Turn-up” which has 6 steps and 2 required fields. Resource ID is linked to customer_name.

examplel.com.

See below for additional details on setting up and working with the ACP Workflow Form:

Setting up ACP Access in ProVision

Before using the ACP Workflow Gadget, you must set the ACP URL and user credentials in Admin Admin Preferences.

ACP Settings

Enable ACP Support in order to benefit from the ProVision workflow
gadget.

. Valid account exists

ACP URL https://acpinstance.com/acp
Username example @domain.com
Password The password is hidden.

Enter the ACP URL for a licensed ACP instance, then provide the ACP Username and Password for the user that should be used to execute
Workflows. To verify the account, click "Test Configuration” - you will be notified whether the account is valid.

When done, click "Update".

After setup, the ACP Workflows Gadget will load with the available Workflows from your ACP instance, and can be configured to select which
Workflow and inputs you wish to use.
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Configuring the ACP Workflow Form
The ACP Workflow form is access from the Edit Section page, under "Manage Gadgets".

Once ACP settings have been added to Admin Preferences, the "ACP Workflow Form" Gadget can be added to a Section, and Workflows from
the associated ACP instance will be available to select. containing fields to select the desired Workflow to Run, Title, and map input options.

| ACP Workflow Form =]

Execute the selected ACP Workflow from the resource page.

Workflow
1. Simple One-Step Workflow

2. Adjusting Outputs

1. Simple One-Step Workflow

Run X virtual machines and creates DNS Zones and Records in Route53

AWS - Create VM + DNS Zone
AWS Zones to ProVision
Push ProVision DNS Group into Route53

Transfer zone - AWS to ProVision |

Push zone records - Provision to AWS
‘Gadgets
Select a Workflow, then edit the title to display on the gadget and map input options. Input options will vary according to the selected Workflow.

You may also choose to refresh the page once the workflow execution is complete, and/or show JSON results.
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ACP Workflow Form )

Execute the selected ACP Workflow from the resource page.

Workflow
1. Simple One-Step Workflow v

Gadget Title
Simple One Step
Map Local ID to

Choose field xv
Refresh Page When Done
Display JSON Results

ACP Workflow Form =]

Execute the selected ACP Workflow from the resource page.

Workflow

Customer Turn-up v

Gadget Title
Turn Up Example

Map Local ID to

customer_name x v
Refresh Page When Done
Display JSON Results

Gadgets
Fields ¥ Add

Multiple Forms may be added to a Section, in order to run additional Workflows or option settings. When complete, click "Save".

Working with the ACP Workflow Form
Once enabled, the Gadget will show on the resource page for any resource of the section type.

Input the field data necessary for the Workflow - here, it's adding a hostname - then click "Execute Workflow" to process the chain of workflow
calls.

Turn Up Example

This gadget will execute the workflow "Customer Tum-up® which has & steps and 2 required fields. Resource ID is linked to customer_name.
examplel.com. $————

A —
‘E:amwoﬂd!ow.
———

If "Display JSON Results" has been enabled, a display modal will appear showing the JSON response of the executed workflow.
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ACP Workflow respon.

{
“output-param-1-: {
"id": "15319°,
“name": “aaaa_record”,
"parent_id": 15317,
"category_id": null,
"date": "2020-02-05T19:00:54-0800",
"modified®: "2020-02-05T19:00:54-0800%,
"record type": "ARAA",
"record_host": "examplel.com.”,
"record _value "2607:fb08:3:2a::80047,
"record_ttl": “3600",

"record comment": “autcgenerated by customer turnup®,
"permissions”: {
“resource_id": “15319°,

“create_ipam®
“read_ipam®:

"delete ipam": "1,
“create dns": 17,
"read dns": "1"
"update_dns
"delete_dns
"create peer”:
"read peer”
"update peer”:
"delete peer”:
"create resource
"read_resource"”
"update_resource”
"delete_resocurce”: "1%,
“create_user®: “1%,
"read user®: "1°,
"user_update®: “1°,
"user_delete®: "1%,
"swip": "1,
"admin®: "1%

}

}
}

When done reviewing the response, click "Close".

If the page has not refreshed, you will see a message informing you whether the Workflow has successfully executed.

=) The workflow was successfully executed

Turn Up Example

This gadget will execute the workflow "Customer Turn-up” which has 6 steps and 2 required fields. Resource ID is linked to customer_name.
examplel.com.

Execute workflow

In this example, a "Customer Turn-Up" Workflow was selected (created in ProVision's ACP product) that performed six functions with one button
click. The successful "Execute" for "Customer Turn-Up" created a new customer resource entry, assigned IPv4 and IPv6 blocks to them, created
a DNS zone for the hostname, and lastly created 'A" and 'AAAA' records for the zone.

Contact Info

This Gadget is used on the Resource Holder Section type. In the Contact Info Gadget, you can track information such as mailing / billing
addresses, phone number, and fax number for that Resource.

118



Contact Info edit

Phone: Fax:
Mailing Details Billing Details
123 Fake St. 123 Fake St.
Suite A Suite B
Awesome Town, CA 95053 Awesome Town, CA 95053
us us
Contacts

The Contacts Gadget may be used on any Section type to assign a contact (from the Contact Manager) to a Resource.

To assign a contact, search for and select the desired contact in the search box, then click "Assign". The Contact will show in the list below.

Contacts

John Doe [] [#3825] Assign

Name Type Role Email 1D
Bob Smithington base Admin POC bob@tfakeemail.com #3571
Jane Doe base Tech POC jane@fakeemail.com #3824

Contacts Action Menu:
The Action Menu (wrench icon) in the contacts gadget has three options:

Set Role: Opens a dialog box to select a role to assign to the contact, add a new role, or delete an existing role.

Select Role Add New Role Delete Role *
Admin POC e ki

Add Delete

Unassign: Unassigns the contact from the resource
View: Redirects to the contact's detail page in the Contact Manager
Refer to the Contact Manager page in the documentation for more detail on working with the Contacts gadget and the Contact Manager.

A %te on Permissions

The ability to view and assign a contact to a resource is restricted by the Parent assigned to the contact upon creation. If a user does not have
permissions for a contact's Parent Resource, that contact will not be able to be viewed / assigned via the gadget.

DHCP Server Management (Legacy)

The DHCP Server Management Gadget has functionally been replaced by the DHCP Tab updates in version 7.0.0.

Although the DHCP Management Gadget may still be used, we recommended checking out the DHCP Groups, DHCP Servers, and DHCP
Pools pages instead for an improved user experience.
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The DHCP Server Management Gadget should be used with the "Server" Section.

When initally added to the section, it will show in the "Off* configuration:

DHCP Management
DHCP Services: @O On

To enable the DHCP Management Gadget, select the "On" radio button next to "DHCP Services", and click the "Update" Button.

The DHCP Management Gadget in the "On" configuration:

DHCP Management
+ Group Management
+ Connection Configuration
+ Server Details
+ Scan Server
+ DHCP Pools
+ Create a New DHCP Pool

Save Configuration | Push Configuration

Each of the sections in the DHCP Management Gadget - Group Management, Connection Configuration, Server Details, Scan Server, DHCP
Pools, and Create a New DHCP Pool - may be expanded to change settings in each area.

Additional sections may appear in the Gadget once unpushed or pushed configurations are saved:

DHCP Management
+ Group Management
+ Connection Configuration
+ Server Details
+ Scan Server
+ DHCP Pools
+ Create a New DHCP Pool

+ Unpushed configuration

Sev Contron

For detailed information on working with the DHCP Management Gadget, see DHCP Tab - Managing DHCP Server Configurations.

DHCP Customer Configuration

The DHCP Customer Configuration Gadget allows users to assign IP aggregates to the DHCP server pools and generates DHCP Server
Configuration changes depending on the tag(s) and DHCP options selected.
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DHCP Customer configuration

Configuration  Assign IP
Direct Assign ex. 192 168.0.332 m
Smart Assign | |ps NYC2 v Choose tag; Tag selection mode:
el © Standard — match all selectod tags
Strict — match exactly the selected tags
Exclude - match blocks not lagged with any selected tags
| st Assign |
Linked IP Blocks
Block Resource Tags
1.50.200.0/22 GeonnactQAEnry G
1.50.200.16/32 BeonnectQAENtry H

These configurations are then sent to the associated DHCP server Management Gadget as "Unpushed Configurations", where they may be held
until a manual or schedule push occurs.

Before You Begin
Before using the DHCP Customer Configuration Gadget, the following should be set up in ProVision:

®* The associated DHCP server should be created in ProVision and set up in the DHCP Management Gadget or DHCP Tab - DHCP
Servers list (See: DHCP Tab).

Add the DHCP Customer Configuration Gadget to the desired Section. You may want to create a specific "DHCP Customer" Section for

DHCP customer entries (See: Customizing Sections).

® Have, or set up APNIC Aggregates for DHCP use from the IPAM Tab with the desired IP space type, Region(s), Tags, and any desired
VLAN criteria. Regions are a required field when assigning IPs from the DHCP Customer Configuration Gadget. Any APNIC aggregate
may be used for DHCP, so you may want to create a "DHCP" IPAM Tag to help denote the desired aggregate(s).

® |f you are planning on Direct Assigning the DHCP blocks in the Customer Configuration Gadget, ensure that the desired blocks in the

DHCP are split to individual /32 or /128 size. Smart Assign and Smart Browse will automatically split the block to assign the correct size.

Associate with DHCP Server

Once the Gadget is enabled, the first step is to associate it with an already-created DHCP server in ProVision. Select the DHCP Server to link to,
and click "Continue”.

DHCP Customer configuration
The customer resource is not assigned to a DHCP Module

Linkage with DHCP Server | DHCP Server —

Assign IP's

Next, Assign IP's for Pools from DHCP Aggregates. You may Direct Assign, Smart Assign, or assign from Smart Browse based on the selected
criteria.

Once assigned, a Pool Name will be automatically generated under "Resource”. Pools may be unassigned by clicking the "Unassign" button.

DHCP Customer configuration

Configuration  Assign IP
Direct Assign ex. 192 168.0.332 m
Smart Assign | |ps NYC2 s ” Tag selection mode:
© Standard — match all selected tags
Strict — match exactly the selected tags
Exclude - match blocks not lagged with any selected tags
| st Assign |
Linked IP Blocks
Block Resource Tags
1.50.200.0/22 GeonnactQAEnry G
1.50.200.16/32 BeonnectQAENtry H
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Set up Configuration

Once IP's have been assigned, the "Configuration" tab will appear. Click on the tab, and then select or deselect the DNS Server associated with
the Customer, add Option 82 Elements, Add Circuit ID text, and add notes if desired. Use the "Preview" field to confirm the accuracy of the data,

and select the status as "Activate" or "Terminate".

When done, click "Update Configuration”. The configuration will be sent to the associated DHCP server's DHCP Management Gadget.

DHCP Customer configuration

Configuration ~ Assign IP

Premium DNS
test-diego ssh-test
(1-dev.6connect.com) (217.18.247.197)
6c BIND QA Server 6c PowerDNS QA
(208.39.106.184) (208.39.104.106)
6c 564 Auth Server QA 2 564 Server 2

(s64-dns1.6connect.com ) (s64-dns1.6connect.com)

Option 82 Elements 1:  abc1234

Option 82 Elements 2:  MXK-ES01-1-1-1-305 or LSM-ES01-1-1-305

Option 82 Elements 3:  MXK-ES01-1-1-1-305 or LSM-ES01-1-1-305

Circuit 1D:

Preview:  host 123_Department_LAB {

Cache Server
(216.17.194.76)

6c S64 Servert
(s64-dns1.6connect.com )

NSONE Server
(dns1.p04.nsone.net.)

host-identifier option agent.circuit-id "abc1234";

fixed-address 3.50.50.0;

option domain-name-servers 208.39.106.184;

Status: | Activate 3

Notes:  Some Note Here

Reviewing and Pushing Configuration Updates

nikov
(217.18.247.197)

6c Infoblox test VM1
(infoblox1.6connect.com)

Shrink

When a configuration has been saved from the DHCP Customer Configuration Gadget, it will appear as an "Unpushed Configuration" in the
DHCP Management Gadget for the DHCP Server. If you expand that option, you will see the config elements highlighted — red are config
elements that will be deleted, green are config elements that will be added.
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DHCP Management
+ Connection Configuration
+ Server Details
+ Scan Server
+ DHCP Pools
+ Create a New DHCP Pool

+ Unpushed configuration

subnet 3.50.50.8 netmask 255.255.255.248 {
range ;

host-identifier option agent.circuit-id "ghij1234";
option domain-name-servers 208.39.106.184;

Added by ops@6&connect.com on 2017-05-25T20:06:26+0000

host 123_Department_LAB_B {

fixed-address 3.50.50.1;

host-identifier option agent.circuit-id "cdef1234";
option domain-name-servers 208.39.106.184;

}

Added by ops@6connect.com on 2017-05-25T20:06:26+0000

host 123_Department_LAB_A {

fixed-address 3.50.50.0;

host-identifier option agent.circuit-id "abc1234";

option domain-name-servers 208.39.106.184; %

At this point, an Admin user may manually push the updated configuration, or use a scheduled DHCP push task to automate the pushes.

DNS

This gadget is used on the Resource Holder Section type. The DNS Gadget shows zones that have the current Resource Holder set as their
parent, and provides links to the zone's View Zone page.

DNS

Zone Records Entries
= £ 1

To go to the View Zone page, you may either click on the zone name, or click on the Action Menu (wrench icon) and select "View Zone".

For more information on DNS functions and managing zones, refer to the documentation for the DNS Tab.

DNS Autogenerator

The DNS Autogenerator Gadget uses the Hostname field (6c-hostname-fgdn) of the Resource to generate a list of DNS forward and reverse
zone entries based on the blocks assigned to the Resource in the IPAM Gadget It will generate a list of potential zone records - just select the
ones you want to create, save the changes and you are ready to push the zones.
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DNS Autogenerator

Records

The system found 1 ip netblock(s).

Enter Subdomain (optional) Select DNS Group (required) «
Selected blocks (highlighted green) will be used. Click on blocks to deselect.

198.167.176.12/30 (198.167.176.12,198.167.176.15)

IP Addresses 4

Forward zone: testi.com.

Reverse zone: 176.167.198.in-addr.arpa.

A Record: 198.167.176.51.test1.com. points to 198.167.176.{12-15}

PTR Record  {12-15}.176.167.198.in-addr.arpa. points to 198.167.176.$1.test1.com.

Enabling the DNS Autogenerator

To set up this Gadget, ensure that the Section of the Resource (typically, "Resource Holder" ), has the "Hostname" field (6c-hostname-fqdn) and
the DNS Autogenerator Gadget added to the Section. (See: Customizing Sections and Customizing Fields).

Then, check that the Resource itself has information entered into the "Hostname" field. If the field is already filled out, it will show in the "Fields"
information area at the bottom of the Resource Entry page. To add or edit the hostname, click "Edit" at the bottom of the resource entry page,
add the information to the Hostname field, and click "Save".

Fields

Hostname:
server.Beonnectiabs.com

Once a hostname has been associated with a Resource, and the page refreshed, the DNS Autogenerator Gadget will be visible.

Before you Begin

Before starting, check that the blocks assigned to the Resource in the IPAM Gadget are correct and up-to-date - the Autogenerator uses these
blocks to create the records. If using a DNS Group other than "Default" to hold zones, ensure that the desired DNS Group to hold the generated
records has been set up. (See: Working with DNS Groups).

Working with the DNS Autogenerator

One enabled and visible, the DNS Autogenerator Gadget will initially show a short description, the hostname, and a button to "Autogenerate
Records".

DNS Autogenerator
test1.com.

This gadget uses the Hostname field (6c-hostname-fqdn) of the Resource to generate a list of DNS forward and reverse zone entries. It will generate a list of
potential zone records - just select the ones you want to create, save the changes and you are ready to push the zones to the linked DNS Server(s).

When ready, click the "Autogenerate Records" button. The Gadget will search through the blocks in the IPAM gadget and provide a list of found
blocks.
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DNS Autogenerator
Records

The system found 1 ip netblock(s).

Enter Subdomain (optional) S
Selected blocks (highlighted green) will be used. Click on blocks to deselect.

198.167.176.12/30 (198.167.176.12,198.167.176.15)

IP Addresses 4

Forward zone: testi.com.

Reverse zone: 176.167.198.in-addr.arpa.

A Record: 198.167.176.51.test1.com. points to 198.167.176.{12-15}

PTR Record  {12-15}.176.167.198.in-addr.arpa. points to 198,167.176.51.test1.com.

Add Subdomain / DNS Group

Next, add in a subdomain if desired (optional), and select the DNS Group to hold the records (required). Click on the listed blocks to select
(highlighted green) or deselect (grey) for DNS zone / record creation.

DNS Autogenerator
Records

The system found 1 ip netblock(s).

: qai = — . | TESleUO

Selected blocks (highlighted green) will be used. Click on blocks to deselect.

198.167.176.12/30 (198.167.176.12,198.167.176.15)

IP Addresses 4

Forward zone: testi.com.

Reverse zone: 176.167.198.in-addr.arpa.

A Record: qa.198.167.176.51.test1.com. points to 198.167.176.{12-15}

PTR Record {12-15}.176.167.198.in-addr.arpa. points to ga.198.167.176.51.test1.com.

Save and Push

Finally, hit the "Save" button at the bottom of the gadget - the selected forward and reverse DNS records will be created and added into the DNS
Group, viewable in the DNS Tab.

DNS Autogenerator
Assigned records for test1.com.

The system found 1 record templates attached to Chrome Group1

198.167.176.12/30 (198.167.176.12,198.167.176.15)

IP Addresses: 4

Reverse Zone: 176.167.198.In-addr.arpa.
{12-15}.176.167.198.in-addr.arpa. points to ga.198.167.176.51.test1.com.

At this point, you may choose to immediately push the autogenerated zone(s), schedule a push, or re-run the workflow to edit the subdomain or
group.

Document Storage
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The Document Storage gadget allows you to upload documents to a resource, and have those documents accessible to download from the
6connect cloud to your local machine. It may be enabled on any Section type.

Document Manager  Files  Uploader

Name Size Content Type Date Actions

okapi-icon.jpg Bkb image/jpeg Tue Feb 19 2019 18:09:03 GMT-0600 (Central Standard Time) o @ n

OkapaiBWlconSM.png 32kb image/png Tue Feb 19 2019 18:09:04 GMT-0600 (Central Standard Time) & @ n
Upload Files

First, ensure the Document Storage gadget is enable for the Section type. Then, select the "Uploader" tab under the Document Manager gadget.

Click on the "Choose Files" button, and select the file(s) you would like to upload.

Document Manager ~ Files  Uploader <

Name Size Progress Status Actions

Queue progress:

o file chosen

The selected files will show in a list under the Uploader tab. To upload the file(s), click on either the "Upload" button adjacent to the file to upload
the individual file, or the "Upload All" button to upload all files listed. You may also choose to remove files from the upload list, or cancel.

Document Manager  Files Uploader

Name Size Progress Status Actions
—
FakeManualDoc 0.00 MB ® Upload i Remove
Q ) B Rerove

mutting s 004 M8
Queue progress:

{ ® Upload all i Remove all

~ —y Al fila Ahacan

Once the progress bar is filled in, your upload is complete! Your files will show under the "Files" tab.
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Document Manager  Files Uploader

Name Size Progress Status Actions

FakeManualDoc 0.00 MB - v
muffins.xls 0.04 MB - v K d

Queue progress:

il Remove all

Choose Files No file chosen

Download Available Files

Successfully uploaded files are listed under the "Files" tab of the Document Manager gadget. From here, you can see the file Name, Size, Type,
Date, and available Actions.

To download a file to your local machine, ensure you are on the "Files" tab, then click on the "Download from Cloud" icon.

Document Manager Files  Uploader
Name Size Content Type Date Actions

FakeManualDoc Okb text/plain Mon Jul 06 2015 12:31:33 GMT-0500 (CDT) P

muffins.xls 38kb  text/plain Mon Jul 06 2015 12:30:10 GMT-0500 (CDT)

If a file is no longer needed, you may delete the file from the Document Manager by clicking on the Delete (trash can) icon.

Note: The uploader has a file size limit of 14mb, files above this size will not successfully upload.

Field Gadget

The Field Gadget displays the information fields available for the Section and specific Resource that is being viewed.

Users may add enabled fields to the resource, edit field values, and remove fields from the Resource through this Gadget. Field values in this
Gadget (such as Hostname, Username, and Password, among others) may also be used by other Resource Gadgets and Provision modules.

Fields

Hostname:  Gconnect.com, Metadata:  test 123 Some Checks:  Option one : Checked

Cholce Box:  Option one Text Input:  Something Something Text Area:  Some text Information goes
hare.

Before You Begin
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Fields must be enabled and added to the Resource's Section before they can be used in the Field Gadget.

Fields enabled in a Section (pictured below) will be available to add to the Field Gadget for any Resource of that Section.

Rescurces / Sections/ Resource Hol... / Edit

Basic Information Name (required)
Resource Holder
Parent Category
TLR ¥ Uncategerized ¥
Fields p
Hostname Text Input
Location
Text Area
Admin Contact
Some Checks Dption one
Option two
Option three e
URL URL
Choice Box Option one :
Chaoica Box
Metadata Option one H
Text Input Radios
= Option ane
Text Area Option two
Checkboxes
Option one
' Option twa
MAC Address
Add Existing Fields Existing Fields
It is preferable to reuse existing fields 2nd Email (6c-contact-email2) v Add fiald

whenever possible. This improves patiern
malching between resources.

Working with the Field Gadget

Once fields have been enabled for a Section, they will be available to select in the "Add New Field" dropdown.
To Add fields, click the "Edit" Button at the bottom right corner of the Field Gadget.

Then, next to "Add New Field:", select one of the available fields from the dropdown, and click "Add".

—
Fields Add new field (CMAC Address (LT

Hostname: .com, Metadata:  test 1 Some Checks: Option one
comnecicon. < (I s 123 - 3 gownoe  (CEE
Option three
Cholce Box: Option two 3 Text Input:  Something Somethingx m Text Area: gger:ehv::.lnrumauon . m
Cancel

Once added, the field will be available to edit or remove. Edit field value(s) as desired, then click "Save".
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Fields

Hostname:  Bconnect.com.

Some Checks: Option one
Option two
Option three

xm

[ Reoe |

Text Area:  Some text Information

goes here.

IPAM (Legacy)

Add new field : : m

MAC Address: :' Metadata:  test 123 x

Cholce Box: Option one

TextInput:  Something Something x

o D

The IPAM Gadget has functionally been replaced by the IPAMv2 Gadget in version 7.0.0.

Although the original IPAM Gadget is still able to be used by existing customers, we recommend switching to the IPAMv2 Gadget for improved
speed, filters, and Ul customization options.

This gadget is used on the Resource Holder Section type. IPAM Gadget allows you to view, assign, and manage blocks for that resource.

For more information on assigning and managing blocks, see Working with IP Blocks - Assigning IP Space.

IPAM

Assign Block:
Direct Assign

XX XK Yy

Smart Assign

1Pv4 sze  rr B

Show advanced options

Smar s

Reglon B | select Tags..

tes/CIDR RIR Region [ AlMasks [J 7connect

Filter:

Address Hosts LIR
1.0.20.48/28 16
10.0.0.0/31 — 2
10.0.0.2/31 — 2
10.0.0.8/29 8
10.0.0.16/28 16
10.17.4.0/32 1
10.128.0.0/32 1

IPAMv2

Region
Quito

Quito

Vancouver

Vancouver

Notes

Por tickete 102233
Por tickete 102233

Tag selection mode:

© Standard — match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with

any selected tags

B | select |

Tags Assigned Updated
2015-01-28  2015-01-28

Anycast,BB 20141219 2014-12-19
Anycast,BB 2014-12-19  2014-12-19
Anycast,BB 2014-12-05  2014-12:05
Anycast,BB 2014-12-05  2014-12-05
Dev,Infrastructure 2015-05-20 2015-05-20

2015-05-20 2015-05-20

The IPAMv2 Gadget is used on the Resource Holder Section type, and allows you to view, assign, and manage blocks for that resource. As of
ProVision 7.0.0, it replaces the previous IPAM Gadget.
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IPAM

Direct assign >

Smart assign >

IP Blocks fiiter +
1t Address 1t Mask 11 Assigned to 11 Region 11 Tags ITuR 1T ASN 1T VLAN 11 Generic I Updated
10.10.0.0/24 256 aBconnectEntry - - - - - 2018-03-29
15.15.15.128/26 64 afconnectEntry St Louis, MO - - . - 2018-03-28

15.15.15.208/29 8 abconnectE 5t. Louis, MO - - - - 2018-03-28

198.20.230.0/24 256 abconnectEntry  Edinburg - - - - 2018-02-27

Displaying 1 to 4 of 4 blocks

It contains improvements over the original IPAM gadget, such as improved speed, pagination, advanced filters, sortable columns, reverse zone
generation, customized column order/names, and custom data fields.

Using this gadget, you can:

® Direct Assign with or without additional filtering options. In cases where duplicate blocks exist, using the filter options with Direct Assign
allows you to specifically control which of the dupilicate blocks is assigned.
® To open the Direct Assign section of the Gadget and the advanced options, click the expansion caret in the upper right section,
and then click "Advanced Options".

IPAM
CIDR: RIR: 1918 v Reglon: B
valid address
LUIR: v GRT: :
Domain: VLAN: ®
Aggregates H

Resource

Note: The Resource option will filtter by blocks that are already assigned to
the selected resource and are sot to Allow Subassignments. If no resowrce
Is setacted, the filter will default to Avallabla blocks.

® Smart Assign with or without additional filtering options. Required fields for Smart assign are: "Type", "RIR", and "Size", but additional
fields such as "Region”, "VLAN", "LIR", "Resource" (for blocks that allow subassignments), and various "Tag" mode options.

® Smart Browse using smart assign filter options to bring up a browsable list of blocks meeting that critera, from which you may assign or
assign out of.
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® To open the Smart Assign / Smart Browse section of the Gadget and the advanced options, click the expansion caret in the
upper right Smart Assign section, and then click "Advanced Options".

—

Type: ipvd : Size: 3 Domain: VLAN: +
RIR: s Region: : LIR: : GRAT: :
Tags: @ Standard ~ match ad selected tags Resource

Strict - match exactly the selected tags
v’ P, Note: The Resource option will filter by blocks that are already assigned

Exciude - match biocks not tagged with any selected tags to the selected resowrce and are set to Allow Subassignmants. If no
resource is selected, the filter will default to Avallable biocks.

Solect tags.

Smart Browss

® View, Filter, and Sort Assigned Blocks for the resource via the "IP Blocks" list.
® To Filter: click the "filter" link in the top right area of the header to open filter options. Enter your desired criteria and hit "Apply".

IP Blocks @

11 Addreas 11 Mask 1 Tags nus WASN VU eiger calaction: m chaar
L AB004 56
Maska
15151512828 L St Louis, MO .
15151520879 L] 5t Louss, MO ™
16820230 024 256 Edribuy LiRs
AN
Disinying 110 4 of 4 biocks A
Tags
Ragion
GRT
WLANS

® To Sort: Click on the header name you wish to sort by, and the field will toggle between ascending and descending order.

IP Blocks filter +
11 Address 11 Assigned to 11 Region 11 Tags muR 11 ASN 1T VLAN 11 Generic 1T Updated
15.15.15.20829 -] aficonnectEntry  St. Louls, MO = - o = 2018-03-28
15.15.15.128/26 64 aBoonnectEntry St Louts, MO = - . + 2018-03-28
198.20.230.0/24 256 aBconnectEntry  Edinburg - - - - 2018-02-27
10.10.0.0/24 258 aBconnect| 2018-03-29

Displaying 1 to 4 of 4 blocks

® Manage Assigned Blocks for the resource by going into the "IP Blocks" list, and using the Action Menu (Gear Icon) to perform actions
for the selected block.
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All options available in IPAM Manage for a block are also available in the IPAM Gadget Action menu, although the "Templates" option
will be applicable in the IPAM Gadget.

IP Blocks

11 Address 11 Region 1t Tags
1.1.0.0/31 St. Louis O 1abc QA
6.6.0.0/24 abc123 Edit

Split
10.1.192.0/20 = Indy

Merge
10.1.208.0/20 -+ Indy

Assign
10.1.224.0/19 - Indy

Unassign
a7 ek Omaha Unassign, Skip Hold
10.2.3.0/24 & RIR Integration
10.4.0.0/24 - IP Rules
10.10.10.0/30 - Logs
10.10.10.0/30 5 Email

Templates

Displaying 1 to 10 of 10 blocks

® Edit Multiple Blocks: by shift-clicking or cmd-clicking to select multiple blocks, and then right click to show the multi-block Action
options, then select "Edit". The Edit Block Attributes screen will display.

IP Blocks
It Address 11 Region 11 Tags
1.1.0.0/31 St. Louis 1abc QA
6.6.0.0/24 abc123 12 Infra, 18 Client,19 ...
10.1.192.0/20 = Indy 6 Customer
10.1.208.0/20 = Indy 6 Customer

10.1.224.0/19 - OEdit selected blocks ‘ustomer

10.2.0.0/24 Unselect all

10.2.3.0/24 = Cabie,Customer
10.4.0.0/24 -
10.10.10.0/30 -

10.10.10.0/30 - Customer,PTP

Displaying 1 to 10 of 10 blocks

For more information on assigning and managing blocks, see Working with IP Blocks - Assigning IP Space.

Notes

The Notes Gadget is a simple text area box, where you can save text notes relevant to the Resource.

To save a note, just click inside the note box, type the desired notes, and click the "Save Notes" button.
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Notes

This is a note!

)

Peer Groups

The Peer Group Gadget allows you to add peer groups for IPv4 and IPv6 for a selected exchange from a router's Resource Entry page.

Peer Groups

Add Peer Group:  Select Exchange... B OPvd  IPvE

Exchange Peer Group Type
Equinix Internet Exchange Palo Allo Peers 1 Ipvd
Equinix Internet Exchange Palo Alto Pears 2 ipvd
Equinix Internet Exchange Palo Alto Peers 3 ipvé

NOTE: Peer groups listed heva are for ProVision only and should refiect growps that exist on tha router. Adding or deleting peer groups hena will not add or desata them on the router.

To do this, simply select the exchange, type in a Peer Group name in the text box, select IPv4 or IPv6, the click "Add Group".

Peer Groups added from this gadget will be then be available to select in the "Add Session" dialog box in the Peering tab.

Peer Groups

15) Peer group added: Peers 4 - Equinix Seattle (ipv4)

Add Peer Group:  Equinix Internat Exchange Seattle ] O IPvé  IPvE

Exchange Peer Group Type
Equinix Internet Exchange Palo Alto Peers 1 Ipva
Equinix Internat Exchange Palo Alto Pears 2 v
Equinix Internat Exchange Palo Alto Pears 3 ipvE
Equinix Seattle Peers 4 ipva

NOTE: Poor groups ksted here ane for ProVision only and should reflect groups that exist on the router. Adding or deleting peer groups here will not add or delete them on the router.

Note
1

Peer groups listed in the Gadget are for ProVision only and should reflect groups that exist on the router.

Adding or deleting peer groups from the Gadget will not add or delete them on the router.

For additional information on Peering, see Peering v2.

Peering Sessions

This Gadget is used on the Router Section type. From here, new sessions may be added by clicking on the "Add Session" button, then entering
session information into the "Create New Session" page.

Peering Sessions

Exchange Group Source Peer Destination Type Prefixes State Notes Details
No sessions

Existing sessions may be managed by clicking on the "View" link for the session, bringing up the Peering v2 session details page.
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Peering Sessions

Exchange Group Source Peer Destination Type Prefixes State Notes Detalls
Equinix Palo Alto  dev-vd-peer-group ASS038 — Singapore Telecommunications Limited ~ AS7473 - 198.32.176.50 Peer 0/nomax notconfigured view
Equinix Palo Alto  dev-vd-peer-group  ASB038 -  Yahoo! AS10310 - 198.32.176.135  Peer 0/nomax not configured view
Equinix Palo Allo  dev-vE-peer-group  ASB038 -  Hurricane Electric ASB939 - 2001:504:d::10 Unknown O/nomax not configured

For additional information on Peering, see Peering v2.

Peering VRFs

The Peering VRF Gadget allows you to add VRFs from a router's Resource Entry page.

VRFs
VAF Name ASN
VAF1 8038

NOTE: Pear VAFs listed heve are for ProVision only and should reflect VIRFs that axdst on tha router. Adding or deleting VAFs here will not add or delete them on the router.

Enabling "VRF Support" in the Admin home page under "Peering Settings" will automatically add the VRF gadget to the router Section.

Peering Settings

ASN 8038

Numbers only. For multiple ASNs, use a comma-
separated list. e.g. 1234,5678

VRF Support —_—
PeeringDB Account Valid account exists (change)

The VRF gadget will then be accessible in a router's Resource Entry page.

VRFs
VAF Name ASN
VRF1 8038

NOTE: Pear VAFs listed heve are for ProVision only and should reflect VIRFs that axdst on tha router. Adding or deleting VAFs here will not add or delete them on the router.

To add a VRF, type the VRF name and ASN, then hit "Add VRF".

VRFs

&) VRF added: VAF2 - ASBO38

ez ose

VRF Name ASN

VRF1 B038 delete
VRF2 B038 Jo

NOTE: Pear VAFs ksted here are lor ProVision only and should reflect VRFs that exdst on the router. Adding or deleting VAFs here will not add or delete them on tha router.

To delete a VRF, click on "delete" next to the VRF entry in the gadget.

Once VRFs are set up for a router, the source ASNSs for the associated VRFs will appear in the Source ASN dropdown when adding or editing a
session for that router from the Peering tab.

Peering VRF currently only supports Cisco routers.
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Resource Linkage Gadget

The Resource Linkage Gadget allows you link a Resource to other Resources, and display the links in one place, without needing a hierarchy
relationship.This gives you more flexibility to centralize data without requiring direct relationships. By default, all links created in the Resource
Linkage Gadget are reciprocal.

The Resource Linkage Gadget also provides information to the Linked IPs Gadget - Resources linked here will have their IP Block information
displayed in the Linked IPs Gadget.

Resource linkage gadget

Manage resource linkages of type "Bc-linkage-gadget”

Select Resource Link Comment
D Resource name Custom 1D Section Comment
#14917 A QA Entry (149 qgerty Resource Hoide Some Comment

Working with the Resource Linkage Gadget

To use the Resource Linkage Gadget, first, ensure that "Resource Linkage" is enabled under "Manage Gadgets" for the Section type of the
Resource being used.

At this step, an empty Resource Linkage Gadget is displayed on the Resource's Entry page.

Add a new link by clicking the "Add New" button.

Resource linkage gadget

Manage resource linkages of type "6¢-linkage-gadget”

%AQAEntry | €—— Some Comment ——— I© Gopy table content
Section

[1+] Resource name Custom ID

Comment

There are na links added

Search for the desired Resource to add, select, type in a note, and click "Add new linkage". A reciprocal link will be created, and the linked
Resource will show in the Resource list for the gadget.

To follow the link, simply click on the resource name for the linked Resource.

Resource linkage gadget

Manage resource linkages of type "Bc-linkage-gadget”

Select Resource Link Comment
D Resource name Custom 1D Section Comment
#14917 qgerty Resource Hoide Some Comment

Once a resource link has been created, you may also edit the comment or delete the link.

Edit a Resource Link

Editing a link allows for changes to be made to the associated comment - just click on the action menu (gear icon) for the link, then select "Edit".
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Resource linkage gadget
Manage resource inkages of type "6¢-linkage-gadget”

Select Resource Link Comment
D Resource name Custom ID Section
#14917  AQA Eniry (14917, Resource Holder

Linked IP Blocks

Resource Address Hosts Region Notes

Comment

Some Resource

——p Edit
Export to .csv
Copy row
Tags Assigned Upd Do

Type in the desired comment change, and click "Save" when complete. Or, you may exit out by clicking "Cancel".

Resource linkage gadget
Manage resource linkages of type "6c-linkage-gadget”

Select Resource Link Commaent
o Resource name Custom ID Section
#4917 AQAEntry (14017 qerty Resource Holder

Export Linked Resource Fields to .csv

Copy table content

Comment
| Some Comment d—————

] Cancal

Resource field data for a linked Resource may be exported to a .csv file. This includes basic resource metadata, such as the resource's Name,

Section, Category, Created Date, and Modified Date.

If the resource also contains data in custom resource fields (fields that have been added to the Resource Field Gadget, and filled in), those fields

will also be contained in the export.

To export, click on the action menu and select "Export to .csv" - the file will download via your browser.

Resource linkage gadget
Manage resource inkages of type "6¢-linkage-gadget”

Select Resource Link Comment
D Resource name Custom ID Section
#14917 A QA Eniry (14917 Resourc

Linked IP Blocks

Resource Address Hosts Region Notes

Copy Link Data

Comment
Some Resource
Edit
——— Export to .csv
Copy row

Tags Assigned Upd  Deete

You may copy either a single row of data, or the entire table, to the clipboard to paste into another application.

To copy the entire table, click "Copy table content" at the top of the gadget. To copy only a single row, open the action menu (wrench icon) for the

row, and select "Copy row".

Resource linkage gadget
Manage resource inkages of type "6¢-linkage-gadget”

Select Resource Link Comment

D Resource name Custom ID Section

#14917 A QA Enfry (14817)

Linked IP Blocks

Resource Address Hosts Region Notes

Then paste the data into the desired application.

Comment
Some Resource
Edit
Export to .cav
—— Copy raw

Tags Assigned Upd  Deete
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Delete a Resource Link
To delete a Resource Link, click the "Delete" button for the desired link in the list, and confirm the delete in the message that appears.

Deleting a resource link also deletes the reciprocal link from the other resource's page.

Resource linkage gadget

Manage resource inkages of type "6¢-linkage-gadget”

Select Resource Lirik Comment
D Resource name Custom ID Section Comment
#14817 A QAEniry (149 Resource Holder Some Resource
Edit
Export to .csv
Linked IP Blocks Copy row
Resource Address Hosts Region Notes Tags Assigned —Upa > Deete

For additional information on working with Sections and Fields, see Customizing Sections and Customizing Fields. For adding field data to the
Resource Field Gadget, see the "Resource Field Gadget" section on this page.

Resource Linkage - Linked IPs Gadget

The Linked IPs Gadget lists IP blocks assigned to Resources linked under the Resource Linkage Gadget, with a link to the resource holder.

Block information may be refreshed by clicking the "Reload" button to check for changes.

Linked IP Blocks  Fisioad |
Resource Address Hosts Region Notes Tags Assigned Updated
10.2.1.0424 258 2018-12-14 2018-12-14
am 10.2.2.0/24 256 2018-12-14 2018-12-14
am 10.2.3.0/24 256 Internal space 2018-12-13 2018-12-13
wm 10.2.4.0/22 1024 2018-12-14 2018-12-14
10.2.8.0021 2048 2018-12-14 2018-12-14
am 10.2.16.0720 4096 2018-12-14 2018-12-14
10.2.32.0M19 8192 2018-12-14 2018-12-14
am 10.2.64.0M18 16384 2018-12-14 2018-12-14
10.2.128.017 32768 2018-12-14 2018-12-14
M 10.3.0.016 65536 2018-12-14 2018-12-14

Pages: 12345678

Resource View

This Gadget is used on the Resource Holder Section type. The Resource view displays and provides links for the Section and Category for the
Resource.

Some Customer (1234)

Section: Resource Holder
Category: Customer

Reverse API Console

The Reverse API Console Gadget allows you to add endpoints from a Resource Entry page, and view customizable javascript displays set for the
selected endpoint. The Reverse API Console may be added to any type of Section / Resource, and must be enabled for a Resource for certain
rAPI| processes to successfully complete.

After adding the gadget to a section, the Reverse API console will appear as whitespace with the option to add an endpoint display. Endpoints
must already be created via rAPI or through the Admin Reverse API interface in ProVision to be selectable via the gadget.
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Add Endpoint: TestPoint2 E m

Selecting an Endpoint and clicking "Add" will allow the javascript display code (added via rAPI or the Admin Reverse API interface) associated
with that endpoint to display on the Resource Entry page.

An example display might be integrating Observium to display server status modules and alerts for Resources with the "Server" Section:

corp.6connect.com
Section: Server

CPU Usage RAM Usage Port Traffic
100t
sl ¥ 700 k
%0 | s 600 k
| 500 k
* 00 k |
L 1 300 k i
50 200 k i
w0 == 100 k ’
30 0 uw
- 100 k mﬂ |
| o 200 k i
300 k
¢ Wed 00:00 Wed 12:00 Wed 00:00 Wed 12:00 Wed 00:00 Wed 12:00
Server Alerts Physical Storage Sensors
Checks succeeded 2015-03-13 08:50:29  /Volumes/Backup 99% Used
Checks succeeded 2015-03-13 08:40:48  / 36% Used
Recovery notification sent  2015-03-12 19:30:47
Checks succeeded 2015-03-12 19:30:46
Alert notification sent 2015-03-12 19:25:14
Checks failed 2015-03-12 19:25:13
Recovery notification sent  2015-03-12 10:55:35
Checks succeeded 2015-03-12 10:55:35
Alert notification sent 2015-03-12 09:26:03
Checks failed 2015-03-12 09:26:03

Recovery notification sent

2015-03-09 15:40:19

Remove Endpoint:  Observium RAM Graph

Add Endpoint: Observium Storage Graph E m

As a completely customizable area, displays can be designed to meet individual Resource needs - create charts, alerts, command buttons, or
any other type of data that you wish to view.

Tech Info

This visual element is used on the Resource Holder Section type. This Gadget allows you to list DNS servers, ARIN information, and enable
/disable customer privacy.
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Tech Info edit

DNS Servers
ns1: dnsi.7connect.com ns2: dns2.7connect.com
ns3: ns4:
ns5: ns6:
ARIN Info
Org ID: Org POC:
Net POC: Abuse
POC:
Origin AS:

Residential Customer Privacy: Disabled

Creating your own Gadgets

6connect provides XML specifications for users interested in creating their own gadgets for ProVision. See the XML Specifications section linked
below for more information.

User created gadgets are not supported at this time and the specification below could change without notice. If you want to make your own
g t, please get in touch so we can help you

® XML Specifications

Additional Information

Continue on to the following pages for additional information on Resources in Provision:

® Contact Manager
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XML Specifications

XML Specifications

User created gadgets are not supported at this time and the specification below could change without notice. If you want to make your own
gadget, please get in touch so we can help you.

® XML Specifications
® XML Specification
® Implemented Tags
® Example
® Fields

XML Specification

The XML gadget specification is based on the Atlassian Gadgets.

Implemented Tags

The implemented tags and corresponding attributes are:
® ModulePrefs

Description
® title
® width - "full" or "half" are the only options for now
® ContentSources
® type - "file" uses the file given in src, "html" uses the content in the tag (eg. <Content type="htmI">This is the content</Content>)
® src - relative filename or url
® Source
Fields
® type - "css" or "javascript”
® src - relative filename or url
* Field
® slug

Example

i <?xm version=' H
i <Modul e> H
i <Mobdul ePrefs title="Contact Info" wdth="half" /> i
<Descri ption>This gadget adds a field editor for fields related to contact info (phone, address, ect).<
i /Description> i
i <Content type="file" src="tenplate.htm" />
<Sour ces> :
: <Source type="javascript" src="script.js" />
</ Sour ces> !
i <Fi el ds> i
<Fi el d sl ug="6c-resourcehol der-phone-nmai n" />
i <Fi el d sl ug="6c-resourcehol der - phone-fax" /> :
: </ Fi el ds>
i </Nodul e> !

Fields

If a gadget uses fields, you can optionally add the slug of the field in this section to hide it from the main field list.

This can be very useful and make your Resource Sections easier to work with. If the fields are not hidden, this can lead to long lists
of redundant data in multiple places and can cause confusion. However, all viewing and editing of the field will have to be done through the
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gadget. If your gadget uses a field in a read-only manner, then you should not add it to the gadget's manifest because that would prevent users
from editing the field data through the standard edit page.
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Contact Manager

Contact Manager

The Contact Manager lists and imports contacts into ProVision. You can create new contacts manually, or import contacts from RIR. Contacts
may then be assigned to ProVision resources through the Contacts Gadget.

Resources /Contacts

Create Local Contact Import From RIR

[E3 Table view) | Tile view) [ocach conces
| Type | Handle / Custom ID

3580 Geonnect Operations ops-+arin-whois1 @Econnect.com ARIN BCONN-ARIN
3573 Bierm Gsterim Svaribard Local

3571 Bob Smithington bob@fakeemail.com Local

3588 Christiaan Keat RIPE CVKE-RIPE
3584 2 Network RIPE GOOG2-RIPE
3582 Google Iretand Limited RIPE GIL4S-RIPE
3550 Ivan Drago onesec@whodis.com Local

3591 Jason Schiller RIPE J514297-RAIPE
3560 Metwork Abuse and Policy Obse abuse@comcast.net ARIN NAPO-ARIN
3803 Some Tconnect Admin Local

The Contact Manager is accessed from the Resource tab dropdown menu, under "Contacts"

Customer

Resources / Entri¢ Entries

Sections

#ABC K L[| m

Categories

Resource Clone

® Contact Manager
® Ul Overview
® Table View
® Tile View
® View Contact Details
® Create New Contact
® Import Contact from RIR
® 1) Select RIR/ Type
® 2) Enter Point of Contact Handle
® 3) Verify and Add
® Edit or Delete Contact
® Working with the Contacts Gadget
® Assigning a Contact to a Resource
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® Assign the Contact

® Create a Contact Role

® Assign a Role to a Contact

® Delete a Role from the Roles List
® Unassign a Contact
® View the Contact Details Page

Ul Overview

Table View

Table View shows contacts in list form, their ID number, email, contact type, and their handle /custom ID. If the contact was manually created
through the "Create New Contact" button, it will show as type "Local", whereas a contact imported from RIR will show of type "RIPE" or "ARIN".

Resources /Contacts

3580 Bconnect Operations ops+arin-whois1 &8connect.com

3573 Biorm @sterim Svaribard

3571 Bob Smithington bob&fakeemail.com
3588 Christiaan Keat

3504 le Natwork

3552 Google Iretand Limited

3509 Ivan Drago onesec@whodis.com
3591 Jason Schiller

3560 Network Abuse and Policy Observal abuse@comcast.net
3603 Some Teonnect Admin

Tile View

Create Local Contact Import From RIR

ARIN

Local

RIPE
RIPE
RIPE

RIPE
ARIN

Local

&) Tile view)|

| Handie / Custom ID
BCONN-ARIN

CVKE-RIPE
GOOG2-RIPE

GIL48-RIPE

J514297-AIPE

NAPO-ARIN

Tile view allows you to see all current contacts as a snapshot of basic information, based on contact type:

Base Contacts: Shows Contact Name, Email, and Phone

ARIN Contacts: Shows Contact Name, Company, Email, and Phone (if provided in ARIN)

RIPE Contacts: Shows Contact Name, nic-handle, maintained by, and phone (if provided in RIPE).

Clicking on the contact name on the header of the tile takes you to the contact's detail information page.
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Resources /Contacts / Tile View

— —

Name Geonnect Operations. HName Bjom Dsterim Svaribard Name Bob Smithington
Company  Beonnect, Inc, Email Email bob @ fakeamail com
Email ops#arin-whois1 B 6connect.com Phone 123-123-2345 Phane (123) 555-5555
Phone +1-408-329-6901 (Office)

Nama Christiaan Keet Name Google Gorp Natwork Nama Google Ireland Limited
nic-hl CVKE-RIPE nic-hdl nic-hl GIL49-RIPE

mat-by: mint-by:
Phona Phone
Ivan Drago
Name Ivan Drago Name Nama Metwork Abuse and Policy Observance
Ermail onesec@whodis.com nic-hal Company  Comcast Cable Communications, Inc,
Phone +1-800-DRU-IDIA mint-by: Email abuse@comeast.net
Phone Phone +1-BBB-5685-4329 (Office)
Some 7connect Admin
Name Some Teonnect Admin
Email
Phone +1-345-234-2344
Contact Count
[l BAsE: 4 B ARiIN: 2 [ RiPE: 4 B Lacnic: o [ AFRINIC: 0 W APNIC: 0

At the bottom of the Tile View page, counts of current contacts by RIR as well as an image map are provided. At this time, only Base (Local),
ARIN, and RIPE contacts are supported.

View Contact Details

To view the contact details, click on the contact's name in either list or tile view. You will be taken to the
contact details page.

A Local contact created in ProVision will have modules shown for Address, Email/Phone, and Comments, as well as a list of any resources that
contact is assigned to via the Contacts gadget.

You may edit or delete a Local contact by clicking the "Edit" button at the bottom of the page.
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Resources /Contacts / Bob Smithington

Bob Smithington

Contact Type: Local
Contact ID: 3571
Parent: Google
Address Email Comments
Street 123 Main bobé®fakeemail.com Lorem ipsum dolor sit amet, consecletur adipiscing elit,
Suite 2 sed do eiusmed tempor incididunt ut labore et dolore
city Mobile Phone magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation ullamco laboris nisi ut aliquip ex ea
State Alabama (123) 555-5555 commodo consequat. Duis aute irure dolor in
Postal Code 12345 reprehenderit in voluptate velit esse cillum dolore eu
X fugiat nulla pariatur. Excepteur sint occaecal cupidatat
Country United States nen proident, sunt in culpa qui officia deserunt mollit

anim id est laborum.

This Contact is Assigned to:

Name Section o
Googie RAesource Holder 208
Name Section o

A contact imported from a RIR will have its details shown as determined by the imported RIR module - this data is not editable in ProVision.

You may delete the contact by clicking the "Delete" button at the bottom of the page.

Resources /Contacts / Google Corp Network

Google Corp Network (GOOG2-RIPE)

Contact Type: RIPE
Contact Sub-type:  Fole

Point of Contact

role: Google Corp Natwork

address: Brandschenkestrasse 110, Zurich 8002, Switzerland
le=hl: QOOGRRIPE

-y MNT-GOOG-CORP

Create New Contact

You can manually create a new contact in ProVision by clicking on "Create Local Contact" under the contacts page.

Resources /Contacts

@ Creats Local Contact B, Import From RIR

Fill in the contact's information for Name, Parent Resource (if desired), Phone, Custom ID, Email, Address, and Comments if desired.
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Resources /Contacts / Create

Name

Name

Phone Number

Street address, P.O box, company name, c/o

Address 2

Apartment, suite, unit, building, floor, ect.
City

State / County

State /

Notes / Comments

Parent « Global Contact

Permissions (and visibility) are inherited from the resource the contact is created under (not the resource
it is assigned to},

&

)

When done filling out the information fields, hit the "Create" button to save your contact.

Parent

The parent field relates the contact to a resource's permissions structure, only allowing users with permissions for that resource to view and
assign the affiliated contact(s). To allow the contact to be viewed globally in ProVision, check the "Global Contact" box above the Parent Field.

Import Contact from RIR

To import a contact from ARIN or RIPE, click the "Import from RIR" button from the contacts page.

Resources /Contacts

1) Select RIR / Type

Once on the the Import from RIR page, on the left hand side of the page select the RIR from which you wish to import - ARIN or RIPE.

Select RIR Search ARIN

 —
—

ED
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If you select RIPE, you will also be prompted to choose whether you are importing a "Person” or "Role".

Select RIR Search RIPE

Select Type

2) Enter Point of Contact Handle

After selecting the RIR / Type (if applicable), enter the ARIN or RIPE Point of Contact Handle for the contact you are importing, then click
"Search".

Point of Contact Handle is the only search term that is valid. Attempting to search by name or keyword is not valid, and will return an error.

Select RIR Search RIPE

RIPE 5 =P GOOG2-RIPE

Select Type

Role E

3) Verify and Add

If the search is successful, the found contact information will display at the bottom of the screen. If this is the information you wish to add into
ProVision, click the "Yes" button on the right hand side of the page under "Would you like to add this RIPE contact to 6connect?". Otherwise, you
may hit "No" to decline adding, or cancel and return to the index.

Select RIR Search RIPE
RIPE + GOOG2-RIPE
Select Type
Role H
Results Correct result?
role: Google Corp Network Would you like to add this
address: Brandschenkestrasse 110, Zurich 8002, Switzerland RIPE contact to 6Connect?

nic-hdl: GOOG2-RIPE
mnt-by: MNT-GOOG-CORP = @

Cancel and return to index

Edit or Delete Contact

To Edit or Delete a base contact, click on the contact's name in the contact list to go to its detail view page. From there, click "Edit".
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Resources /Contacts / Bob Smithington

Bob Smithington

Contact Type: Local

Contact ID: 57

Parent: Google

Address Email

Street 123 Main bob@fakeemail.com

Suite 2

city Mabile Phone

State Alabama (123) 555-5555
Postal Code 12345

Country United States
This Contact is Assigned to:

Name Section

Google RAesource Holder

Name Section

Comments

Lorem ipsum dolor sit amet, consecletur adipiscing elit,
sed do eiusmed tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation ullamco laboris nisi ut aliquip ex ea

commodo consequat. Duis aute irure dolor in

reprehenderit in voluplate velit esse cillum dolore eu
fugiat nulla pariatur. Excepteur sint occaecal cupidatat
non proident, sunt in culpa qui officia deserunt mollit

anim id est laborum.

This will take you to the detail information page, where you may edit fields as desired. When done editing, hit "Save" to save your changes, or

"View" to cancel without saving and view the contacts list.

Resources /Contacts / Bob Smithington

Mame Parent Global Contact
Bob Smithington Google -
Phone Number Email
{123) 555-5555 bob&fakeemail.com
Custom ID
Country

| United States (US)

Address 1
123 Main
Street address, P.O box, company nama, clo
Address 2
Suite 2
Apartment, suite, unit, bullding, floor, ect.

city
Mobile
State Postal Code
Alabama 12345
MNotes / Comments

Lorem ipsum dolor sit amet, consectetur

elit, sed do

=3

To delete the contact, click the "Delete" button while in the contact details page.

d tempor il

ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commaodo consequat. Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepleur sint occaecat
cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est laborum.
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Mabile
State Postal Code
Alabama - 12345
Notes / Comments

Lorem ipsum dolor sit amet, consactetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequal. Duis aute irure delor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat

cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est laborum.

Working with the Contacts Gadget

Assigning a Contact to a Resource

Contacts may be assigned to a resource through the Contacts gadget. To add a gadget to a Resource's Entry page, see Customizing Sections
and Gadgets.

Once the Contacts gadget has been added to the desired Section, go to the Resource Entry page for the Resource you wish to assign the
contact to, and navigate to the Contacts gadget.

Assign the Contact

In the Contact Gadget, search for a contact by typing the first few letters of the contact name in the search box, then click on the desired contact.

Contacts
_.-:3-?.;1“:!-. for & bl
Name Type Role Email ]
Bob Smithington base Admin POC bob@fakeemail.com #3571 s
Jane Doe base Tech POC jane@fakeemail.com #3824 Va
John Doe base #3825
Then hit "Assign".
Contacts
Bconnect Operations [ops+arin-whois1 @6connect.com) [#3820] ‘ Assign .
Name Type Role Email ]
Bob Smithington base Admin POC bob@fakeemail.com #3571 Ve
Jane Doe base Tech POC jane@fakeemail.com #3824 s
John Doe base #3825

The Contact will show in the list below.

Create a Contact Role

Once a contact has been assigned, you can create and set a role for the contact by clicking on the Action Menu (wrench icon).
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Contacts

Search for a Contact bl

Name Type Role Email ]

Bob Smithington base Admin POC bob@fakeemail.com #3571 7/
Jane Doe base Tech POC jane@fakeemail.com #3824

[
John Doe base #3825 @

Select "Set Role"

Contacts

6connect Operations [ops+arin-whois1 @Gconnect.com] [#3820] .

Name Type Role Email [v]

Bob Smithington base Admin POC bob@fakeemail.com #3571 Ve

Jane Doe base Tech POC jane@fakeemail com #3824 s

John Doe base #3825 | setroe |
Unassign
View

Under the "Add New Role" section, type in the desired tole name and click the "Add" button.
x
Select Role Add New Role Delete Role

| Tech POC |

Assign a Role to a Contact

Once a contact has been assigned, you can set a role for the contact by clicking on the Action Menu (wrench icon).

Contacts

Search for a Contact b m

Name Type Role Email ]

Bob Smithington base Admin POC bob@fakeemail.com #3571 7/
Jane Doe base Tech POC jane@fakeemail.com #3824

[
John Doe base #3825 @

Select "Set Role"

Contacts
Beonnect Operations [ops+arin-whois1@6connect.com] [#3820] ¥
Name Type Role Email [v]
Bob Smithington base Admin POC bob@fakeemail.com #3571 Ve
Jane Doe base Tech POC jane@fakeemail com #3824 s
John Doe base #3825
Unassign
View

Under the "Select Role" section, choose the desired Role from the dropdown list, and click the "Set Role" button.
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Select Role Add New Role Delete Role x
| Tech POC a

(B Add Delete

Delete a Role from the Roles List

Select "Set Role"

Contacts
Beonnect Operations [ops+arin-whois1@6connect.com) [#3820] v

Name Type Role Email [v]

Bob Smithington base Admin POC bob@fakeemail.com #3571 Va

Jane Doe base Tech POC jane@fakeemail com #3824 s

John Doe base #3825 [ setqoe |
Unassign
View

Under the "Delete Role" section, choose the desired Role from the dropdown list, and click the "Delete" button.

Select Role Add New Role Delete Role L
Role2

=

This removes the role from the "Select Role" list.

Unassign a Contact

To unassign a contact from a resource, in the Contacts gadget click the Action Menu, then select "Unassign".

Contacts
Search for a Contact -
Name Type Role Email iD
Bob Smithington base Admin POC bob@fakeemail.com #3571 £
Jane Doe base Tech POC jane@fakeemail.com #3824 Fa
Beonnect Operations, arin ops+arin-whois1&6connect.com #3820 Set Role

View the Contact Details Page

To view the contact's details, click the Action Menu, then select "View". You will be redirected to the contact's detail page.
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Contacts

Search for a Contact

Name

Bob Smithington
Jane Doe

Gconnect Operations,

Type

arin

Role
Admin POC
Tech POC

- =3
Email
bob@fakeemail.com
jane@fakeemail.com

ops-+arin-whois1@6connect.com

Set Role
Unassign
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DNS Tab

DNSv3

ProVision's DNSv3 combines server management, group organization, and zone management under the DNS tab.

Dashboard Resources = DNS = DHCP = |PAM = Peering = Reporting

DNSv3 DNS Groups DNS Servers DNS Zones DNS Records

DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >

X Default Group v

DNS Zones --
Forward Zones Reverse Zones Catalog Zones
1% Zone Name Last Pushed '] Last Modified Records Zone Status
0.1.1.in-addr.arpa 01/28/2019 15:02:34 02/21/2019 17:10:47 0
0.10.in-addr.arpa, 01/28/2019 15:02:35 12/05/2018 13:04:30 o
0.4.10.In-addr.arpa. 01/28/2019 15:02:35 01/08/2019 14:25:25 1
Attached Servers >

The DNS tab contains four sub-tabs: DNS Groups, DNS Servers, DNS Zones, and DNS Records.

The DNS Groups tab is where DNS Groups, zones, ACL's, and default SOA values are managed. The DNS tab Groups List allows you to
create, view, and manage groups of DNS Servers and Zones. Using groups, you can configure and push selected combinations of zones at one
time.

The DNS Servers tab is only accessible to Admin users, and contains functions for adding, updating, and managing DNS servers as well as
scheduling server tasks. For Admin-level DNS tasks, see DNS Administration and Working with DNS Servers.

The DNS Zones tab lists all the zones in ProVision able to be viewed by the user, in the same format as on the DNS Groups page, but without
the Group organization. The Zone List allows you to view, add, delete, and push individual DNS Zones.

The DNS Records tab list all records in ProVision, in a filterable list to expedite search, editing, and managing records. New records may also be
added from this page.

® DNSv3
® DNSv3 Overview
® DNS Permissions
® Permission Shortcut Button ("Perms")
® DNS Approvals
® DNSv3 Workflow
® Additional Information

DNSv3 Overview

DNSv3 organizes ProVision's DNS system into a more unified and accessible interface, combining both admin and non-admin DNS tasks
together under the DNS tab.
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In DNSv3, zones are gathered under DNS Groups, servers are attached to those Groups, and Nameservers, Default SOA values, and ACLs are
managed at a per-Group level. Users can then view and manage Groups, individual zones, default SOA values, ACLs, attach servers, and
perform pushes all on the same page.

DNS Permissions

DNSv3 incorporates DNS zones and Groups into ProVision's Resource System. Zones and Groups are Resources just like Customers, Servers,
Routers, or Contacts (See The Resource System for a more detailed explanation of Resources in ProVision).

This allows for DNS zones and Group permissions to be managed similarly to other ProVision resources, where users with Resource permissions
(Create / Read / Update / Delete) on the parent resource of the DNS Group can create groups and zones, manage those groups and zones, push
(if a server is attached), and delete.

A user with full Resource permissions on a DNS Server, as well as the parent resource of a Group, may view and attach that server to a Group.

Users with Admin permissions can access the DNS Servers area under the DNS tab manage DNS server creation, edits, and deletion.

For more information on setting up permissions groups in ProVision, see Users & Permissions.

Permission Shortcut Button ("Perms")

Throughout DNS, a shortcut permissions button ("Perms") is available on a per-item level, accessible only to Admin users.

This permissions button allows for direct, point-of-use permissions adjustments to DNS Groups, Servers, Zones, and Records. It uses the same
CRUD permissions and groups available in the Admin Users tab, but removes the need to remember and search for the DNS item name.

To open the Change Resource Permissions module, click on the "Perms" Button for any DNS item.

1 Zone Name Last Pushed Last Modified Records  Zone Status Actions ¥

123zone.com. 02/13/2019 11:59:32 1 [ Deteto | Push [ Move i€ O

Edit the CRUD permissions for any ProVision user group by clicking the checkbox for the desired group and permission type. When done, click
"Save Changes". The permission changes will be also be reflected in the Admin User tab Group settings.

Change Resource Permissions

Resource Permissions

UserGroup Name Create Update Delete
Global Admins
Global Read-Only

Test Group A

Global Group 2

Test Group B

You can also restrict certain actions for the User Group in
Approvals - Actions & Permissions.

—

‘ Save changes ’
e —

DNS Approvals

The Approvals module stores and queues DNS actions made by selected User Groups, and sends those actions to a Pending Changes list for
administrative review. Later, an administrator (or combination of administrators) can approve or reject these stored actions.
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Approvals is primarily set up and managed via the Admin Approvals Tab. See the ProVision Admin Guide - Approvals Tab for details on setting
up and using Approvals from the Administrative viewpoint.

In the DNS Tab, a "Resources Awaiting Approval" module will display near the top of DNS Groups, DNS Zone Lists, and DNS Servers pages, if a
change has been submitted on that page that is pending approval.

DMNSv3 DNS Groups DNS Servers DNS Zones DNS Records

DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info Actions
Update Default Group Resource of type dnsview ) i : limi t.com m

DNS Zones

Forward Zones Reverse Zones Catalog Zones
1 Zone Name Last Pushed |1 Last Modified Records  Zone Status Actions ¥
123zone.com 02/13/2019 11:59:32 1 m m

Users who submitted a change for approval will see the details of their change request in this module.

Admin users with permissions to approve or reject the request will have the option to Approve or Deny the change.

DNSv3 Workflow

DNSv3 revolves around Groups. Zones are gathered under Groups, servers attached to Groups, and pushes may be done on a per Group level.
Thus, the first workflow step in DNSv3 is to set up one or more DNS Groups. A "Default Group" is automatically provided in ProVision, but other
Groups may be desired to organize zones and default values.

To create a new DNS Group, click the "Add Group" button from the DNS Groups tab. Enter the desired default values for the Group, and save. If
only using the Default Group, ensure the default parameter values are set as needed. For more information, see Working with DNS Groups.

After Groups have been set up, DNS servers should be added or settings verified. Admin users may add DNS servers from the DNS Servers tab
"Add Server" button. Input the server information and save. Existing servers may be reviewed and edited by clicking on the server name in the
DNS Server List. Once a server is created in ProVision, it may be attached to any DNS Group under the Group's "Attached Servers" module.
Attaching a server to a Group will allow for zones in that group to be pushed to the attached server(s). See Working with DNS Servers.

Next, add zones to your groups. Zones may be manually added under each group by clicking the "Add Zone" button in the DNS Groups or DNS
Zones tabs, or it may be imported via DNS Importers into a selected Group. Add the zone and record information, and save. See Working with
DNS Zones for additional information.

Zones may only exist once per Group, but may be duplicated under multiple Groups. Zones may also be moved from Group to Group as needed.
At this point, all major components of the ProVision DNS system have been added - from here management tasks take over. Zones may be

updated and moved to or from Groups; Groups may be edited with different default values or servers, and pushes maybe be performed for an
individual zone, a full Group, or for an entire server. Pushes may be manual or scheduled for a future time through the Scheduler.
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DNS WORKFLOW

Create DNS Group

From DNS Tab "DNS Groups”, then
“Add Group” button

Add SOA, Nameservers, ACL s

Group can be general or specific
(“Default Group” vs. “Group Z Test
Servers”)

Add DNS Servers

From DNS Tab “DNS Servers”, then
“Add Server” Button (Admin only)

Input server information and attach
to Group

Add Zones

From DNS Tab “DNS Groups”
Zone” button under desired Group

OR

* Import Zones from DNS Admin -
Data Import

Manage DNS
+ Update Zones and Groups
* Push at Server , Group, or Zone Level
* Manual
* Scheduled

Update Zones
* Update Records / Lists
Attach Servers
Attach Groups

Manual or Scheduled Push

Update Groups Server Push

* Manual

* Scheduled

= Attach Servers ar
Zones

* Update ACLs

* Manual or Scheduled
Group Push
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Additional Information

Working with DNS Groups
DNS Zones Overview
Working with DNS Zones
Working with DNS Records
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Working with DNS Groups

DNS Groups

Dashboard Resources ~ DNS = DHCP = IPAM = Peering = Reporting

DNSv3 DNS Groups DNS Servers DNS Zones DNS Records
DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >

X Default Group v

Forward Zones Reverse Zones Catalog Zones
1% Zone Name Last Pushed |1 Last Modified Records Zone Status Actions T
0.1.1.in-addrarpa. 01/28/2019 15:02:34 02/21/2019 17:10:47 0 [ Move | Chack I
0.10.in-addr.arpa. 01/28/2019 15:02:35 12/05/2018 13:04:30 1] m m i
0.4.10.In-addr.arpa. 01/28/2019 15:02:35 01/08/2019 14:25:25 1 [ Pusn | Move | Gheck |

Attached Servers >

The DNS tab Groups List allows you to create, view, and manage groups of DNS Servers and Zones. Using groups, you can configure and push
selected combinations of zones at one time.

® DNS Groups
® DNS Groups List Interface
® Working with DNS Groups
® Add a Group
® Create a Group
® Navigating a Group
Edit a Group
® Edit a Group Name
® Edit Attached Servers
® Edit a Group's Default Parameter Values
Edit Group Advanced Settings
Edit Nameservers
Edit Push Policy
Edit SOA Values
® Save Changes
® Add Zones to a Group
® Pushing a Group
® Manual Group Push
® Scheduled Group Push
® Delete a Group
® Export a Group
® Using the Templates Group / Cloning Zones to a Group
® Create your template zone
® Clone Template to a Different Group
® Additional Information

DNS Groups List Interface
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DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
X Default Group

X Autogenerator Group

¥ Example Group

DNS Zones

Resources Awaiting Approval b3
Forward Zones Reverse Zones

1% Zone Name Last Pushed |1 Last Modified Records  Zone Status Actions ¥

6connect.com. 01/28/2019 13:15:05 02/20/2019 14:14:11 2 [ Push | Move| [ Porms |

connectqa.com. 01/28/2018 13:15:05 02/20/2018 14:14:19 1 [ Push | | check | Perms |

example.com. 01/28/2019 13:15:06 02/20/2018 14:14:22 0 [ Push | Move | Gheck | Perms
Attached Servers ?
Group Default Parameters >
Applied ACLs >
Catalog Zones settings >
Scheduled Tasks >

1) Add Group Button: Opens a dialog for creating a DNS Group

2) Resources Awaiting Approval Module - Group Level: Lists pending DNS Group level Approval events either submitted by, or able to be
approved/rejected by, the current user.

3) Group Container: The Group container header shows the group name. Expand or close the group container by clicking on the expansion
arrow (>) on the far right of the header. Clicking on the X will delete the Group and all zones included in the group. Rename the group by
clicking on the name, then typing the desired changes and clicking outside of the name.

Group Actions:

X Default Group v
DN Zones (22223 o2 R

4) Add Zone Button: Opens a dialog for creating a DNS zone under that group.
5) Push Group Button: Pushes all zones in the group.

6) Schedule Push Button: Schedules a push of all zones in the group to the selected day and time. Requires the scheduler tab / cron
tasks to be enabled.

7) Export Zones: Exports all zones in the group into a .zip file.
8) Perms (Admin): Provides a shortcut for Admin users to change the group/user permissions for the DNS Group.

9) Resources Awaiting Approval Module - Zone List Level: Lists pending DNS Zone List level Approval events either submitted by, or able to
be approved/rejected by, the current user.

10) Zone List: Forward and reverse zones included in the Group.
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11) Forward / Reverse Zones Tabs: Shows zone list containing only forward or reverse zones, respectively.

12) Zone Name (Sortable): The name of the zone. Clicking on the zone name will open the zone details window, showing individual
records. Clicking on the "Zone Name" header will sort the zone list by ascending or descending by name.

13) Last Pushed: The date and time the zone was last pushed.

14) Last Modified (Sortable). The date and time the zone was last modified. Clicking on the "Last Modified" header will sort the zone list
by most / least recent modification date.

15) Records: How many records are in the zone.

16) Zone Status: Will notify if the zone or server connection contains errors, after a check has been performed (by clicking on the "Check"
button). Clicking on the "Contains Errors" message will provide additional details on the error.

17) Actions: The actions that may be performed on each zone:

Actions Y
 Move |

18) Delete: Deletes the zone from ProVision and removes the entry in ProVision conf file on the remote server(s) (the user will
also receive a prompt to confirm they wish to complete the action)

19) Push: Pushes the zone to the associated server.

20) Move: Moves the zone to a different Group.

21) Check: Performs a check on the zone, notifying the user if errors or warnings are present for the zone.
22) Perms (Admin): Provides a shortcut for Admin users to change the group/user permissions for the zone.

23) Attached Servers: Sets the server that zone and group pushes will be sent to. Click on the header title or > to expand or collapse. Admins
and users with server/group parent permissions may view, attach, or detach a server from the group.

24) Group Default Parameters: Click on the header title or > to expand or collapse. Edit default group settings including nameservers, SOA
values, and Push Policy.

25) Applied ACLs: Click on the header title or > to expand or collapse. Add or detach ACLs to the group.

26) Catalog Zone Settings: Click on the header title or > to expand or collapse. Enable / Disable Catalog Zones. Enabling Catalog Zone
exports all zones inside the Group into a new catalog zone, so that slave servers can receive zone changes.

27) Scheduled Tasks: If a scheduled push has been set up for the group, the task information will show in a "Scheduled Tasks" module. Click on
the header title or > to expand or collapse. Review or delete scheduled group pushes.

Working with DNS Groups

DNS Groups allow for organizing multiple zones together and linking those zones with one or more servers. Default nameservers, SOA values,
and ACL's are set at the Group level, so different Groups may have their own default values. Zones may be pushed individually, as a Group, or at
the server level.

ProVision automatically designates a Default Group for zones to be imported or added to, as well as a "templates" group for holding pre-DNSv3
templates or to hold new zones created as templates. Creating additional Groups is completely optional.

Add a Group

DNSv3 automatically contains two Groups - one Default Group to contain existing or imported zones, and a Templates Group, containing zones
mimicking DNS Templates. Additional Groups may be added or removed at any time, and zones may be freely moved or duplicated between
different groups as needed.

To create a new Group, from the DNS Tab, select the DNS Groups sub menu. Then, click the "Add Group" button next to "DNS Groups List".
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DNSv3 DNS Groups DNS Servers DNS Zones DNS Records

DNS Groups List'

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

This will open the "Create New Group" dialog.

Create a Group

In the "Create New Group" dialog, enter the desired Group Name, select a parent resource, enter the default SOA values, and add a default
Nameserver (type the NS, then click "Add").

Create New Group

Group Name: aNewGroup

Parent Resource: TLR

Default SOA Values

The values supplied here are the default SOA values used on all newly created zones.

SOA Host: ns.example.com.
SOA Mail: hostmaster.example.com.
Refresh: 172800
Retry: 900
Expire: 1209600
Minimum: 900

TTL: 1 hour

Default Nameservers

The name servers are automatically added to any new zone files created.

NameServer: ns1.example.com

Order NS Record

1 ns1.example.com.
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Click the "Save Changes" button when complete. The new group will be added to the DNS Groups List.

Navigating a Group
Open the Group container for the new Group by clicking on the expansion arrow at the top right corner of the header.

Information for Attached Servers, Group Default Parameters, Applied ACLs, and Catalog Zones settings may also be viewed and edited by
clicking on the expansion arrows for each section.

< |

% aaNewGroup
DNS Zones (2223 =
Forward Zones Reverse Zones
1i Zone Name Last Pushed |1 Last Modified Records Zone Status Actions T
Attached Servers

Group Default Parameters

Applied ACLs

alelels

Catalog Zones settings

Edit a Group

Edit a Group Name

Edit the name for a Group by clicking inside the Group's Name. A highlight box will appear around the name, and a cursor inside the box.

b 4 ewGrou

Edit the text as desired using your mouse or arrow keys to navigate through the text. When complete, click anywhere outside of the name box,

and a confirmation dialog will appear.

Please confirm.

Are you sure that you want to rename "aNewGroup" to "NewGroup".

Click "Confirm" to save your changes, or "Close" to exit without saving.

Edit Attached Servers
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Users may attach or detach servers from a group if they have either of the following permission types:

® TLR Admin permissions
® Full permissions on both the DNS Server(s) and the Parent Resource set for the DNS Group

If either condition is met, the user may view and attach/detach the applicable server(s) to a Group.

To attach a server, expand the "Attached Server" module, and click on the Attach Server list.

Attached Servers @

Server Name Server Backend Server Type Server Status Actions
Attach server: Select Server
Select the desired server, then click "Attach".

Attached Servers 2

Server Name Server Backend Server Type Server Status Actions
Attach server : | BIND Bconnect QA Server

The server is now attached to the group, and future zone and group pushes will be sent to the attached server.

Attached Servers v
Server Name Server Backend Server Type Server Status Actions
BIND 6connect QA Server ISCBIND master

Attach server: Selact Server 3 m

From here, users have the option to Detach the server if desired, by clicking the "Detach" button.

Admin users may edit pemissions for the server using the "Perms" button, if desired (see: DNS Tab DNSv3 Permissions for additional
information).

Attached Servers v
Server Name Server Backend Server Type Server Status Actions
BIND Gconnect QA Server ISCBIND master

Attach server: Selact Server g m

Edit a Group's Default Parameter Values

Under the desired Group, expand the "Group Default Parameters" module by clicking on the expansion arrow.

Group Default Parameters @ ‘

Save your changes!
1
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Important - to ensure that your changes are saved while working in Group Default Parameter, click the "Save Group Defaults" button under the
Default SOA Values section - this save button will save any changes made to Advanced Settings, Default Nameservers, or Default SOA Settings.

Push Policy changes can be saved by clicking "Save Push Policy".

Edit Group Advanced Settings

Open the "Advanced Settings Inherited by the Zones" module by going to any DNS Group and opening the "Group Default Parameters".

The Advanced Settings module will be at the top of Default Parameters area. To expand it, click on the expansion arrow on the right side of the
header bar.

Group Default Parameters v

=== Advanced Settings Inherited by the Zones

Default Nameservers Default SOA Values
The name servers are automatically added to any new zone files The values supplied here are the default SOA values used on all
created. newly created zones.
NameServer: enter NS record Add Parent TLR B
Resource:
Order NS Record
SOA Host: ns1.indianafiber.net,
1 ns1.example.com. x
SOA Mail: hostmaster.indianafiber.net.

Once expanded, settings may be entered for DNSSEC, Dynamic Updates, Master-Slave Handling, Lists, and free lines.

Advanced Settings Inherited by the Zones v

Enable DNSSEC: (L)
Enable Dynamic Up Qore)

This featura is using the dynamic update functionality of the DNS Server. Every record that you modify/remove/create will be
updated on the servers automatically without pushing the zone if the queue is not enabled.

Disable Master-Slave handling:

By default ProVision handles the master and slave specific options in the zone automatically. By enabling this option
ProVision will not add specific configuration options to the zone depending on the server configuration.

Also-Notify List: ex. 192.168.3.0; 10.10.3.0/24

The fist will be added to the also-notify list on the DNS servers that support this option.

Allow Update List: ax. 192,16

The list will be added to the allow-update list on the DNS servers that support this option.

Allow Transfer List: ex. 192.168.3.0;

The list will be added to the allow-transfer list on the DNS servers that support this option. On exporting a zone to a master
sarver, the siaves are automatically added |

Allow Notify List: ex, 10

0.15; 172.28.32.7;

The list will be added to the allow-notify list on the DNS servers that support this option. On exporting a zone to a slave
server, the masters are automatically added !

Free Lines (Dangerous): test

P
The content inside this field will be append to the zone section of the server configuration. Please be very careful with this
field as it can cause configuration errors | They are currently valid only for ISC Bind.

Server Specific Free Lines BIND Beonnect QA Server (GOOD) & m
(Dangerous):

Save your changes!
1
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Important - to ensure that your changes are saved, click the "Save Group Defaults" button under the Default SOA Values section - this save
button will save any changes made to Advanced Settings, Default Nameservers, or Default SOA Settings.

Server Specific Free Lines BIND Beonnect QA Server (GOOD) $ m
(Dangerous):
Default Nameservers Default SOA Values
The name servers are automatically added to any new zone files created. The values supplied here are the default SOA values used on all newly created
zones.
NameServer: enier NS record Add
Parent TR
Order NS Record Resource:
1 ns1.example.com, x SOA Host: ns 1 indianafibes.net,
S0A Mail: hostmaster.indianafiber.net
Push Policy
Refresh: 3600
The Push Policy determine what zones and modules will be handled on Push
action.
Retry: 3601
= Group Centric g
Push all the zones in the group to the servers attached to the group. Expire: BO4B00
Zone Centric
Minimum: 3600
Push all the zones in the group to all the servers attached to them including servers
not attached to the group.
TTL: 30 minutes
Server Centric
Push all the servers in the group to all the zones attached to them including zones Sy Groly Delauks
not attached to the group

Edit Nameservers

Default Nameservers are automatically added to any newly created zone files.

You may choose not to set a default nameserver, however, an empty Nameservers list can cause invalid zones.

Change a Nameserver by typing the new NS record into the Nameserver box, then click "Add".

Group Default Parameters

Default Nameservers

The name servers are automatically added to any new zone files created.

NameServer: I ns2.example.com. Add
Order NS Record
1 ns1.example.com. %

Delete the previous Nameserver by clicking on the red "X" to the right of the NS Record.
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Group Default Parameters

Default Nameservers

The name servers are automatically added to any new zone files created.

NameServer: ns2.example.com. Add

Order NS Record

1 ns1.example.com. @
2 ns2.example.com. b 4

Change the order of multiple Nameservers by left-clicking (holding the mouse button down) over the NS Record to move, dragging to its desired
placement, then releasing the mouse button.

The NS record will drop into its new location, with the order updated.

Group Default Parameters

Default Nameservers

The name servers are automatically added to any new zone files created.

NameServer: nsi.6connect.com Add
Order NS Record

N2 ns2.example.com. X
1 ns1.6connect.com. x

Save your changes!
1

Imp'ortant - to ensure that your changes are saved, click the "Save Group Defaults" button under the Default SOA Values section - this save
button will save any changes made to Advanced Settings, Default Nameservers, or Default SOA Settings.

Edit Push Policy

Edit the push policy by selecting the radio next to the desired push behavior ("Group Centric", "Zone Centric", or "Server Centric") and click "Save
Push Policy".
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Push Policy

The Push Policy determine what zones and modules will be handled on Push
action.

© Group Centric

Push all the zones in the group to the servers attached to the group.

~ Zone Centric
Push all the zones in the group to all the servers attached to them including servers
not attached to the group.

~ Server Centric

Push all the servers in the group to all the zones attached to them including zones
not attached to the group.
‘

‘ Save Push Policy ’

Edit SOA Values

To edit the Default SOA values, simply click inside the value to be changed and type or select your new value. Be sure to also verify the desired
Parent Resource for the Group, as the resource selected determines the Group's permissions.

Default SOA Values

The values supplied here are the default SOA values used on all
newly created zones.

Parent TLR -
Resource:
SOA Host: ns.example.com. e
SOA Mail: hostmaster.example.com.

Refresh: 172800
Retry: 900

Expire: 1209600

Minimum: 900
TTL: 1 hour 4

Save Group Defaults
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Save Changes
Save all Nameserver, Advanced Settings, and SOA value changes by clicking on the "Save Group Defaults" button at the bottom of the section.

Closing without saving will cause all changes to be lost.

Server Specific Free Lines BIND Beonnect QA Server (G000) : m
(Dangerous):
Default Nameservers Default SOA Values
The name servers are automatically added to any new zone files created. The values supplied here are the default SOA values used on all newly created
zones.
Add
Parent TR *
Order NS Record Resource:
1 ns1.example.com, x SOA Host: 81 incianafiber.nat,
SOA Mail: hostmaster.indianafiber.net.
Push Policy
Refresh: 3600
The Push Policy determine what zones and modules will be handled on Push
action.
Retry: 3601
= Group Centric
Push all the zones in the group to the servers attached to the group. Expire: BO4B00
Zone Centric
Minimum: 3600
Push all the zones in the group to all the servers attached to them including servers
not attached to the group.
TTL: 30 minutes 5
Server Centric
Push all the servers in the group to all the zones attached to them including zones Sy Group Dedaits
not attached to the group.

Add Zones to a Group

To add a new zone to a Group, click the "Add Zone" button inside the desired Group.

X Default Group v
oNs Zones( ) X

Fill in the zone name, select a parent resource (by default, the Group is selected), select a populate type, and fill in any optional fields.

For more detail on each of these options, see Working with DNS Zones - Add a Zone.
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Create New Zone

Zone Name: someZone2.com.

DNS Group: Default Group

Parent Resource: Default Group
Populate with records

Populate type: Empty Zone

Optional Fields

Close Save changes

When complete, hit the "Save Changes" button.

Pushing a Group

Before pushing a group for the first time, verify the settings in the following areas are correct:

® Under "Attached Servers", verify that the correct server is attached to the DNS Group.
® Under "Group Default Parameters" verify SOA Settings, Nameservers, and the Push Policy are set.

Manual Group Push

After verifying the attached server and group settings, manually push the Group by clicking the "Push Group" button under the desired Group.

DN Zones (22N ) EEES =

A DNS Push Status window appears, showing each zone in the Group as it is pushed to the attached server. If successful, a green "Finished
DNS Pushing Request" will appear as the final message. If errors occur, an error message will show with details on the issue. When complete, hit
the "Close" button.
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DNS Push Status

Last status messages :
Finished DNS Pushing Request

Sending the global configs and closing the connection

Pushing zone "someZone2.com.” ...

Pushing zone "someZone.com.” ...

Cleaning the removed zones from the server...
Initializing the connection Server "6c BIND QA Server”...
DNS Pushing started...

Scheduled Group Push

Scheduled pushes may be set up through the "Schedule Push" button for the Group.

X Default Group

=
DN Zones (2223

Click "Schedule Push" for the Group, then select a date, time (12 hour, with AM / PM toggle), add a naotification email address, and click "Save
changes".
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Push Scheduler
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Notification Email:

February 2019
Tu We Th
29 30 31

5 6 T
12 13 14
19 m 21
26 27 28

5 6 r

A
25
v

Pick date and time (US/Pacific):

something @example.com

The Scheduled task will be shown in both the Group details (under "Scheduled Tasks") and the Admin Scheduler task list.

Task Name

Scheduled Tasks

Scheduled Push: Default Group

Last Run

Repeat Time Actions

One time on 2017-05-31 at 14:00 PDT

The task may be deleted prior to running by clicking the "delete" button, but will automatically be removed once completed.

Delete a Group

Delete a non-Default Group by clicking on the "X" to the left of the Group's name in the DNS Groups List.

l X Ciroup 2a

A confirmation message will appear, click "Confirm" to save your changes, or "Close" to exit without saving.
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Please confirm.

Are you sure that you want to delete "Group 2a" and all the zones.

The Default Group may not be deleted.

Export a Group

All zones under a DNS Group may be exported to a .zip file by clicking the "Export Zones" button at the top of the Group module.

The exported .zip file may be used with ProVision's BIND DNS Zone Upload / Import tool.

X Default Group v

DN Zones (2223 ieron (o DR

Using the Templates Group / Cloning Zones to a Group

By default, a "templates" group is included in DNSv3.

Any pre-DNSv3 DNS Templates will be included in this group, as well as any newly created zones to be used as template zones.

X templates V.

DNS Zones '

Forward Zones Reverse Zones

1 Zone Name Last Pushed |1 Last Modified Records Zone Status Actions T
Attached Servers >
Group Default Parameters ?
Applied ACLs >
Catalog Zones settings >

The template group functions the same as any other DNS Group, but gives a holding place for zones designed as templates separate from other
zones.

Create your template zone

Add a template zone by clicking the "Add Zone" button, giving the zone a descriptive name to clearly identify as a template, select the populate
type, and fill in any optional data. ( see Working with DNS Zones - Add a Zone.)
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Create New Zone

Zone Name: someZoneTemplate.com.|
DNS Group: templates
Parent Resource: templates
Populate with records

Populate type: Empty Zone

Optional Fields

S0 Save changes '

Once the zone has been created, it will show in the templates group zone list, and is now selectable as a base for the "clone existing zone" option
when creating a new zone.

Clone Template to a Different Group

Go to a different group, and click "Add Zone". Enter in the new zone name and parent.

Under "Populate Type", select "Clone existing zone" and select /search for the template zone you created.
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Create New Zone

Zone Name: aZoneFromTemplate.com.

DNS Group: Default Group

Parent Resource: Default Group

Populate with records

Populate type: Clone existing zone

Select Zone: someZoneTemplate.com.

Skip Group NS: @

Optional Fields

Save changes '

Edit the optional fields as needed, and click "Save changes".

Additional Information

For more information on DNSv3 tasks, see:

Working with DNS Zones
DNS Zones Overview
DNS Administration
Working with DNS Servers
Approvals
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Editing DNS Zones

DNS Zones

DNSv3 DNS Groups DNS Servers DNS Zones

Zone List

Forward Zones Reverse Zones Catalog Zones
1: Zone Name Last Pushed
0.1.1.in-addr.arpa. 01/28/2019 15:02:34

0.1.in-addr.arpa.

0.10.in-addr.arpa. 01/28/2019 15:02:35

0.2.10.in-addr.arpa. 08/12/2019 16:15:12

0.29.10.in-addr.arpa.

0.4.10.in-addr.arpa. 01/28/2019 15:02:35

DNS Records

! Last Modified

02/21/2019 17:10:47

02/27/2019 18:47:47

12/05/2018 13:04:30

08/07/201917:18:15

02/19/2019 11:26:10

01/08/2019 14:25:25

Records Zone Status

0

o

0

Actions ¥

:
[ Doito J Pusn
[ Doito ] pusn

DNS Zones are accessed under the DNS tab, DNS Groups or DNS Zones sub-tabs. The DNS Zones sub-tab features the DNS Zone List - a
straightforward list of all zones existing in ProVision, including those not attached to DNS Groups. From here, you can create a new zone, view all
Forward, Reverse, and Catalog zones, delete, push, check, view pending approvals, or edit permissions (admin only) on a zone.

This page focuses on a general Ul overview of the DNS Zones and Zone View pages.

For detailed instructions on how to perform specific zone tasks, see Working with DNS Zones.

® DNS Zones
® DNS Zone List Interface
® Sort/ Filter the Zone List
® Resources Awaiting Approval

® View Zone Details (View Zone Page)

® The View Zone Page Interface
® Error Notification

Zone Actions
Comments
Pending Approvals
Advanced Settings
DNS Records

® Filter Records
Scheduled Tasks
Attached Servers
Zone Backups
Current Zone Export
Addiitonal Information:

DNS Zone List Interface

The DNS Zone List shows all zones existing in ProVision, organized into three tabs - Forward, Reverse, and Catalog Zones. By default, the
zones load in ascending alphabetical order with 25 zones per page. To switch between the two lists, simply click on the tab for the desired zone

type.
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Zone List

Resources Awaiting Approval

Forward Zones Reverse Zones Catalog Zones
13 Zone Name Last Pushed |1 Last Modified Records  Zone Status
123zone.com. 02/13/2019 11:59:32 1
Bc_example.com. 08/11/2019 13:23:41 V]
Beconectqa.com. 02/21/2019 17:10:05 02/21/2019 17:10:26 5
Beonnect.com. 08/12/2019 16:15:14 08/07/2019 17:18:16 6

Sort / Filter the Zone List

The Zone list may be sorted by either "Zone Name" or by "Last Modified" time.

To sort the Zone List, click on the up/down arrows next to either column header to toggle between ascending/descending order.

Forward Zones Reverse Zones Catalog Zones
@am Name Last Pushed O.m Modified Records  Zone Status
123zone.com. 02/13/2019 11:59:32 1

To filter the Zone List, click on the filter icon next to "Actions".

Forward Zones Reverse Zones Catalog Zones
1} Zone Name Last Pushed |1 Last Modified Records  Zone Status
123zone.com. 02/13/2019 11:59:32 1

Then, type in all or part of the zone name, or select zone status. Click "Filter."

Forward Zones Reverse Zones Catalog Zones

|| Zone Name Last Pushed 1FLast Modified Records Zone Status
123 44—

123zone.com, 02/13/2019 11:59:32 1

The zone list will filter the zones to only those fitting the selected criteria.

Resources Awaiting Approval

Actions Y

 Cotto ] Push

Acﬂon@

If the Approval system is in use, pending zone approval items will be shown in a "Resources Awaiting Approval" module above the Zone List.

Users who submitted a change for approval will see the details of their change request in this module.

Admin users with permissions to approve or reject the request will have the option to Approve or Deny the change.
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Zone List 223

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info Actions
BackgroundPush Zabczone.com. ns1indianafiber.net, inclianafiber.net, { 2019020501 3600 Subrmitter :

3601 3600 3600 ) limited@6connect.com
BackgroundPush  example.com. hostmaster.example.com. mail.example.com. { 2019010901 172800 900 Submitter : m
3600 86400 ) limited@6connect.com

View Zone Details (View Zone Page)

To view details or manage a zone, click on the zone name from any Zone List to go to the Zone View page.

D et = etk ARt = [ s P

02/21/2018 15:17:35 02/21/2019 15:59:46 1 [ Detets | Pusn | Check | Pemms:

The View Zone Page Interface

Zones may be edited by clicking on the Zone name in any zone list in which it appears - from the DNS Zones Zone List, zones listed under DNS
Groups, under DNS Server attached zones list, or from the DNS Gadget.

Clicking on the zone name opens up the View Zone page, from where comments may be added, records added or updated, servers attached to
the zone, advanced settings edited, backups restored or the zone pushed / exported.

This section focuses on a general Ul overview of the Zone View page.

For detailed instructions on how to perform specific zone tasks on this page, see Working with DNS Zones.

example.com.

Example Group I'lI o I'll

Edit the comment.

Resources Awaiting Approval

Advanced Settings

DNS Records

AddaNew NS % Roool\im

Record Type Record Data Q

Actions

S0A com. mail. com. | 2019022001 172800 900 3600 86400 )

NS host ple.com. maps to ns1 ple.com

Attached Servers
Server Name Server Backend Server Type Server Status Actions
Servers inherited from "Example Group"

BIND Bconnect QA Server ISCBIND master m

Attach server: Select Server % | Usa Default Type (Recommended) &

Zone Backups

Show current zone export
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Areas of the Zone View page include:

® DNS Zones
® DNS Zone List Interface

® Sort/ Filter the Zone List

® Resources Awaiting Approval

® View Zone Details (View Zone Page)
® The View Zone Page Interface

® Error Notification
Zone Actions
Comments
Pending Approvals
Advanced Settings
DNS Records

® Filter Records

Scheduled Tasks
Attached Servers
Zone Backups
Current Zone Export
Addiitonal Information:

Error Notification

If errors are detected for the zone, an error notice will be given at the top of the group tab for the zone. To review the error, click on the message,
and it will list the number of errors present, and details if available.

Records will errors will be highlighted in red in the records list.

someZone.com.

Default Group o

The Zone contains emors. Click here to check it.

Edit the comment.

Zone Actions

Zone actions that may be taken include pushing the zone ("Push Zone Now"), scheduling a zone push ("Schedule Push") or exporting the zone to
a .zone file ("Export Zone").

example.com.

Example Group \ o

Edit the comment.

Comments

To add a comment to a zone, click anywhere inside the comment area and begin typing. The comment will be saved when an area outside of the
comment box is clicked, deselecting the comment area.
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example.com.

Example Group l o I||I

b

J Edit the comment. ef—————

Pending Approvals

If the Approvals system is used, pending approval events for the zone or records will appear in an expandable module under the zone comment.

Users who submitted a change request will see the action and data details for their request.

Admin users who can approve/reject the change will see all details plus buttons to Approve or Reject the change. See Approvals for additional

information.
example.com.
Example Group ‘Ill o .|||I

Edit the comment.

Resources Awaiting Approval »
Approval Action Type Resource Data Approval Info Actions
BackgroundPush  Zone ho example.com. mail com, (2019010901 172800900  Submitter : [ Aperove [ Roject

limited@6connect.com

3600 86400 )

Advanced Settings

Open the zone "Advanced Settings" section by clicking on the header or the expansion arrow (>).
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Advanced Settings v

Parent Resource: Example Group b

The new zone resource will be a child of the Parent Resource.

Enable DNSSEC:
Enable Dynamic Updates:

This feature is using the dynamic update functionality of the DNS Server. Every record that you
modify/remove/create will be updated on the servers automatically without pushing the zone if the
queue is not enabled.

Disable Master-Slave

handling: By default ProVision handles the master and slave specific options in the zone automatically. By
enabling this option ProVision will not add specific configuration options to the zone depending on
the server configuration.

Also-Notify List: ex. 192.168.3.0; 10.10.3.0/24
The list will be added to the also-notify list on the DNS servers that support this option.

Allow Update List: ex. 192.168.3.0; 10.10.3.0/24
The list will be added to the allow-update list on the DNS servers that support this option.

Allow Transfer List: ex. 192.168.3.0;

The list will be added to the allow-transfer list on the DNS servers that support this option. On
exporting a zone to a master server, the slaves are automatically added !

Allow Notify List: ex. 10.1.0.15; 172.28.32.7;

The list will be added to the allow-notify list on the DNS servers that support this option. On
exporting a zone to a slave server, the masters are automatically added !

Zone Permissions :

The Zone Permissions can be set by "Set Permissions" button above. This will affect which user
groups can view and edit the zone.

Free Lines (Dangerous):

vz
The content inside this field will be append to the zone section of the server configuration. Please
be very careful with this field as it can cause configuration errors | They are currently valid only for

ISC Bind.
Server Specific Free Lines BIND Bconnect QA Server E
(Dangerous):
Save

Here, you will find options for:

Parent Resource: Sets the zone's Parent Resource, which affects the permissions access for the zone. By default, the parent is set as the DNS
Group the zone is in.

Enable DNSSEC: Toggle "On" or "Off" to enabled DNSSEC for the zone, if supported by the attached server.

Enable Dynamic Updates: Toggle "On" or "Off" to enabled Dynamic Updates for the zone, if supported by the attached server.
Also-notify List: Add IPs to also-notify list of the attached DNS sever, if supported.

Allow Update List: Add IPs to the allow updates list of the attached DNS sever, if supported.

Allow Transfer List: Add IPs to the allow transfer list of the attached DNS sever, if supported. Slaves are automatically added if exporting a zone
to a master server.

Allow Notify List: Add IPs to the allow notify list of the attached DNS sever, if supported.
Zone Permissions (Admin): Directly adjust User Group CRUD permissions for this zone.

Free Lines: Enter free lines to append to the zone section of the server configuration for the attached server (ISC BIND only). Use with caution -
this can cause configuration errors if mistakenly included.

180



Server Specific Free Lines: Select a DNS server and click "Add New" to add server-specific Free Lines.

Save Button: Be sure to click "save" when edits are complete, or changes will not be saved.

DNS Records

The DNS Records list on the View zone page contains options to add a new record of the selected type, edit record information, delete a record,
check record, or edit permissions (admins only).

DNS Records
AddaNew| A * Record m
Record Type Record Data Q Actions
S0A hostmaster. com. mail.exar com. { 2019022101 172800 900 3600 86400 )
NS host.example.com. maps to ns1.example.com m M

Filter Records

Filter the records list by clicking the "filter" icon next to "Record Data".

Add a New A
Record 3 ter options Actions
NS 5 Host: | Filter Host Value: Fitter Record Valus Status : £ ‘ Q, Filter
NS hast.example.com. maps to ns1.example.com m

Then, select the desired record type, host / value names, or status. Then, click "Filter".

DNS records may also be reviewed and managed from the DNS Records sub-tab.

Scheduled Tasks

If scheduled tasks (zone pushes) have been set up for the zone, they will appear under a "Scheduled Tasks" section.

Tasks here will also show in the Admin Scheduler task list.

Scheduled Tasks
Task Name Last Run Repeat Time Actions
Scheduled Push: someZone.com. One time on 2017-06-02 at 11:05 POT

The task may be deleted by clicking the "delete" button.

See Working with DNS Zones for details on Scheduling zone pushes.

Attached Servers

Servers attached directly to the zone, or inherited from the zone's parent DNS Group will be shown here.
Additional servers may be attached by selecting the server name, type (default, master, slave), and clicking the "Attach” button, as long as the

user has permissions on both the zone and the server to attach. After attached, users with sufficient permissions may detach, push, or edit
permissions on the server.
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Attached Servers
Server Name Server Backend Server Type Server Status Actions
Servers inherited from "Example Group”

BIND Bconnect QA Server ISCBIND master [ Push | iPacms

Attach server: Sslect Server 4 Use Default Type (Recommended) &

To detach a server from a zone, look for the server under the "Attached Servers" list, then click "Detach" under actions for that server.

Servers that are attached via inheritance from a DNS Group will not be able to be detached at the zone level.

Zone Backups

If a zone has had changes sucessfully pushed, a "Zone Backups" section appears near the bottom of the page, showing the date and time of the
backup.

Zone Backups v

Backup Date
2019-02-21 13:17:34
2019-02-20 14:19:06

2019-01-28 13:15:05

To view details, or restore the zone to the previous version, click on the row of the desired date/time backup, and the "Zone Restore" module will
open.

Zone Restore

Restore someZone2.com.
Backup date: 2017-05-31 14:00:04

By clicking on the individual records you are able to restore only specific records from the
zone. Otherwise the whole zone will be restored.

Record Type Record Data

NS someZone2.com. maps to ns1.test.com.

) =

From here, you may restore individual records by clicking on them, or restore the entire zone by clicking the "Restore Zone" button.

To exit without saving, click the "Close" button.

Current Zone Export

To view or download current zone information, expand the "Show Current Zone Export" module. Then, select the DNS server to pull from and
select either "View Here" or "Download".
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Show current zone export

Choose server to pull the zone from or generate export: | BIND Bconnect QA Server §

"View Here" will display a read only text data display of the zone information directly in the module.

"Download" will download a .zone file for the zone from the selected server.

Addiitonal Information:

For more information on working with DNS Zones, Groups, and Servers, see the following sections:

Working with DNS Groups
Working with DNS Zones
DNS Administration
Import DNS Zones
Approvals
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Working with DNS Zones - Common Tasks

Working with DNS Zones

DNSv3 DNS Groups DNS Servers DNS Zones DMNS Records

Zone List

Forward Zones Reverse Zones Catalog Zones

1: Zone Name Last Pushed |T Last Modified

0.1.Lin-addr.arpa. 01/28/2019 15:02:34 02/21/2019 17:10:47
0.1.in-addr.arpa. 02/27/2019 18:47:47
0.10.in-addr.arpa. 01/28/2019 15:02:35 12/05/2018 13:04:30
0.2.10.in-addr.arpa. 08M12/2019 16:15:12 08/07/201917:18:15
0.29.10.in-addr.arpa. 02/19/2019 11:26:10
0.4.10.in-addr.arpa. 01/28/2019 15:02:35 01/08/2019 14:25:25

Records Zone Status

0

o

0

This page details some common DNS tasks performed from the DNS tab.

DNS Zones are accessed under the DNS tab, DNS Groups or DNS Zones sub-tabs. Separate zone lists exist under each DNS Group.

DNS Records are accessed from either the View Zone page (for records under that zone), or globally under the DNS Records sub-tab. For

Details on working with records in either area, see Working with DNS Records

Actions ¥

--

(ooce ]
(oo [

.

(osee i

For a more general overview DNS Groups and Editing Zones, see Working with DNS Groups and DNS Zones Overview. This page focuses on

specific DNS zone tasks.

Dl\@/i& Zone Directory

In

Sv3, zone files in the server directory will have a number appended, similar to 'example.com._123.zone'". This number is the Resource ID

associated with the zone, and is used in ProVision to identify the zone and differentiate zones that may have the same name, but under different
DNS Groups. This append does not affect any zone functionality otherwise.

® Working with DNS Zones
® Working with DNS Zones
® Add a Zone
® Optional Fields
® Edit a Zone (View Zone page)
® Add a comment
® Edit Advanced Settings
® Move Zones to a Different Group
® Pushing Zones
® Push Now (from Group List)
Push Now (from View Zone page)
Schedule Push (from View Zone page)
Schedule Push (Admin Scheduler):
Group Push:
® Server Push:
Export a Zone
Import Zone
Delete a Zone
Addiitonal Information:
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Working with DNS Zones

Add a Zone

Add a new zone while in the DNS Groups tab by selecting "Add Zone" under the desired Group.

X Default Group v
DN Zones((E2) EEXTS =

You may also add new zones from the DNS Zones tab, by clicking "Add Zone" next to Zone List.

DNSv3 DNS Groups DNS Servers DNS Zones

The "Create New Zone" dialog will pop up.

Create New Zone

Zone Name: ex: example.com

DNS Group: templates

Parent Resource: templates

Populate with records

Populate type: Empty Zone

Optional Fields

A
v
?

Enter the name of your new zone and select a parent resource, if desired. The DNS group will already be selected.

DNSv3 allows you to populate the zone with three options:
® Empty Zone - create the zone as an empty zone, and manually create records
® Populate by AXFR Transfer - transfer zones from an outside server
® Clone an existing zone - use an existing zone as a template, and manually edit as needed

From there, you may either save your changes and complete zone creation, or add in optional field details.

Optional Fields
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Expand the "Optional Fields" section by clicking on the chevron (>) or the "Optional Fields" header.

Optional Fields

Zone Host:

Zone Email:

Zone Serial:

Zone Refresh:

Zone Retry:

Zone Expiry:

Zone Minimum:

Zone TTL:

ex: hostmaster.example.com

ex: mail.example.com

ex: 2003080800

ex: 172800

ex: 900

ex: 1209600

ex: 86400

1 hour

When finished, click "Save Changes".

To exit without saving, simply click "Close".

Edit a Zone (View Zone page)

an

Under this section, add in optional values for Zone Host, Email, Serial , Refresh, Retry, Expiry, or TTL.

Zones may be editing by clicking on the Zone name in any zone list in which it appears - the DNS Zones Zone List, DNS Groups Zone List, or

zones listed as attached to a server under DNS Servers.

Clicking on the zone name from any zone list opens up the View Zone page.

186



example.com.

| \
\ \
Example Group \ O |

Edit the comment.

Resources Awaiting Approval >
Advanced Settings >
DNS Records
AddaNew(NS %) Record m
Record Type Record Data Q, Actions
SOA com. mail. com. { 2019022001 172800 900 3600 86400 )
NS host. ple.com. maps to ns1 ple.com m [ Pam
Attached Servers
Server Name Server Backend Server Type Server Status Actions

Servers inherited from "Example Group"

BIND Bconnect QA Server ISCBIND master m P
Attach server: Select Server % | Usa Default Type (Recommended) & m
Zone Backups >
Show current zone export >

Here, comments may be added, records added or updated, servers attached to the zone, advanced settings edited, backups restored or the zone
pushed / exported. For a general interface overview of the View Zone page, see DNS Zones Overview.

For detailed information on working with DNS Records from the View Zone page Record List or the DNS Records sub-tab, see Working with
DNS Records.
Add a comment

To add a comment to a zone, click anywhere inside the comment area and begin typing. The comment will be saved when an area outside of the
comment box is clicked, deselecting the comment area.

example.com.

Example G \ \
mpile Group io \

‘ Edit the comment. ef—————

Edit Advanced Settings

Open the zone "Advanced Settings" section by clicking on the header or the expansion arrow (>).

Under this area, you can change settings such as Parent Resource, DNSSEC, Lists, Zone permissions, and free lines.
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Advanced Settings v

Parent Resource: Example Group b

The new zone resource will be a child of the Parent Resource.

Enable DNSSEC:
Enable Dynamic Updates:

This feature is using the dynamic update functionality of the DNS Server. Every record that you
modify/remove/create will be updated on the servers automatically without pushing the zone if the
queue is not enabled.

Disable Master-Slave @

handling: By default ProVision handles the master and slave specific options in the zone automatically. By
enabling this option ProVision will not add specific configuration options to the zone depending on
the server configuration.

Also-Notify List: ex. 192.168.3.0; 10.10.3.0/24
The list will be added to the also-notify list on the DNS servers that support this option.

Allow Update List: ex. 192.168.3.0; 10.10.3.0/24
The list will be added to the allow-update list on the DNS servers that support this option.

Allow Transfer List: ex. 192.168.3.0;

The list will be added to the allow-transfer list on the DNS servers that support this option. On
exporting a zone to a master server, the slaves are automatically added !

Allow Notify List: ex. 10.1.0.15; 172.28.32.7;

The list will be added to the allow-notify list on the DNS servers that support this option. On
exporting a zone to a slave server, the masters are automatically added !

Zone Permissions :

The Zone Permissions can be set by "Set Permissions" button above. This will affect which user
groups can view and edit the zone.

Free Lines (Dangerous):

vz
The content inside this field will be append to the zone section of the server configuration. Please
be very careful with this field as it can cause configuration errors | They are currently valid only for

ISC Bind.
Server Specific Free Lines BIND Bconnect QA Server s
(Dangerous):
Save

Edit fields as needed, and click "Save" when done.

Move Zones to a Different Group

Zones may be moved to a different Group than the one created under, by clicking the "Move" button in the zone's Actions menu.
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DNS Zones

Forward Zones Reverse Zones
1% Zone Name Last Pushed 11 Last Modified Records Zone Status  Actions Y
Bconnectcom.  01/08/201914:48:12  01/08/2019 14:48:53 3 [ Push | Move |
6connectga.com. 01/08/2019 14:49:46 0 m m [ Check || Perms |

example.com. 01/08/2019 15:22:24 0 C

The "Move Zone" modal will appear - select the new Group to move to the zone under, and click "Save Changes" to complete.

Move zone between groups

Current Group: Default Group

New Group: 123 Lab Group

} Save changes .

Pushing Zones

Zones may be pushed individually ("Push Zone Now"), as a scheduled future push ("Schedule Push"), or pushed as part of a Group or Server
Push.

Push Now (from Group List)

To immediately push a single zone, navigate to the DNS Group the zone is under, then click the "Push" button in the Actions column for the zone.

You may also look for the zone in the DNS Zones tab Zone List, and then likewise, click the "Push" button in the zone row.

DNS Zones

Forward Zones Reverse Zones
1% Zone Name Last Pushed 11 Last Modified Records Zone Status  Actions ¥
Bconnectcom.  01/08/201914:48:12  01/08/2019 14:48:53 3 [ Push | Move |

Bconnectqa.com. 01/08/2019 14:49:46 0 [ Push | Move | Gheck | Pems |

— ovos0te 52224 0 (ooio { Pusn ) biwo [ e J

The "Push Status" modal will appear, showing status and any errors that occur. When a successful zone push is complete, a green "Finished
DNS Pushing Request" message will appear, and the window may be closed.
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DNS Push Status

Last status messages :

Finished DNS Pushing Request

Sending the global configs and closing the connection

Pushing zone "someZone.com." Server "6¢ BIND QA Server”...
Initializing the connection Server "6c BIND QA Server"...

DNS Pushing started...

Push Now (from View Zone page)

The View Zone page, accessed from clicking on the zone name in the Group zone list, includes a "Push Zone Now" button that immediately
attempts to push the zone to the attached server(s).

example.com.

Example Group "-_ o \

— I
‘ Push Zona Now ' Schadule Push Export Zona Import Zone
e —"

Edit the comment.

Click on "Push Zone Now", and the "Push Status" modal will appear, showing status and any errors that occur.

When a successful zone push is complete, a green "Finished DNS Pushing Request" message will appear, and the window may be closed.

Schedule Push (from View Zone page)

The View Zone page includes an option to schedule a zone push, similar to scheduling a Group push.

example.com.

Example Group "-_ o \
| —
Push Zona Now l Schedule Push ) Export Zone Import Zone
e —

Edit the comment.

Click "Schedule Push" for the zone, then select a date, time (12 hour, with AM / PM toggle), add a notification email address, and click "Save
changes".
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Push Scheduler
Pick date and time (US/Pacific):

£ February 2019
Su Tu We Th
27 29 30 31

3 5 6 7
10 13 14
17 “ 21
24 28

3

Notification Email:

something @example.com

Save changes '

The Scheduled task will be shown in both the Zone View page (under "Scheduled Tasks") and the Admin Scheduler task list.

Scheduled Tasks
Task Name Last Run Repeat Time Actions
Scheduled Push: someZone.com. One time on 2017-06-02 at 11:05 POT

The task may be deleted prior to running by clicking the "delete" button, but will automatically be removed once completed.

Schedule Push (Admin Scheduler):

Scheduled zone and server pushes may also be set up by Admin users from the Scheduler tab. For more information, see the Scheduler Tab
documentation.

Group Push:

All zones contained in a DNS Group may be pushed at the same time, by pushing the DNS Group.
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For information on working with DNS Groups, including performing a manual or scheduled Group push, see Working with DNS Groups - Pushing
a Group.

Server Push:

Admin users may push all zones on a server from the DNS Tab -> DNS Servers page.

For information on working with DNS Servers, including performing a manual or scheduled server push, see Working with DNS Servers - Pushing
a Server.

Export a Zone

Individual zones may be exported to a .zone file by clicking the "Export Zone" button on the View Zone page.

Individual .zone files may later be compressed into a .zip, and used with ProVision's BIND DNS Zone Upload / Import tool.

example.com.

Example Group "'_ o

Push Zone Now | Schedule Push | ExportZone | import Zone

Edit the comment.

Import Zone

A zone file (.zone) may be imported into a ProVision zone to populate record data. Click "Import Zone" on the View Zone page.

example.com.

Example Group "' o
Edit the comment.

A Zone Import dialog box will open. Next to Zone File:, click "Choose File" and select your .zone file to import. Then, select an import policy to
follow.
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Zone Import

Zone Name: example.com.

Zone File: Choose File 10 file chosen

Import Policy >

© Default Records Add

The records with the same hosts but with different values will be added ( useful for
Load Balancing ).

Skip records with the same host
The import will skip adding records with hosts that already exists.

Remove the existing hosts from the zone. WARNING!

If the import contains a host that already exists in the zone, the existing records will be
removed from the zone and the imported record will be added.

When done, Click "Import Zone".

Delete a Zone

Users with resource delete permissions over the zone may delete a zone record by clicking the "Delete" button under "Actions" for the desired

zone entry in any Zone List.

% Example Group b, 4

DNS Zones
Forward Zones Reverse Zones

1% Zone Name Last Pushed 11 Last Modified Records Zone Status  Actions T

Bconnect.com. 01/08/2019 14:49:12  01/08/2019 14:48:53 3

Bconnectga.com. 01/08/2019 14:49:46 0

example.com. 01/08/2019 15:22:24 0

Addiitonal Information:

For more information on working with DNS Zones, Groups, and Servers, see the following sections:

DNS Tab

Working with DNS Groups

Working with DNS Records

Editing DNS Zones (The View Zone Page)

193



® DNS Administration
® Import DNS Zones
® Approvals
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Working with DNS Records

Working with DNS Records

Dashboard Resources ~ DNS ~ DHCP -~ IPAM = Peering = Reporting

DNSv3 DNS Groups DNS Servers DNS Zones DNS Records

Record List » :|[iad

Record Host Record Type Record Comment Record Value

ter by Record Commant

Last Query Last Modified Record TTL Record Status

Record Host Record Type Record Value L1 Last Queried Actions
{0-255}).11,10.10.in-addr.arpa. PTR 1es12.10,10.11.$1.test.com. erms
{0-255}.2.2.10.in-addr.arpa. PTR test2.10.2.2.$1 test.com. i
{8-15).4.184.64.in-addr.arpa. FTR ga2.64.184.4.81.6conectqa.com. s | m
{96-103}.28.184.64.in-addr.arpa. PTR qa2.64.184.28.%1.6conectga.com. Delate
$1.0.2.10.qa.6connect.com. A 10.2.0.{0-255)

DNS Records may be managed either from the View Zone page (for the records under the respective zone) or globally through the DNS Records
sub-tab.

® Working with DNS Records
® Working with Zone Records - View Zone Page
® Add Zone Records
Edit Zone Records
Delete Zone Records
Check a Record
Attach / Detach Servers to a Zone
® Restore a Zone / Record from Backup
® Working with Records - DNS Records sub-tab
® Filter Records
® Work with Records
® Add a New Record
® Additional Information

Working with Zone Records - View Zone Page

Add Zone Records

From the View Zone page, under DNS Records, look for the line "Add a new ___ Record".

Select the desired record type from the dropdown list, then click "Add".
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DNS Records

Add a New| NS @m@

Record Type Record Data Q Actions
S0A hostmaster.example.com. mail.example.com. ( 2019022001 172800 900 3600 86400 )
NS host.example.com. maps to ns1.example.com

Fill in the information for the new record, selecting options for adding to groups or skipping validation.

Edit NS record

Type: NS
ex: host .example.com.
ex: nsl.example.com

TTL:

Comment: You can add a comment to the record, that will not be pushed to the
server

| Add to all groups.

| Skip Validation.

When done, click "Save Changes".

Edit Zone Records

To edit an existing zone record, click on the record line in the DNS Records list.

The Edit Record dialog will open, allowing you to fill in record details.
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Edit NS record

Type: NS

Host: someZone2.com.

ns1.test.com.

1 hour

You can add a comment to the record, that will not be pushed to the
server.

Skip Validation.

Record revisions

Date Host Value

2017-05-31 13:19:13 someZone2.com. ns1.test.com.

Fill in the Host, Value, TTL, and comment if desired.
An option exists to "Skip Validation" - check to select if you wish to bypass validation for the record.
If previous versions of the record exist, the revision log will be visible under "Record revisions".

When edits or reviewing is complete, click "Save changes", or "Close" to exit without saving.

Delete Zone Records

Delete a zone record by clicking the "Delete" button under "Actions" for the desired record entry.

DNS Records

Add aNew| A ¢ Record m
Record Type Record Data C, Actions
SOA h le.com. mail, le.com. { 2019022101 172800 900 3600 86400 )
NS host. ple.com. maps to ns1 com

Check a Record

Check a record for errors by clicking the "Check" button under "Actions" for the desired record entry.
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DNS Records
Add aNew| A * Record m
Record Type Record Data C, Actions

SOA Je.com. mail Je.com. ( 2019022101 172800 900 3600 86400 )

NS host, ple.com. maps to ns1 com

A dialog box will appear, with details on any errors.

You may clear the error if desired, recheck, or close the box.

Attach / Detach Servers to a Zone

Under the "Attached Servers" section of the View Zone page, next to "Attach Server:", select the desired server to attach and choose the server
type (Default, Master, Slave), then click the "Attach" button.

Attached Servers

Server Name Server Backend Server Type Server Status Actions

Attach server : Se?&anar ¥ )avt‘le[auh Type tﬂecommenusd]

To detach a server from a zone, look for the server under the "Attached Servers" list, then click "Detach" under actions for that server.

Restore a Zone / Record from Backup

If a zone has had changes successfully pushed, a "Zone Backups" section appears near the bottom of the page, showing the date and time of
the backup.

Zone Backups s

Backup Date
2019-02-21 13:17:34
2019-02-20 14:19:06

2019-01-28 13:15:05

To view details, or restore the zone to the previous version, click on the row of the desired date/time backup, and the "Zone Restore" module will
open.

Zone Restore

Restore someZone2.com.
Backup date: 2017-05-31 14:00:04

By clicking on the individual records you are able to restore only specific records from the
zone. Otherwise the whole zone will be restored.

Record Type Record Data

NS someZone2.com. maps to ns1.test.com.
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From here, you may restore individual records by clicking on them, or restore the entire zone by clicking the "Restore Zone" button.

To exit without saving, click the "Close" button.

Working with Records - DNS Records sub-tab

The DNS Records sub-tab provides a global list records for expedited searching, filtering, adding, and editing of DNS Records.

Dashboard Resources ~ DNS » DHCP ~ IPAM -~ Peering ~ Reporting

DNSv3 DNS Groups DNS Servers DNS Zones DINS Records

Record List » :|[iad

Record Host Record Type Record Comment Record Value

Last Query Last Modified Record TTL Record Status

< %| PickDate <

Record Host Record Type Record Value |1 Last Queried Actions

{0-255}.11.10.10.in-addr.arpa. FTR test2.10.10.11.%1.test.com. s
{0-255}.2.2.10.in-addr.arpa. PTR test2.10.2.2.$1 test.com. :
{8-15).4.184.64.in-addr.arpa. FTR ga2.64.184.4.81.6conectqa.com. E: m
{96-103}.28.184.64.in-addr.arpa. PTR ga2.64.184.28.81.6conectga.com. :
$1.0.2.10.qa.6connect.com. A 10.2.0.{0-255} EX

From the DNS Tab, click on the "DNS Records" sub-tab button, or select it from the DNS dropdown menu.

All DNS records available in ProVision displays in a single Record List, along with Host, Type, Value, and Last Queried information.

Dashboard Resources = DNS - 0OHCP - IPAM - Peering =~ Reporting

DNSv3 DNS Groups DNS Servers DNS Zones DNS Records

Record List » il

Record Host Record Type Record Comment Record Value
NS 3
Last Query Last Modified Record TTL Record Status

Record Host Record Type Record Value !1 Last Queried Actions

specialtestzone.com, NS ns1.6connect.com.

Filter Records

Search for specific records by filtering by Host, Type, Comment, Value, Last Query, Last Modified, Record TTL, or Status.

After entering your filter criteria, click "Filter".
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Record List »

Y s

Record Status

Record Host Record Type Record Comment Record Value
Test sff— A Filter by Re Filter by Record Value
Last Query Last Modified Record TTL
“ % | Pick Date. < & F T
Record Host Record Type Record Value |1 Last Queried
test2.10.10.10.81 test.com. A 10.10.10.{4-7}
test2.10.10.11.%1 test.com. A 10.10.11.{0-255}
test2.10.11.81.$2 test.com. A 10.11.{0-255).{0-255}

Work with Records

For each record, you may:

® Click the "Check" button to run an DNS Monitor error check on the record
® Review or change record permissions by clicking "Perms" (Admin only)

® Delete the record by clicking "Delete"

® Review or Edit record details by double-clicking on the row for the desired record.

® Review record revision dates or enter your desired edit, then click "Save changes" to complete.

Edit NS record

Type: NS

123zone.com.

ns1.example.com.

TTL: 1 hour

Comment: You can add a comment to the record, that will not be pushed to the

server.

[} Skip Validation.

Record revisions

Date

2019-08-11 14:19:26
2019-08-11 14:19:22
2019-02-21 15:08:59

Add a New Record

Host

123zone.com.
123zone.com.

123zone.com.

Value
ns1.example.com.
ns1.example.com.

ns1.example.com.

B0 B
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Next to "Record List", select the desired record type, then click "Add Record".

DNSv3 DNS Groups DNS Servers DNS Zones DNS Records

Record List [

Enter the record information for the record type. When done, click "Save Changes".
Edit NS record

Type: NS

Host: bx: host

Value: ex: ns1.example.com

TTL:

Comment: You can add a comment to the record, that will not be pushed to the
server.

(] Add to all groups.

[} Skip Validation.

' Save changes
———

Additional Information

For more information on DNSv3 tasks, see:

Working with DNS Zones
DNS Zones Overview
DNS Administration
Working with DNS Servers
Approvals

e o o o o
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DHCP Tab

The DHCP Tab

ProVision's DHCP Tab combines server management, group organization, and pool management under one tab.

Dashboard HResources ~ DNS ~ DHCP ~ IPAM ~ Peering Reporting

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

DHCP Groups List
DHCP Groups help you to organize all of your Groups and Servers together into a single place. With Groups, you are able to push whele group configurations.
¥ Default Group Resource ID: 46363 »
X Group1 Resource ID: 38124 V¥
DHCP Pools
Subnet Pools Host Pools
1} Pool Name | Last Modified Subnet Range Min Range Max Actions ¥
2abe 05/09/2018 12:49:45 2001:506:7000:/37 2001:506:7000::1 2001:506:7TH:H-AH:H.fff:fffe B
test12345 04/30/2018 17:56:26 182.168.32.0/20 192.168.32.1 192.168.47.254 [ Doloto | Push |
TestPoolt 04/27/2018 12:36:20 198,50.235.29 186.50,235.30 [ Delota | Push |
Attached Servers >
Group Settings >

The DHCP tab contains four sub-tabs: DHCP Groups, DHCP Servers, DHCP Pools, and DCHP Logging.

The DHCP Groups tab is where DHCP servers and pools are managed as a part of DHCP Groups. The DHCP tab DHCP Groups List allows
you to create, view, and manage groups of DHCP servers and pools. Using groups, you can configure and push selected combinations of pools
at one time.

The DHCP Servers tab is only accessible to Admin users, and contains functions for adding, updating, and managing DHCP servers as well as
scheduling server tasks. For Admin-level DHCP tasks, see Working with DHCP Servers.

The DHCP Pools tab lists all the pools created in ProVision able to be viewed by the user, in the same format as on the DHCP Groups page, but
without the Group organization. The Pool List allows you to view, add, delete, and push individual DHCP Host and Subnet Pools.

The DHCP Logging tab provides a link to ProVision's logging system, where you can filter to view DHCP-only logs.

® The DHCP Tab
® Permissions
® Additional Information

Permissions

DHCP Management integrates with ProVision's resource and permissions hierarchy, as well as the IP Management system. Individual DHCP
servers can be assigned via Resource Permissions to different internal user groups, to be managed by only the appropriate parties.
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Additional Information

See the following sections for detail on working within the DHCP Tab:

® Working with DHCP Groups
® Working with DHCP Pools
® Working with DHCP Gadgets

For more detail on advanced DHCP topics and the DHCP API, see API Module - DHCP.
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Working with DHCP Groups

DHCP Groups

Dashboard HResources ~ DNS ~ DHCP ~ IPAM ~ Peering Reporting

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

DHCP Groups List

DHCP Groups help you to organize all of your Groups and Servers together into a single place, With Groups, you are able to push whole group configurations.

¥ Default Group Resource ID: 46363 »
X Groupl Resource ID: 38124 V¥
DHCP Pools
Subnet Pools Host Pools
1% Pool Name 11 Last Modified Subnet Range Min Range Max Actions ¥
2abe 05/09/2018 12:49:45 2001:506:7000:/37 2001:506:7000::1 2001:506:7TH:if:Hif:Aff: fiff:fife B
test12345 04/30/2018 17:56:26 192.168.32.0/20 192,168.32.1 192.168.47,254 [ Doloto | Push |
TestPool1 04/27/2018 12:36:20 198.50.235.29 188,50.235.30
Attached Servers >
Group Settings >

The DHCP tab DHCP Groups List allows you to create, view, and manage groups of DHCP Servers and Pools. Using groups, you can configure
and push selected combinations of zones at one time.

® DHCP Groups
® DHCP Groups List Interface
® Working with DHCP Groups
® Add a Group
® Edit a Group
® Edit a Group Name:
® Edit a Group's Settings:
® Edit Parent Resource
® Edit Failover Name
® Add Pools to a Group
® Add a Subnet Pool
® Smart Assign
® Direct Assign
® Add a Host Pool
® Smart Assign
® Direct Assign
® Pushing a DHCP Group
® Manual Group Push
® Scheduled Group Push
® Delete a Group
Additional Information

DHCP Groups List Interface

Navigation: Move between the DHCP Groups, DHCP Servers, DHCP Pools, and DHCP Logging pages via the subtab buttons below the main
navigation bar.
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Dashboard Resources - DNS ~ DHCP ~ IPAM ~ Peering Reporting B scarchortypahelp |
DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

DHCP Groups List

DHCP Groups help you to organize all of your Groups and Servers together into a single place. With Groups, you are able to push whole group configurations.

1) Add Group Button: Opens a dialog for creating a DHCP Group
2) Group Container: The Group container header shows the group name. Expand or close the group container by clicking on the expansion

arrow ( >) on the far right of the header. Clicking on the X will delete the Group and all zones included in the group. Rename the group by
clicking on the name, then typing the desired changes and clicking outside of the name.

X Default Group Resource ID: 46363 ¥

DHCP Pools
Subnet Pools Host Pools

13 Pool Name || Last Modified Subnet Range Min Range Max Actions T

Pool 1 06/22/2018 19:12:46 192.168.80.0/20 192.168.80.1 192.168.95.254 [ Pusn |

Pool 2 06/22/2018 19:13:30 16.5.0.12/30 16.5.0.13 16.5.0.14 [ Puen |
Attached Servers >
Group Settings >

Group Pool Actions:
3) Add Pool Button: Opens a dialog for creating a DHCP Pool under that group.
4) Push Group Button: Pushes all pools in the group to the associated DHCP server.

5) Schedule Push Button: Schedules a push of all pools in the group to the selected day and time. Requires the scheduler tab /
cron tasks to be enabled.

6) Pool List: Subnet and Host Pools included in the Group.

Subnet Pools Host Pools

1% Pool Name |1 Last Modified Subnet Range Min Range Max Actions T
Pool 1 06/22/2018 19:12:46 192.168.80.0/20 192.168.80.1 182,168.95.254 [ Daiato | Push |
Pool 2 06/22/2018 19:13:30 16.5.0.12/30 16.5.0.13 16.5.0.14 | Dsiats | Push |

7) Subnet / Host Pools Tabs: Shows zone list containing only forward or reverse zones, respectively.

8) Pool Name (Sortable): The name of the pool. Clicking on the pool name will open the pool details page. Clicking on the "Pool Name"
header will sort the zone list by ascending or descending by name.

9) Last Modified (Sortable): The date and time the pool was last modified. Clicking on the "Last Modified" header will sort the list by most
/ least recent modification date.

10) Subnet (or IP): The subnet or IP of the subnet/host pool, respectively.
11) Range Min (or MAC): The starting range address for subnet pools, or the MAC for host pools.
12) Range Max: For the subnet list, the ending range address for the pool.

13) Actions: Clicking on the "Actions" header will reveal sortable filters for selected fields. Buttons under the Actions column indicate
actions that may be performed on each pool:

14) Delete: Deletes the pool from ProVision.
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15) Push: Pushes the pool to the associated server.

16) Attached Servers: Click on the header title or > to expand or collapse. View, attach, or detach a DHCP server from the group.

Attached Servers v
Server Name Server Backend Server Host Parent Resource Actions
DHCP - DHCP B¢ Test Server - QA test 15C dhepi-sfo.Goonnect.com BoonnectEntry 2  Detach |

Attach server: Select Server % m

17) Group Settings: Click on the header title or > to expand or collapse. Edit default group settings including the Parent Resource and Failover
name.

Group Settings
The following settings are having direct impact on the group.
Parent Resource: TLR

The group resource will be a child of the Parent Resource.

Failover name:
{ISC BIND only) If Fallover name is not empty, the poals will be
exported in Failover mode.

18) Save Settings Button: Saves any changes made to the DHCP Group Settings options.

22) Scheduled Tasks: If a scheduled push has been set up for the group, the task information will show in a "Scheduled Tasks" module. Click on
the header title or > to expand or collapse.

h led T: v
Task Name Last Run Repeat Time Actions
Scheduled Push: Default Group One time on 2018-06-22 at 18:15 POT [ Delato |

From here, you may review or delete scheduled group pushes.

Working with DHCP Groups

DHCP Groups allow for organizing multiple pools together and linking those pools with one or more servers. Pools may be pushed individually, as
a Group, or at the server level.

ProVision automatically designates a Default Group for pools to be imported or added into. Creating additional Groups is completely optional.

Add a Group

Create DHCP Groups by clicking the "Add Group" Button, then add subnet or host pools under the group by clicking "Add Pool" for the desired
Group.

Pools may be pushed individually, as a part of a DHCP Group, or through pushing an entire DHCP Server.

To create a new Group, from the DHCP Tab, select the DHCP Groups sub menu. Then, click the "Add Group" button next to "DNS Groups List".
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DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

DHCP Groups List @&

DHCP Groups help you to organize all of your Groups and Servers together into a single place. With Groups, you are able to push whole group configurations.

This will open the "Create New Group" dialog.
Enter the desired Group Name and select a parent resource.

Click the "Save Changes" button when complete.

Create New Group

Group Name: Another Group

Parent Resource: TLR

The new group will be added to the DHCP Groups List.
Open the Group container for the new Group by clicking on the expansion arrow at the top right corner of the header.

Information for Attached Servers and Group Settings may also be viewed and edited by clicking on the expansion arrows for each section.

DHCP Pools

Subnet Pools Host Pools

1% Pool Name |1 Last Modified Subnet Range Min Range Max Actions ¥

Attached Servers

ORO,

Group Settings

Edit a Group

Edit a Group Name:

Edit the name for a Group by clicking inside the Group's Name. A highlight box will appear around the name, and a cursor inside the box.

b 4 ewGrou

Edit the text as desired using your mouse or arrow keys to navigate through the text. When complete, click anywhere outside of the name box,
and a confirmation dialog will appear.
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Please confirm.

Are you sure that you want to rename "QA2 Group" to "QA2 Group2" ?

Click "Confirm" to save your changes, or "Close" to exit without saving.

Edit a Group's Settings:

Under the desired Group, expand the "Group Settings" module by clicking on the expansion arrow in the upper right corner of the header.

Group Settings @

The following settings are having direct impact on the group.

Parent Resource: TLR ¥ f—

The group resource will be a child of the Parent Resource.

Failover name: ——

{ISC BIND only) If Failover name is not empty, the pools will be
exported in Failover mode.

Edit Parent Resource

Change the parent resource for the DHCP Group by searching and selecting the desired resource from the dropdown box.

Edit Failover Name

Edit the Failover name by typing the name directly in the Failover Name input. If the Failover name is not empty, the pools will be exported in
Failover mode. NOTE: This is for ISC BIND only.

When done with your edits, be sure to click the "Save Settings" button.

Add Pools to a Group

To add a new pool to a DHCP Group, click the "Add Pool" button inside the desired Group.
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X Default Group Resource ID: 46363 ¥

DHCP Pools (22 IR

Subnet Pools Host Pools
13 Pool Name 11 Last Modified Subnet Range Min Range Max Actions T
Pool 1 06/22/2018 19:12:46 192.168.80.0/20 192.168.80.1 192.168.95.254 [ Push |
Pool 2 06/22/2018 19:13:30 16.5.0.12/30 16.5.013 16.5.0.14 [ Puen |
Attached Servers >
Group Settings ?

Add a Subnet Pool

To add a new subnet pool to a DHCP Group, select "Subnet" as the Pool Type. Select the parent resource and type in a Subnet Name.

Create New Pool

Pool Type: Subnet

Parent Resource: TLR

Subnet Name: Pool 3

New IP Assignment Settings
Assignment Type: Smart
IP Type:
Netmask:
Resource:
Region: Choose a region

IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

Assign default gateway: O OFF

Save changes '
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Next, choose an assignment type - you may either have ProVision smart assign a block for the pool that matches your provided criteria, or
directly assign a specific block.

Smart Assign

To Smart Assign a DHCP pool, select "Smart" for the Assignment type, choose IPv4 or IPv6 for the IP type, then select a netmask.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria. If desired, toggle
"Assign Default Gateway" on.

When done, click "Save Changes". ProVision will choose the first block matching all criteria to assign to the pool.
If no block matches the given criteria, a message will state so. Try either removing some criteria, or ensure that blocks exist in IPAM (with

subassignments enabled!) with the given attributes.

Direct Assign

Create New Pool

Pool Type: Subnet
Parent Resource: TLR

Subnet Name: Direct Pool 1
New IP Assignment Settings
Assignment Type: Direct
IP Type: IPv4
IP Address: 198.0.0.1/28
Resource:
Region: Chicago
IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

Assign default gateway: m

To Direct Assign a DHCP pool, select "Direct" for the Assignment type, choose IPv4 or IPv6 for the IP type, then type in the desired IP Address.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria, if duplicate blocks
exist. If desired, toggle "Assign Default Gateway" on.
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When done, click "Save Changes". If the typed block exists in ProVision with subassignments enabled, and meets any additional criteria, that
block will be assigned to the pool.

Add a Host Pool

To add a new host pool to a DHCP Group, select "Host" as the Pool Type. Select the parent resource, and add a Hostname and MAC Address.

Create New Pool

Pool Type:

Parent Resource: TLR

Hostname: | BconnectHostPool Smart

MAC Address: 00:11:22:33:44:55

New IP Assignment Settings

Assignment Type: Smart

IP Type: IPv4

Resource:

Region: Choose a region

IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

e R e,

Save changes
S e—

Next, choose an assignment type - you may either have ProVision smart assign a block for the pool that matches your provided criteria, or
directly assign a specific block.

Smart Assign

To Smart Assign a DHCP pool, select "Smart" for the Assignment type and choose IPv4 or IPv6 for the IP type.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria.

When done, click "Save Changes". ProVision will choose the first block matching all criteria to assign to the pool.

If no block matches the given criteria, a message will state so. Try either removing some criteria, or ensure that blocks exist in IPAM (with

subassignments enabled!) with the given attributes.

Direct Assign
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Create New Pool

Pool Type:

Parent Resource: TLR

Hostname: Example Host Pool

MAC Address: 00:11:22:33:44:55

New IP Assignment Settings

Assignment Type: Direct

IP Type: IPva

IP Address: | 10.4.0.0/24]

Resource:

Region: Choose a region

IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

To Direct Assign a DHCP pool, select "Direct" for the Assignment type, choose IPv4 or IPv6 for the IP type, then type in the desired IP Address.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria, if duplicate blocks
exist.

When done, click "Save Changes". If the typed block exists in ProVision with subassignments enabled, and meets any additional criteria, that
block will be assigned to the pool.

Pushing a DHCP Group

Before pushing a group, expand the "Attached Servers" section and verify that the correct server is attached to the DHCP Group.
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DHCP Pools

Subnet Pools Host Pools

1; Pool Name || Last Modified Subnet Range Min Range Max Actions T
Pool 1 06/22/2018 17:12:46 192.168.80.0/20 192.168.80.1 192.168.95.254 [ Push |
Pool 2 06/22/2018 17:31:36 10.140.93.80/30 10.140.93.81 10.140.83.82 [ Push |
Pool 3 06/22/2018 17:56:09 10.10.16.0/20 10.10.16.1 10.10.31.254 [ Push |
Attached Servers @
Server Name Server Backend Server Host Parent Resource Actions
DHCP - DHCP 6c Test Server - QA test \ISC dhcp1-sfo.Beonnect.com BoonnectEntry 2 E
Verify Attached DHCP Server
Attach server : Select Server H m
Group Settings >
Scheduled Tasks >

Manual Group Push

After verifying the attached server, manually push the Group by clicking the "Push Group" button under the desired DHCP Group.

e
DHCP Pools
S —

Subnet Pools Host Pools

1} Pool Name 11 Last Modified Subnet Range Min Range Max Actions ¥

Pool 1 06/22/2018 17:12:46 192.168.80.0/20 192.168.80.1 192.168.95.254 [ Dolota | Push |

Pool 2 06/22/2018 17:31:36 10.140.93.80/30 10.140.93.81 10.140.93.82 [ Deiato | Pusn |

Pool 3 06/22/2018 17:56:09 10.10.16.0/20 10.10.16.1 10.10.31.254 ESE
Attached Servers >

A DHCP Push Status window appears. If successful, a green "Finished DHCP Pushing Request" will appear as the final message.

If errors occur, an error message will show with details on the issue. When complete, hit the "Close" button.

DHCP Push Status

Last status messages :

DHCP Pushing started... id: 46363
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Scheduled Group Push

Scheduled pushes may be set up through the "Schedule Push" button for the Group.

X Default Group Resource ID: 46363 ¥

e —
DHCP Pools
e —
Subnet Pools Host Pools
1} Pool Name 11 Last Modified Subnet Range Min Range Max Actions ¥
Pool 1 06/22/2018 17:12:46 192,168.80.0/20 192.168.80.1 192.168.95.254 [ Dolota | Push |
Pool 2 06/22/2018 17:31:36 10.140.93,80/30 10.140.83.81 10.140.93.82 [ Deleto | Push |
Pool 3 06/22/2018 17:56:09 10.10.16.0/20 10.10.16.1 10.10.31.254 ESE
Attached Servers >

Click "Schedule Push" for the Group, then select a date, time (12 hour, with AM / PM toggle), add a notification email address, and click "Save
changes".

Push Scheduler
Pick date and time (US/Pacific):

< February 2019 >
Su Mo Tu We Th Fr Sa
27 28 29 30 31 1 2
3 4 5 6 7 8 9
10 1 12 13 14 15 16

17 18 19 m 21 22 23

24 25 26 27 28 1 2
3 4 5 6 T 8 9
~ A
02 : 25 m
v v

Notification Email:

something @example.com ]

Close Save changes '

The Scheduled task will be shown in both the Group details (under "Scheduled Tasks") and the Admin Scheduler task list.

214



Scheduled Tasks ¥

Task Name Last Run Repeat Time Actions

Scheduled Push: Default Group One time on 2017-05-31 at 14:00 PDT

The task may be deleted prior to running by clicking the "delete" button, but will automatically be removed once completed.

Delete a Group

Delete a non-Default Group by clicking on the "X" to the left of the Group's name in the DHCP Groups List. When you delete a DHCP Group,
pools under the group will not be deleted.They will no longer be associated with a DHCP Group, and can be managed from the DHCP Pooals list.

l % Ciroup 2a >

A confirmation message will appear, click "Confirm" to save your changes, or "Close" to exit without saving.

Please confirm.

Are you sure that you want to delete "QA2 Group" ? Pools under "QA2 Group" will not be
deleted.

i

The Default Group may not be deleted.

Additional Information

For more information on DHCP tasks, see:
DHCP Tab

Working with DHCP Pools

Working with DHCP Gadgets
Administrative Tasks:

DHCP Administration

Working with DHCP Servers
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Working with DHCP Pools

DHCP Pool Management

DHCP Pool specific tasks are managed from two main areas in ProVision - the DHCP Pools list, and the Pool Details page.

The DHCP Pools List is accessed from the DHCP tab, then clicking on the DHCP Pools subtab button.

Clicking on the Pool name from any DHCP Pool List will open the Pool Details page for the specific pool.

DHCP Pools List

Dashboard Resources ~ DNS ~ DHCP ~ IPAM ~ Peering Reporting

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging
Pool List
Subnet Pools Host Pools
1i Pool Name || Last Modified Subnet
Pool 1 DB/22/2018 19:12:46 192.168,80.0:20
Pool 2 06/22/2018 19:31:36 10.140.93.80/30
Pool 3 06/22/2018 19:56:09 10.10.16.0/20

The DHCP Pools list provides the same pool-level functionality as the DHCP Groups pool lists, but includes all pools regardless of Group

attachment.

From this page, you may create, view, edit, and push subnet or host pools.

Clicking on the pool name will open the Pool Details page, and clicking on the Subnet will open IPAM Mange for the assigned pool block.

® DHCP Pool Management
® DHCP Pools List
® Add a DHCP Pool

® Create Subnet Pool

® Smart Assign
® Direct Assign

® Create a Host Pool

® Smart Assign
® Direct Assign

® Edit/ Manage a Pool (Pool Details page)
® Add /Edita comment:

Edit Pool Range

Add / Remove a Pool Reservation
Edit Advanced Settings:
® Detach Server from a Pool

L]
® Edit IP Assignment
L]
L]

® Pushing DHCP Pools

® Manual Pool Push (DHCP Pools List)
Manual Pool Push (Pool Details page):

Range Min
182.168.80.1
10.140.93.81

10.10.16.1

L]

® Schedule Push (from Pool Details page):
® Schedule Push (Admin Scheduler):
L]
L]

DHCP Group Push:
DHCP Server Push:

Range Max
192.168.95.254
10.140.93.82

10.10.31.254

Ry seercharypeeip___]
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® Delete a Pool
® Addiitonal Information:

Add a DHCP Pool

Add a new DHCP Pool from the Pool List by clicking the "Add Pool" button at the top of the page.

Dashboard Fesources ~ DNS ~ DHCP = IPAM ~ Peering Reporting BN scarchortypehelp |

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

Pool List@ED

Subnet Pools Host Pools

i Pool Name || Last Modified Subnet Range Min Range Max Actions T
Poal 1 06/22/2018 19:12:48 102.168,80.0/20 192.168.80.1 192.168,95,254 [ Doloto | Push |
Pool 2 06/22/2018 19:31:36 10.140,93,80/30 10.140.93.81 10.140.93.82 [ Push |
Pool 3 06/22/2018 19:56:00 10.10.16.0/20 10.10.16.1 10.10.31.254 =

When the "Create New Pool" dialog appears, you may choose to create either a Subnet or Host Pool. Either pool type may have a block smart
assigned or manually direct assigned.

Create Subnet Pool

To add a new subnet pool to a DHCP Group, select "Subnet" as the Pool Type. Select the parent resource and type in a Subnet Name.
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Create New Pool

Pool Type: Subnet
Parent Resource: TLR
Subnet Name: .I Pool 3
New IP Assignment Settings
Assignment Type: Smart
IP Type:
Netmask:
Resource:
Region: Choose a region
IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

Assign default gateway: O OFF

‘ Save changes '

Next, choose an assignment type - you may either have ProVision smart assign a block for the pool that matches your provided criteria, or
directly assign a specific block.

Smart Assign

To Smart Assign a DHCP pool, select "Smart" for the Assignment type, choose IPv4 or IPv6 for the IP type, then select a netmask.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria. If desired, toggle
"Assign Default Gateway" on.

When done, click "Save Changes". ProVision will choose the first block matching all criteria to assign to the pool.

If no block matches the given criteria, a message will state so. Try either removing some criteria, or ensure that blocks exist in IPAM (with
subassignments enabled!) with the given attributes.

Direct Assign
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Create New Pool

Pool Type: Subnet

Parent Resource: TLR

Subnet Name: Direct Pool 1

New IP Assignment Settings

Assignment Type: Direct

IP Type: 1Pvd

IP Address: 198.0.0.1/28

Resource:

Region: Chicago

IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

Assign default gateway:

To Direct Assign a DHCP pool, select "Direct" for the Assignment type, choose IPv4 or IPv6 for the IP type, then type in the desired IP Address.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria, if duplicate blocks
exist. If desired, toggle "Assign Default Gateway" on.

When done, click "Save Changes". If the typed block exists in ProVision with subassignments enabled, and meets any additional criteria, that
block will be assigned to the pool.

Create a Host Pool

To add a new host pool to a DHCP Group, select "Host" as the Pool Type. Select the parent resource, and add a Hosthame and MAC Address.
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Create New Pool

Pool Type:

Parent Resource: TLR

Hostname: | BconnectHostPool Smart

MAC Address: 00:11:22:33:44:55
New IP Assignment Settings
Assignment Type: Smart
IP Type: IPv4
Resource:
Region: Choose a region
IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

Save changes |)

Next, choose an assignment type - you may either have ProVision smart assign a block for the pool that matches your provided criteria, or
directly assign a specific block.

Smart Assign

To Smart Assign a DHCP pool, select "Smart" for the Assignment type and choose IPv4 or IPv6 for the IP type.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria.

When done, click "Save Changes". ProVision will choose the first block matching all criteria to assign to the pool.

If no block matches the given criteria, a message will state so. Try either removing some criteria, or ensure that blocks exist in IPAM (with

subassignments enabled!) with the given attributes.

Direct Assign
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Create New Pool

Pool Type:

Parent Resource: TLR

Hostname: Example Host Pool

MAC Address: 00:11:22:33:44:55

New IP Assignment Settings

Assignment Type: Direct

IP Type: IPva

IP Address: 10.4.0.0/24|

Resource:

Region: Choose a region

IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

To Direct Assign a DHCP pool, select "Direct" for the Assignment type, choose IPv4 or IPv6 for the IP type, then type in the desired IP Address.

All other fields are optional - Resource, Region, IPAM Rules, and VLAN may be selected to further narrow the block criteria, if duplicate blocks
exist.

When done, click "Save Changes". If the typed block exists in ProVision with subassignments enabled, and meets any additional criteria, that
block will be assigned to the pool.

Edit / Manage a Pool (Pool Details page)

Additional Pool Management options are available from the Pool Details page. Pools may be edited by clicking on the Pool name in any DHCP
Pools list in which it appears.

From this page, users may edit assignment, range, settings, reservations, or servers for the pool.
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Pool 1

Push Pool Now | Schedule Push

Edit the comment.

Range : 192.168.80.1 1o 192.168.95254

Avaliable Range 192.168.80.0 - 182,168.95.255

IP Assignment:  192.168.80.0/20

Advanced Settings

Pool Reservations

Name:

IP Address: MAC Address: m
Reservation Name Q Reservation IP Q Reservation MAC Q. Actions ¥
Attached Servers
Attach to Groups: m
» Default Group
The poal will be attached to the list of the groups and the servers from the groups will be exported automatically.
Server Name Server Backend Server Host Parent Resource Actions

Servers inherited from the Groups
DHCP - DHCP 6c Test Server - QA test

dhepl-sto.6eonnect.com BeonnectEntry 2

Attach server: Select Server H

Add / Edit a comment:

To add a comment to a pool, click anywhere inside the comment area and begin typing.
comment box is clicked, deselecting the comment area.

Pool 1
o

Edit the comment. +—— Click & Type Inside Box

The comment will be saved when an area outside of the

Range : 192.168.80.1 to 192.168.95254

Avallable Range 182,168.80.0 - 192,168,95.255

IP Assignment:  192.168.80.0/20 [

Edit Pool Range

The pool range may be manually edited by typing the desired range start and end values into the "Range" section, then click the "Save" button.

Pool 1
Prsh Poc Now

Edit the comment.
Range : 192.1688.81.1 d——— | 192.166.96254— @
Available Range 192.168.80.0 - 192.168.85.255

IP Assignment:  192.168.80.0/20

Edit IP Assignment
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To change the current IP assignment for the pool, click the "Change" button next to "IP Assignment".

Pool 1
o

Edit the comment.

Range : 192.168.80.1 to 192.168.95254

Avallabie Range 192.168.80.0 - 192,168.95.255

IP Assignment:  192.1 sa.au.m’

In the "New IP Block" dialog, select the Assignment Type, IP Type, and Netmask. Optional fields include Resource, Region, IPAM Rule, and
VLAN as filtering criteria if desired.

New IP Block

Assignment Type:
IP Type:
Netmask:
Resource:
Region: Choose a region
IPAM Rule: Apply an IPAM Rule

VLAN Domain: Choose a domain

Assign default gateway:

When complete, click "Save changes".

If no block meets the selected criteria, an error message will appear - try removing filter criteria, or verify that subassignable blocks meeting the
criteria have been created in IPAM.

If successful, the IP assignment will change to a block meeting the provided attributes.

Add / Remove a Pool Reservation

Add a new pool reservation by entering the Name, IP, and MAC Address into the fields under "Pool Reservations”, and click the "Add" Button.

Pool Reservations

Name: Exampiel d— IP Address: 152168813 —— MAC Address: | 00:11:22:33:44:55 — @

Reservation Name Q Reservation IP Q Reservation MAC Q Actions ¥
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Once created, a reservation may be removed by clicking the "Delete" button next to it.

Pool Reservations

Name: Examplel IP Address: 192.168.81.3 MAC Address: 00:11:22:33:44:55 m
Reservation Name Q Reservation IP Q Reservation MAC Q Actions ¥
Examplel 192.168.81.3 00:11:22:33:44:55

Edit Advanced Settings:

Open the zone "Advanced Settings" section by clicking on the header or the expansion arrow (>). Edit fields as needed, and click "Save" when
complete.

Advanced Settings @

Parent Resource: TLR

The new pool resource will be a child of the Parent Resource,

Default Gateway: ex. 192,168.3.1

The default router to be provided the the DHCP clients,

Routers (ISC DHCP Only): ex. 192.168.3.1, 192.168.3.2
The routers option specifies a list of IP addresses for routers on the client's subnet. Routers should be listed in order of
preferance.
Domain Name Servers: ex. 192.168.1.1, 192.168.1.2

[domain_name_servers) Specifies a list of Domain Name System (STD 13, RFC 1035) name servers available to the client.

Domain Name: ex. example.com

(domain_name) This option specifies the domain name that client should use when resolving hostnames via the Domain Name
System.

Lease Time: 7200
(lease_time) This option is used in a client request (DHCPDISCOVER or DHCPREQUEST) to allow the client to request a lease
time for the IP address. In a server reply [DHCPOFFER), a DHCP server uses this option 1o specify the lease time it is willing to
offer,

Free Lines (Dangerous):

The content inside this field will be append to the pool section of the server configuration. Pleasa be very careful with this field
as it can cause configuration ermors ! They are currently valid only for ISC DHCP.

Attach Group / Server to a Pool
Servers may be attached to a pool either from a DHCP Group association, or directly from the Pool Details Page.

Attach the pool to a DHCP Group by clicking in the DHCP Group search box, selecting a Group, then clicking "Save" next to "Attach to Groups".
The pool will inherit the DHCP server associated with that group.

To directly attach a DHCP server to a pool, select the server from the "Attach server" dropdown, then click the "Attach" button.
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Attached Servers

Attach to amup@

*Default Group | g———

The pool will be attached to the list of the groups and the servers from the groups will be exported automatically.

Server Name Server Backend Server Host Parent Resource Actions
Servers inherited from the Groups

DHCP - DHCP 6c Test Server - QA test IsC dhep1-sfo.6connect.com BeonnectEntry 2

Attach server: Select Server ——

Detach Server from a Pool

To detach a server from a pool, look for the server under the "Attached Servers" list, then click "Detach" under actions for that server.

Attached Servers

Attach to Groups: m
= Default Group
The pool will be attached to the list of the groups and the servers from the groups will be exported automatically.
Server Name Server Backend Server Host Parent Resource Actions

Test Server Test CPNR 4567 TLR

Servers inherited from the Groups

DHCGP - DHCP Bc Test Server - QA test I15C dhecp1-sfo.6connect.com BeconnectEntry 2

Attach server : | Select Server : m

To detach a server inherited from a Group, the pool must be removed from the group. To do that, click the "x" next to the group name in the
"Attach to Groups" box, then click "Save".

Pushing DHCP Pools

Pools may be pushed manually ("Push”, "Push Pool Now"), as a scheduled future push ("Schedule Push"), or pushed as part of a DHCP Group
or DHCP Server Push.

Before pushing a pool for the first time, view the "Attached Servers" section in the Pool Details page and verify that the correct server is attached
to the DHCP Pool, either directly or via a DHCP Group.
Attached Servers

Attach to Groups: m
« Default Group

The pool will be attached to the list of the groups and the servers from the groups will be exported automatically.

Server Name Server Backend Server Host Parent Resource Actions
Servers inherited from the Groups

DHCP - DHCP B¢ Test Server - QA test s  |SC dhep1-sfo.6connect.com BeonnectEntry 2

Attach server: Select Sarver s

Manual Pool Push (DHCP Pools List)

Pools may be manually pushed by clicking the "Push" button for the pool from any DHCP Pools list.
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Pool List

Subnet Pools Host Pools
1} Pool Name | Last Modified Subnet Range Min Range Max Actions Y
Pool 1 06/22/2018 19:12:46 192.168.80.0/20 192.168.80.1 192.168.95.254 Deiata @
Pool 2 06/22/2018 19:31:36 10.140.93.80/30 10.140.93.81 10.140.93.82 [ Push |
Pool 3 06/22/2018 19:56:09 10.10.16.0/20 10.10.16.1 10.10.31.254 [ Delote | Push |

The "DHCP Push Status" modal will appear, showing status and any errors that occur.

DHCP Push Status

Last status messages :

DHCP Pushing started... id: 46363

When a successful push is complete, a green "Finished DHCP Pushing Request" message will appear, and the window may be closed.

Manual Pool Push (Pool Details page):

The Pool Details page, accessed from clicking on the zone name in the Group zone list, includes a "Push Pool Now" button that immediately
attempts to push the pool to the attached server(s).

Pool 1

.
=

Edit the comment.

Range : 192.168.80.1 to 192.168.95254

Avallable Range 182,168.80.0 - 192,168,95.255

IP Assignment:  192.168.80.0/20 [

Click on "Push Pool Now", and the "DHCP Push Status" modal will appear, showing status and any errors that occur.

When a successful push is complete, a green "Finished DHCP Pushing Request" message will appear, and the window may be closed.

Schedule Push (from Pool Details page):

The Pool Details page includes an option to schedule a push, similar to scheduling a Group push.

Pool 1
P e ¥
R
Edit the comment.

Range : 192.168.80.1 to 192.168.95254

Avallable Range 182,168.80.0 - 192,168,95.255

IP Assignment:  192.168.80.0/20 [
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Click "Schedule Push" for the pool, then select a date, time (12 hour, with AM / PM toggle), add a notification email address, and click "Save
changes".

Push Scheduler
Pick date and time (US/Pacific):

< February 2019 >
Su Mo Tu We Th Fr Sa
27 28 29 30 31 1 2
3 4 5 6 b 8 9
10 1 12 13 14 15 16

17 18 19 m 21 22 23

24 25 26 27 28 1 2
3 4 5 6 T 8 9
A A
02 . 25 m
v 4

Notification Email:

something @example.com \

. Save changes ’

The Scheduled task will be shown in both the Pool Details page (under "Scheduled Tasks") and the Admin Scheduler task list.

Scheduled Tasks
Task Name Last Run Repeat Time Actions
Scheduled Push: Pool 1 One time on 2018-06-23 at 19:45 POT

The task may be deleted prior to running by clicking the "delete" button, but will automatically be removed once completed.

Schedule Push (Admin Scheduler):

Pools may also be pushed via scheduled DHCP Group or DHCP Server pushes. Server pushes may be set up by Admin users from either the
DHCP Servers section, or the Scheduler tab.

For more information, see the Working with DHCP Servers or Scheduler Tab documentation.

DHCP Group Push:

All pools contained in a DHCP Group may be pushed at the same time, by pushing the DHCP Group.

For information on working with DHCP Groups, including performing a manual or scheduled Group push, see Working with DHCP Groups -
Pushing a Group.
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DHCP Server Push:

Admin users may push all pools on a DHCP server from the DHCP Tab -> DHCP Servers page.

For information on working with DHCP Servers, including performing a manual or scheduled server push, see Working with DHCP Servers -
Pushing a Server.

Delete a Pool

Users with delete permissions over the pool may delete it by clicking the "Delete" button under "Actions" from any DHCP Pool List.

Pool List

Subnet Pools Host Pools

1Z Pool Name || Last Modified Subnet Range Min Range Max Actions T
Pool 1 06/22/2018 19:12:46 192.168.80.0/20 192.168.80.1 192.168.95.254 Push
Pool 2 06/22/2018 19:31:36 10.140.93.80/30 10.140.83.81 10.140.83.82 [ Doletn | Fush |
Pool 3 06/22/2018 19:56:09 10.10.16.0/20 10.10.16.1 10.10.31.254 [ Delote | Push |

Addiitonal Information:

For more information on working with DNS Zones, Groups, and Servers, see the following sections:
DNS Tab

Working with DNS Groups

Editing DNS Zones (The View Zone Page)

DNS Administration

Import DNS Zones
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Working with DHCP Gadgets

Working with DHCP Gadgets

There are two DHCP Gadgets available to integrate onto a Resource Entry Page - the DHCP Management Gadget, and the DHCP Customer
Configuration Gadget.

For an overview of Gadgets and how to attach them to Resource pages, see Gadgets and Adding a Gadget to a Section .

® Working with DHCP Gadgets
® DHCP Management Gadget (Legacy)
® Before You Begin:
® Attach / Enable the DHCP Gadget
® Managing DHCP Server Configurations
® Group Management
® Working with DHCP Groups

Connection Configuration

Server Details

Scan Server

DHCP Pools

® DHCP Pool Search:

® Create a New DHCP Pool - Subnets

® Create a New DHCP Pool - Host

® Current Pushed Configuration
® Saving/Pushing DHCP Server Configurations

® Working with the DHCP Customer Configuration Gadget
® Setting up the DHCP Customer Configuration Gadget
® Using the DHCP Customer Configuration Gadget

® Additional Information

DHCP Management Gadget (Legacy)

77

Note: As of ProVision 7.0.0, the DHCP Management Gadget is a legacy feature.

While it is still available to be used, we recommend checking out the updated DHCP Tab and using the DHCP Groups, DHCP Servers, and
DHCP Pools pages as the primary DHCP management system.

Before You Beqin:

Attach / Enable the DHCP Gadget

Verify that the DHCP Gadget is attached to the Resource Section. Then, you can enable the gadget by selecting the radio button next to "On",
and click "Update".

DHCP Management
DHCP Services: @O On

Once enabled, the DHCP Management Gadget will show sections for "Group Management”, "Connection Configuration", "Server Details", "Scan
Server", "DHCP Pools", and "Create a New DHCP Pool". Once pushes or unpushed configuration changes occur, a "Current Pushed
Configuration" or "Unpushed Configuration" section will be available for review.
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DHCP Management
+ Group Management
+ Connection Configuration
+ Server Details
+ Scan Server
+ DHCP Pools
+ Create a New DHCP Pool
Save Configuration | Push Configuration

These sections will be reviewed in detail further on in this section.

A Note on DHCP Aggregates

1
ProVision versions prior to 7.0.0 required creating or identifying specific IPAM blocks as "DHCP Aggregates" using the "DHCP Available" status
to assign DHCP pools from.

As of 7.0.0, these statuses have been removed, and any IPAM block may be used to assign DHCP pools from, as long as they are
subassignable and meet the assignment criteria provided by the user.

This applies to all DHCP Management functions - the DHCP Management Gadget, DHCP Customer Configuration Gadget, and all DHCP Tab
areas.

Managing DHCP Server Configurations

Once DHCP functions are enabled for a Resource Section, you will be able to manage configurations per Resource by expanding the relevant
areas on the Resource's Entry page.

DHCP Management
+ Group Management
+ Connection Configuration
+ Server Details
+ Scan Server
+ DHCP Pools
+ Create a New DHCP Pool
Save Configuration | Push Configuration

Group Management

This section of the DHCP Management Gadget allows you to create and manage DHCP Groups.

DHCP groups help you to organize all of your Pools and Servers together into a single place, and push pools linked to a DHCP Group to all of the
servers attached to that Group. It also allows for the designation of a DHCP Failover Peer for ISC BIND servers.
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DHCP Management

+ Group Management
Add Group

DHCP Groups help you to organize all of your Pools and Servers together into a single place.

X Default Group (4103 ) =
Server Name Server Backend Server Status Actions
7540 DHCP Module ISC
7569 DHCP Madule IsC
7616 DHCP Module ISC
Attach server :| Select Server 5
DHCP Failover peer name (ISC BIND Only) :
% DHCP Group1 ( 7581) W
Server Name Server Backend Server Status Actions
7540 DHCP Module 1sc
7569 DHCP Module IsC
Attach server : | Select Server :
DHCP Failover peer name (ISC BIND Only) :

Working with DHCP Groups

Step 1: Create DHCP Servers

Ensure that all necessary DHCP servers are created via the DHCP Tab DHCP Servers page. See Working with DHCP Servers for additional
information.

All DHCP servers listed under the DHCP tab will be available to select to attach to DHCP Groups (in the format of "ResourcelD - DHCP Module").

Step 2: Create DHCP Groups

Select a DHCP server page with the DHCP Management Gadget from, and expand the Group Management section. Note: Any DHCP server
page with the Manangment Gadget is fine to use, as the Group Management section will globally update to be the same in any DHCP
Management Gadget. As of ProVision 7.0.0, DHCP Groups may also be created and managed from the DHCP Groups page under the DHCP
Tab.

DHCP Management

+ Group Management
Add Group

DHCP Groups help you to organize all of your Pools and Servers together into a single place.

¥ Default Group ( 7623 ) Push
Server Name Server Backend Server Status Actions

Attach server :| Select Server Gl Attach

DHCP Failover peer name (ISC BIND Only) : m
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A "Default Group" should be available immediately, or you can click the "Add Group" button to create a new DHCP Group. Type in the desired
Group Name and select a Parent Resource for the Group, then click "Create Group".

+G anagement
Add Group

Create Group
Group Name: Some DHCP Group 4+
Parent Resource: TLR v [—
e
{ Create Group

Your new Group will be available in the DHCP Management Gadget. To delete the DHCP Group, click the "X" next to the Group name.

Step 3: Attach DHCP Servers to Groups

All DHCP servers listed under the ProVision DHCP Tab will be available to select and attach to the Group. They are identified by their resource
ID number, so if necessary, check the server's resource ID number in the resource information Gadget.

QA DHCP Server

ID: 7569
ection: Server
Category: Uncategorized

Select the desired server from the "Attach Server" selector, then click "Attach”. The server is now attached to the group and available for pushes.

+ Group Management
Add Group

DHCP Groups help you to organize all of your Pools and Servers together into a single place.

® Default Group ( 7623 ) m
Server Name Server Backend Server Status Actions
s soer 75690 oo ()
DHCP Failover peer name (ISC BIND Only) :

If needed, a server may be removed from a DHCP Group by clicking the "Detach” button.

Step 4: Identify Failover Peer (Optional - ISC Bind Only)

If a DHCP failover peer is configured for the server, enter the server name and click the "Save" button. In the event that the primary server fails to
push, the push will be sent to the failover peer instead.
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X Default Group (7623 ) [ Push |

Server Name Server Backend Server Status Actions
7569 DHCP Module Isc

Attach server :| Select Server ¥

DHCP Failover peer name (ISC BIND Only) : failover-server Save
Saved !

Step 5: Link Pools to DHCP Groups

From the Existing Pools list under the DHCP Pools section, click the Action Menu for the pool you wish to link to a DHCP Group. From there, click
"Link to Group".

+ DHCP Pools

Linked Pools Name 3
No Linked DHCP Pools Found

Linked Group Pools Name 4
Mo Linked DHCP Pools Found

Existing Pools Name & Search

Beonnectqa.com [Hosy °

Link to Server
aaQAENtry fHost r

el Link to Group
aaQAEntry B Hosy -
Delete Pool

aaQAEnNtry C Hos .
If multiple DHCP Groups exist, a dialog will pop up for you to select the desired Group to link the pool to. Select the DHCP Group, then click

"Confirm" to add the pool to the Group.

Choose Group

More than one DHCP Group exists. Please choose the DHCP Group from the list:

DHCP Group : | Default Group ¢ <

Once linked, the DHCP Pool will show under the "Linked Group Pools" area of the DHCP Pool section. From here, if desired, you may remove
the pool from the group by clicking the Action Menu and "Remove Link".

Linked Group Pools Name 3 Search

Bconnectqga.com (Hosy °
Remove Link

Step 6: Push the DHCP Group

Lastly, click the "Push" button for the DHCP Group to push the linked pool(s) for the Group to the linked DHCP Module, and then push all DHCP
servers linked to the Group.
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¥ Default Group ( 7623)

Server Name Server Backend Server Status Actions
7569 DHCP Module ISC

Attach server :| Select Server ¥ m

DHCP Failover peer name (ISC BIND Only) :

While pushing, a status box will appear to show status and any errors, if applicable.

Connection Configuration

In this gadget area, you may enter in the information that will be used for ProVision to communicate to the DHCP Server.

DHCP Management
+ Connection Configuration
Manual IP: 192.168.0.1 SSH
Notes: ‘notes go here | Username: username
Password: =ssssseses
Port: port
P

Server Detalils

Server details and advanced options may be entered under this portion of the gadget.

+ Server Details

DHCP Vendor: ISC DHCP B Server Commands
DHCP Config File Path: /tmp/dhcpd.conf Config Test: /etc/init.d/dhcpd g
Server Stop: /etc/init.d/dhcpd stop
Secver Options Server Start: /etc/init.d/dhcpd start
Routers:
Domain Name Servers:
oonsn ane e — -
Default Lease Time: 600
Free Lines (appended to DHCP Server Config): Max Lease Time: 7200
1) freeline 1 Local Port: 67
2) free line 2 Log Facility: local7

3) freeline 3

b

Add a new Line:

Server Command: Config Test

A note on the Server Command: Config Test option:

This command is run after the newly-written DHCP Config file has been transferred to the server but before the server is restarted. Due to the
wide variety of DHCP install configurations that can arise on different systems, it is best if the Config Test option is as explicit as possible. For
example:

sudo /usr/sbin/dhcpd -t -cf /etc/dhcp/dhcpd.conf

This command explicitly requests the DHCP daemon start in test-only mode (-t) with a specific config file (-cf). This config file should be the
location supplied in the "DHCP Config File Path" section.
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Scan Server

Scan Server provides a "Scan Now" button, which scans the DHCP server and returns found IPs under DHCP Pools.

+ Scan Server
Scan Now

The returned IPs are divided by Pools and IPv4/IPv6. Returned fields include MAC address, IP address, and name. The percentage utilization of
IP space out of the available DHCP Pool space is also included at the top of the list.

+ Scan Server
Scan Now

Scan Results

Blah: 0 Hosts Found. 256 Hosts Available. 100.00% Free
No Hosts Found

Miscellaneous Add found add which do not match a linked DHCP Pool
Hostname MAC IPv4 IPvE
Unknown Host 08:d8:33:93:87:70 10.1.10.35
sepS8bleatidbe 58:bf.ea:11:64:be 10.1,10.136
Unknown Host 00:0e:8f:88:5b:8f 10.1.10.82
philips-hue 00:17:88:24:2e:Bb 10.1.10.85
Unknown Host 00:0c:29:62:6¢.57 10.1.10.59
directv-hrd4-b1550683 10:77:b1:55:06:84 10.1.10.30
Unknown Host 00:80:a3:91:47:ae 10.1.10.55
lifx bulb d0:73:d5:00:06:a6 10.1.10.86
|sonoszb 00:0e:58:1c:e0:0a 10.1.10.108
litx bulb d0:73:05.00:ae:02 10.1.10.96
litx bulb d0:73:d5:00:a8:43 10.1.10.87
Unknown Host f4:b8:5e:00:7b:13 10.1.10.89
Unknown Host 74:29:af:d6:ba:8d 10.1.10.32
Unknown Host ec:e0:9b:b7:13:15 10.1.10.51
litx bulb d0:73:d5:00:20:51 10.1.10.81
sonoszp 00:0e:58:f:8e:82 10.1.10.109
npid305e8 4c:0f:6e:90:7a:da 10.1.10.75
Unknown Host 74:75:48.08:.0b:01 10.1.10.77
Unknown Host a0:02:dc:1cicdiaa 10.1.10.103
Unknown Host 94:10:3e:4c:82:c9 10.1.10.79
Unknown Host 00:25:90:02:ff:42 10.1.10.58
living-room cB8:69:cd:2c:38:56 10.1.10.44
kitchen CB:69:cd:37:cO:be 10.1.10.66
iphoneGsplus 7¢:01:91:d1:34:13 10.1.10.104
macbook aB:66:71:15:6b:85 10.1.10.39
iphone1 dB:bb:2c:7a:61:8e 10.1.10.37
mac-mini 20:c9:d0:96:4e:9d 10.1.10.107
bedroomappletv2 6c:94:18:21:00:14 10.1.10.54
mac-air 9¢:f3:87:b1:5b:b6 10.1.10.90
livingroom a4:67:06.64:b3:97 10.1.10.49
aarons-imac b8:09:8aba:dd:4f 10.1.10.34
iphone-88 5c:ad:cf.03:3b:66 10.1.10.45
ipad2 2c:11:23:49:11:93 10.1.10.84
Unknown Host 34:46:61:0a:c5:al 10.1.10.33
02aa01ac351308sc 18:b4:30:0c:c5:27 10.1.10.31
Unknown Host 00:11:32:16:29:ef 2607:1ae0:6000::514c
Unknown Host 20:61:73.79:6e:ff 2607:fae0:6000::5e35
Unknown Host 88:1f:a1:2a:d7:71 2607 fae0:6000::5065

If the scan is unable to be completed, an error message will appear in the DHCP Management section.

DHCP Pools

In this area, the admin can specify what DHCP Pools are linked to the DHCP server or DHCP Groups.
This includes any host reservations as well as DHCP Pools as defined in the next section.
Use the Action menu on Existing Pools to Link to Server, Link to Group, or Delete Pool

The Action menu for Linked Pools will show the option to Remove Link from Pools.

235



+ DHCP Pools

Linked Pools Name %

Bob.com [+ Fa
Nev o V.
Quito Lab 1 [subneq
Remave Link
Linked Group Pools Name 3 Search
Gconnectga.com [Hosy °
Remave Link
Existing Pools Name % Search
Bconnectqa.com [Hosg ’
Link to Server
aaQAENtry Hosq
Link to Group
aaQAEntry B Hest
Delete Pool

Additional edits may be made to pools by clicking on the Pool name. This allows the Pool name, assignment, and lines to be changed. Be sure to
hit "Save" after making changes.

+ DHCP Pools
Linked Pools Name # Quito

Qo Lab 1 sf—
Subnet Name: Quito Lab 1 {ox: Lab #1)
Current IP Assignment: 10.8.0.0/24
Range: 10.8.0.0 to 10.8.0.255 oo 162,18

Free Lines:

Mo lines saved,

Add a New Line: m

DHCP Pool Search:

Both Linked and Existing DHCP pools have field-specific search options to filter the DHCP pool list(s). Select the search term type from the
dropdown list, type the search term in the search box, then hit "Search".

+ DHCP Pools

Linked Pools —lp | Name $§ Lab

Quito Lab 1 [subnet &

For both Linked and Existing pools, search terms include:
Name: The full or partial name of the pool (ex: "Lab")

MAC: The full (ex: 00:11:22:33:44:55:66:77) or partial (:22) MAC address, for pools that were created as "Host" type. MAC address
searches must include a colon.

IP: Search by IP Block by providing the CIDR assigned to the pool. (ex: 10.0.0.0/24)

For Existing Pools, additional filter terms may be included to further filter the IP search by Region or assigned Resource.

» | 2607:fae0:7000::10/128 .

BeonnectTest [Subne) P

Existing Pools — | P 4 || Region

a

After entering your search terms, click "Search”, and the pool list will filter to the results.
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Create a New DHCP Pool - Subnets

When Assigning a Subnet (via dropdown) the IP Assignment selection will pull the data from any IPAM block meeting your defined criteria. You
can use either a Smart or Direct assignment depending on your preference. For Smart Assign pool creation, existing IP Rules may be applied to
reserve additional addresses out of the pool range. To create an IP Rule, see IPAM Rules.

DI@P Pools and IP Rules
For DHCP Pools, ProVision automatically reserves the first and last address of the pool for Gateway and Broadcast addresses, respectively.
If an additional IP Rule is applied, the rule will begin with the second address in the block.

For example: if a DHCP Pool is created using 10.0.0.64/29 with an IP Rule of "Reserve First Three", the resulting pool range would be 10.0.0.68
through 10.0.0.70, as the first four as well as the final address would be reserved.

Enter the name of the Pool / Subnet, and select the assignment criteria:

For Smart Assign: select IPv4 / IPv6, Mask, then optional Region, Resource assignment, Domain - VLAN, and IP Rules criteria, add free
lines if desired, then click "Add Pool".

+ Create a New DHCP Pool

Create a new | Subnet 3 |
s Subnet Name: (ox: Lab #1)
= New IP Assignment: Smart% IPv4 Mask: Region ¥|| SelectaF
Domain v $ Apply an IPAM Rule o
Assign default gateway
Free Lines:

No lines saved

Add a New Line: m

For Direct Assign: select IPv4 / IPv6 and enter the block in CIDR format, add free lines if desired, then click "Add Pool".

+ Create a New DHCP Pool

Create anew Subnet [ s
= Subnet Name: {ax: Lab #1)

~—— New IP Assignment{ Direct & | IPv4 3

Free Lines:

No lines saved

Add a New Line: m
‘ Add Pool '

Create a New DHCP Pool - Host

When reserving Hostname/MAC data, change the Dropdown to "Host". This will also give you an option to assign from an existing DHCP block
(smart assign) or a specific IP address (direct assign).

Enter the name of the Hostname and MAC address, then select the assignment criteria:

For Smart Assign: select IPv4 / IPv6, then optional Region, Resource assignment, Domain - VLAN, and IP Rule criteria, add free lines if
desired, then click "Add Pool".
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+ Create a New DHCP Pool

Createanew Host $ 44—

= Hostname: {ox: Beonnect.com)

= MAC Address: (ox: 00:11:22:33:44:55)

=——p» New IP Assignment: Smart? IPv4$% Region %|| Select a Resource v

Domain - ¥ Apply an IPAM Rule -

Assign default gateway

Free Lines:
No lines saved.

Add a New Line: m

For Direct Assign: select IPv4 / IPv6 and enter the block in CIDR format, add free lines if desired, then click "Add Pool".

+ Create a New DHCP Pool

Create anew Host [ s

=P Hostname: {ex: Beonnect.oom)
=P MAC Address: {ax: 00:11:22:33:44:55:66.77)
P New IP Asslgnmem IPvd | xos

Free Lines:

No lines saved.

a New Line: m
G

Save Configuration | Push Configuration

Current Pushed Configuration

Expanding "Current Pushed Configuration" allows you to view the detailed text (read-only) of the last sucessfully pushed configuration.

Current Pushed Configuration does not reflect any un-pushed changes or failed pushes.

+ Current Pushed Configuration
This is the last successiully pushed configuration. It does not reflect unpushed changes or failed pushes.
# DHCP Config for ISC.

authaoritative;

option domain-n vers dev2.f t.com;
default-lease-time 600;

max-lease-time 7200;

local-port 67;

log-facility local7;

subnet 10.8.0.0 netrmask 255.255.255.0 {
range 10.8.0.0 10.8.0.255;

subnet 10.8.1.0 netmask 255.255.255.252 {
range 10.8.1.0 10.8.1.3;
}

Save Configuration | Push Configuration

Saving/Pushing DHCP Server Configurations

It is recommended that you save your configuration after changes. Save your changes by clicking the "Save Configuration" button at the bottom
of the DHCP Management Gadget.

When you Push a Configuration (by clicking "Push Configuration") the configuration is automatically saved.

238



Save Configuration Push Configuration

Working with the DHCP Customer Configuration Gadget

DHCP Customer configuration

Configuration  Assign IP

Direct Assign ex. 192.168.0.3/32
Smart Assign | |pyg 1918 ~ | Atianta, GA + || choose tags Jog seiection made:

© Standard - match all selected tags
Strict — match exactly the selected
Select domain * || Vian A tags

Exclude — match blocks not tagged
with any selected tags
Sman psn
Linked IP Blocks

Block Resource Tags

3.50.50.0/32 123 Department LAB DHCP Unassign
3.50.50.1/32 123 Department LAB B DHCP Unassign
3.50.50.8/29 123 Department LAB C DHCP Unassign

The DHCP Customer Configuration Gadget allows users to assign IP aggregates to the DHCP server pools and generate DHCP Server
Configuration changes.

These configurations are then sent to the associated DHCP server Management Gadget as "Unpushed Configurations", where they may be held
until a manual or schedule push occurs.

Setting up the DHCP Customer Configuration Gadget

Before using the DHCP Customer Configuration Gadget, the following should be set up in ProVision:
® The associated DHCP server should be created in ProVision and set up in the DHCP Management Gadget (See: DHCP Tab).
® Add the DHCP Customer Configuration Gadget to the desired Section. You may want to create a specific "DHCP Customer" Section for
DHCP customer entries (See: Customizing Sections).

® Have, or set up IPAM Aggregates with subassignable blocks from the IPAM Tab with the desired IP space type, RIR, Region(s), Tags,
and any desired VLAN criteria. Regions are a required field when assigning IPs from the DHCP Customer Configuration Gadget.

Using the DHCP Customer Configuration Gadget

Step 1) Link the Gadget with the desired DHCP Server

DHCP Customer configuration
The customer resource is not assigned to a DHCP Module

Linkage with DHCP Server | DHCP Server v dp—

&

Step 2) Assign IP's for Pools from DHCP Aggregates
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DHCP Customer configuration

Configuration  Assign IP

Direct Assign ex. 192.168,0.3/32 Assign
Smart Assign | |py4 - 191 v || Atlarta GA - || Ch t Tag selection mode:
2= & -y © Standard - match all selected tags
Strict — match exactly the selected
Select domain * || Vian - tags
Exclude — match blocks not tagged
with any selected tags
Linked IP Blocks
Block Resource Tags
3.50.50.0/32 123 Department LAB DHCP Unassign
3.50.50.1/32 123 Department LAB B DHCP Unassign
3.50.50.8/29 123 Department LAB C DHCP Unassign

Step 3) Set up configuration information - add Option 82 Elements, Circuit ID, and notes. Use the "Preview" field to confirm the accuracy of the
data, and select the status as "Activate” or "Terminate”.
Once saved, the updated configuration will be sent to the DHCP Management Gadget.

DHCP Customer configuration

Configuration ~ Assign IP

Premium DNS
test-diego ssh-test Cache Server nikov
(1-dev.6connect.com) (217.18.247.197) (216.17.194.76) (217.18.247.197)
6c BIND QA Server 6c PowerDNS QA 6c S64 Server1 6c Infoblox test VM1
(208.39.106.184) (208.39.104.106) (s64-dns1.6connect.com ) (infoblox1.6connect.com)
6c 564 Auth Server QA 2 564 Server 2 NSONE Server

(s64-dns1.6connect.com )

(s64-dns1.6connect.com)

(dns1.p04.nsone.net.)

Shrink
Option 82 Elements 1:  abc1234

Option 82 Elements 2:  MXK-ES01-1-1-1-305 or LSM-ES01-1-1-305
Option 82 Elements 3:  MXK-ES01-1-1-1-305 or LSM-ES01-1-1-305
Circuit 1D:
Preview:  host 123_Department_LAB {
host-identifier option agent.circuit-id "abc1234";

fixed-address 3.50.50.0;
option domain-name-servers 208.39.106.184;

Status: | Activate 3

Notes:  Some Note Here

Step 4) an admin user may manually push the updated configuration from the DHCP Management Gadget, or use a scheduled DHCP push task
to automate the pushes.
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See Gadgets - DHCP Customer Configuration for more details.

Additional Information

For more detail on advanced DHCP topics and the DHCP API, see API Module - DHCP.
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IPAM Tab

IPAM

Dashboard Resources = DNS~ DHGP » IPAM = Peering + Reporting =

IPAMv2 IPAM VLAN Logging

IPAM

Map Visualization

Aggregate Blocks Host Utilization

[ o 0.0.0.0/18-1918 @ L < o

Listing all aggregate blocks @

San Franscisco | Rome

R u available 89.20%
allocated 4.61%
® assigned 6.17%
0.0.0.0/18 holding 0.00%

0.0.0.0/24

Recent Assignments
ryh 20181231

1.1.0.0/20

munication Comp, 20191217

The IPAM tab contains three sub-tabs: IPAM, VLAN, and Logging.

The IPAM tab provides a listing of top-level aggregate blocks, tools to add, merge, sparse allocate, and manage aggregates, as well as multiple
data visualizations. The blocks under each aggregate may be individually assigned, edited, swip'ed, and managed from the IPAM Manage page
for the aggregate. For detailed information on specific aggregate and block tasks, see Working with IP Aggregates, Working with IP Blocks, and

Working with IP Rules. For administrative level tasks, see IPAM Administration.

The VLAN tab shows an overview of domains and VLANSs on the left sidebar, and IPAM Utilization data organized by each domain / VLAN pair.
From here, Admins may add, remove, and edit domains and VLANs. Standard users may add/remove VLAN associations with blocks (as long as
they have permissions on those blocks), and browse VLAN Manage (similar to IPAM Manage). See Working with VLANS for details.

Logging (Admin only) provides a quick link to ProVision's logging system, where you can filter to view IPAM-only logs.

* IPAM
®* |PAM Tab Overview
® Advanced Button
* Add Aggregate
® Map View
® Map View Overview
® Enabling Map View
® Working in Map View
® Aggregate Blocks List
® Search / Filter Aggregates
® Top-Level Aggregate / Host Utilization Box Overview
* |PAM Workflow
* |P Management
® Add Aggregates
® Manage Aggregates
® Assign Aggregates
® Delete Aggregates
® |P Assignment Lifecycle
® |P Block Status
® Working with IPAM Aggregates
® Additional Information
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IPAM Tab Overview

Advanced Button

Dashboard Resources ~ DNS ~ DHCP ~ IPAM ~ Peerng ~ Reporting

IPAMV2 1PAM VLAN Logging ‘ Advanced Q b

Opens the IPAM Manage screen for all blocks under all aggregates. See Working with IP Blocks for more information on working in IPAM
Manage.

Add Aggregate

Dashboard Resources » DNS» DHCP ~ IPAM » Peerng » Reporting =

IPAMv2 IPAM VLAN Logging

Map Visualization >
Aggregate Blocks Host Utilization
1PV4 IPv6 | DHCP aun
KN 0.0.0.0/18-1918 @& [l = :: &
Listing ali aggregate blocks @ .
San Franscisco | Rome
e fiters > = available 89.20% Resources
& Afocatad ;Ia;;: 88.20% Indiana Fibor Notwork Availablo
0.0.0.0/18 halding 0 00% 615%  Citizen nication Corp
B ’ 481% Adan Companies
0.02%  aaOAENIryA
0.0.0.0/24
1.1.0.0/20

The "Add Aggregate" button opens a new page to add an aggregate block with options for RIR, VLAN, Tags, Region, Resource, and enabling
Sub-Assignments.

Dashboard HResources » DMS » DHCP » |PAM » Peering = Reporting -

IPAMVZ IPAM VLAN Logging

Add aggregate
Subnet * Resource
RIR* Domain
RIR

Reglon VLAN

Region s
Tags Allow sub assignments

Salect tags... I\O OFF s

When done, click "Add Aggregate”. The IPAM Tab home page will automatically load, and the new aggregate will be listed under the Host
Utilization and Aggregate Blocks list of the IPAM Tab for further management.
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Map View

Map View Overview

Map View shows aggregate locations / recent assignments in geographical format, based on the region assigned to those aggregates. Clicking

on a location icon will bring up a current utilization graph and a link to that aggregate's IPAM Manage page if in Aggregates view, or recent

assignment details if in Recent Assignments view.

Google Geocode API Key Requirement for Map View
1

Due to changes in Google's licensing and Geocoding API, the geolocation method used for Map View in ProVision versions pre-v7.1.0 is no

longer supported.

Regina
-
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o
s &
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o seattle
# - WasHiNGTON ok x
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MONTANA Chicago, IL
MINNE
Portland 5.5.0.0/20 ——
o
N 10.0.0.0/8 Prrer——————
SOUTH . 3 as
DAKOTA 20071:dbB:ac02::/64
OREGON Graph represents wilization within th thisregion DO
1IDAHOD
x WYOMING — - - _[_) - —
San Franscisco o Ao
1OWA y !
1.0.0.0/15 NEBRASKA ‘
*Grmph repeasants utilization within the
ited iLLinoist inpa oHio
41 United States Kansas City ncingpolls
o COLORADOD EoRE WEST
SanFn‘cns:o SANGAS MISSOURI VIRGINI
o KENTUCKY
San Jose ‘
CALIFORNIA Las \éegas Naslgville
OKLAHOMA TENNESSEE 4
= avatable ARKANSAS +
Los Angel 170
siocated Ahad AL NEW MEXICO Atlanta i
w assigned L MISSISSIPRI * sl
halding San Diego Phoenix Da{l:lias ALABAMA
L S GEDRGIA
= — — Tuc::.’.m _QEI Paso Map data €2019 Google, INEG! _Terms of Use

A Google Geocoding API Key is now required for geolocation data to be accessible by ProVision, and for IPAM Maps to properly determine a

Region's location. As a result, IPAM Map View in versions older than 7.1.0 may not accurately display or update location information.

6connect is exploring adding additional map integration options for ProVision. Any customers who require an alternative geocode option

supported apart from Google Geocode API key, please contact us at feedback@6connect.com.

Enabling Map View

The IPAM aggregate map view may be enabled / disabled from the IPAM Configuration page. Once enabled, a map module will be able to be

expanded in the IPAM Tab.
The following criteria must be met for Map view to correctly show data:

® Map View enabled on the IPAM Configuration page
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IPAM Configuration

Holding Tank Days 0

IPv4 Block Scanner Enable ]

IPv4 Block Scanner Max Block Size /20

RIPE Database @® RIPE O TEST
Show /32 or /128 mask for statics 4

Merge after unassign 4

Automatic Merge respects Tags & Regions

Enable Map View L4
Default Tag Selection Mode (® Standard
) Strict
Exclude
Sparse Allocation Block Size /64

® A Google Geocoding API Key provided in the Edit Regions page. See Edit Regions for additional detail.
Step 1: Obtain a Google Geocoding API Key
To get a Google Geocoding API Key, follow the instructions listed here:

How to get a Google Geocoding APl Key

Note: In order to obtain a Google Geocoding API Key, a company must have a subscription enabled to Google Cloud Platform Console.

Step 2: Assign the APl Key to IPAM Regions

Once assigned a Google Geocoding API Key, paste the API key into the IPAM regions page under "Google Geocode API Key" and click
the "Apply" button.

Geocode API

IPAM Regions requires a Google Geocode API Key in order for IPAM Maps to properly determine a Region's location.
To obtain a Google Geocode API Key, follow the instructions at Google's Geocoding API - 'Get API Key' page.

Google Geocode API Key:

[Enter API Koy t—o— JdEm

Beonnect is exploring additional map integration optiens for ProVision. f you require an alternative geocode AP oplion, contact us at feedback @ Beonnect.com,
Back To IPAM Admin

® Regions created with a valid "Address" (location) field. See Edit Regions for additional detail.

The "Address" field may be a street address, city, airport code, or geo-coordinates.

Valid addresses (according to Google's API) will show a green check mark next to the address field, invalid addresses (unable to be
mapped) will show a yellow exclamation mark.

Region Code Name Address Action

SFO San Franscisco SFO [@) Update =1
5520 Berlin 5520 West 76th St., Berlin, Germany [~} Update @
701 Indy 701 West henry St., Indianapalis, IN [~J Update IR~}
London London London, UK © =]
Rome Rome ' Update =]
CHI Chicago, IL Chicago, IL, USA (V) Update =1
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MisE;eIIaneous Terms as Addresses

Being that the validity of the "Address" field is determined by Google's API, unexpected location mapping may occur if a company name
or other non-location specific term is used in the Address field.

Google treats the item as a search term and returns the most likely location result back - but it might not be what you were expecting!
When in doubt, check the address term by pasting it into Google Search, and verify that the top result returns your desired location.

® Regions enabled in IPAM Columns and assigned to aggregates / blocks for the IPAM Map view to populate data. See Edit IP Block
Attributes for additional detail.

Working in Map View

The map view may be set by either selecting a predefined map area from the "Maps Settings" "Positioning" dropdown (US, US & Europe, South
America, All), or chose a custom area set by zooming / navigating to the desired map area.

Visualization
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United States
San Frgnclsco COLORADC KANSAS MIS

" olasVegas

Los Rgcle!es CRIZONA
NEW MEA( Dallas
5an Diego o
1A
‘ o LOUISIANA
\Iﬁloust{m
% i
m available Mexico
allocated
= assigned 2 & Cuba *
exic ey
haiding Chd TRepasie, -
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Map data ©2018 Google, INEGI  Terms of Use

To save the currently viewable area as the Default view, click the pin icon to "Save current position as Default".

Map View Settings:

Visualization: Select "Aggregates" to view all available aggregates with region data, or "Recent Assignments" to view block assignments
made within the past 30 days.

Positioning Dropdown: Select a predefined area for the map view range: US, US & Europe, South America, or All.
Save current Position as Default: Click the pin icon to save the current map view range as the default view.

Aggregate Detail Box:
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Chicago, IL

5.5.0.0/20

N 10.0.0.0/8 [
2001:db8:ac02::/64

*Graph represents utilization within the aggregate for this region on

— - W T, A —

e o ~Detroit
IOWA Ch#o — 1 -

Provides utilization data and a shortcut link to the IPAM Manage screen for that aggregate if in "Aggregates” view, or assignment details if
in "Recent Assignments" view.

Aggregate Blocks List

Provides a searchable / filterable listing of all aggregate blocks in the left sidebar, links IPAM Manage for the aggregates, and Merge Aggregate
functionality.

Aggregate Blocks
IPV4 IPv6 DHCP

Listing all aggregate blocks @

more filters >
1.0.0.0/15
1.1.0.0/20 open
2.0.0.0/30
2.2.0.0/20

4.4.1.0/30

Search / Filter Aggregates

Search for and filter IPAM Aggregates from the Aggregate Blocks List:

® Select "All", "IPv4", IPv6", or "DHCP" to sort the list by type (You may also access the type filters by right clicking anywhere in the
Aggregate Blocks box)

® User the filter / search box to search by CIDR

® Filter by Region or RIR by clicking the "more filters" link, then selecting an item from the dropdown menus.

* A shortcut to IPAM Manage for an aggregate is provided by clicking the "open" link that appears when hovering over an aggregate block
in the list.
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Aggregate Blocks

_-n IPV4 IPvB DHCP

Listing all aggregate blocks @

ad
Region:

—t—li NO selection

RIR:
—tli NO selection

ap

0.0.0.0/18

To reset the list, right click anywhere in the Aggregates Blocks list and select "Reset View".

o T

All IPV4 m DHCP

Listing ipv6 aggregate blocks @

more filters

Region:
Chicago *

O

Select Aggregates
1c01:cdba:5a2c:alf8::/t

View IPv4
2c04:1680::/64

View IPvE

View DHCP

Displaying 1to 2 ¢

Previous Ne...

Right-click aggregates for advanced options. ‘

Top-Level Aggregate / Host Utilization Box Overview
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Chica
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Host Utilization

15.15.15.0/24 - ARIN | @& [l «§ =22 @
Edit
St. Louis, MO
Delete
® available 32.81% Resources
allocated 25.00%
® assigned 42.18% 37.50% Westt
holding 0.00% 32.81% Available

28.12% aBconnectEntry
1.56% Test One SAP

Recent Assignments

15.15.15.64/26 West 2018-04-22
156.15.15.32/27 West 2018-04-22
15.15.16.0/30  Test One SAP  2018-04-22
15.15.15.208/29 abconnectEntry 2018-03-28

The Top-Level Aggregate Host Utilization box provides detailed information on that aggregate, including:

® CIDR: Links to IPAM Manage for the aggregate
* RIR information: displays the aggregate's RIR, as set at creation (1918, ARIN, RIPE, LACNIC, AfriNIC, APNIC)
* Aggregate Chart Views: Four Aggregate chart views are available, - Pie, Bar, Tree, and Grid view. Switch between each chart by
clicking on the respective icons in the Aggregate header (marked above).
® Aggregate Actions (Gear Icon):
® Edit: Opens IPAM Manage for the aggregate. See Working with IP Blocks for information on working in IPAM Manage. Clicking
on the Block CIDR in the header also opens the IPAM Manage page.
® Delete: Deletes the Aggregate (provides a warning).
* Enable/ Disable Sparse Allocation (IPv6 only): Enable or disable Sparse Allocation for an IPv6 aggregate. Enabling will
automatically generate a Numbering Authority Sparse Allocate Domain for use with the aggregate.
® Sparse Allocate (IPv6 only): Appears only when Sparse Allocation is enabled for an IPv6 aggregate. Opens a menu to select or
create a resource to assign a block to, using the sparse allocate algorithm to disperse the assignment(s) throughout the
aggregate. See: Working with IP Aggregates
® Region(s): Displays the primary region(s) associated with the aggregate, either at aggregate creation or from regions associated with
blocks under that aggregate. Clicking on the region link for an aggregate will open IPAM Manage for the aggregate, filtered to view
blocks associated with that region.
® Utilization: Utilization displayed as both a pie chart and detailed percentages. Utilization statuses include:
® Available: A status of "Available" indicates the block is free and able to immediately be assigned or allocated to a resource.
® Allocated: Allocated blocks have been assigned to an overarching resource, but have subassignments enabled and may have
smaller blocks assigned out of them to other Resources, such as customers or DHCP Pools.
® Assigned: A status of "Assigned" indicates that the block has been assigned to a Resource, with no subassignment capability,
and is unavailable.
® Holding: Blocks in "Holding" have recently been unassigned, and are held for a set duration in the IPAM Holding Tank, unless
otherwise overridden, reassigned, or reclaimed from Holding.
® Resources: The top five Resources assigned under that aggregate with the most assigned block space.
® Recent Assighments: The five most recent block assignments under that aggregate, with the CIDR, assigned resource link, and
assignment date.

IPAM Workflow

IP Management

IP Management is comprised of four basic functions: adding aggregates into ProVision, managing those aggregate blocks, assigning them to a
resource, and deleting the aggregates.

ProVision provides multiple ways for you to achieve each step, depending on your needs. For example, if your organization currently uses

spreadsheet data to track aggregates, ProVision provides tools that can import your existing spreadsheets for bulk updates, saving you time.
Need to just quickly assign a single IP? Direct Assign will allow you to do so with just a few clicks.
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IP MANAGEMENT FLOW

Add Aggregates
From RIR
ETIVETY

Import from spreadsheet

Delete Aggregates Manage Aggregates
Manually Editing Properties
Import from spreadsheet RIR Integration

Splitting
Re-aggregating

Assign Aggregates
Smart Assign
Direct Assign

Manually

From Import

Add Aggregates

Adding new aggregate may be done manually, automatically from a RIR import, or imported from a .csv file.

® Manually: Create a new aggregate via the IPAM Tab. See: Working with IP Aggregates.

* Import from RIR: ProVision will automatically identify your RIR / organization and show available aggregates, or you can enter in an
ORG ID or IP. See Import Aggregate .Blocks

® Import from .csv: Normalize your data as detailed in Importing Your Data - Normalize your Data, and then use ProVision's IP Import
from .csv tool.

Manage Aggregates

Edit, Split, Merge, and connect with RIRs to architect the aggregates as needed and update WHOIS information, if applicable.

® For aggregate level actions, like splitting, merging, and editing, see Working with IP Aggregates - Common Tasks .

® RIR Integration requires LIR setup. See LIR Management and Use and RIR Integration: SWIP/RPSL .

® Editing individual blocks under an aggregate can be done from either IPAM Manage or the IPAM Gadget. See Working with IP Blocks
and Working with IP Rules.

Assign Aggregates

Aggregates may be assigned to a Resource at their creation/import, or assigned later manually or via Smart / Direct Assign.

® To assign at manual aggregate creation, just select a resource from the dropdown in the IPAM Tab - Create Aggregate dropdown. See:
Working with IP Aggregates.
® To assign during import, either include the resource assignment as a field in your .csv, or edit the import during the review step to assign

a resource. See IP Import from .csv.
® Manual assignments may be done at any time in IPAM Manage or Smart/Direct Assign. See: Working with IP Aggregates and Working

with IP Blocks.

Delete Aggregates

250



Delete an aggregate from the aggregate box in the IPAM Tab. See: Working with IP Aggregates.

IP_Assignment Lifecycle

In ProVision, the IP assignment lifecycle starts with an available block which is free to be assigned to any IPAM-enabled resource holder. There
are multiple methods that may be used to assign a block to a resource holder: Smart Assign, Direct Assign, or Manual Assign (Smart Browse).
See Working with IP Blocks for details on assigning blocks.

Once an IP block is assigned, blocks can be further subassigned via the same methods, if desired, by using the "allow subassignments" toggle
when editing an assigned block. If a block has subassignments enabled, but has not yet been subassigned, it is listed as "Allocated" - essentially
held by the parent resource, but not fully assigned.

When an assigned block is un-assigned it proceeds into the Holding Tank: a special resource where blocks are held until either a set time has

elapsed or until they are manually reclaimed to 'available' status. If a subassigned block is unassigned, it too proceeds to the Holding Tank if not
overridden, and then reverts back to allocated to the original parent resource.

IP ASSIGNMENT LIFECYCLE

Available

*  Smart Assign
* Direct Assign
«  Manual

*  Manual Reclaim
*  Bulk Process Holding

*  Sub Assign

Assigned to

Holdin
g Resource

e

*  Unassign

IP Block Status

® Available: A status of "Available" indicates the block is free and able to immediately be assigned or allocated to a resource. Available
blocks may be assigned via any assignment method - manual, smart assign/browse, and direct assign.

® Assigned: A status of "Assigned" indicates that the block has been assigned to a Resource, with no subassignment capability, and is
unavailable.

® Allocated: Allocated blocks have been assigned to an overarching parent resource, but have subassignments enabled and may have
smaller blocks assigned out of them to other Resources, such as customers or DHCP Pools. Allocated blocks count as "Available" for
reporting functionality until subassigned, but are shown as their own category on the IPAM Utilization charts. Once subassigned, the
block is considered "Assigned".

® Holding: Blocks in "Holding" have recently been unassigned, and are held for a set duration in the IPAM Holding Tank, unless otherwise
overridden, reassigned, or reclaimed from Holding.

For more information on performing tasks in this IP Assignment Lifecycle, see the following documentation sections:
Working with IP Blocks

IPAM Administration
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Working with IPAM Aggregates

For additional information on performing IPAM tasks and working with aggregates and blocks, continue on to Working with IP Aggregates and
Working with IP Blocks.

Additional Information

® Working with IP Aggregates
® Working with IP Blocks

® Working with IP Rules

® VLAN
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Working with IP Aggregates

Working with IP Aggregates

IPAMv2 1PAM VLAN Logging

Manage aggregate

16.0.0.0/12 - ARIN Switch to Parent view  export1oCSV actions +
It Address ItHost  ITUR 1t Region 11 Tags I Nates Il Assignedto 1.  ITVLAN
16.0.0.0/14 262144  ARIN Default.. Denver,CO  Customer B Some Co. - 3
16.4.0.016 65536 ARIN Default... Denver, CO  Customer - [ vaiiobia | - 3
16.5.0.0/22 1024 ARIN Default... Denver, CO  Customer - [ raiabie | - 3
16.5.4.0022 1024 ARIN Default... Derwer, CO  Customer - === - 3
16.5.8.0/21 2048 ARIN Default... Denver, CO  Customer.Generic Tag Soma Note A Custormer
16516020 4096 ARIN Default...  Denver, CO  CustomerGeneric Tag  Some Note A Customer
16532018 8192 ARIN Default...  Denver, GO Customer Soma Note [ eaati |

IPAM Aggregates

IP Aggregates are edited and managed from the IPAM Tab and IPAM Manage page.

Aggregates may be viewed, filtered, created, and deleted from the IPAM Tab, and setting IPAM alerts and using Aggregate Templates are

performed in IPAM Manage.

For an overview of the IPAM Tab, see IPAM Tab. For information on working with individual blocks, continue to Working with IP Blocks.

® Working with IP Aggregates
® Working with IP Aggregates - Common Tasks
® Add an Aggregate
Delete an Aggregate
Merge Aggregates
Sparse Allocate in an IPv6 Aggregate
Manage an Aggregate
® Open IPAM Manage for an Aggregate
® Aggregate Actions
® Auto Split Aggregate
® Clean Up Aggregate
® Set Aggregate Alerts
® Working with IP Blocks
® Additional Information

ITA...

I Updated

2019-07-30

2019-07-25

2019-07-30

2019-07-30

2019-07-30

2019-07-30

2019-07-25

Q

1T NAT

clear

It Matat

Working with IP Aggregates - Common Tasks

Add an Aggregate

On the main IPAM Tab, click the "Add Aggregate" button. A new page will open to fill in details for a new aggregate block.

filter >

L- 2N - B - SR - - N - -
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Dashboard Resources » DNS» DHCP ~ IPAM » Peerng » Reporting =

IPAMv2 IPAM VLAN Logging

Map Visualization >
Aggregate Blocks Host Utilization
1PV4 IPv6 | DHCP aun
EN 0.0.0.018-1918 @ lu < i &
Listing all aggregate blocks @
San Franscisco | Rome
R u available 89.20% Resources
a hocated 461% 9020% iana e Nobork Al
> n * 8.156% Citizens C: nication Corp.
0.0.0.0/18 holding 0.00% e sl
0.02% asOAENtryA
0.0.0.0/24
1.1.0.0/20 2018-12-31
munication Corp, 20191217

Enter in the desired IPv6 / IPv6 CIDR and RIR, at minimum. Region, Tags, Resource, Domain, VLAN, and subassignment status are optional, if
desired.

Dashboard Resources » DNS » DHCF » IPAM ~ Pearing ~ Reporting =

IPAM2 IPAM VLAN Logging
Add aggregate
Subnet * Resource
RIR " Domain
RIR
Reglon VLAN
Region
Tags Allow sub assignments
< —
Select tags... (© orrF :,‘.

If creating the aggregate for a specific use, keep in mind that certain uses may require additional information is provided in the aggregate, such
as requiring 1918 space (DHCP Pools), a region to be provided (DHCP Customer Configuration Gadget), or a resource to be assigned with
subassignments enabled. In such cases, it may be useful to assign a specific IPAM tag to associate with that use to assign at aggregate creation

(such as "DHCP")

When done, click "Add Aggregate”, and you will be redirected back to the IPAM Tab home page. The Aggregate will be listed under the Host
Utilization and Aggregate Blocks list of the IPAM Tab.

Delete an Aggregate

Aggregates may be deleted from the Gear Icon in the top right corner of their Host Utilization box display.
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Host Utilization

15.15.15.0/24 - ARIN @ Ll < i @
Edit
St. Louis, MO
 — g V2[5 (2]
= available 32.81% Resources
allocated 25.00%
= assigned 42.18% 37.50% Westt
holding 0.00% 32.81% Available

28.12% aBconnectEntry
1.56% Test One SAP

Recent Assignments

15.15.15.64/26 \West 2018-04-22
15.15.15.32/27 West 2018-04-22
15.15.15.0/30  Test One SAP  2018-04-22
15.15.15.208/29 a6connectEntry 2018-03-28

A warning dialog box will appear confirming the deletion, and noting whether assigned blocks exist in the aggregate that would also be deleted.

Merge Aggregates

Adjacent Top Level Aggregates may be merged into a single aggregate, if meeting validity criteria (adjacent, but not overlapping).

To do so, right click anywhere on the Aggregate Blocks list, and choose "Select Aggregates” from the menu.

8.0.0.0/6

10.2.3.0/24 O 5.5.5.1

——p Select Aggregates o

13.2.3.0/24
View IPv4 :
2601:1234::/32 lilabl
View IPvE Icate
||grE
View DHUP ding
Displaying 1 to 4 of 4
Resat view

Previous Mext

Right-click aggregates for advanced optiona.

Then, click the check boxes for the two aggregates you wish to merge, and then right click and select "Merge Selection".
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8.0.0.0/6

10.2.3.0/24 open Oﬂ 5.5.5.1

13.2.3.0/24 » Merge salection 0

Unsalect all
1 o il
2601:1234:./32 Bate
Wiew IPv4 iona
ding

Displaying 1to 4 of4 "o "V
View DHCP
Previous Next
Reset view

Right-click aggregates for advanced g
T 1

- o a

A confirmation dialog box appears to confirm the blocks to merge, and proceed with testing to see if the merge is valid. Click "Test Merge" to
proceed.

Merge aggregates @)

Are you sure you want to merge? 2.0.0.0/30, 2.2.0.0/20

ProVision will pre-test the merge, and if valid, give you the option to proceed.

Otherwise, an error message will display detailing why the aggregates are unable to be merged.

Merge aggregates €@

Are you sure you want to merge? 2.0.0.0/30, 2.2.0.0/20

Top level aggregates are ready to be merged

Complete the aggregate merge by clicking "Merge".

To Exit out of the selection prior to merging, select "Close".

Sparse Allocate in an IPv6 Aggregate

Sparse allocation evenly distributes assignments throughout an IPv6 range, using either a manually configured or automatically generated
"Sparse Allocate" Numbering Authority domain algorithm to calculate the next block to assign.

Sparse allocation options are accessed from the IPv6 Aggregate's Action Menu (gear icon). The top right corner of the Utilization module for the
IPv6 aggregate will display whether sparse allocation is enabled or disabled for the particular aggregate.
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2600:100::/28 - ARIN @ |ul <

Berlin

® available 99.99%
allocated 0.00%

w assigned 0.00%
helding 0.00%

EEE b

Sparse Allocation: enabled

Resources

99.99% Available
0.00% 2M

Recent Assignments

2600:103::/64 20 2019-08-12
2600:101::/64 3N 2019-08-12
2600:102::/64 2 2019-08-12
2600:100::/64 30 20185-08-12

Enable or disable Sparse Allocation for the aggregate by clicking on the aggregate menu, and select to Enable / Disable Sparse Allocation for the

aggregate. A "Sparse Allocate" Numbering Domain will automatically be generated for the aggregate in the Admin IPAM Admin area of

ProVision. Once enabled, the "Sparse Allocate" option will be available for the aggregate.

To Sparse Allocate assign the next IP generated, select "Sparse Allocate" from the aggregate action menu.

Eerlin

™ available 99.99%
allocated 0.00%

m assigned 0.00%
holding 0.00%

2600:100::/28 - ARIN @ [l < ::

®

iled

Edit

Delete
— Disable Sparse Allocation
———p Sparse Allocate

Resources

99.99% Avallable
0.00% 3M

Recent Assignments

2600:103::/64 30 2019-08-12
2600:101::/64 31| 2019-08-12
2600:102::/64 3N 2019-08-12
2600:100::/64 30 2019-08-12

Then, select the resource to assign (or create a new one) and click "Assign".
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Sparse Assign: 2600:100::/28

Search: Filter by type: All types =

3M (Resource Holder)

543 (Resource Holder)

544 (Resource Holder)

6connect TEST (LIR)

aaQAEntry (Resource Holder)

aaQAEntry 2 Clone Test (Resource Holder)
aaQAEntry4 (Resource Holder)
aaQAEntryA (Resource Holder)
aaQAEntryA (aaQASection)

abc (LIR)

Advanced Turf Solutions (Resource Holder)

Assigned to 3M successfully!

New resource

The resource will be assigned according to the distribution algorithm and may be further managed in IPAM Manage for the aggregate.

Manage an Aggregate

Managing an aggregate is mostly performed in the IPAM Manage screen for the aggregate.

From IPAM Manage, you can perform the aggregate template actions of Auto-Split / Clean-Up, Set IPAM Alert information, export the block list,
as well as manage individual blocks.

For detailed information on using the IPAM Manage screen and managing at a block level, see Working with IP Blocks.
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IPAMv2

Manage aggregate

IPAM

16.0.0.0/12 - ARIN

11 Address
16.0.0.0¢14
16.4.0.0M16
16.5.0.0v22
16.5.4.0/22
16.5.8.0/21
16.5.16.0/20
16.5.32.0M189
16.5.64.0/18
16.5.128.017
16.8.0.0M15

16.8.0.013

I Host

262144

1024

131072

524288

VLAN

Switch to Parent view

ITuUR

ARIN Default....

ARIN Dofault...

ARIN Default...

ARIN Default...

ARIN Default...

ARIN Default....

ARIN Default...

ARIN Default....

ARIN Dofault...

ARIN Default...

ARIN Default....

Displaying 1 1o 11 of 11 blocks

Logging

11 Notes

Some Note

Some Note

‘Soma Note

Some Note

Some Nate

Soma Note

export to CSV actions +

1 Region 11 Tags

Dervar, CO Customer

Denver, CO Customer

Denver, GO Customer

Derver, CO Customer

Denver, O Customer,Generic Tag
Denver, GO Customes,Generic Tag
Denver, CO Customer

Denver, CO  Customer

Derver, CO Customer

Denver, GO Customer

Denver, CO Customer

Some Note

IAssignedte  I1.. IIVLAN  ITA..

Soma Co.
£
 svatabia
3

A Customer
A Custorner
= - - 8038
=
£

[ avalaba
==

Open IPAM Manage for an Aggregate

Open the IPAM Manage screen for a block by:

® Searching for the block in the Global search, and clicking on the resulting CIDR
® Clicking the "Open" link in the aggregate blocks list from the IPAM tab.

more filters »

2.2.0.0/21

5.5.5.0.

O

11 Updated
2019-07-30
2019-07-25
2019-07-30
2018-07-30
2019-07-30
2019-07-30
2019-07-25
2019-07-25
2018-07-25
2019-07-25

2018-07-30

a

11 NAT

claar

11 Metat

Some Inf...

Some Inf...

Some Inf...

Some Inf...

Some Inf...

Some Inf...

Some Inf...

fitter >

IR - R - B - SRS - S - A - B - - - S -

® Clicking on the CIDR header of the Aggregate Block Host Utilization module, or selecting "Edit" from the module's Gear Icon from the
IPAM tab.

5.5.5.0/24 -1918> @ [l =

Chicago

= available 12.50%

allocated 62.50%

m assigned 12.50%
holding 12.50%

Resources

75.00% BconnectEntry 2
12.50% Available
12.50% Holding

Recent Assignments

5.5.5.160/28 GconnectEntry 2 2018-06-08
5.5.5.176/28 GconnectEntry 2 2018-06-08

Delete

&

259



® Clicking on the CIDR listed in the Aggregate Info box in IPAM Maps

NE

X

Chicago, IL

5.5.0.0/20 ] lT
10.0.0.0/8 |
2001:db8:ac02::/64

*Graph represents utilization within the aggregate for this region on

Aggregate Actions

Open up aggregate level actions in IPAM Manage by clicking on the "Actions" link in the Manage Aggregate header.

Three options are available - Auto Split, Clean Up, and Manage Alerts.

Manage aggregate

Auto Split

11 Address.
16.0.0.0/14
16.4.0.0M16

16.5.0.0/23

16.0.0.0/8 - ARIN Switch to Parent view export to CSY Q clear filter >

Clean Up Manage Alerts

Clean up spit blocks info & block of Send an alert email when available space for falls below a

ar

specified level,
Block contains 103 assignment/s. Aggregating block may Email to:
remove some or all of these assignments. L
Level [%):

Ignore assignments when cleaning up?

...

11 Hosts 11 ASN 11 Region 11 Notes 11 Tags I Assigned to 11 Generi... ITVLAN 11 Updated ITNA
Qa3 | wvutabic | - - 2018-07-18
Qa3 123 Depantme,.. - - 2018-07-17
QA3 123 Departme... - - 2019-07-17

Auto Split Aggregate

Auto Split an available aggregate into blocks of a specific size, up to a specific quantity of blocks by selecting "Size" and "Limit" under "Auto

Split".

The block limit must be a power of two, or an error will appear. When done, click "Split".
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Manage aggregate

55.5.0/24 - ARIN  Switchto Parent view  exporttoGSV actions Q clear  flter >
Auto Split Manage Alerts
split block into sub-blocks of a specified size: Send an alert email when avaiable space for falls below a
Specifiying a limit will spiit only the specified number blocks specified level.
of selacted size from the aggregate.
Email to:
Size: /27—t Limit: g —
Lavel [%):
* The provided limit must always be a powerof 2 (248, ). el {36}
o
1t Address 11 Hosts ITASN | 1 Region It Notes 1f Tags It Assignedto | 11 Generi... | IIVLAN  IfUpdated | IINA
555024 Miami, FL - oA A Customer =» - QAVLA.. 2019-07-19

Clean Up Aggregate

Clean up an Aggregate into fewer blocks of a specific size, by selecting your desired block size and clicking "ignore assignments" (if blocks have
assignments that would prevent merging).

When done, click the "Clean Up" button. All blocks will be merged to the set size and reset to available.

Manage aggregate

16.0.0.0/8 - ARIN Switch to Parent view export to G5V actions - Q clear filter >

Auto Split Clean Up Manage Alerts
Send an alert email when avalable space for falls below a
Clean blocks into larger block of -
wn skoa: i spocified lovel,
Block contains 103 assignment's. Aggregating block may .
remove some of all of these assignments. Email to:
Igm-ussimmonnwhm cheaning up? A Chke
e —.
(o= ) o

Set Aggregate Alerts

Enable or clear aggregate alert emails for the aggregate by setting an email address and utilization percentage level.

When the aggregate is utilized to the set percent, an email alert will be sent to the provided address.

No the "IPAM Alerts" task must be created and set to the desired notification frequency in the Admin Scheduler Tab in order for the emails to
bd, sent.
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Manage aggregate

5.5.5.0/24 - ARIN  Switchto Parent view  exportto CSV actions - Q

clear filter >

Auto Split Clea

Manage Alerts

Automatically spit block into sub-blocks of a specified size:

o spilt blocks into karger biock of Send an alert email when avallable space for falls below a
Specifiying a limit will spiit only the specified number blocks :

spocified level,
of selected size from the aggregate.
Ermail to: com %
Size: ] Limit:
: 4
* The provided limit must always be a power of 2 (2,4,8,.). Lavel (%) 85 4—

 —
~ &
e —

When done, click "Save Alert". To clear an existing alert, hit "Clear Alert", and the alert information will be removed and status saved.

Working with IP Blocks

For additional information on performing IPAM tasks and working with blocks, continue on to Working with IP Blocks.

Additional Information

For additional information on working with the IPAM system in ProVision, see the following areas:

IPAM Tab

Gadgets (IPAM and IPAMv2 Gadgets)
Working with IP Rules

IPAM Administration
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Working with IP Blocks

|IP Block Management

Dashboard Resourc DNS » DHCP = IPAM = Peering » Reporting

IPAMV2 IPAM VLAN Logging
Manage aggregate
0.0.0.0/18 - 1918 Switch to Parent view xpont to CSV actions + Q cloar fiter >

11 Address 1T NAT 11 Region 11 Tags Il Assigned to |1 Custo,..  ITASN Il Updated  ITLIR 11 Notes 11 vLAN
0.0.0.0:24 - San Franscisco 12infra,16 QATestBl...  Arden Compa... Test BO38 2019-07-08  abc Test Aggregate 4
0.0.1.0/24 - San Franscisco 12 Infra,16 QATestBl...  aalAEntryd Test BO38 2019-07-08  abc Test Aggregate 4
0.0.2.0023 - San Franscisco 12 Infra. 16 QATestBl...  Arden Compa...  Test BO38 2019-07-08  abe Tes! Aggregate 4
0.0.4.0:22 - San Franscisco 12 Infra, 16 QATestBl... TR Test 8038 2019-08-22  abe Test Aggregate 4
0.0.8.0022 - San Franscisco 12 Infra.16 QATestBI... 2T Test BO38 2019-06-22  abe Test Aggregate 4
[LREN T - San Franscisco 12 Infra, 16 QATestBl...  aalAEniny Test BO38 2019-06-22  abe Test Aggregate 4
0.0.16.0/22 - San Franscisco 12 Infra, 16 QATestBl...  [EEITTD Tast 8038 2019-08-22  abe Test Aggregate 4

Managing IP Blocks
IP Blocks are edited and managed in either IPAM Manage or the IPAM Gadget.

From either area, you can perform standard block-level actions such as assign, unassign, split, merge, edit attributes, track NAT associations,
and more.

The primary difference between the two areas is that IPAM Manage shows all blocks (or all blocks under an aggregate), regardless of
assignment or status, where the IPAM Gadget shows only the blocks assigned to the specific resource that you are currently viewing on the

Resource Entry Page. However, the IPAM Gadget has more advanced assignment options and criteria available (Direct Assign, Smart Assign,
Smart Browse).

IPAM Manage Features

Manage aggregate

0.0.0.0/18 - 1918  Swichto Parentview  exportto CSV  actions + Q clear  filter >
11 Address 1T NAT 11 Region 1§ Tags Il Assigned to |1 Custo...  ITASN IiUpdated  [ILIR 11 Notes 1TVLAN
0.0.0.0:24 - San Franscisco 12 Infra, 16 QATestBIl... Arden Compa... Test BO32 2019-07-08  abc Test Aggragate 4
0.0.1.0/24 - San Franscisco 12 Infra,16 QATestBI...  aaQAEntry4 Test BO38 2019-07-08 abc Test Aggregate 4
0.0.2.0/23 - San Franscisco 12 Infra,16 QATestBIl,,,  Arden Compa.., Test BO3A 2019-07-08 abc Teat Aggregate @
0.0.4.0/22 - San Franscisco 12 Infra, 16 QATestBl... DI Test BO38 2019-068-22  abe Test Aggregate 4

IPAM Manage is accessed from: the IPAM Tab Edit Aggregate / Aggregate CIDR; IPAM Tab Advanced button; and most block CIDR
Links in ProVision. Here, you can:

Sort, Filter, and Export the block list

Auto-Split and Clean-up templates available for aggregates

View all blocks (IPAM Advanced), or all blocks under an aggregate, regardless of assignment
Shows blocks from all statuses - available, in holding, assigned, subassignable

Perform Single and Multi-block assignments and edits

e o o o o

IPAM Gadget Features
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IPAM

Direct assign >

Smart assign >

IP Blocks fiter +
1t Address 1t Mask 11 Assigned to 11 Region 11 Tags ITuR 1T ASN 1T VLAN 11 Generic I Updated
10.10.0.0/24 256 aBconnectEntry - - - - - 2018-03-29
15.15.15.128/26 64 aBconnectEntry S, Louis, MO - - . - 2018-03-28
15.15.15.208/29 8 aBconnectEntry  St. Louis, MO - - - - 2018-03-28
198,20.230.0¢/24 256 abconnectEntry  Edinburg - - - - 2018-02-27

Displaying 1 to 4 of 4 blocks

The IPAM Gadget is accessed from the Resource Entry Page IPAM Gadget, once it has been enabled for the section. Here, you can:

® View only the blocks assigned/assigned-and-subassignable under the Resource that you are currently viewing.

¢ Sort and Filter the block list

® Advanced assignment functions - Direct Assign, Smart Assign, and Smart browse with additional field criterial available.
® Perform single and multi-block edit, and assign subassignable blocks.

Both IPAM Manage and the IPAM Gadget have customizable column names, order, and visibility, as well as options for user-defined meta
columns (for details on setting up customization of the IPAM Manage / IPAM Gadget block list, see IPAM Parameters Edit Columns).

Aggregate-Level Actions
Some aggregate-level actions are performed in IPAM Manage, such as setting IPAM alerts and using Aggregate Templates.

These actions are detailed on the IPAM Tab page under Working with IPAM Aggregates. This page will focus primarily on block-level actions and
management.

® |P Block Management
® Working in IPAM Manage
® Open IPAM Manage for a specific Aggregate
® Open IPAM Manage for all Aggregates/Blocks
® Viewing Blocks in IPAM Manage
® Sort Blocks
® Filter Blocks
® View Parent Blocks / Hierarchy Tree
® |mportant Blocks
® Working with IP Blocks - Common Tasks
® |PAM Block Action Menu - Overview
® Split or Merge Blocks Manually
® Split or Merge Blocks Using Templates
® Edit IP Block Attributes
® Edit Attributes Overview:
® Assign IP Space
® Assign Space from the IPAMv2 Gadget
® Direct Assign
® Smart Assign / Smart Browse
® Manually Assign Space from IPAM Manage
® Sub Assigning IP Space
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® Unassign IP Space

® Working with NAT Blocks

® Track IP NAT Associations

® Working with NAT'ed Blocks
® Enable NAT
® Create NAT Association

® Configure NAT to Router(s)

® NAT Rotate Dynamic IPs
® Before you Begin

® Add Dynamic Tags to Blocks
® Set up Scheduler Task

® Additional Information

Working in IPAM Manage

Manage aggregate

11 Address

0.0.0.0/24

0.0.1.0/24

0.0.2.0/23

0.040/22

In IPAM Manage, you can manage aggregate level actions, such as Split, Clean Up, Alerts, and Export, as well as viewing and managing

0.0.0.0/18 - 1918  Switch to Parent view

11 NAT 11 Region
San Franscisco
San Franscisco
San Franscisco

San Franscisco

axport to G5V

1 Tags

12 Infra, 16 QATostBl...

12 infra, 16 QATestBI. .,

12 Infra, 16 CATestBI,

12 Infra, 16 QATestBI,,,

actions +

I Assigned to |1 Custo..,

Arden Compa...  Test

aaQAEntry4 Test
Arden Compa...  Test
[ Test

ITASN

BO28

11 Updated
2019-07-08
2019-07-08
2019-07-08

2019-06-22

LR

¥ ¥ e

individual blocks. In IPAM Manage - Advanced, aggregate-level actions are not available.

Open IPAM Manage for a specific Aggregate

Open the IPAM Manage screen for a block by:

® Searching for the block in the Global search, and clicking on the resulting CIDR
® Clicking the "Open" link in the aggregate blocks list from the IPAM tab.

more filters >

2.2.0.0/21

5.5.5.0/24 open )

® Clicking on the CIDR header of the Aggregate Block Host Utilization module, or selecting "Edit" from the module's Gear Icon from the
IPAM tab.

5.5.5.0/24-1918> @& (1l <

Chicago

= available 12.50%
allocated 62.50%

w assigned 12.50%
holding 12.50%

Resources

75.00% BconnectEntry 2

12.50% Available
12.50% Holding

Recent Assignments

Q

11 Notes

Test Aggregate
Tast Aggregate
Teat Aggregate

Test Aggregate

&

Delete

5.5.5.160/28 GconnectEntry 2 2018-06-08
5.5.5.176/28 GconnectEntry 2 2018-06-08

filter >

JTVLAN
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¢ Clicking on the CIDR displayed in the IPAM Map - Aggregates view.

X
Chicago, IL
| 5.5.0.0/20 —— |
N 10.0.0.0/8 e ————
2001:db8:ac02::/64 T
ont

*Graph represents utilization within the aggregate for this region

E

T . w AT

- Detroit

Open IPAM Manage for all Aggregates/Blocks

Open IPAM Manage for all blocks under all aggregates by clicking the "Advanced" button at the top of the IPAM tab.

Dashboard Resources ~ DNS » DHCP » IPAM » Peering ~ Reporting Q_

IPAMv2 IPAM VLAN Logging

This will open IPAM Manage for all blocks in ProVision, with all the same filters, block edit functions, and search capabilities as in 'standard' IPAM
Manage for an aggregate, but with no aggregate-level actions available.

When working in IPAM Manage - Advanced, be aware of the following:

® Due to the large volume of combined data that may be available, filter/search results may take slightly longer than load than a standard

aggregate level view.
® Users should take care to ensure that they are working with the correct block(s), as duplicate 1918 space is permitted and blocks may be

difficult to distinguish.

Viewing Blocks in IPAM Manage

Sort Blocks

Sort the IPAM Manage blocks list by clicking on any column name the in list with the up-down arrows icon ().

The list will sort between ascending and descending order for that field.

0.0.0.0/18 - 1918  SwilchtoParentview  exportto CSV  actions + qQ char  Ciikers
11 Address 11 NAT 11 Region 11 Tags 11 Assigned to Il Custo... I1ASN 11 Updated lur 11 Notes 1TVLAN
0.0.0.0024 - San Franscisco 12 Infra,16 QATestBI...  Arden Compa... Test 8038 2019-07-08  abc Test Aggregate )
0.0.1.024 = San Franscisco 12 Infra, 16 QATestBl,.,  aaCAEntry4 Test 8038 20190708 abe Test Aggregate 4
0020723 . SanFranscisco 12 Infra,16 QATestBl..,  Arden Compa...  Test 8038 2019-07-08  abe Tost Aggrogate 4

Filter Blocks
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Filter the block list in IPAM Manage by toggling the "Filter +" link in the top right corner of the aggregate header.

A flyout will appear with filter criteria options. Type in or search for the term under your desired field, and hit "Apply". When done, click “clear". To
hide the filter flyout, just click the "filter -" link again.

Manage aggregate
0.0.0.0/18 - 1918 Switch to Parent view export to CSV actions + Q clear

I Address 1T NAT It Region 11 Tags ItAssignedto  I1Custo.. Ifasw | Filter selection: @'“‘ Make Detait

0.0.0.0/24 - San Fransciseo 12 Infra,16 QATestBI,,,  Arden Compa., Test B03B 2 Show impartant blocks only

0.0.1.0/24 = San Franscisco 12 Infra,16 QATestBL..  aaQAEniry4 Test 8038 2 o

Displaying 1 to 2 of 2 blocks Select il masks

uR

LIRs...

Type in or search for the term under your desired field, and hit "Apply".

When done, click "clear". To hide the filter flyout, just click the "filter -" link again.

View Parent Blocks / Hierarchy Tree

To view parent blocks / IP block hierarchy, click on "Switch to Parent View" at the top of the block list.

0.0.0.0/18 - 1918 exportio SV actons + Q| e e

11 Address 11 NaT 11 Reglon 11 Tags Il Assignedto Il Custo...  ITASN I1Updated  ITLIR 11 Notes 11 VLAN
0.0.0.0/24 - San Franscisco 12 Infra,16 QATestBl...  Amden Compa... Test BO38 2019-07-08  abe Test Aggregate 4
0.0.1.0/24 - San Franscisco 12 Infva,16 QATestBl..,  asQAEntryd Test BO38 2019-07-08  abc Test Aggregate 4
0.0.2.0/23 - San Franscisco 12 Infra,16 QATestBl...  Arden Compa... Test BO38 2019-07-08  abe Test Aggregate 4
0.0.4.022 - San Franscisco 12 Infra, 16 QATestBl...  [EXIT) Tast BO38 2019-06-22  abe Test Aggregate 4

You may also enter Parent View from the "Filter" menu, by checking the "Select All Masks" checkbox and clicking "Apply".

Once all masks are enabled to view, the block list changes to include the "Parent" blocks, showing all masks throughout the assignment tree.

A parent block with children will show "Has Children" in the column where assignment status is shown, its immediate child resource (if applicable)
and the block CIDR will show as a clickable link.
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Manage aggregate

0.0.0.0/18 - 1918 Switch to Block view  export to CSV actions + Q clear filter >
11 Address. 1T NAT 11 Region 11 Tags 11 Assigned to Il Custo... ITASN Il Updated  ITLIR 11 Notes 1TVLAN
- San Franscisco 12 Infra, 16 QATestBl...  [[EEETTE) Test BO38 2019-06-22  abe Test Aggregate 4
0.0.0.0/19 - San Franscisco 12 Infra, 16 QGATestEd,.,  [ESRETE) Test 8038 2019-06-22  abc Test Aggregate 4
0.0.0.0/20 - San Franscisco 12 Infra,16 QATestBl,..  [[EIEITE) Test BO3R 2018-08-22  abc Test Aggregate 4
0.0.0.021 . San Franscisco 12 Infra, 16 QATestel...  EToom) Test 8038 2019-06-22  abc Test Aggregate 4
0.0.0.0/22 - San Franscisco 12 Infra, 16 QATestBl... L Test BO38 2018-07-08  abc Test Aggregate 4
Arden Companies
i oo i |
y . - 4
0.0.0.0023 San Franscisco 12 Infra, 16 QATestBl... Arden Companies Tost BO3B 2019-07-08  abc Test Aggregate
0.0.0.0/24 - San Franscisco 12 Infra, 16 QATestBl...  Asden Compa... Test BO3E 2019-07-08 abe Test Aggregate 4

Clicking on the CIDR for a block that has children will open "Block Tree" view, showing the hierarchy of blocks and their assignments.

Blocks tree: 0.0.0.0/18

0.0.0.0/19

0.0.0.0/20

+ 0.0.0.0/21

+ + 0.0.0.0/22 - Assigned to Arden C
+ + 0.0.0.0/23 - Assigned to Arden Companies
+ + + 0.0.0.0/24 - Assigned to Arden Companies
+ + + 0.0.1.0/24 - Assigned to Arden C lies =+ aaQAEntryd4
+ + 0.0.2.0/23 - Assigned to Arden Companies
+ 0.0.4.0/22
+ 0.0.8.0/21

+ + 0.08.0/22
+

0.

+

+

+

+

+ 0.0.12.0/22 - Assigned to aaQAEntry
0.16.0/20
0.0.16.0/21
+ 0.0.16.0/22
+ 0.0.20.0/22
0.0.24.0/21
+ 0.0.24.0/22 - Assigned to Advanced Turf Solutions

+
+
+
+
+
+
+
o+
+
+
+
+
+
+
+
+
+

I T I A i I A I

i
+

Important Blocks

"Important” IP blocks display with a yellow background highlight. By default, any block that has been manually assigned, unassigned, or had
other high-level manual interactions performed will be automatically marked as "Important".

Manage aggregate

2.2.0.0/20 - APNIC Switch 1o Parent view export to CSV actions » Q choar filter >
11 Address 11 AT 11 Region 11 Tags lAssignedto  IfCusto.. ITASN  liUpdated ITLIR 11 Notes. VLA
2.2.0.0¢24 - Washington, D.C = - - 20190712 - - QAVLAN
2210024 3 0.C 3 : 3 2019-07-12 - 5 QAVLAN
222024 - Washington, D.C Omg_ponies = = 2019-07-12 - = QA VLAN
2230024 - Washington, D.C oamg_ponios = = 2019-07-12 - = QA VLAN
2240024 - Washington, D.C =3 = = 2019-07-12 - - QA VLAN

Blocks may be manually marked or unmarked as "Important” from either the "Edit Block" interface (by opening "Edit" for the block, then selecting
the toggle for "Mark this block as important"), or from the API .
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Edit Attributes: 2.2.3.0/24 (2.2.3.0 - 2.2.3.255)

Assigned to: omg_ponies

RIR: ( APNIC s LIR: s
Domiaing Default 6c VLAN: 2-QAVLAN s
Custom ASN:

Generic Code:

Region: Washington, D.C .
Tags: Select tags...

Notes:

Allow sub assignments for this block:

Propagate attributes to all children: m

Mark this block as important: m

NAT:

Working with IP Blocks - Common Tasks

Individual Blocks may be managed from either IPAM Manage, or the IPAM Gadget. (if assigned to a resource, and the IPAM Gadget is enabled
on the Resource's Entry Page).

In general, standard actions from the Action Menu will be performed the same in either area, with "Assign" being the exception.

IPAM Block Action Menu - Overview

Most actions performed with block managed are contained under the IPAM Manage - Action Menu. Open the Action Menu by left clicking on the
Gear Icon, or right clicking anywhere on the block's row. The same Action Menu is also available to manage blocks via the IPAM Gadget.
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Edit
Split
Merge

Assign

Unassign

Unassign, Skip Hold
RIR Integration

IP Rules

Templates
Logs
Configure NAT

Email

- tast

The Action Menu contains the following options:

Edit: Opens the blocks "Edit Attributes" page, used to add, change, or remove data associated with
a block. Can also be opened by double clicking on a block's row.

Split: Splits the selected single block into two equal smaller blocks, of the next smallest mask, e.g. a
/24 will be split into two /25s. The Split option is not available for blocks that are already of the
smallest available size ( IPv4 /32s or IPv6 /128s), for blocks in "Holding", or for blocks that are
already assigned and do not have subassignments enabled. If more than one level of splitting is
needed, use "Templates - Auto Split" instead.

Merge: The opposite of Split. Merge combines two blocks of equal size into the next largest mask, e.
g., two /25s will be merged into one /24. Merge is only available for adjacent blocks of the same size
that are "Available", in "Holding", or is subassignable.

Assign: Assigns the block to a ProVision Resource, making it unavailable for other assignment
actions and certain block actions (unless edited to be subassignable).

Unassign: Unassigns the Resource from the current block, and moves the block into the Holding
Tank. The block may then be eligible for certain actions such as direct assignment, merge, and split
- but not for automated assignments until it is removed from Holding and regains the "Available"
status. Unassigning a subassigned block will first place the block in "Holding", and then restore it to
the parent assignment. (Tip: You can "Unassign" twice in a row to bypass "Holding", or select
"Unassign, Skip Holding".)

Unassign, Skip Holding: Unassigns the Resource from the current block, and bypasses the
Holding Tank, restoring the block to "Available" status (or to the parent assignment if the block was
subassigned).

RIR Integration: Provides SWIP/RPSL functions for ARIN and RIPE blocks through simple
reassigns, sending the updated block assignment information back to the coordinating RIR (ARIN or
RIPE). See LIR Management and Use and RIR Integration: SWIP/RPSL.

IP Rules: Create or Associate an IP Rule to the block to reserve portions of the block from
assignment. See IPAM Rules.

Templates: Provides options to 'Auto-Split' a standard block (that is available for standard "split"
functionality) down to a certain mask and limit, or "Clean Up"(Auto-merge) a Parent Block to a
certain mask level.

Logs: Shows recent log event actions associated with that block.

Configure NAT: Only displays for NAT'ed blocks. Configures the NAT'ed block to the selected
router.

Email: If a Contact is associated with the Resource assigned to the block, an email form with
display to email the Contact with the template options provided in Admin Settings.
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Split or Merge Blocks Manually

To split a block manually, click on the Action Menu (Gear icon), or right-click anywhere in the row for the available block you wish to modify.
In the menu that appears, select the "Split" function.

To aggregate blocks, select "Merge" from the same menu.

Manage aggregate

16.0.0.0/12 - ARIN  Swich to Parent view  exportto CSV  actions + Q delr e
11 Address 11 Host liur 11 Reglon 11 Tags 1T Notes Il Assignedto  I1... IIVLAN  ITA.. IlUpdated 1] NAT 11 Metat
16.0.0.0/14 262144 ARIN Default.. Denwer, CO  Customer - Soma Ca. - 3 8036 2019-07-30 - - o
18.4.0.0117 32768 ARIN Default...  Denwer, CO  Customer = 3 8038 2019-07-30 - @
164128017 32768 ARIN Default... Denver, GO Customer - [ svaitatie | 3 38 zoigor0 O o

——= Spilit
16.5.0.0/22 1024 ARIN Detault... Denver, CO  Customer - = 3 BO3E  2019-07-30 Merge o
16540022 1024 ARIN Default... Denver, CO  Gustomer - = 3 8038 2019-07-30 o
16.5.8.0/21 2048 ARIN Default... Denver, CO  GustomerGeneric Tag  Some Nota A Customer - - 8038 2019-07-30 ::I::g_‘ o
165160020 40096 ARIN Default...  Denver, CO  CustomerGeneric Tag  Some Note A Customer - = BO38  2019-07-30 Unassign, Skip Hold -4
18532019 8192 ARIM Default... Damver,CO  Customer SomeNote PR 8036 2019-07-25 NI Integration o
16564018 16364 ARIN Defauit.. Denwer, CO  Customer Some Note [ evianie | 8038 2018-07-25 1P Fles o
165128017 32768 ARIN Default..  Denwer, GO Gustomer Some Note =m 8038 20190725  Templates o
16.6.0.0/15 131072 ARIN Defautt... Denwer, CO  Gustomer Some Note = B03B  2019-07-25 LE'ODSI &
mai
16.8.0.0/13 524288  ARIM Default.. Denver, CO  Customer Some Note | avatatie | BO3B  2018-07-30 = somewr.. &

The Split option is not available for blocks that are already of the smallest available size ( IPv4 /32s or IPv6 /128s), for blocks in "Holding", or for
blocks that are already assigned and do not have subassignments enabled. If more than one level of splitting is needed, use "Templates - Auto
Split" instead.

Merge is only available for adjacent blocks of the same size that are "Available", in "Holding", or is subassignable.

Split or Merge Blocks Using Templates

Templates for a block are available under the Action Menu (wrench icon or right-click) for that block. Templates are only usable from IPAM
Manage.
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11 Updated 1T Metada... |1 Metada...

2018-06-24 - " e
2018-06-24 - = @
20180624 - Edit &
. Split
2018-06-24 - o
| Merge
2018-06-24 - I3
Assign i
2018-06-24 - ) &
| Unassign
2018-06-24 - | Unassign, Skip Hold | #*
2018-06-24 2 RIR Integration o
IP Rules
=P Templates
Logs
Email

There are two templates available: Cleanup (Only available for parent blocks) which auto-aggregates the block, and Auto-split.

Select the available template action, the mask, and the limit. When done, click the "Apply" button.

Apply template: 5.5.5.96/27 (5.5.5.96 - 5.5.5.127)

Auto Split €—— * 28 44— ‘ 2 ——

You can also use the "Templates" option from the Action Menu on the IPAM Manage screen for the specific block.

Edit IP Block Attributes

You may edit a block / multiple blocks from either IPAM Manage or the IPAM Gadget, with the same options available.

Select the "Edit" option from the Action Menu (or double click on the block row) for a given block to get the Edit Attributes menu.
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Edit
Split
Merge

Assign

Unassign

Unassign, Skip Hold
RIR Integration

IP Rules

Templates
Logs

Email

e SRR NI« AR - R - B - R < AR - IR « IR <

To edit multiple blocks at a time, shift-click each block you wish to edit - they will highlight in blue. Once selected, right-click on any highlighted
block to open the multi-edit attributes screen.

WLILWTY BN AHIN Ugtault..,  Uefver, LU Lustomer soma Note =0 - - BUSH  AY--s - SO 1Nt
16.5.84.0M18 16384 ARIN Default... Denver, GO Cusiomer Soma Note | avaitacis | - E 8038 2019-07-25 - Some Inf...
165128017 32768 ARIN Default... Denver, CO  Customer Soma Note [ availabie | - - 8038 2019-07-25 - Some Inf...

16.6.0.0M15 131072 AFIN Default...  Denver, CO Cusiomer Edit selected blocks - - BO38 2019-07-25 - Some Inf...

Assign selected blocks

o o o

16.8.0.013 524288 ARIN Default...  Denver, CO Customer 8038 2019-07-30 - Soma Inf...

Unselect all

Once selected, right-click on any highlighted block to open the multi-edit attributes screen.

From here you can set a variety of attributes for a given block. These values are also customizable from the Admin screen - see IPAM
Administration and IPAM Parameters to customize, enable, or disable the available parameters.

If a field that you know is supported in ProVision appears to be 'missing' from the IPAM Mange, IPAM Manage filters, or Edit Attributes screens,
cl the following:

Have an Admin verify that the field is set to "enabled" in Admin IPAM Admin Edit Columns. Any field disabled here will be hidden throughout
ProVision, and some functions are dependent on certain fields being enabled - for example, filtering by Mask in IPAM Manage requires the "Host"
field to be enabled.

In IPAM manage, verify that the column widths of each field are set wide enough to display the column header

Check for a scroll bar - when all attributes are enabled, many screens will require scrolling down or to the right in order to see all of the available
data.

After editing the desired attributes for the block, simply hit "Save".
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Edit Attributes: 16.5.64.0/18 (16.5.64.0 - 16.5.127.255)

RIR: ARIN ® LIR ARIN Dafault LIR v Resource:
Domain: VLAN: B NAT:
Generic ASN: 8038 Metal: Some Info 1
Code:
Region: Danver, CO
Notes: Some Note

Propagate attributes to all children:

Mark this block as important:

Close

Edit Attributes Overview:

RIR: The RIR associated with the aggregate / block.

LIR: If LIRs are set up in IPAM Admin for the associated RIR, they will be selectable in this dropdown. See LIR Management and Use.
Domain: The VLAN Domain to associate with the block. To set up domains in ProVision, see VLAN - Working with Domains.

VLAN: VLAN information for the block, must have domain selected to view available VLANs.

Generic: This is a customizable text field that can be used to track information specific to your needs. It can be filtered in the IPAM
Mangge screen. The header, display, and enable/disable settings for this field are set under IPAM Configuration in the IPAM Administration
section.

ASN: The ASN to associate with the block.

Region: Select the region from the drop down menu. Regions can be added and customized in the IPAM Admin section of ProVision - see
IPAM Administration and IPAM Parameters.

Tags: Tags can be set under Edit Tags in the IPAM Administration section.

Notes: Freeform text field for additional information you wish to capture.

Resource: The resource assigned to the block.

NAT: The corresponding public or private block CIDR that is associated with the current block.
Metadatal - Metadata 10: User-defined text fields, as set in IPAM Administration Edit Columns.

Allow Subassignments: When editing a block that has been assigned, toggling this setting to "On" allows for further subassignments,
indicated by a blue arrow next to the assignment in the Manage screen. Note: Subassign status cannot be changed if a block has children.

Propagate Attributes to Children: Toggle this setting to "On" when editing a parent block to carry through attribute changes to all children
of that block for that edit. This is not a persistent setting - it only applies to the specific edit you are in the process of making.

To view parent blocks, and which children would be affected, ensure that top level or all masks are selected in the Filter menu in the IPAM
Manage screen. See Working with IP Blocks for more information.

Note: The VLAN of a child cannot be different from that of its parent, so for mutil-level situations (Parent -> Child -> Grandchild), VLAN should be

u

ed at the top tier parent level.

Assign IP Space

There are two areas where you can assign IP Space: in the IPAM Gadget for the particular Resource, or through IPAM Manage for manually
assigning a block to a resource.

The IPAM Gadget allows for more detailed assignment options including Direct Assign, Smart Browse, and Smart Assign with advanced options,
and is the primary tool for space assignment.
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Assign Space from the IPAMv2 Gadget

The IPAM Gadget is accessed from a Resource Entry page, once enabled for the Section (to add Gadgets, see Customizing Sections and Add
Gadgets to your Section).

For additional details on the IPAMv2 Gadget, see Gadgets.

IPAM

Direct assign >

Smart assign >

IP Blocks T
I Address 11 Hosts 11 Tags 11 Region uR ITASN 1T VLAN 11 Updated 11 Generic 1T Notes
9.0.0.16/28 16 Fiber DIA Donna - - QAVLAN  2018-05-08 -]
8.0.0.32727 az Fiber DIA Denna N - QAVLAN  2018-05-08 o
16.4.8.0/21 2048 - - - - 2018-05-08 o
64.88.188.204/30 4 McAslen - - - 2018-05-18 o
2001:508:7800: 2" Cable,Customer - ARIN Default .. - 2018-05-10 o o
2001:5234:6004:2/46 2082 BugFixTest Donna QAVLAN  2018-05-08 o
2001:5234:6010: /44 2584 GPOM DA Denna - - QAVLAN  2018-05-08 o
2001:5234:6020:/43 2485 BugFixTest,Colo DIA Donna QAVLAN  2018-04-27 o
2001 cdbafabe:5678:... 128 E ek e ASH1 - - - 2018-06-08 - Testh o

Displaying 1 to 9 of 8 biocks

You have three options for assigning IP space using the IPAM Gadget: Direct Assign, Smart Assign, and Smart Browse.

Direct Assign

Direct Assign is used when you know the exact CIDR that you wish to assign to the Resource. You can use "Simple" direct assign, for
straightforward assignments of a CIDR to the Resource, or "Advanced", used in cases where duplicate blocks may exist and you need additional
criteria to differentiate between them.

Simple Direct Assign:

Expand the "Direct Assign" module of the IPAMv2 Gadget by clicking the "Expand" arrow on the right side of the header.

IPAM

Direct assign Advanced Options .@
" e
GIDR: 12.00/28 ffm— ‘ '
Enter valid address

1.2.0.0/28 assignad to GconnactEntry 2 (46181)

Type the desired CIDR to assign in the CIDR input box, then click "Assign". A message will appear to confirm success, or provide details on an
error.

Advanced Direct Assign:

In some cases, you make need the ability to further specify a block to direct assign - such as if you have duplicate 1918 blocks. The "Advanced
Options" filters allow for further detail to be provided to ensure ProVision assigns the specific block that is intended.

Expand the "Advanced Options + " link to the right of the "Direct Assign" module header.
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IPAM

Direct assign
CIDR: 198.3.0.192/28

Enter valid address

Then, add in the desired CIDR, and set your additional filter criteria, such as RIR, region, LIR, VLAN, and so forth. When done, hit "Assign".

IPAM
Direct assign Advanced Options -
CIDR: 198.3.0.192/28 RIR: 1918 ¥ Region: Boston, MA
Enter valid address
LIR: 5 GRT:

Domain: VLAN: ¥

Aggregates

Resource

Note: The Resource option will filter by blocks that are already assigned to the
salected resource and are set to Aliow Subassignments. If no rescurce s selected, the
fitter will default to Available blocks.

186.3.0.192/28 assigned to BconnectEntry 2 (46181)

Smart Assign / Smart Browse

Smart Assign and Smart Browse are used when you have criteria that you need to meet for the assignment, and any block meeting that criteria is
acceptable for assignment.

With Smart Assign, you enter criteria such as IP Type, Size, RIR, Region, and Tag information, then ProVision's automation will automatically
assign a block meeting that critieria, if any exist. Smart Browse uses the same criteria, but provides a browsable list of blocks meeting that criteria

for you to select from.

Expand the "Smart Assign" module in the IPAMv2 by clicking the expansion arrow in the right side of the Smart Assign header.

For a basic assignment, enter at least the IP type, RIR, and block size.

Advanced Options +

Smart assign
Type: ipvd : Size: 30
RIR: 1918 : Region:
Tags: Standard - match all selected tags

10 Strict - match exactly the selected tags

Exclude - match blocks not tagged with any selected tags

G D

IP Tag filters are optional. IP Tag filters exist in three modes:

Standard - checks to see if the selected tag is associated with the block
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Strict: limits results to blocks with exactly the selected tag(s)
Exclude - blocks without the selected tag(s)

For Advanced Options, Click the "Advanced Options +" expansion link in the top right of the header. Additional filter criteria will be available to
apply to both Smart Browse and Smart Assign.

Smart assign

Type: ipvd ¢ Size: 30 ¢ UR: ARIN Default LIR % GRT:
RIR: ARIN 3 Reglon: 3 Domain: VLAN: ¥
Tags: Standard - maich all selected tags Resource

Strict - match exactly the selected
© Strict - mato " 1ags Note: The Resource option will filter by blocks that are aiready assigned to the

Exchude — match blocks not tagged with any selected tags selected rescurce and are set to Allow Subassignments. If no resource is

selected, the filter will default to Available blocks,
I G

I Smart assign '

Then click "Smart Browse" or "Smart Assign".

For Smart Assign, you will receive a message indicating a successful assignment, or information regarding an error. If no blocks are available
meeting the criteria, the message will say so. In this case, try removing one or more of your filter criteria and try again.

For Smart Browse, a screen will pop up showing blocks meeting your criteria. Browse to the block you want to assign, and click either "Assign
this block", or "Assign from this block"(splits a larger block down).

Smart Browse @

Address Resource Tags Options

64.88.200.60/30 Available Customer,PTP

64.88.200.244/30 Available Customer,PTP Assign this block

Displaying 1 to 2 of 2 blocks

Successful assignments will be added to the "IP Blocks" list in the IPAMv2 Gadget, and are able to be managed in the IPAM Gadget, IPAMv2
Gadget, or IPAM Manage Screen.

Manually Assign Space from IPAM Manage

You can also assign blocks manually using the "Assign" function from the IPAM Manager screen (accessible from the IPAM Tab). Open the
Action Menu for a block, then select "Assign".
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Manage aggregate

16.0.0.0/12 - ARIN Switch to Parent view  exportto GSV  actions + Q clear  filter >
11 Address 11 Host IuR 11 Region 11 Tags 11 Notes iTAssignedto  IT... IIVLAN  ITA.. [lUpdated Il NAT 11 Meta1
1600014 262144  ARINDefault... Denwer,CO  Customer - Some Co. - 3 8038 20190730 - - ]
16.4.0.0117 32768 ARIN Default... Derwer, CO  Customer - == 3 8032 2019-07-30 o
164128017 32768 ARIN Defautt... Derwer, CO  Customar - [ wvntabie | - 3 s zoigoran O &
1650022 1024 ARIN Default... Denwer, GO Customer - = - 3 8038 2019-07-30 :I'I;e o
1B54022 1024 ARIN Datauft... Denwer, O Customer - [ svmtabie | 3 8038 2019-07-30 o
1658021 2048 ARIN Default... Denwer, CO  CustomerGeneric Tag  Some Note A Customar - - 8038 2018-07-30 ﬁ:j::gn ]
165160020 4096 ARIN Default... Denver, CO  CustomerGeneric Tag  Some Note A Customer - BOZE  2019-07-30 Unassign, Skip Hold o
1653209 8182 ARIM Default... Demver,CO  Customer SomeNote PR 8036 2019-07-25 NI Integration o
16564018 16384 ARIN Default... Derwer, CO  Customer Some Note [ vosaie | - - 8038 2018-07-25 1P Fules o
16.5.128.0/17 32768 ARIN Defaull,..  Denver, CO  Customer Some Note == - - 8038 2019-07-25  Templates &
16600015 131072 ARINDefaut.. Denver, CO  Customer Some Nete = BO3B  2019-07-25 :09?'1 &

mail

16.8.0.0/13 524288  ARIM Default.. Denver, CO  Customer Some Note | avatatie | - - BO3B  2019-07-30 = somewn...

Assignments may also be performed for multiple blocks at a time, by shift-clicking the desired blocks, and right-clicking on any highlighted row to
open the multi-block menu (choose "Assign Selected Blocks") :

TEbWTY LAk AHIN Ustault...  Larver, UL Lustomes Some Note [ wvailatin | ¥ b s Y02 - HOMe N, W

16564018 16384  ARINDefault.. Denver,CO  Gustomer SomeNate  [EEINTY - - 8038 20190725 - Somelnf.. &

165128017 32768 ARINDefault.. Denver,CO  Customer Some Note q:) - - 8038 20190725 - Somelnt... @&

1660015 131072 ARIN Default... Denver, GO Customer Edit selected blocks | - - 8038  2019-07-25 - Soment.., @&

1680013 524288 ARINDefault.. Denver,CO  Customer _’:sjt:::rwd Aeesi] - - 8038 20190730 - Somelnt.. &
n:

Then, search for / select the Resource to assign the block. A filter tool is provided to narrow the list to a particular Section type.
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Assign block

Search: 6connect €¢———— Filter by type: Resource Holder @

6connectEntry 2 (Resource Holder)
6connectQAENtry2 (Resource Holder)
6connectQAENntry3 (Resource Holder)
a6connectEntry (Resource Holder)

a6connectLimitedPerm Child (Resource Holder)

New resource Cancel

When the correct resource has been selected, click the "Assign" button. If needed, a new resource can be created by clicking the "New
Resource" button.

After assigning, you can further edit the block attributes or subassign space.

'R%rving' IP Space

If yOou need to create a 'reserved' pool from which to assign blocks, you can achieve this by creating a "Reserved" Section. Create a Section
called "Reserved", add the IPAM gadget to it, then create an Entry with that Section to be the address group. From there, use the IPAM gadget
and the IPAM Manage page to assign and unassign IP space from that pool.

For more details, see the FAQ entry: "How do | 'reserve' IP Space?"

Sub Assigning IP Space

To allow sub assignments, just toggle the "Allow sub assignments" button to "On" under Edit block.
Once the allow sub assignments box is checked, the block may be further split and assigned to other resources.

Split blocks may also be re-claimed to the originally assigned resource and re-aggregated. When "allow sub assignments" is checked, the block
is counted as allocated, but not assigned - various statistics in IPAM, on the dashboard, and reporting will reflect this.

Sub assignments can be useful for tracking IPs assigned to a customer with multiple subsidiaries, or locations.
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If a block is subassignable, a blue arrow will display in the "Assigned To" field in IPAM Manage.

16.5.32.0M19 Bi1g2 ARIN Default.,,  Denver, CO Customar
16.5.64.018 16384 ARIN Default... Denver, CO  Customar

16.5.128.0/17 32768

Edit Attributes: 16.5.64.0/18 (16.5.64.0 - 16.5.127.255)

Mark this block as important:

ARIN Default...  Denver, CO  Customer

Assigned to: Some Co,
RIR: ARIN ¢ LR ARIN Dafault LIR
Domain: VLAN:
Generic ASN: 80os
Code:
Region: Darivar, CO
Tags: = Customar
HNotes: Some Note
Allow sub assignments for this block:
Propagate attributes to all children: @ﬂ)

Lon @)

NAT:

Metat:

Seme Note | avatatie |
S
Some Note [ avadatiie |

Some Info 1

8038 2019-07-25

8038  2019-07-30 -

8038 2019-07-25 -

In the IPAM gadget, subassignable blocks display a blue arrow in the 'Address' field.

IP Blocks

I1 Address

1.1.0.0/20

1.1.0.0/31

10.1.0017 =

ITHosts  ITASN 11 Region

4096 - Sofia
2 - St. Louis
32768 - Tokyo

IIJ.1.ZDG.OJ'2[@ 4096 - Tokyo

10.1.224.0M19 =

10.4.0.0724

10.10.10.0/30

8192 - Tokyo

Unassign IP Space

When a block is assigned, you will have the option of unassigning the block from the resource and returning it to the Holding Tank.
To unassign the block, simply open on the Action Menu for the block in either IPAM manage or the IPAM Gadget, and select "Unassign".

You may also chose "Unassign, Skip Hold", which unassigns the block and immediately returns it to available, bypassing the holding tank.

11 Notes

Example
Ticket 1515

PTP

1t Tags
abe QA

abc QA

Customer

Customer

I Custo...

abe

1T VLAN

11 Updated
2018-12-27
2018-12-26
2018-11-30
2019-01-07
2018-12-06
2018-12-13

2018-12-13

Some Inf....

Some Inf...

Some Inf...

11 QWER...

fitter +

ITuR
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Manage aggregate

16.0.0.0/12 - ARIN  Switchto Parentview  exportto CSV  actions + = clear  filter >

I Address IlHest  ITLIR 11 Region 11 Tags 11 Notes Il Assignedto |l Generl... IIVLAN  IIASN  IlUpdated |

16.0.0014 262144 ARINDefault.. Denver, GO Customer = Some Co. 3 O 3 8038 2019-07-30 -

18.4.0.017 32768 ARIN Default... Denver, CO Customer - [ vasinbie | - Edit 2018-07-30
Split

16.4.128.017 32768 ARIN Default...  Denver, CO Customer - [ avasatio | - M 2019-07-30 -

erge

16.5.0.0/22 1024 ARIN Default.... Derver, GO Customer - m - 2019-07-30 -
Assign

16.5.4.0/22 1024 ARIN Default...  Denver, CO Customer - [ nvadatie | - 3 2019-07-30 -

= Unassign

1658021 2048 ARIN Default...  Denver, CO Customer,Generic Tag ~ Some Note A Custormer - » Unassign, Skip Hold ~ 2019-07-30 -

16.5.18.0/20 4096 ARIN Default...  Denver, CO Customer,Generic Tag  Some Note A Customes - IR Integration 2019-07-30
IP Rules

16.5.32.018 8192 ARIN Default...  Denver, CO Customer Seme Note =3 - 2019-07-25 -

16.5.64.018 16384 ARIN Default...  Denver, CO Customar Some Mote Some Co. = - Templates 2019-07-30

16.5.128.017 32768 ARIN Default.. Denver, GO Customer Some Mote  avatasis | - Logs 2019-07-25 -
Email

16.6.0.0M15 131072 AFIN Default.... Derver, CO Customer Some Mote m - s 2019-07-25 -

16.8.0.013 524288 ARIN Default.. Denver, CO Customer Some Note [ rraazis | - - 8038 2019-0730 -

After unassigning blocks / skipping holding, newly available blocks will be merged upon next page refresh. Blocks which had been subassigned
will revet back to the parent resource.

To return IP space in the Holding Tank to the Available Pool, process the Holding Tank via the Admin screen under IPAM Admin (this will only
process blocks that were present for the specified number of days).

& IPAMAdmin~ VLANAdmin~ Datalmpot Users APl- Scheduler Log Approvals~ Exit Admin

IPAM Lists Management: Holding Tank Manag t:
Edit IPAM Tags Process Holding Tank (Set to 0 days)
Edit IPAM Regions
Edit IPv4 Subnats Dropdown LIR Management:

Edit IPv6 Subnets Dropdown Add/Edit'Update LIRs
Edit IPAM Rules

Edit Numbering Autharity Config Manag
Edit Columns IPAM Configuration

For more information on the Holding Tank, see Holding Tank Management.

Working with NAT Blocks

Track IP NAT Associations

Track NAT associations between public and private (1918) blocks via the IPAM "NAT" Field.

The "NAT" field accepts a single IPv4 CIDR to associate with the current block, and automatically updates the corresponding block with the NAT
association.

5.5.0.0/20 - RIPE  Switchto Paent view  axport o C5 actions + qQ e s
11 Addrass e 11 Region 11 Tags I Assignedto 11 Gener... |lUpdated  IILIR ITVLAN Il Notes. itHost 11 Metad...
550,023 560023 |Chicago, L QA [ wvanatie | - 20190814 - N tost 812 R o

Wprking with NAT'ed Blocks

Use caution when managing NAT'ed blocks or aggregates - major actions that change either block's assignment or size (assign, unassign, split,
merge, autosplit/cleanup) removes the NAT association.

281



In this case, complete the necessary high-level block tasks, and then re-save the NAT CIDR association to either block.

Enable NAT

Enable the NAT field by navigating to IPAM Admin Edit IPAM Columns.

From there, ensure that the NAT column is checked (enabled), and customize the column location if desired. Be sure to click "Update" to save
any changes.

IPAM Admin ~ VLAN Admin ~ Datalmport Users APl~ Scheduler Log Approvals -  Exit Admin IS8 Scarch or type halp

Edit IPAM Columns

Drag to change order.

Field Name Column Name Enabled?
= cidr Address s
= nat NAT -
= region Reglon s

Create NAT Association

Ensure that the two appropriate IP Aggregates (one public, one 1918 private space) containing the desired blocks to NAT have been added into
ProVision. (See: Working with IP Aggregates)

After verifying the aggregates and blocks, you may add the NAT association:

Open IPAM Manage for either aggregate, then open "Edit Block" for the specific block you wish to NAT. (See:Working with IP Blocks)

Manage aggregate

5.5.0.0/20 - RIPE Switch to Parent view axport to G5V actions + q chaar Mier >
11 Address 11 NAT 11 Region 11 Tags It Assignedto 11 Gonerl.. 11 Updated  ITLIR IIVLAN 11 Notes ItHost 11 Metad...
550023 - Chicago, Il =7 O =M - 2019-08-14 - - test 512
5520026 Chizage, iL h Edit 4 2019-08-13 - tost
Spiit
5526426 - Chicago, I an i 2019-08-13 - - tost

In the Edit Block dialog, enter the IPv4 CIDR of the corresponding NAT block. When complete, click "Save".
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Edit Attributes: 5.5.0.0/23 (5.5.0.0 - 5.5.1.255)

RIR: RIPE s LIR: s Resource: T

Domain: VLAN: s NAT: 56.0.0/23 v
Generic Metadatal:

Code:
Region: Chicago, IL &

Tags: B
Notes: test
toall OFF

Mark this block as important:

Once the NAT field has been saved, the association will display in the NAT Column.
5.5.0.0/20 - RIPE Swilch 1o Parent view export 1o G5V actions + =3 claar fitee >
11 Address 1T NAT 11 Reglon I Tags 11 Assigned to 11 Generi... 1T Updated inuR ITVLAN i1 Notes. 11 Host 11 Matad...
5.5.0.023 560023  |Chicago, IL QA [ weaitatie | . 20190814 - - tst s12 . o

The corresponding block (here, the private 1918 space block) will automatically have the NAT associated applied.

Manage aggregate
5.6.0.0/20 Switch to Parent view  export ta CSV  actions + Q ciear  filter >
11 Address 11 NAT 11 Region 11 Tags Il Assignedto |1 Generl... IlUpdated ITLIR LIVLAN i1 Notes 11 Host 11 Metad....
560023 550022 | Chicago, 1L on [ wvatabie | = 20180814 - : : 512 ; o

Configure NAT to Router(s)

To push the NAT association to a router, go to the IPAM Manage Action Menu, and select "Configure NAT" for the NAT'ed block(s) (For

information on adding a router to ProVision, see Peering Routers).

Open the Action Menu for the NAT'ed block(s) and select "Configure NAT".

11 Address 11 NAT 11 Region 11 Tags IlAssignedto |l Generi.. IfUpdated IILIR HIVLAN  |f Notes
5.5.0.0/23 5600/23  Chicago, IL Dynamic_Base,QA [ availotie | - 2019-08-15 Ozn - ract
it selected blocks
5.5.2.026 - Chicage, IL Dynamic_Available, QA - 2019-08-13 -
m Assign selected blocks
5.5.2.64126 - Chicago, IL Dynamic_Available.0A [T - 2019-08-13 - Unselect all
5.5.2.128/25 - Chieago, IL Dynamic_Avaiable.0A [T - 2018-1220 =P Configure NAT

Then, select the router. Add the custom configuration / interface information for the router and click "Configure".
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Configure NAT

Search: |

lab1-juniper (Router)
QA Cisco Lab 1 (Router)

QA Cisco Lab 2 (Router)

Inside Interface: Outside Interface:

o

New router View Configuration

NAT Rotate Dynamic IPs

NAT'ed block assignments may be automatically rotated to other available IPs via the "Rotate Dynamic IPs" scheduler task available in
the Admin Scheduler tab.

"Rotate Dynamic IPs" reassigns single IPv4 NAT addresses (/32s) after 'x' days (since last config push) to an available address denoted by
blocks associated with the Dynamic_Available tags.

Prior to using this task, two blocks (one public, one private) must be NAT'ed in IPAM, the NAT Config pushed to a router, and appropriate blocks
tagged with "Dynamic_Base" and "Dynamic_Available".

Before you Begin

Before setting up NAT Dynamic IP Block Rotation, ensure the follow has been completed:

The public/private IP blocks exist in ProVision (as /32s) and have been set up with NAT Metadata and matching IP Tags
The NAT'ed blocks have been configured with a router

The Aggregate(s)/IP's exist in ProVision with sufficient "Available" space to use for Rotating the NAT'ed block(s)

IPAM Tags match between the NAT'ed blocks and intended available blocks

Add Dynamic Tags to Blocks

After NAT blocks and aggregates have been set up in ProVision with sufficient size, matching IPAM tags, and NAT metadata, you can identify
which blocks to use for dynamic rotation by adding the "Dynamic_Base" and "Dynamic_Available" tags.

Go to IPAM Manage and:
® Add the IPAM tag "Dynamic_Base" to the /32 block(s) currently NAT'ed.

* Add the IPAM tag "Dynamic_Available to the aggregate or blocks which match the NAT'ed blocks, and are available for rotation use. If
used on a block larger than the Dynamic_Base block, the available block will be automatically split.
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Manage aggregate

Set up Scheduler Task

5.5.0.0/20 - RIPE Switch to Parent view axport to CSV actions +
11 Address 11 NAT 11 Region 11 Tags Il Assignedto Il Generl... [lUpdated IILIR
5.5.0.0/32 5.6.0.0/32 Chicago, IL Dynamic_Base QA aalAEntry 2019-08-15
5.5.0.1/32 - Chicago, IL Dynamic_vailabie,06 | X0 2019-08-15
5.5.0.2/31 - Chicago, IL Dynamic_Available,0A | [EEFTTY 2018-08-15
5.5.0.4/30 - Chicage, IL Dynamic_Available,0A | (BT 2019-08-15
5.5.0.8/29 - Chicago, IL Dynamic_Available,0A | [EEFTTY 2019-08-15

Go to Admin Scheduler, Add the scheduler task "IPAM - Rotate Dynamic IPs".

Enter a number for the days to wait (since last configure) until rotation.

Task Detail - Dynamic IP Rotation

Name Dynamic IP Rotation  ffe—

)

Task IPAM - Rotate Dynamic IPs
Settings Days Until 1 —
Rotation
Start 15-Aug-201 | il
End 24-Aug-201 | i@

Schedule/Repeat Settings
Repeat Settings For This Task:

« Every day at 08:00 PDT Delete

Add Repeat Setting
Repeat Type ) Hourly @® Daily « Weekly Monthly

Repeat Time | 08:00 % |

# Sun ¥ Mon ¥ Tue ¥ Wed ¥ Thu @ Fri # Sat

Add Repeat Setting

Enter scheduled start / end dates, repeat settings, and click "Save" when complete.

Q clear filter >

11 VLAN 11 Notes

None (one-time)

‘ Save Task '
e —

The scheduled task will look for NAT'ed, /32 "Dynamic_Base" blocks that have last configuration times older than the provided day count, and
rotate those IPs to "Dynamic_Available" blocks. Dynamic_Available blocks larger than than the Dynamic_Base block will be automatically split.

Additional Information

For additional information on working with the IPAM system in ProVision, see the following areas:

285



® Gadgets (IPAM and IPAMv2 Gadgets)
® Working with IP Rules
® |PAM Administration
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Working with IP Rules

Working with IP Rules

® Working with IP Rules
® |P Rules
® Creating a new rule
® |P Rule Positions
* Apply an existing rule
® Remove a rule from a block
® Additional Information

IP Rules

IP Rules allow users to exclude IP addresses from being assigned (via Smart Assign or Direct Assign) based on the address position in the block
(i.e., first address, last address, nth from last).

IP Rules can be accessed from IPAM Manage or the IPAM Gadget, in the block's Action Menu (wrench icon). IPAM users may view rules applied
to a block, apply an existing rule to a block, or create a new rule for a block. Only one rule may be applied per block, and rules applied to a parent
block affect the child blocks below it in the tree.

Admin users may view all existing IPAM Rules, the blocks affected by each rule, and delete rules through the IPAM Admin - IP Rules page.

Creating a new rule

From the IPAM Manage screen or IPAM Gadget, click on the Action Menu (wrench icon) for the block you wish to apply a rule. Select "IP Rules".

11 Notes 1t Metada...

Test -

Test - o3

Test - @

Test Edit =3
Split

Test

es Merge =3

Test £
Assign

Test =3
Unassign

Lo Unassign, Skip Hold K

S RIR Integration o
IP Rules

- o

- Templates 3

} Logs "
Email

- - L

The IP Rules screen will pop up. From here, you can view existing rules applied to the block (or the parent block), search for and apply an
existing rule, or create a new IP Rule.
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IP rules  view all rules for 1.3.0.0/24

There are no rules applied to the netblock

Create new rule

IP address

Applying an IP Rule to a block prevents certain IP addresses from being assigned
based on the address position in the block (Le., first address, last address, second
from last). Only one rule may be applied per block, and rules applied to parent blocks
also affect the child blocks.

To create a new rule, leave the "Search Rule" input empty, and hit the "Continue" button.
IP rules  view all rules for 1.3.0.0/24

There are no rules applied to the netblock

Ruleset name Rule abc

P
postions | CHNCIDEE .23, s

‘ Save 'Canc

Type one or more positions to reserve, separated by a comma. The first position in a
block s position '1', second is ‘2", and so forth. For the last position, use '0". For x-to-
last, use negative integers, stepping down by one for each position. Example: To
reserve the first three and last three addresses in a block, the positions would be
{1,2,3,0,-1,-2). Positions do not need to be typed in any particular order.

The Manage Ruleset screen will appear, prompting you to enter a Ruleset name, and select positions to reserve.

Type in the desired name for the new rule, and one or multiple positions (denoted by integers separated by commas) into the box below the
name.

When complete, click the "Save" button, or hit "Cancel" to exit without saving. The Rule preview screen will appear.

IIﬁj?ule Positions

Reserved addresses are set by their position in the block. Positions start at ‘1", for the first address in a block, and step up by one for each
subsequent IP address. The last position in a block is '0', representing the last address, and steps down a negative integer for each position from
last - so the last three addresses in a block would be represented by (0, -1, -2). When reserving multiple positions, the typed order of the
positions does not matter.

Position examples:

(1) - Reserves the first IP

(0) - Reserves the last IP

(1,2,3) - Reserves the first three IPs

(0, -1, -2) - Reserves the last three IPs.

(1,2,3,0,-1,-2) - Reserves the first three and last three IPs
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Review the list of excluded IP addresses affected by the rule, then click "Apply" to finalize the selection.

If desired, you can exit out of applying the rule by clicking "Discard", and closing the screen.

IP rules  view all rules for 1.3.0.0/24

There are no rules applied to the netblock

Applied to CIDR:
Number of reserved IPs: 3

Excluded IP Addresses: 1.3.0.32 - 1.3.0.34 - 1,3.0.36

Once changes are applied, the rule will show the name, affected CIDR(s), affected IPs, and an option to remove the rule.

IP rules  view all rules for 1.3.0.0/24

Applied to CIDR Excluded IP Addresses

1.3.032/28 1.3.0.34 -1.3.0.36 - 1.3.0.32

Apply an existing rule

From the IPAM Manage screen or IPAM Gadget, click on the Action Menu (wrench icon) for the block you wish to apply a rule. Select "IP Rules".
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The IP Rules screen will pop up. From here, you can search for existing rules by typing a few letters of the Rule name in the search box, then
selecting the desired rule.

IPrules  view all rules for 1.3.0.0/24

There are no rules applied to the netblock

-—

—

Applying an IP Rule to a block certain IP from being assigned
based on the address position in the block (Le., first address, last address, second
from last). Only one rule may be applied per block, and rules applied to parent blocks
also affect the child blocks.

Once selected, hit the "Continue" Button.

Review the list of excluded IP addresses affected by the rule, then click "Apply" to finalize the selection.
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IP rules  view all rules for 1.3.0.0/24

There are no rules applied to the netblock

Applied to CIDR:
Number of reserved IPs:

Excluded IP Addresses:

If desired, you can exit out of applying the rule by clicking "Discard", and closing the screen.

Once changes are applied, the rule will show the name, affected CIDR, affected IPs, and present with an option to remove the rule.

Remove arule from a block

From the IPAM Manage screen or IPAM Gadget, click on the Action Menu (wrench icon) for the desired block. Select "IP Rules".
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The details for the existing rule applied to the block will be shown. To remove the rule from the block, click the "Remove" button and confirm.

The rule will still be able to be re-applied and usable by other blocks, simply no longer applied to the current block.

IP rules  View all nules for 1.3.0.0/24

Applied to CIDR

1.3.0.48/28

Additional Information

For additional information on working with IP Blocks and IP Rules, including Admin-level tasks, see the following areas:

* IPAM Tab
® Working with IP Blocks
® |PAM Administration
* IPAM Parameters
®* |PAM Rules (Admins)
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VLAN

VLAN

To access the VLAN pages, go to the IPAM Tab, and then either select VLAN from the IPAM dropdown menu, or click the VLAN sub-tab button.

.006 Dashboard Resources ~ DNS~ DHCP - IPAM = Peering ~ Reporting «

VLAN IPAM VLAN Logging
VLANs VLAN Utilization
Bl e | e Defaut
Listing all Active VLANs @
102-VLANA @& @ +
- Default
102 - VLAN A
® available 10.26% Resources
allocated 0% —
103  assigned 88.46% 41.03% 173 Dl-li-".nl-.'n. LAB
holding 1.28% 20.51% Toonnect
10.26% Bconnect Labz
e 10.26% Gconnect Availabla
- Customer 1 Domain Recent Assignments
10.0.0,32/27 Gconnect Labz 2020-02-13
94
25 —
103-1038 @& @ + = Fo
96
101 ® available 0% Resources
allocated 71.43% A
w assigned 28.57% T.14% ? .\anr:.x_! Laba
helding 0% 7.14% Tconnect Labs
FRight-click vian for advanced options. 7.44% 7connect Labs
T.44% Toonneot Labs
Recent Assignments
10.0.32.0/20 7connect Labs 2020-02-13
I

ProVision's VLAN Management is located under the IPAM Tab, and has three main VLAN sub-areas: VLAN Home, VLAN Manage, and VLAN
Advanced.

The VLAN Home page shows an overview of domains and VLANSs on the left sidebar, and IPAM Utilization data organized by each domain /
VLAN pair. From here, users may add domains, VLANs, add/remove VLAN associations with blocks, perform domain / VLAN management
tasks, and access additional VLAN areas - VLAN Manage and VLAN Advanced.

VLAN Manage lists all of the IP blocks currently associated with that VLAN, and allows you to perform all of the IP block actions available in
IPAM Manage for those blocks. For information on working with individual blocks and using IPAM Manage functions inside VLAN Manage, please
refer to Working with IP Blocks.

VLAN Advanced shows a global view of all domains and VLANSs present in ProVision, and the associated metadata. VLAN advanced is the
primary area from which to manage domains (edit / delete domain), and concisely view VLAN data side-by-side. It also provides access to
manage VLANSs, add domains, and add vlans to a domain.

VLAN Feature Overview:

Supports custom domain ranges and exclusions, using ProVision's Numbering Authority

Create domains and add VLANSs directly from the VLAN Home page

Associate domains with Routers

Customizable VLAN Metadata Columns (IPAM Admin VLAN Columns)

Action shortcut panels in VLAN Utilization and VLAN Manage - Utilization View, Quickview, Assign IP, and Edit VLAN
Integrates administrative functions directly into the VLAN Tab.

e o o 0 o o
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* VLAN
® VLAN Feature Overview:
® VLAN Manager Overview
® VLAN Workflow:
® 1) Create Domain(s)
® 2) Add/ Edit VLANs
¢ 3) Add IP Blocks to VLANs
® 4) Manage Domains and VLANs
®* VLAN Home Page
® VLAN Sidebar
® VLAN Utilization Area
Open VLAN Manage
View VLAN Panels
Remove VLAN
VLAN Manage / VLAN Utilization Action Panels
e Utilization
® Quickview
® Assign Blocks to VLAN
® Direct Assign to VLAN
® Smart Browse to VLAN
® Assigning from Smart Browse
® Edit VLAN

®* VLAN Manage Page

® VLAN Advanced (Global View)
® VLAN Advanced (Global View) Actions
® Additional Information

VLAN Manager Overview

The VLAN Manager allows users to add domains and VLANSs to their ProVision instance, and associate them with IP Blocks. Customizable VLAN
columns - including up to ten user-defined metadata columns - allow you to rename column headers, set the display order, select which columns
are visible, and display your own information fields.

Pe(ﬂssions and VLAN

The Permissions structure in VLAN includes the following items of note:

The following VLAN tasks requires Admin-level permissions:
Adding new Numbering Authority ranges for VLAN use
Editing IPAM / VLAN Columns

Adding, editing, and removing domains
Adding, editing, and removing VLANSs

Non-Admin users may:

* View the VLAN Home page and utilization data, however, only resources that the user has view permissions for will display under the
"Resources" and "Recent Assignments

VLAN Workflow:

1) Create Domain(s)

The workflow starts with creating a domain in the IPAM Tab VLAN section of ProVision, by clicking the "Add Domain" button and entering
domain information.

VLAN domains may be created as pre-set Numbering Authority ranges, or defined manually. Two default Numbering Authority VLAN ranges are
provided, one for a Cisco Standard domain, and another for a Cisco Extended domain. Admins may create new Numbering Authority ranges at
any time to support other router types, range extents, or exclusions. Those ranges will then be available as options when adding a new domain
from the VLAN area. If you select to create a new domain by defining a manual range, you may enter the range extents, any exclusions, and
associate a specific router if desired.
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2) Add / Edit VLANSs

VLANs may be added to the domain at the time the domain is created (via the "Add VLANs" input area) or added to an existing domain later via
the "Add VLANSs" button. You can add one VLAN, multiple VLANS, a large range of VLANS, or a mixed selection at the same time.

Once a VLAN has been added to a domain in ProVision, the VLAN may be edited to add a VLAN name or metadata information, and have IP
blocks associated with it.

3) Add IP Blocks to VLANSs

Once a VLAN has been added to a domain in ProVision, IP blocks may be associated with (‘assigned to') that VLAN. There are multiple methods
to set the VLAN for a block:

® Individual block edit - Edit one or more blocks and set the domain and VLAN fields to the desired values. Direct edit may be performed
from IPAM Manage, VLAN Manage, and the IPAM Gadget, by selecting Edit Block.

® Direct Assign a block - Open the Assign Blocks panel, expand Direct Assign, and type in the CIDR to assign to the VLAN. Advanced
options are available to distinguish between duplicate blocks. The Assign Block panel is available from the VLAN's Utilization Box, and/or
the VLAN Manage header bar.

® Smart Browse for blocks - Open the Assign Blocks panel, expand Browse Assign, and enter filter criteria to create a list of blocks
meeting that criteria. Then, select one or blocks from the list to assign to the VLAN. The Assign Block panel is available from the VLAN's
Utilization Box, and/or the VLAN Manage header bar.

After assigning a block to the VLAN by any method, that block will immediately display in VLAN Manage for that VLAN, in the VLAN's Quickview
panel, and the VLAN Utilization display panel will be updated to include the new block.

4) Manage Domains and VLANSs

Managing VLANs and blocks under the VLANs may include standard IPAM tasks, such as editing blocks, splitting / merging blocks, or allocating/
assigning / unassigning the blocks to a resource. All of these functions, and more, may be performed from either VLAN Manage or IPAM
Manage.

Other tasks, such as editing VLAN names, metadata, or adding/removing VLANs from a domain are performed from the VLAN action panels on
the VLAN Home page, or from VLAN Manage.

Editing domains - including renaming, adding metadata, and deleting - may be performed from VLAN Advanced.

VLAN Home Page

The VLAN Home page is accessible from the IPAM Tab. Navigate between IPAM, VLAN, and Logging by clicking on the sub-tab buttons at the
top of the page.

® Navigate between IPAM, VLAN, and Logging
by clicking on the sub-tab buttons at the top
of the page

® Open VLAN Advanced (Global View), by
clicking the Advanced button

® Add new domains or VLANSs by clicking Add
Domain or Add VLAN

® Domains and VLANSs are listed in a
searchable, filterable, paginated sidebar with
access to additional navigation and common
tasks

® Expand or collapse domains in the VLAN
Utilization area, and view pages of VLANs

® Access common VLAN management tasks
from the VLAN Utilization box - either from
action panels or the gear menu
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VLAN IPAM VLAN Logging Advanced Q

VLAN

VLANs VLAN Utilization

i i Default o
Listing all Active VLANs @
102-VLANA €@ @ + = o
- Default
102 - VLAN A
® available 10.26% Resources
103 & as&gr:: 36%48% 41.02% 123 Depariment LAB
- helding 1.28% 20515 Teennoct
10.26% Bconnect Labz
iz 10.26% Beonnect Available
ki : Recent Assignments
10.0,0.32/27 Gconnect Labz 2020-0213
a4
95
103 -103 Fo
96
101 = available 0% Ruatices
= assign:: ;;.g?: 7.14% Tconnect Labs
advanced optk haiding 0% ‘ 7.14% Toonnect Labs
< e 7.14% Tconnect Labs
7.14% Tconnect Labs
Recent Assignments
10.0.32.0/20 Tconnect Labs 2020-02-13

VLAN Sidebar

The VLAN Sidebar lists domains and the VLANs under those domains, and is similar to the IPAM aggregate sidebar. The VLAN sidebar provides
options for searching and filtering domains and VLANs, as well as menu options for navigation shortcuts to perform basic actions.
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2
Active Named

Listing all Active VLANs ©

<
o o

= Default manage

Edit Domain
102 - VLAN A Add VLAN L
103 .
Remove Domain
104

+ Customer 1 Domain

Right-click vilan for advanced options.

Above: VLAN Sidebar - Domain Menu

o

- IR ...
Listing all Active YLANS @
Custo
= Default
102 - YLAN A noen O
Quickview [
103

Aszign Blocks 1o VLAN

N Edit VLAN

+ Customer 1 Domain | Hemove VLAN

PFighi-cick vian for advanced cotions,

Above: VLAN Sidebar - VLAN Menu

® The VLAN sidebar contains search, filters, and right-click menu options
® Filter the VLAN sidebar to display either "Added" VLANSs, "Active" VLANSs that have blocks assigned, or
"Named" VLANSs with user-provided names
® Search the VLAN sidebar for a particular domain, VLAN Number, or VLAN name by typing into the
searchffilter field "Filter VLANs"
® Right click to open context menus for both domains and VLANs

® Domain Sidebar Actions
® Click on a domain name to show/hide the VLANSs contained under that domain
® Click "manage" next to the domain name to open VLAN Advanced for that domain
® Right click on a domain to open options to:
® Edit Domain- Opens VLAN Advanced Edit Domain panel for that domain
® Add VLAN - Opens the Add VLAN page for that domain
® Remove Domain - Deletes the domain and all VLAN data under it
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® VLAN Sidebar Actions
® Click on a VLAN number/name to navigate to its location( QuickNav) in the VLAN Utilization area of the
page
® Click on "open" next to a VLAN to open VLAN Manage for that VLAN
® Right click on a VLAN to open options to:
® QuickView - QuickNavs to the VLAN's Utilization area listing, and opens the VLAN's Quickview
panel
® Assign Blocks to VLAN - QuickNavs to the VLAN's Utilization area listing, and opens the
VLAN's Assign Blocks panel
® Edit VLAN - QuickNavs to the VLAN's Utilization area listing, and opens the VLAN's Edit VLAN
panel
® Remove VLAN - deletes the VLAN, removing the VLAN assignment from any blocks assigned
toit

VLAN Utilization Area

VLAN Utilization

Default v
102-VLANA @ @ + = &
Manage VLAN
u available 14.29% Resources Edit Metadata
o :l;::;ar.lt:: 32552% 38,1% 123 Department LAB Assign Block
holding 1.19% 19.05% 7connect Quickview IPs
9.52% Gconnect Available
9.52% 6connect Labz
Remove VLAN
Recent Assignments
10.0.0.32/27 Econnect Labz 2020-02-13
103-103 & @ + = o
® available 0% Resources
- :ls!signed ;;;?;: 7.14% Tconnect Labs
holding 0% ’ 7.14% Tconnect Labs
7.14% Tconnect Labs
7.14% T7connect Labs
Recent Assignments
10.0.32.0/20 7connect Labs 2020-02-13

The VLAN Utilization area lists domains and the VLANs under those domains (both able to be expanded/collapsed), with each active VLAN (one
that has assigned blocks) displaying the Utilization panel by default.

Inside the Utilization Box for each VLAN, you may do the following:

Open VLAN Manage

Open VLAN Manage for the VLAN by either clicking on the VLAN Name in the header, or clicking on the gear icon and selecting "Manage
VLAN" from the menu.
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Default -
¢o+= @
— Manage VLAN
® available 14.29% Resources Edit Metadata
] :st?nt:g g:é 52% 38.1% 123 Department LAB Assign Block
holding 1.19% 18.05% 7connect Quickview IPs
9.52% Geonnect Available
9.52% Gconnect Labz
Remove VLAN
Recent Assignments
10.0.0.32/27 Gconnect Labz 2020-02-13
103-103 € @ + = Fo

View VLAN Panels

The four VLAN panels (Utilization, Quickview, Assign Block, Edit VLAN Metadata) may be open or closed by clicking on each respective
icon in the header bar. Additionally, you may open any non-default panel by going to gear icon and selecting the action option from the
menu. These panels are also available in VLAN Manage.

Default v
102-VLANA (@ @ + = £
Manage VLAN
= available 14.29% Resources — Edit Metadata
allocated 0% ———p Assign Block
w assigned 84.52% 38.1% 123 Department LAB g
holding 1.19% 10.08%. 7conngct — Quickview IPs
8.52% Gconnect Available
9.52% Goonnect Labz
Remove VLAN
Recent Assignments
10.0.0.32/27 Gconnect Labz 2020-02-13
103-103 @ @ + = o

For detail on each panel, see the following section on this page: VLAN Manage / VLAN Utilization Action Panels

Remove VLAN

Remove (delete) the VLAN by clicking on the gear icon and selecting "Remove VLAN". This removes the VLAN from the domain, removes
the VLAN association from any blocks assigned to that VLAN, and permanently deletes the VLAN's metadata. VLANs may also be deleted
from the VLAN sidebar and VLAN Advanced areas.
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Default

102-VLANA @ @ + = &
Manage VLAN
= available 14.29% Resources Edit Metadata
= :lssh;t:: 34%52% 38.1% 123 Department LAB Assign Block
holding 1.19% 19.05% 7connect Quickview IPs

9.52% Bconnect Available
9.52% Gconnect Labz
—— Remove VLAN

Recent Assignments
10.0.0.32/27 Gconnect Labz 2020-02-13

i
2o 4

103-103 ¢ @ +

VLAN Manage / VLAN Utilization Action Panels

These action panels are available from both the VLAN Home page Utilization Boxes and VLAN Manage, and may be opened or closed by
clicking on the associated header bar icons. Each panel allows you to view data specific to that VLAN, or perform common management actions.

Utilization

The Utilization panel displays breakdowns for all blocks assigned to the VLAN by both status (available, allocated, assigned, holding) and
by resource. Recently assigned blocks are noted under the "Recent Assignments" section, and links are provided to the Resource Entry
page for each resource listed. To open or close the Utilization panel, click on the "Pie" icon in the grey header bar.

102-VLANA @ @ + = Fol
m available 10.26% Resources
allocated 0%
w assigned 88.46% 41.03% ;23 Department LAB
holding 1.28% 2051% 7connect
10.26% Gconnect Labz
10.26% 6Gconnect Available
Recent Assignments
10.0.0.32/27 Bconnect Labz 2020-02-13
Quickview

The Quickview panel provides a condensed, filterable list of all blocks assigned to that VLAN, separated into three columns - IPv4 blocks,
IPv6 blocks, and grouped by resource.

To open or close the Utilization panel, click on the "Eye" icon in the grey header bar.
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102 - VLAN A

10.0.0.32/27
67.214.144.0/29
129.143.1.240/30
129.143.1.244/30
129.143.1.248/29
192.168.1.64/27
192.168.1.96/27
192.168.1.96/28
192.168.1.112/28

A a4 e e e

¢ @ +

Remove
Remove
Remove
Remove
Remove
Remove
Remove
Remove
Remoaove

6connect Labz
10.0.0.32/27 Remove
67.214.144.0/29 Remove
129.143.1.248/29 Remove
Gawesome
129.143.1.240/30 Remove
198.167.177.32/27 Remove
6connect holding
129.143.1.244/30 Remove

While in the Quickview panel, you may easily search for a block by typing the all or part of the CIDR into the IPv4 or IPv6 Filter boxes -

useful for verifying an assignment or quickly scanning ranges.

You may also remove a block from the VLAN with a single click of the "Remove" button.

102-VLANA ¢ @ +

192 ¢——

192.168.1.64/27
192.168.1.96/27
192.168.1.96/28
192.168.1.112/28

Assign Blocks to VLAN

Remove
Remove
Remove
Remove

Labz ¢——— #

Bconnect Labz
10.0.0.32/27 Remove
67.214.144.0/29 Remove

129.143.1.248/29

Blocks may be assigned to the VLAN from the Assign Blocks panel, opened or closed by clicking on the plus-sign icon. Two assignment
options are available - Direct Assign to VLAN, if you know the specific block to assign, and Smart Browse to VLAN, where you can specify

filter conditions and select one of more blocks meeting those conditions.

102-VLANA ¢ @ + =

Assign Blocks

Direct assign to VLAN

Smart Browse to VLAN

&

To open either option, click on the appropriate header bar to expand the module. Expand the area below for more details on Direct Assign

to VLAN and Smart Browse to VLAN:
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Direct Assign to VLAN

To Direct Assign a specific block to the VLAN, expand the "Direct Assign to VLAN" module, then enter the CIDR to assign into the "CIDR"
box, and click "Add IP Block" .

102-VLANA € @ + = e

Direct assign to VLAN Advanced Options - 4

CIDR: RIR: v Region: v
LIR: v GRT:
Resource: assign a resource.. >

Note: Advanced options assist in specifying a
unique block to assign in cases where duplicate
blocks exist. The Resource option will filter by
blocks that are already assigned to the selected
resource.

If blocks exist with the same CIDR (such as in duplicate 1918 space), you may differentiate between the two by clicking on the "Advanced
Options" link and providing additional filter criteria to use to assign a specific block.

Smart Browse to VLAN
Smart Browse to VLAN is used to search for a general list of blocks available to assign to the VLAN that meets certain criteria.
Expand the "Smart Browse" module by clicking on the header bar .

Then, enter your filter criteria. At minimum, block "Type", "Size", and "RIR" must be provided; "Region" and "Tags" are optional.
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102-VLANA ¢ @ +

Direct assign to VLAN >
Smart Browse to VLAN Advanced Options - 4
Type: ipv4 s Size: v LIR: B GRT:

RIR: : Region: : Resource: assign a resource... b

Tags: © Standard - match all selected tags
Strict - match exactly the selected tags

Exclude — match blocks not tagged with
any selected tags

Select tags......

If further filtering is needed, you may click on "Advanced Options" to open the "LIR", "Custom Code" (here: as "GRT"), and assigned
"Resource" fields to use.

Once you have entered your filter criteria, click on the "Smart Browse" Button to display your results.

Assigning from Smart Browse
The Smart Browse results list will display a list of blocks that a) meet your filter criteria, and b) do not already have a VLAN assigned.

You may assign individual blocks immediately ("Add IP Block"), or select multiple blocks and delay assignment until after your final
selections are complete (“Assign Selected").

Immediate Assignment:

To assign an individual block immediately from the list to the VLAN, click "Add IP Block" for the desired block.
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Smart Browse €3

Shift-click to select multiple blocks.
Address Resource Options
67.214.144.0/28 Gconnect Available Add IP Block
67.214.144.16/28 Gconnect Available Add IP Block
198.167.176.0/28 Geconnect Available Add IP Block
198.167.176.16/28 Gconnect Available Add IP Block
67.214.144.32/28 Geonnect Available Add IP Block
67.214.144.48/28 Geonnect Available Add IP Block
10.0.1.0/28 Zayo Customer 1 Add IP Block
1in01.18/28

=

After clicking "Add IP Block", the block will immediately be assigned to the VLAN, and an "Assigned" status will display for the block in the
Smart Browse list.

Smart Browse €)

Shift-click to select multiple blocks.

Address Resource Options
67.214.144.0/28 Beonnect Available Add IP Block
67.214.144.16/28 Gconnect Available =
198.167.176.0/28 Gconnect Available Add IP Block
198.167.176.16/28 Beonnect Available Add IP Block
67.214.144.32/28 Beonnect Available Add IP Block
67.214.144.48/28 Beonnect Available Add IP Block
10.0.1.0/28 Zayo Customer 1 Add IP Block

From here, you may assign additional blocks, clicking "Close" to exit when complete.

If the "Assigned" status displays for all blocks you intend to assign, then you may skip clicking "Assign Selected"- as nothing else remains to
a - and instead click "Close" exit.

Delayed Assignment / Selecting Multiple Blocks:

If you wish to assign multiple blocks to the VLAN at the same time, or mark a single block to assign later while continuing to browse the list,
you may select a block to mark for later assignment and then assign all selected blocks at once.

To select a single block, left click on row for the block, taking care not to accidentally click on a blue link. Note that the row will have a
yellow highlight indicating it is selected:
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Smart Browse &5

Shift-click to select multiple blocks.
Address
67.214.144.8/29
198.167.176.0/29
198.167.176.8/29
67.214.144.24/29
198.0.0.0/29
198.0.0.8/29
67.214.144.32/29

67.214.144.40/29

Resource

Tconnect

6connect Labz

Gconnect Available

RU Networks - TEST

DHCP Available

DHCP Available

Gconnect Labz

6connect Labz

Options

Add IP Block
Add IP Block
Add IP Block
Add IP Block
Add IP Block
Add IP Block
Add IP Block

Add IP Block

Y e

‘ Assign selected ' Close
e

To select additional blocks, shift-click on each row you wish to mark for assignment. You may freely scroll through the results to review

your selection.

When done, click Assign Selected. All highlighted blocks will be assigned to the VLAN at the same time, and the Smart Browse window

will close.

Edit VLAN

The Edit VLAN panel allows you to view and edit the data associated with the VLAN (Note: not all VLAN fields may be editable).

To open or close the Edit VLAN panel, click on the "List" icon in the grey header bar.

102-VLANA € @

Domain:

Default

Domain Numbering Schema:

+ =

ap

Cisco Router Numbering Domain for VLAN Dormain: Be

VLAN number:
102

VLAN name:

VLAN A

20

Typically, editable VLAN fields include the VLAN Name and any enabled VLAN "Metadata 1-10" fields enabled in VLAN Columns. To
change the information in these fields, click inside the relevant box, type your change, and then click "Save Changes". The information

provided in these fields will also display in the "VLAN Advanced" Global View.

VLAN Manage Page
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VLAN Manage lists all blocks associated with a VLAN, using an interface that matches IPAM Manage and provides the same block management
functionality as in IPAM Manage.

In addition, you can access common VLAN management areas, such as Add Domain and Add VLAN, and manage the VLAN through four action
panels - Utilization, Quickview, Assign Block, and Edit VLAN.

VLAN Manage has the same interface options as IPAM Manage:

® Sort the block list by clicking on column names

® Resize columns by dragging the vertical divider between column names to the left or
right

® Edit column order, visibility, names, or add custom metadata columns from IPAM

Admin VLAN Columns

Double-click to open the Edit Block dialog for any block in the list

Right-click on a block (or click on the gear icon) to open the IPAM Action Menu

Shift-click to select multiple blocks, and then right-click for multi-block menu options

Filter the block view by clicking on "filter >", then selecting filter criteria. When done,

click Apply.

® Export the list to .csv

® View "Parent View", showing the parent blocks with an option to display the block's
tree

VLAN Manage also has the same action panels as in the VLAN Home page - Utilization Boxes:

® Open VLAN Action panels from inside VLAN manage to review data or perform
standard tasks, including:
® VLAN Utilization Charts (Pie Icon)
® Quickview (Eye Icon)
® Assign Blocks to VLAN (Plus Sign)
® Edit VLAN (List icon)

VLAN IPAM VLAN Logging

VLAN 2o voman I Acavian |

Active VLANS -  SwichtoParentview  wmpoiocsy @ @ 4 = [+ clear:  fitef >
11 Address 11 Host IT Region 11 Tags 1T Assigned to 1TVLAN I Updated I Notes 11 Metat 11 Mota2
10.0.0.32/27 2 San Francisco, CA Gloud Connect,Customer  Beonnect Labiz VLAN A 2020-02-13 11:32 - Some Metadata 1 Some Met... @&
67.214.144.0/29 8 Atlanta, GA Custormer,PTR VLAN A 2015-10-20 08:09 Test Notes Here o
129.143.1.240/30 4 Londan, UK Internal VLAN A 2020-02-13 11:25 &
1281431 244130 4 Frankfurt, GR Intarnal VLAN A 2020-02-13 11:20 o
129.143.1.248/29 8 Frankturt, GA Internal Beonnect Labz VLAN A 2020-02-07 06:01 o
152.168.1.96/28 18 San Francisco, CA Customer | swaiatiie | VLAN A 2020-02-13 1122 &
192.168.1.112/28 16 San Francisco, CA Customer | svasatie | VLAN A 2020-02-13 11:22 o
198.167.177.32/27 a2 London, UK Customes,DSL Bawesome VLAN A 2020-02-13 11:25 o
198.167.177.64/26 (-] Lendon, UK Customen,DSL 2020-02-13 11:26 &
196.167.177.128/25 128 London, UK Customer,DSL 2020-02-13 1126 o

Displaying 110 10 of 10 blocks

VLAN Advanced (Global View)
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VLAN

VLAN

IPAR

VLAN | Logging

VLAN Manage Advanced - Global

Active VLANS

Gustomer 1 Domain

Switch 1o Paent view mpon a CBY =

11 VLAN Name

i1 Bumbaring Domain i1 Aouter Name
Cisoe Router Numbering Domain for VLAN Domain: Detaul

Cinco Router Numbering Domain for VLAN Domain: Detaufl

Cisco Aouter Numbering Domain for VLAN Domain: Detauft

Gisco Aouter Numbaring Domain for VLAN Domain: POGC.

Cinco Aouter Numbering Domain for VLAN Domain: PCC.

Cinoo Aouter Mumbering Domain for VLAN Domain: PCC... -

Ginco Fouter Numbering Domain for VLAN Domain: POC... -

q

e & 0 & o ©o ©

VLAN Advanced displays a list of all domains / vlans added to ProVision. Here, you can perform domain level management tasks, view data on
added VLANS, including domain, VLAN Name, applied numbering domains, associated routers, and any enabled VLAN metacolumn data.

From this page, you may add domains or vlans, edit a domain (by clicking the "List" icon), and perform various actions from the VLAN Action
Menu (right click on a VLAN entry).

VLAN Advanced (Global View) Actions

® Sort the list by clicking the column header(s)

® Filter the list by clicking on the "filter >" link on the rightmost side of the grey list header, then select the filter criteria and click Apply

VLAN Manage Advanced - Global

Active VLANS  Swichio Parwt vew  mxport 1 G5V
11 Domain 1 VLAN
Detaut e
Detaut 1
Ontaust Yok

Disgiaryng 1 3 o8 3 ik

11 Humbering Domain 11 Fiouter Name

(Cison Router Numbarning Doman for . Fittar selection: m
Cisco Router Numbening Doman for .. - Daenain
Cinco Fiouter Numbaring Domain for [ = Dintau |
Hurmtsaring doman
Seloct Numbering Domain
Rewster

Select Router

® Search for a specific domain name, vlan name, vlan number, router, or metadata field value by typing the search term into the search

box, then hit enter or click the Search icon.

® Export the list to .csv by clicking "export to CSV" in the list header
® Edit or remove a domain by clicking on the Edit Domain panel (list icon)

VLAN Manage Advanced - Global

Active VLANS  Swilch ks Pareed view

Edit Domain Attributes / Metadata

Domain information

Domain Hama:
Detaun
Routsr:
11 Domain HVLAN
[ -}
Dt 1
Dt 104

° Displaying 1 1o 3 of 3 biocks

e @

Domain range
Mumbaring Schama:
Chsco Router Numbaning Domain for VLAN Domaen: Be

Add VLANS (optional)

VLASS:

Warringy Lipdasng tha rumbenng Gomain can detets VLANS mal are
0ut of the speciied vakd ranga.

Page: 11001
Exchuded raege: 1062-1005

FETaEN o) e PagE UM P DTCESS COMplenes.

Q clear  Sher 3

ot Adding e ranges of VLANS may take a Sw minutes. Pissss

11 Mumberieg Domain 11 Rewfter Name 11 Mstat 11 Mhetad

Citesy Picutir humibanng Doman ko [ Maadt

Ciiers Rt Nurmibaring Demain for

Ciseny Revtnr Numbering Deman for - 55 L] o

® Add domains or VLANSs by clicking Add Domain or Add VLAN buttons at the top right of the page

Additionally, you may right click on any VLAN while in this view to open a VLAN action menu with the following options:
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11 Router Nama 11 Metat 1 Mata2

1 Domain 1TVLAN 11 VLAN Name 1 Numbaering Domain
Detault 102 VLAN A Cisco Router Numbaring Domain for Matat O Mata?
Detault 103 Cisca Router Numbaring Domain for . - : Edit VLAN

Edit Domain
Detault 104 Gisco Router Numbaring Domain for 55

Manage VLAN
Customer 1 Domain ™ Cisco Router Numbaning Domain for

Remove VLAN
Customer 1 Domain 85 Cisco Router Numbering Domainfor ... = i

Remove Domain
Customer 1 Domain o8 Cisco Rauter Numbaring Domain for ... - -

Edit VLAN (opens the Edit VLAN panel for that VLAN)

Edit domain (opens the Edit Domain panel for the VLAN's domain)
Manage VLAN (links to the VLAN Manage page for the VLAN)
Remove VLAN

Remove domain

Additional Information

For detailed information on working with domains and VLANS, continue on to:

® Working with Domains
® Working with VLANs

o o o O & o
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Working with Domains

Working with Domains

.(306 Dashboard Resources = DNS -~ DHCP - IPAM =~ Peering ~ Reporting «

VLAN IPAM VLAN Logging

VLAN

VLANs VLAN Utilization

il

Ao | e Default 5
Listing all Active VLANs @
102-VLANA @& @ + = o
- Default
102 - VLAN A
= available 10.26% Resources
allocated 0% —
103 w assigned 88.46% 41.03% 123 Departmant LAB
holding 1.28% 2051% Tconnect
10.26% Bconnect Labz
e 10.26% Bconnect Availabla
- Customer 1 Domain Recent Assignments
10.0.0.32/27 Gconnect Labz 2020-02-13
94
25
103-103 o
96
101 & available 0% Resources
allocated 71.43% F
u assigned 28.57% T.14% -’1::,nnr'.ec| Labs
1 helding 0% T44% Tconnect Labs
Right-click vian for advanced options. 744% Tconnect Labs
T 4% Toonnect Labs
Recent Assignments
10.0.32.0/20 Tconnect Labs 2020-02-13

This page provides detailed instructions on performing specific tasks in ProVision's VLAN Manager. Before reading this section, please ensure
that you are familiar with navigating to the VLAN areas, including the VLAN Sidebar, VLAN Utilization area, VLAN Manage, and VLAN Advanced.
For a broader overview of the VLAN system, its workflow, and basic navigation through the available VLAN pages, please refer to the VLAN

page.

® Working with Domains
® Working with Domains
® Viewing / Managing Domains
® VLAN Sidebar
® VLAN Ultilization
® VLAN Advanced (Global View)
® Add Domain
® Add a Domain - Numbering Authority Type
® Add a Domain - Manually
® Edit Domain
® Remove Domain
® Additional Information

Working with Domains
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Viewing / Managing Domains

You may view active domains from the VLAN Home Sidebar, the VLAN Home Utilization area, or from VLAN Advanced.

VLAN Sidebar

The VLAN sidebar lists the domains and VLANs that have been added to ProVision. Here, you can search for domains / VLANs by name, filter
by Added/Active/Named status, and access common tasks.

VLANs LAl

Added Active Named

Listing all Active VLANs @

nnA

= Default manage
Edit Domain
102 - VLAN A Add VLAN |8
103 .
Remove Domain
104

+ Customer 1 Domain

Right-click vilan for advanced options.

VLAN Sidebar Domain Actions:

® Click on a domain name to show/hide the VLANSs contained
under that domain
® Click "manage" next to the domain name to open VLAN
Advanced for that domain
® Right click on a domain to open options to:
® Edit Domain - Opens VLAN Advanced Edit Domain
panel for that Domain
® Add VLAN - Opens the Add VLAN page for that domain
® Remove Domain - Deletes the domain and all VLAN
data under it

VLAN Utilization

The VLAN Utilization area displays all domains and VLANs added to ProVision in collapsable modules. Here, you may view all VLANs under a
domain with their utilization data, and perform VLAN level managements tasks.
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VLAN Utilization

Default v
102-VLANA @ @ + = o
Manage VLAN
u available 14.29% Resources Edit Metadata
allocated 0% Assign Block
= assigned 84.52% 38.1% 123 Department LAB gl
holding 1.19% 19.06% 7connect Quickview IPs
9.52% Gconnect Available
9.52% 6connect Labz
Remove VLAN
Recent Assignments
10.0.0.32/27 Econnect Labz 2020-02-13
103-103 ©& @ + = %
® available 0% Resources
allocated 71.43%
= assigned 28.57% 7.14% 7connect Labs
holding 0% 7.14% Tconnect Labs
7.14% 7connect Labs
7.14% T7connect Labs
Recent Assignments
10.0.32.0/20 7connect Labs 2020-02-13

VLAN Advanced (Global View)

VLAN Advanced displays a sortable and filterable list of all the domains / VLANs added to ProVision and the associated metadata.

Open VLAN Advanced by clicking the Advanced button.

.006 Dashboard FResources ~ DNS~ DHCP -~ IPAM ~ Pearing » Reporting ~

VLAN IPAM VLAN Logging ‘ Advanced Q '
VLAN

VLAN Utilization

i

From this page, you may add domains or VLANSs, edit a domain (by clicking the "List" icon), export the list, and perform various actions from the
VLAN Action Menu (right click on a VLAN entry).
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VLAN IPAK VLAN Logging

VLAN saaooren [N
VLAN Manage Advanced - Global

Active VLANS  SwhchioPaentview  mponiacsy = Q

11 Domain nvian 11 VLAN Name i1 Mumbering Daman T Router Name

Detaut 02 VLAN A Cisce Routar Numtarieg Domain for VLAN Domain: Detalt °
Detaut 03 Cinco Aouter Numbering Domain for VLAN Domain: Detaut ©
Detaun 04 Cisco Routar Numtering Domain for VLAN Domain: Dataut o
Customer 1 Domain - Gisco Router Mumbaring Domain for VLAN Domain: POG... o
Customer 1 Doman = - Ginco Fouter Numbering Domain for VLAN Domain: PCCL.. - a
Gustomer 1 Domain L - Cison Aouter Numbaring Domain for VLAN Domain: PCE... - o
Customes | Domain 01 - Ginco Fouter Numbering Domean for VLAN Domain: POC... - o

VLAN Advanced (Global View) Actions:

® Sort the list by clicking the column header(s)

® Filter the list by clicking on the "filter >" link, then select the filter criteria and click Apply

® Search for a specific domain name, VLAN name, VLAN number, router, or metadata field value by typing the search term into the search
box, then hitting enter or click the Search icon.

® Export the list to .csv by clicking "export to CSV" in the list header

Edit or remove a domain by clicking on the Edit Domain panel (list icon)

Add domains or VLANs by clicking the Add Domain or Add VLAN buttons

Additionally, you may right-click on any VLAN while in this view to open a VLAN action menu with the following options:

11 Demain lTvLaN 1T VLAN Name 1T Numiboring Domain 11 Router Nama ITMotat 1 Meta2
Detault 02 VLAN A Cisco Router Numbering Domain for .., - Matal O Mata? o
Detault 103 = Cisca Router Numbaring Domain for . - : Edit VLAN o
Edit Domain
Detault 104 - Gisco Router Mumbaring Domain for - 5% o
Manage VLAN
Customer 1 Domain i) - Cisco Router Numbaering Domain for ... - o
Customer 1 Domain 85 - Cisco Router Numbering Domain for ... - Facnove VLAN -}
Remove Domain
Customer 1 Domain 06 .. Cisco Router Numbering Domain for ... - - -3
® Edit VLAN (opens the Edit VLAN panel for that VLAN)
® Edit domain (opens the Edit Domain panel for the VLAN's domain)
® Manage VLAN (links to the VLAN Manage page for the VLAN)
® Remove VLAN
® Remove domain

Add Domain

Add a new domain by clicking the Add Domain button at the top of the VLAN Home page.

.006 Dashboard FResources ~ DNS~ DHCP -~ IPAM ~ Pearing » Reporting ~

VLAN IPAM VLAN Logging
VLAN ‘ Add Domain ’

VLAN Utilization

This opens the "Add Domain" page. Here, you can choose to add a domain by using a pre-set Numbering Authority range, or by creating a new
range manually.
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Numbering Authority Ranges

Two default Numbering Authority VLAN ranges are provided, one for a Cisco Standard domain, and another for a Cisco Extended Domain. These
default ranges use Cisco Standard and Cisco Extended range extents and exclusions:

11 Name 11 Reuse values I Type Actions
Cisco Router VLAN Numbering Domain Template Yes Multi-range Get Next Value | View Assigned Value:
Ranges: 1-1001
Excluded Ranges: 1002-
1005
Cisco Router VLAN Extended Numbering Domain Yes Multi-range Get Next Value jew Assigned Values '
ol RIS, i

Ranges: 1-4094
Excluded Ranges: 1,3968-
4047,4094

Admins may create new pre-set Numbering Authority ranges at any time to support other router types, range extents, or exclusions. Those
ranges will then be available as options when adding a new domain from the VLAN area.

Add a Domain - Numbering Authority Type

In the Add Domain section, under Domain Information, enter a new domain name and select a router (optional). For routers to be selectable in
this list, they must already be set up in ProVision.

Under Domain Range, select to use an existing Numbering Authority range for your domain. If desired, you may choose to add VLANSs to the
domain at the same time, by specifying the VLAN or VLAN range(s) - any exclusions will automatically be skipped.

Add Domain

Domain information Domain range Add VLANSs (optional)
Domain Name: Tyr:__* O Existing Numbering Authority Range VLANSs:
Some New Domain ———— Manual 1-1000 v

Numbering Schema:
Router: Note: Adding large ranges of VLANs may take a few

Cisco Router VLAN Numbering Demain T“'“"“@ minutes. Please remain on the page until the process
br.tester.com @ complates.

( Add Domain '

When done, click Add Domain. The new domain will be added to the VLAN Sidebar, along with any added VLANSs.

Add a Domain - Manually

To add a new manual domain range, enter the domain name and router selection (optional), and select Manual for the Domain range Type. Once
Manual has been selected, fields will display to enter the range extents (such as 1-1000), and range exclusions (here, 1, 5-7). If desired, you
may choose to add VLANSs to the domain at the same time, by specifying the VLAN or VLAN range(s) - any exclusions will automatically be
skipped.

Domain information Domain range Add VLANSs (optional)
Domain Name: Type: Existing Numbering Authority Range VLANs:
Some New Domain g — O Manual 1-1000 €———
Range Extents:
Router: Note: Adding large ranges of VLANs may take a few
1-1000 44— minutes. Please remain on the page until the process
br.tester.com cnmpleles.
Range Exclusions:

157 4—

‘ Add Domain |

When done, click Add Domain. The new domain will be added to the VLAN Sidebar, along with any added VLANSs. In addition, the manually
created range will become a new Numbering Authority range, and able to be used as a template for a future domain.
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Edit Domain

From the VLAN sidebar, right-click on the domain to edit and select Edit Domain. This opens the VLAN Advanced Edit Domain panel for that
domain.

2
Active Named

Listing all Active VLANs @

<
Aan

= Default manage

Edit Domain
102 - VLAN A Add VLAN L
103 .
Remove Domain
104

+ Customer 1 Domain

Right-click vilan for advanced options.

You may also access the Edit Domain panel directly from VLAN Advanced clicking on Edit Domain (List icon) and selecting the desired domain.

VLAN Manage Advanced - Global

Active VLANS  Swichto Parentview  export to CSV Q loar or >
Edit
Domain
Edit Domain Attributes / Metadata
Domain information Domain range Add VLANs (optional)
Damain Nama: Numbaering Schoma: VLANs:
Default #————— Clsco Router Numbering Domain for VAN Damain: De -—
Rauter: Warning: Updaling the numbering domain can delote VLANS that ars  MOUE: Adding large ranges of VLANS may take a few minutes. Pleass
out of tive-apecified vakd range. remain on the page urtl the process completes.
3 [
Exciuded range: 1002-1005
——————
Cancsl ‘ Save Changes '
o —
11 Domain 1TVLAN 11 VLAN Name 11 Numibaring Domain 11 Router Nama 11 Mota ) 11 Mota2
Dalautt 102 VLAN A Gisco Router Numbering Domain for ... - Matat Mata2
Default 103 - Cisco Router Numbering Domain for .., -
Defait 104 - Cigeo Router Numbering Domain for .. - 55 [

Here, you can edit the domain name, the associated router, view its range and range exclusions, and add VLANS to the domain. Enter your
desired change(s), then click Save Changes.

Remove Domain

Deleting a domain may be done from either the VLAN Sidebar or from the VLAN Advanced Edit Domain panel.

To delete a domain from the sidebar, right click on the domain name and select Remove Domain.
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2
Active Named

Listing all Active VLANs ©

<
o o

= Default manage

Edit Domain
102 - VLAN A Add VLAN L
103 .
Remove Domain
104

+ Customer 1 Domain

Right-click vlan for advanced options.

To delete the domain from the Edit Domain panel, open VLAN Advanced for the Domain, then click Delete Domain.

VLAN Manage Advanced - Global

Active VLANS  Swich o Parentview  ssport 1o GSV e 0| cew >

Edit

Domain

Edit Domain Attributes / Metadata

Domain information Domain range Add VLANs (optional)
Domain Name: Numbering Schema: VLANS:
Default Cisco Router Numbering Domain for VLAN Domain: Be
Router: Warning: Updating the numbering domain can delete VLANs that aes  NOte: Adding large ranges of VLANS may take a few minutes. Pleass
out of tha specified valid rangs. ramain on the page untll the process completes.
Range: 1-1001
Excluded range: 1002-1005
p————
e (D
11 Domain 1T VLAN 1T VLAN Hame 11 Humbering Domain 11 Router Name 11 Meotat 11 Meta2
Defaut 102 VLAN & GCisco Router Numbering Domain for ... - Matal Meta2 o

When deleting a domain, both the domain and all VLANs under it will be deleted. Any IP blocks associated with the deleted domain will have its
Domain and VLAN association removed.

Additional Information

For information on working with VLANS, continue on to:
® Working with VLANs
For a higher level overview of ProVision's VLAN Manager, see:

®* VLAN
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Working with the VLAN Manager

Working with VLANSs

.006 Dashboard Resources = DNS -~ DHCP - IPAM =~ Peering ~ Reporting «

VLAN IPAM VLAN Logging -,
VLAN
VLANs VLAN Utilization
m Ao | e Default 5
Listing all Active VLANs @
102-VLANA @& @ + = o
- Default
102 - VLAN A
= available 10.26% Resources
allocated 0% Ament
103 = assigned 85.46% #1.03% 123 Department LAB
holding 1.28% 2051% Tconnect
10.26% Bconnect Labz
e 10.26% Bconnect Availabla
- Customer 1 Domain Recent Assignments
10.0.0.32/27 Gconnect Labz 2020-02-13
94
25
103-103 e
96
101 & available 0% Resources
allocated 71.43% ol
u assigned 28.57% T.14% h.:nnnmi Labs
1 holding 0% T44% Tconnect Labs
Right-click vian for advanced options. 744% Tconnect Labs
T 4% Toonnect Labs
Recent Assignments
10.0.32.0/20 Tconnect Labs 2020-02-13

This page provides detailed instructions on performing specific tasks in ProVision's VLAN Manager. Before reading this section, please ensure
that you are familiar with navigating to the VLAN areas, including the VLAN Sidebar, VLAN Utilization area, VLAN Manage, and VLAN Advanced.
For a broader overview of the VLAN system, its workflow, and basic navigation through the available VLAN pages, please refer to the VLAN
page. For domain level tasks, see Working with Domains.

® Working with VLANs
® Working with VLANs
® Add VLANSs to a Domain
® Remove VLANs
® Edit VLAN (Edit VLAN Panel)
® Add Blocks to VLANs
® Using the "Assign Blocks" Panel
® Assign Blocks to VLAN
® Direct Assign to VLAN
® Smart Browse to VLAN
® Assigning from Smart Browse
® Add/ Update VLAN to Blocks from IPAM Manage or VLAN Manage:
® Add/ Update VLAN to Blocks from IPAM Gadget:
® Remove Blocks from a VLAN
® Quickview
® Working with VLAN Metadata
® Enable / Disable VLAN Metadata Fields
® View / Edit Metadata Field Information
® Additional Information
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Working with VLANs

Add VLANS to a Domain

After creating domains, VLANs need to be added for that domain out of the pool of available VLANs.

From the VLAN Home page, click Add VLAN.

.006 Dashboard Resources ~ DNS~ DHCP ~ IPAM =~ Peering ~ Reporting ~

VLAN IPAM VLAN Logging

VLAN ZEmEm

VLAN Utilization

=N e e Defaut v

Listing all Active VLANs @

102-VLANA €& @ + = e

Select the domain, and then enter the individual or range of VLANs to add. Optionally, you may enter VLAN metadata field values, if metadata
fields are enabled.

Add VLAN

Domain information VLAN information Metadata
Domain: VLAN number: Metadata 1:
Default @ +-—
Domain Numbering Schema: Note: Adding large ranges of VLANs may take a few Metadata 2:
minutes. Please remain on the page until the process
Cisco Router Numbering Domain for VLAN Domait: completes.
Metadata 3:
Metadata 4:
Metadata 5:
Show More @

When done, click Add VLAN.

Remove VLANS

Removing VLANs may be performed from multiple areas:

® On the VLAN Home page sidebar, by right clicking on the VLAN and selecting Remove VLAN from the menu
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|
Listing all Active VLANs @
= Default
102 - VLAN A come O
Quickview [
i Asaign Blocks to VLAN
Edit VLAM

104
+ Customer 1 Domain Remave VLAN

Fight-cick vian jor advanced options.

* From the VLAN Utilization Box for the VLAN, by clicking the gear icon and selecting Remove VLAN

Default v
102-VLANA € @ + = Lo 2
Manage VLAN
m available 14.28% Resources Edit Metadata
- :L':i:::g 24%52% 38.1% 123 Department LAB Assign Block
holding 1.19% 19.05% 7connect Quickview IPs
9,52% Beonnect Available
9,52% Gconnect Labz
— Remove VLAN
Recent Assignments
10.0.0.32/27 GBconnect Labz 2020-02-13
103-103 @& ® + = o
.
* From VLAN Advanced, by right clicking on the desired VLAN in the list, and selecting Remove VLAN
It Domain A1 vian 11 VLAN Name 11 Numbaering Domain 11 Router Name 11 Motat 11 Motz
Dataut 02 VRAN A& Gisco Ravder Numbaring Domain for .., - Mota1 O Maa2 @
Detault 108 = Gisco Router Numbering Domain for Edit VLAN o
Edit Domain
Datault 104 - Gisco Rauter Numbarng Domain foe .., - 5 -]
Manage VLAN
Gustomes 1 Domain L2 7 Gisco Rauter Numbanng Domain for ... - <@
Customer 1 Domain [ - Cisco Rauter Numbaring Domain for ... - Femaye VLAN L]
Remove Domain
Customer 1 Domain 5 - Cisco Router Numbaring Domain for - o

Deleting a VLAN permanently removes the VLAN from the domain, and removes the VLAN association from any blocks assigned to that VLAN,
and permanently deletes the VLAN's metadata.

Edit VLAN (Edit VLAN Panel)

You can edit a VLAN by clicking on the VLAN in the VLAN List sidebar, then selecting Edit VLAN.
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Listing afl Active VLANs ©
‘
= Default
102 - VLAN A oo O _

Quickviow

13 Asaign Blocks to VLAN

6 Edit VLAN

+ Customer 1 Domain Remave VLAN

[

Fight-cick vian jor advanced options.

This opens the Edit VLAN panel for the selected VLAN. You may also click on the "List" icon in the VLAN Utilization box or in VLAN Manage to
open the Edit VLAN panel.

The Edit VLAN panel allows you to view and edit the data associated with the VLAN (Note: not all VLAN fields may be editable).

102-VLANA ©¢ @ + = o4
Domain: Meta1:

Default -
Domain Numbering Schema: Meta2:

Cisco Router Numbering Domain for VLAN Dormain: Be

VLAN number:
102

VLAN name:

VLAN A

Typically, editable VLAN fields include the VLAN Name and any enabled VLAN metadata fields enabled in VLAN Columns. To change the
information in these fields, click inside the relevant box, type your change, and then click Save Changes. The information provided in these fields
will also display in the VLAN Advanced Global View.

You cannot change the domain of the VLAN, but you may add a descriptive name or edit VLAN Metadata (if enabled).

After making your changes, click Save Changes. The named VLAN will now show both VLAN number and name when viewing domain / VLAN
lists or when working with blocks.

Add Blocks to VLANS

After VLANs have been enabled for domains, you can associate those VLANs with IP blocks.

Using the "Assign Blocks" Panel
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While on the VLAN Home Page, expand the desired domain in the sidebar and right click on a VLAN. Then select Assign Blocks to VLAN.

=N - - | P

Listing all Active VLANS ©
m
= Dafault
102 = WLAN A nowr O _

Quickview
Asaign Blocks to VLAN
Edit VLAN

+ Customer 1 Domain | Hemove VLAN
I

Pight-ciick vian far advanced cptions.

This navigates to the VLAN's Utilization Box, and opens the Assign Blocks panel. You may also access the panel directly from the Utilization Box
or VLAN Manage by clicking on the plus-sign icon.

From the Assign Blocks panel, you can choose to Direct Assign a block to the VLAN, or use filter criteria to user Smart Browse to assign blocks.

Assign Blocks to VLAN

Blocks may be assigned to the VLAN from the Assign Blocks panel, opened or closed by clicking on the plus-sign icon. Two assignment options
are available: Direct Assign to VLAN, if you know the specific block to assign, and Smart Browse to VLAN, where you can specify filter conditions
and select one of more blocks meeting those conditions.

102-VLANA @€ @ + = e
Assign Blocks
to VLAN
Direct assign to VLAN ?

Smart Browse to VLAN ?

To open either option, click on the appropriate header bar to expand the module.

Expand the area below for more details on Direct Assign to VLAN and Smart Browse to VLAN:

Direct Assign to VLAN

To Direct Assign a specific block to the VLAN, expand the Direct Assign to VLAN module, then enter the CIDR to assign into the CIDR"
box, and click Add IP Block .
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102-VLANA € @ + = e

Direct assign to VLAN Advanced Options - 4

CIDR: RIR: v Region: v
LIR: v GRT:
Resource: assign a resource.. b

Note: Advanced options assist in specifying a
unigue block to assign in cases where duplicate
blocks exist. The Resource option will filter by
blocks that are already assigned to the selected
resource.

If blocks exist with the same CIDR (such as in duplicate 1918 space), you may differentiate between the two by clicking on Advanced
Options, and providing additional filter criteria to use to assign a specific block.

Smart Browse to VLAN

Smart Browse to VLAN is used to search for a general list of blocks available to assign to the VLAN that meets certain criteria.
Expand the Smart Browse module by clicking on the header bar .

Then, enter your filter criteria. At minimum, block type, size, and RIR must be provided; region and tags are optional.

102-VLANA € @ + = 1%

Direct assign to VLAN ?
Smart Browse to VLAN Advanced Options - 4
Type: ipv4 s Size: B LIR: B GRT:

RIR: v Region: v Resource: assign a resource... b

Tags: © Standard - match all selected tags
Strict - match exactly the selected tags

Exclude — match blocks not tagged with
any selected tags

Select tags......

If further filtering is needed, click Advanced Options to open the LIR, Custom Code (here: as "GRT"), and assigned resource fields to use.
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Once you have entered your filter criteria, click Smart Browse to display your results.

Assigning from Smart Browse

The Smart Browse results list will display a list of blocks that a) meet your filter criteria, and b) do not already have a VLAN assigned.

You may assign individual blocks immediately (Add IP Block), or select multiple blocks and delay assignment until after your final
selections are complete (Assign Selected).

Immediate Assignment:

To assign an individual block immediately from the list to the VLAN, click Add IP Block for the desired block.

Smart Browse )

Shift-click to select multiple blocks.

Address Resource Options
67.214.144.0/28 Gconnect Available Add IP Block
67.214.144.16/28 Gconnect Available Add IP Block
198.167.176.0/28 Gconnect Available Add IP Block
198.167.176.16/28 Gconnect Available Add IP Block
67.214.144.32/28 Geonnect Available Add IP Block
67.214.144.48/28 Geonnect Available Add IP Block
10.0.1.0/28 Zayo Customer 1 Add IP Block
1in01.18/28

-

After clicking Add IP Block, the block will immediately be assigned to the VLAN, and an "Assigned" status will display for the block in
Smart Browse list.

Smart Browse €)

Shift-click to select multiple blocks.

Address Resource Options
67.214.144.0/28 Beonnect Available Add IP Block
67.214.144.16/28 Gconnect Available =
198.167.176.0/28 Gconnect Available Add IP Block
198.167.176.16/28 Beonnect Available Add IP Block
67.214.144.32/28 Beonnect Available Add IP Block
67.214.144.48/28 Beonnect Available Add IP Block
10.0.1.0/28 Zayo Customer 1 Add IP Block

From here, you may assign additional blocks. Click Close to exit when complete.

"Assigned" status displays for all blocks you intend to assign, then you may skip clicking Assign Selected - as nothing else remains to
- and instead click Close to exit.

the
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Delayed Assignment / Selecting Multiple Blocks:

If you wish to assign multiple blocks to the VLAN at the same time, or mark a single block to assign later while continuing to browse the list,
you may select a block to mark for later assignment and then assign all selected blocks at once.

To select a single block, left click on row for the block (taking care not to accidentally click on a blue link). Note that the row will have a
yellow highlight indicating it is selected:

Smart Browse &5

Shift-click to select multiple blocks.

Address Resource Options

67.214.144.8/29 7connect Add IP Block
198.167.176.0/29 6connect Labz Add IP Block
198.167.176.8/29 Gconnect Available Add IP Block
67.214.144.24/29 RU Networks - TEST Add IP Block
198.0.0.0/29 DHCP Available Add IP Block
198.0.0.8/29 DHCP Available Add IP Block
67.214.144,32/29 6connect Labz Add IP Block

67.214.144.40/29 6connect Labz Add IP Block

Y e

‘ Assign selected ' Close
S —

To select additional blocks, shift-click on each row you wish to mark for assignment. You may freely scroll through the results to review
your selection.

When done, click Assign Selected. All highlighted blocks will be assigned to the VLAN at the same time, and the Smart Browse window
will close.

Add / Update VLAN to Blocks from IPAM Manage or VLAN Manage:

When editing a block in either IP Manage (IPAM Tab -> Action Menu (wrench) -> Manage), or VLAN Manage (IPAM Tab - VLAN -> Action Menu
(wrench)) , you can select an existing domain and VLAN to associate to the block.

VLAN Manage:

From the VLAN Manage page, click on the Action Menu (gear icon) for the desired block, the select Edit. You may also double-click on the block
to open the same screen.

In the Edit Attributes dialog for the block, change the domain to the desired item, then select the VLAN. Click Save when done.
IPAM Manage:

From the IPAM Manage page, right click on the Action Menu (gear icon) for the desired block, then select Edit"

Manage aggregate

1.3.0.0/24 - 1918 export 1o SV actions + Q chonr filter >
11 Address 11 Mask It Assigned to 11 Raglen 11 Tags ItuR ITASN ITVLAN 11 Ganerie 11 Updated 11 Notes. 11 Matadat...
1.3.00/28 16 = Donna Cabile Customner - - 8 - 2018-03-23 Test - @
1301628 18 aNewTestiPAMA... Donna Cable Custorner - - 8 - 2018-03-23 Test
13032728 16 aNewTestiPAMA...  Donna Cable Custorner - - 8 - 2018-03-22 Test St

LA0.4808 % aNewTestiPAMA...  Donna Cable Customer = 8 - 2018-08-22 Test Mo

To select multiple blocks to edit, hold down the shift key and click on the blocks you wish to edit - the selected blocks will be highlighted. Right-
click anywhere in the blue highlighted area, and select Edit Selected Blocks.
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1.3.0.0/24 - 1918 export DG5SV actions + Q cloar filter >

I1 Address 1t Mask 11 Assigned to 11 Region 11 Tags nun 1T ASN 1TVLAN 11 Generic 11 Updated 11 Notes I Metadat...

1.3.0.0/28 18 [ wvaincie | Donna Gable, Customer - - 8 - 0180323 Temt o

ra06%8 % aNewTestiPAMA,..  Donna Cable.Cusiomer - = L) - 2018-03-23 Tost L

13032728 16 aNewTestiPAMA...  Donna (Cabie,Customar r Edit tooe = 2018-03-22 Test o
Assign selected blocks

1.3.0.48728 16 aNewTestiPAMA.., Donna Cable, Custormer . - 2018-03-22 Test o
Unsalect all

13064728 1% aNewTestiPAMA.., Donna Cable,Customer - B - 2018-03-22 Test L

The Edit Block dialog will pop up for the selected block(s). Edit the domain by clicking in or typing in the domain search box, and select the
desired domain.

Then, select the VLAN for the blocks from the enabled VLAN list. When done, click Save.

r =
Updating information for 3 blocks

RIR: ¥ LIR: ¥ Resource
Domain:  Test Extended Domain123 == VLAN: | 6- . Tags:
@ Ignore - do not update tags information
GRT: ASH: Replace tags - replace tags for each block with the selected tags
below
Region: s Add tags - add selected tags to each block
Delete tags - delete selected tags from each block
Notes:
Select tags...
Metadatal:

oo (0

Vﬁs and Child Blocks
NOTE: Child blocks whose Parent blocks already have an assigned domain / VLAN, may not have domains and VLANs changed to be different
than the Parent Block's values. If you attempt to save domain / VLAN changes to a child block under this situation, an error will occur.

i.e., Parent and Child IP Blocks must have matching domain / VLAN values.

Add / Update VLAN to Blocks from IPAM Gadget:

You may also add / edit domain /VLAN information when editing a block in the IPAM Gadget. From the IP block's Action Menu (gear icon), select
Edit.

IPAM
Direct assign >
Smart assign >
IP Blocks Ll
11 Address 11 Mask 11 Assigned to 11 Region 11 Tags nuR 11 ASN 1TvVLAN 11 Generic 11 Updated 11 Notes 11 Metad...
1.3.0.16728 16 aNewTestiPAM...  Donna Cable,Customsar = = 6 = 2018-03-23  Test = @
1303228 16 atewTestiFAM... Donna Cable,Customer - - 6 - 2018-03-22 Test
1304828 16 ahewTestiFAM... Donna Cable,Customer - - 8 - 2018-03-22  Test  Unassign
1.3.06428 16 alewTestiFAM... Donna Cable,Customer - - 8 - 2018-03-22  Test IR Integration
Logs
1.3.0.8028 16 ahewTestiFAM... Donna Cable,Customer - - 8 - we032 Tt
mai
1300628 16 aMewTestiFAM... Donna Cable,Customer - - 8 - 2018-03-22  Test = o

Then, in the Edit Attributes dialog, search for or type the desired domain, select VLAN information, and click Save.

325



Edit Attirbutes: 1.3.0.16/28 (1.3.0.16 - 1.3.0.31)

g to: aNewTestiPAM

Tast

Test Extended
Domain123

Test Standard
Domain

(Cooo T Customor RS
Test
Allow sub assignments for this block:

Py rib to all

Remove Blocks from a VLAN

Quickview

The Quickview panel provides a condensed, filterable list of all blocks assigned to that VLAN, separated into three columns - IPv4 blocks,
IPv6 blocks, and grouped by resource.

To open or close the Utilization panel, click on the "Eye" icon in the grey header bar.

102-VLANA @€ @® + = e

Quickview

Assigned
Blocks

10.0.0.32/27 Remove 6connect Labz
67.214.144.0/29 Remove 10.0.0.32/27 Remove
129.143.1.240/30 Remove 67.214.144.0/29 Remove
129.143.1.244/30 Remove 129.143.1.248/29 Remove
129.143.1.248/29 Remove Gawesome

192.168.1.64/27 Remove 129.143.1.240/30 Remove
192.168.1.96/27 Remove 198.167.177.32/27 Remove
192.168.1.96/28 Remove 6connect holding

192.168.1.112/28 Remoaove 129.143.1.244/30 Remove

A a4 e e e i -~ S S T T T

While in the Quickview panel, you may easily search for a block by typing the all or part of the CIDR into the IPv4 or IPv6 Filter boxes -
useful for verifying an assignment or quickly scanning ranges.

You may also remove a block from the VLAN with a single click of the Remove button.
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102-VLANA ¢ @ +

1
T

| 192 ¢—— x ] Labz 4—— x
192.168.1.64/27 Remove 6connect Labz
192.168.1.96/27 Remove 10.0.0.32/27 Remove
192.168.1.96/28 Remove 67.214.144.0/29 Remove
192.168.1.112/28  Remove 120.143.1.248/29 CRemove)

Working with VLAN Metadata

VLAN IPAM VLAN Logging
VLAN =
VLAN Manage - Domain: Default VLAN: 102

Active VLANSs - Switch to Parent viow axport to CSV ¢ - + = a cloar filtor >
11 Address 11 Host IT Region 11 Tags 1T Assignad to 1TVLAN 11 Updated It Notes 11 Metat 11 Mota2
10.0.0.32727 r San Francisco, CA Cloud Connect,Customer  Boonnect Labz WLAN & 2020-02-13 11:32 - Some Metadata 1 Some Met... &
67.214.144.0/20 8 Atlanta, GA CustomerPTP Beonnect Labz WLAN A 2015-10-20 08:09 Test Notes Here o
129.143.1.240/30 4 London, UK Internal Bawesoma VLAN A 2020-02-13 11:25 &
129.143.1.244/30 4 Frankfunt, GR Intarnal [ noing | VLAN A 2020-02-13 11:20 -
129.143.1.248/29 8 Frankturt, GA Internal Beonnect Labz VLAN A 2020-02-07 05:01 o
192.168.1.96/28 18 San Francisco, A Customer [ vaiatis | VIANA  2020-02-13 1122 -]
192.168.1.112/28 16 San Francisco, CA Customer [ avasatie | WLAN A 2020-02-13 11:22 o
198.167.177.32/27 a2 London, UK Customer,DSL Bawesome VLAN A 2020-02-13 11:25 o
198.167.177.64/26 (-] Lendon, UK Customer,DSL Toonnect VLAN A 2020-02-13 11:26 &
198.167.177.128/25 128 London, UK Customer,DSL 123 Depariment...  VLAN A 2020-02-13 1126 o

Displaying 1 to 10 of 10 blocks

Customizable metadata fields are available to hold VLAN-specific information such as Location, Client, Firewall, Gateway, and more.

These fields can be enabled and disabled in IPAM Admin Edit VLAN Columns, and viewed / edited under Edit VLAN in the VLAN Tab and in
VLAN Manage.

Enable / Disable VLAN Metadata Fields

VLAN metadata fields can be enabled and disabled under the IPAM Admin VLAN Columns area of ProVision.
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.006 IPAM Admin ~ Data Import  Users APl~ Scheduler Log Approvals ~  Exit Admin

Here, you may edit the order of columns, rename columns, and enable/disable column visibility.

& Add Metadata field

Edit VLAN Columns
Drag to change order.

Field Name

]

cidr

= mask

asn

region

noles

tags

= resourceHolderName

vian

last_update_time

lir

nat

meatal

meta2

]

metad

Column Name

Address

Host

ASN

Region

Notes

Tags

Assigned to

VLAN

Updated

LIR

NAT

Matal

Meta2

Metadata3

Enabled?

- T

Any columns that are disabled will hide the column from VLAN Manage, as well as hide the applicable field from any VLAN filters or Edit VLAN

actions.

View / Edit Metadata Field Information

VLAN metadata may be viewed and edited from VLAN Home, VLAN Manage, and VLAN Advanced.

While in the IPAM Tab -> VLAN Home page, expand the desired domain from the left sidebar and right click on a VLAN. Then open the Edit

VLAN panel.

102-VLANA ¢ @ + =

Domain:

Default

Domain Numbering Schema:

Metat:

ar

Meta2:

Cisco Router Numbering Domain for VLAN Domain: Be

VLAN number:

102

VLAN name:

VLAN A

o
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The Edit VLAN panel may also be opened from VLAN Manage (click on the List icon), or from VLAN Advanced (right-click on the desired VLAN
and select Edit VLAN).

Additional Information

For information on working with domains, see:
® Working with Domains
For a higher level overview of ProVision's VLAN Manager, see:

®* VLAN
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Peering v2

Peering

The Peering tab displays allows you to add and manage exchanges, routers, sessions, and peers. Admin users may view and manage recent

emails for a company peering email address, and associate email communications with ProVision peers.

Dashboard Resources ~ DNS ~ DHCP -~ IPAM = Peering = Reporting

Peering IXs Routers Sessions Paers Emails

Exchanges

IPvd
MName 1Py City Current Peers Unapproved Peers
Equinix Palo Alto 198.32.176.0/24 Palo Alto 10 102
Equinix Internat Exchange Palo Alto 2001:504:0::/64

ProVision's Peering tab has five subtabs to manange various peering functions: IXs (Exchanges), Routers, Sessions, Peers, and Emails.

The IXs tab shows the exchange list. From here, you can edit exchange settings and view, manage, and mark peer status and communications

via the exchange details page.

The Routers tab shows the list of routers in ProVision. From here, you can add new routers or manage existing routers.

The Sessions tab lists the current sessions in ProVision. You may also add new sessions, or click on a session name to show session details,

from which you may configure and manage each session.

On the Peers tab, you can view and manage session peers.

In the Email tab (Global Admins only), recent email communications to and from a company peering email account may be managed.

Peering
Peering Overview
Set up ProVision Peering
® Add ASN(s) to ProVision
® Add PeeringDB Credentials
® Additional Options for Local Installations
® Peering Workflow
® Peering Workflow Steps
® 1) Add Router(s)
® 2) Add Peer Groups
® From Peering "Router Details" Page:
® From the Peer Group Gadget:
® 3) Add Session(s)
® 4) Configure Sessions
® Configure Sessions Individually by Exchange / Session:
® Configure Sessions by Peers:
® 5) Manage Communications
® New Peer:
® Qutgoing Peer Request:
® Incoming Peer Request:
® 6) Repeat for new Routers, Sessions, and Peers.
® Additional Information

Peering Overview
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In ProVision's Peering tab, you can add multiple exchanges, routers, sessions, view peer details, as well as send and receive peering
requests. ProVision directly interfaces with PeeringDB's API to update exchange and peering data, to ensure up to date information.

This requires Peering users to have a PeeringDB account, and for the account credentials to be set in ProVision.
Peering Setup - Local Installations

If you are using a locally hosted instance of ProVision, verify that you have followed the instructions on the Local Installations: Peering Setup
page to set up Peering for your instance.

Set up ProVision Peering

Two components need to be set up before you can begin to do common peering tasks in ProVision - set at least one ASN, and set PeeringDB
account credentials.

Add ASN(s) to ProVision

Add at least one ASN to ProVision from either the Admin Admin Preferences page, or via the Peering Tab -> Exchange Settings.

® Click one of the options below for details:
From the Admin Preferences page, go to Peering Settings.

Next to "ASN", enter the ASN(s) you want to track in ProVision.

Peering Settings
ASN ———» 8038

Mumbers only. For multiple ASNs, use a comma-
separated list. e.g. 1234,5678

VRF Support
PeeringDB Account Valid account exists (change)

For multiple ASNs, separate each ASN with a comma (e.g. "1234, 5678").

When done, click "Update" to save your changes.

From the Peering Tab, go to the IX's subtab and then click "Settings".
Dashboard Resources ~ DNS ~ DHCP -~ IPAM - Pesring - Reporting BY scachortypahep |

Peering IXs Routers Sessions Peers Emails

Exchanges @

Peering Settings will display.

Under the "Config" section, you'll see a field to add an ASN - fill in the desired ASN(s), and click "Add".

Add PeeringDB Credentials

Both Cloud customers and local installations may set the PeeringDB credentials in the ProVision Admin Admin Preferences page, or via
the Peering Tab -> Exchange Settings.

® Click one of the options below for details:
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From the Admin Preferences page, go to Peering Settings. The current PeeringDB Account status will display next to "Peering
DB Account". To set or change the account, click the "change” link. You will go to the PeeringDB API Connection page to test
and set the account.

Peering Settings

ASN 8038

Numbers only. For multiple ASNs, use a comma-
separated list. e.g. 1234,5678

VRF Support

PeeringDB Account =¥ Valid account exists

Update

Enter the PeeringDB account username and password, then hit "Test" - the connection will be tested. If successful, you can then
save the credentials.

PeeringDB API Connection

Peering contact information is only

Username : : A :
available to clients with a valid
4——— PeeringDB account.
Use the form to test your connection
Password to the PeeringDB API.

—

@ Back to Peering

From the Peering Tab, go to the IX's subtab and then click "Settings".

Dashboard  Resources » DNS ~ DHGP + IPAM » Pesrng « Feporting

Peering [Xs Routers Sessions Peers Emails

Exchanges @

Peering Settings will display.
Under the "PeeringDB Account" section, you will see account status instructions to set or change the Peering DB Account.

Click on the "Peering Admin Settings" link to go to the PeeringDB API Connection page to test and set the account.
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Peering s Routers Sessions Peers Emails

Settings

Source Networks

ASN Net Name X Name

8038 6connect, inc. Equinix Palo Alto n
SR -

|| Toset for change) a PearingDB account, go to the Peering Admin Satting page.

There is cumantly a valid account set

This opens the PeeringDB API Connection page.

Enter the PeeringDB account username and password, then hit "Test" - the connection will be tested. If successful, you can then
save the credentials.

PeeringDB API Connection

Username Peering contact information is only
available to clients with a valid
4——— PeeringDB account.

Use the form to test your connection
Password to the PeeringDB API.

—

@ Back to Peering

Additional Options for Local Installations

Local Installations have an additional option of hard-coding the credentials in ProVision's globals.php file.

Additional Peering constants may be added into globals.php to change the PeeringDB URL between the main and beta site (some users
may find the beta site to have faster response times), and to adjust the PeeringDB cache TTL.

For real-time updates, TTL may be set to 0. However, some users may experience severe lag with a TTL = 0; we recommend using a 10 to
15 minute or greater TTL if this occurs.

For details on adding / editing these peering constants, see Local Installations: Peering Setup.

Peering Workflow

After the initial Peering setup is complete (Adding ASNs and a Peering DB account), you can begin to work with the rest of the Peering tabs,
including routers, peer groups, sessions, managing peers, and communications.
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PEERING WORKFLOW

Exchange Setup

* Add ASNs and Peering DB Credentials to
ProVision from either:

* Peering -> IXs -> Settings

*  Admin Preferences -> Peering

Add Routers

* From Peering Tab -> Routers -> “Add Router”

Add Peer Groups

* Add Peer Groups From either:

* Router Details Page
* Peer Group Gadget

Add Sessions

* From Peering "Add Sessions”
* |mport BGP From Router (Data Import)

Configure Sessions

* Configure individually or Multiple by Peer

{

= ] - 1
1 Single Session Config Config Multiple by Peer i
! * From Peering -> Session * Peer Details -> Configure 1
: Details Multiple 1
1 * 1-click Config * Configure Now :
| * Config Manager * Schedule Config 1
| 1
\ /

N o o o o e e e e g e e e e o e e e -

Manage Communications

* New Peer (Local or from PeeringDB)

* Outgoing / Incoming Requests

* Peering Emails (optional)

New Peer
Mark Existing
Mark Not Qualified
Send Request

Create Local Peer

—— o ———
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Outgoing Request Incoming Request:

* If Approved, Becomes
Current Peer

= Approved
+ Rejected

* Resend Request  Heset

o ol i s s ] et |

Peering Workflow Steps

Below is an outline of the steps needed for a basic workflow process.

® Peering
® Peering Overview
® Set up ProVision Peering
® Add ASN(s) to ProVision
® Add PeeringDB Credentials
® Additional Options for Local Installations
® Peering Workflow
® Peering Workflow Steps
® 1) Add Router(s)
® 2) Add Peer Groups
® From Peering "Router Details" Page:
® From the Peer Group Gadget:
® 3) Add Session(s)
® 4) Configure Sessions
® Configure Sessions Individually by Exchange / Session:
® Configure Sessions by Peers:
® 5) Manage Communications
® New Peer:
® Qutgoing Peer Request:
® Incoming Peer Request:
® 6) Repeat for new Routers, Sessions, and Peers.
® Additional Information

1) Add Router(s)

Adding a router is the fundamental base and first step of working with peering in ProVision. Routers may be added through the "Add Router"
button in the Peering Tab.

For a detailed breakdown of this task, see Peering Routers.

2) Add Peer Groups

Associating the router with a peer group is necessary to link the router to a particular exchange. You may add the Peer Group information either
in the "Router Details" page in Peering, or in the Peer Group Gadget prior to adding sessions.

From Peering "Router Details" Page:

Go to Peering Tab Routers. Click on the desired router to view the Router Details page. (See Peering Routers)

Here, you may add and delete and Peer Groups associated with the router - select the Exchange, Add the Peer Group Name, select the IP type,
and click "Add Group".
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Peer Groups

Select Exchange @ Peer Group Name ‘/o IPv4 IPv " Add Group '

e ——
Exchange Name Type
Equinix Palo Alto dev-v4-peer-group ipva
Equinix Palo Alto dev-v6-peer-group ipvé

From the Peer Group Gadget:
If you need to add a Peer Group to an existing router, you may use the Peer Group gadget.
The Peer Group Gadget allows you to add peer groups for IPv4 and IPv6 for a selected exchange from a router's Resource Entry page.

To do this, simply select the exchange, type in a Peer Group name in the text box, select IPv4 or IPv6, the click "Add Group".

Peer Groups
(&) Peer group added: Peers 4 - Equinix Seattle (i)
Add Peer Group:  Equinix Internat Exchange Seatti 2] O IPvé  IPvE
Exchange Peer Group Type
Equinix Internet Exchange Palo Alto Peers 1 Ipvd
Equinix Internat Exchange Palo Alto Pears 2 v
Equinix Internat Exchange Palo Alto Pears 3 ipvE delate

Equinix Seattie Peers 4 ipvd

NOTE: Poor groups ksted here ane for ProVision only and should reflect groups that exist on the router. Adding or deleting peer groups here will not add or delete them on the router.

Peer Groups added from this gadget will be then be available to select in the "Add Session" dialog box in the Peering tab.

3) Add Session(s)

After Routers and Peer Groups have been set up, the next step is Adding Sessions to ProVision.
You may add a new session through the "Add Session" button in the Peering tab, or you may Import Peering Sessions from an existing router.

Importing sessions requires Admin level permissions, and is accessed through the Data Import Tab in the Admin section of ProVision.

4) Configure Sessions

Once a session has been added, you will see it in the session list. For a newly added session, the status will show as "Not Configured". There are
a few options to configure sessions:

Configure Sessions Individually by Exchange / Session:

You may configure the session through 1 click config or the Config Manager, accessed by clicking session and opening the Session Details page.
1 click config uses the default config settings, while the Config Manager allows you to manually create one time use unigue settings.

Configure Sessions by Peers:

From the Peer Details Page, you can choose to create or configure multiple sessions.

With this option, you can view and configure all sessions for that Peer from one menu (as opposed to the Sessions list configure option, which
configures individual sessions by Exchange).

Clicking on "Configure Multiple Sessions" button opens a page showing the available exchanges with routers and options to change the router,
peer group, and Peer type.
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Select the checkmarks for the desired sessions to configure. As a shortcut, you may also check the "Select all exchanges" option to select all
sessions under all exchanges, or, check "Select all networks" next to the exchange header to select all sessions in that exchange. From there,
deselect items as needed.

When your selections have been made, click "Configure Now" to immediately configure all selected sessions, or you may select "Schedule" to

automatically create sessions and schedule a configuration to occur in one hour (by default). The scheduled configuration may be edited through
the Scheduler Tab.

5) Manage Communications

Once a session has been added with a peer, you will see the peer listed Peer List under the Peers tab.
You'll also be able to manage communications from Exchange Communications.
You will see the list of Peers, their ASNs, Name, Request Status, Notes (log), and the Action Menu (wrench icon).

From here, you may send peer requests, mark peer status, and view notes on previous actions. The available options and flow depends on the
Peer Status and whether a request is Outgoing or Incoming.

New Peer:

For an existing peer that was just added, you can mark the peer as:
a) Mark Existing Peer, or,

b) Mark Not Qualified

You may also choose to send an outgoing peer request.

Outgoing Peer Request:

To send out a peer request, select "Send Request" from the Action Menu (wrench icon) . This sends an initial peering request email to the
peering coordinator for that peer. The email template pre-populates data based on peeringdb data (To address, Subject line and Peering
exchange information). You have the chance to edit the email prior to sending. If Peering Emails are set up in ProVision with the same email
address, a copy of the request will be saved to the Sent box.

Once a Request has been sent out, it can proceed two ways:

a) The request is accepted and Peering is established (becomes current peer)

b) The request is not accepted / responded to, and the "Resend Request" option becomes available, allowing you to repeat the request.

Incoming Peer Request:

If a request is received, you have a few options from which you may mark the peer from the Action Menu:
a) If you accept the request, you may "Mark Approved" and Peering is established (becomes current peer).
b) You may "Mark Rejected", in which case a peer status is marked rejected.

c) "Reset Status" is available at various points in the communications process, if you want to reset the peer back to the beginning state and re-
establish a different status condition. This reopens the initial options from which you may select a different peer mark.

d) "Resend Request" may be available to resend a request

If Peering Emails are set up in ProVision, and the message was sent to the account as set there, the incoming request will be recieved to the
ProVision inbox.

6) Repeat for new Routers, Sessions, and Peers.

To add additional Routers, Sessions, and Peers repeat steps 1, 2, or 3, and manage your newly added sessions and peer communications
similarly with steps 4 and 5.

Additional Information

337



Peering Exchanges
Peering Routers
Peering Sessions
Managing Peers
Peering Emails
Peering Templates
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Peering Exchanges

Working with Peering Exchanges

Dashboard Resources ~ DNS ~ DHCP ~ IPAM ~ Peering » Reporting

Peering IXs Routers Sessions Peers Emails
Exchanges
Exchange List
IPvd
Name IPvE City Current Peers Unapproved Peers Sessions
Equinix Palo Alto 198.32.176.0/24 Palo Alto 10 102
Equinix Internet Exchange Palo Alto 200150464 n

From this tab, you can access exchange settings to set ASN / Peering DB info, view the current exchange list and peer status, and view details
for each exchange.

® Working with Peering Exchanges
® |Xs Overview
® Exchange Settings
® ASNs
® PeeringDB Account
® Exchange Details
® Exchange Details Tab:
® Exchange Sessions Tab:
® Communications Tab:
® Menu Actions
® Additional Information

IXs Overview

The Exchanges subtab features the list of exchanges currently set in ProVision, with IP type, city, peers, and active session counts.

Dashboard Resources ~ DNS ~ DHCP ~ IPAM ~ Peering » Reporting

Peering IXs Routers Sessions Peers Emails
Exchanges
Exchange List
IPvd
Name IPvE City Current Peers Unapproved Peors Sessions
Equinix Palo Alto 198.32.176.0/24 Palo Alto 10 102
Equinix Internet Exchange Palo Alto 200150464 n

Exchange Settings
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Clicking the "Settings" Button opens the Exchange Settings page.

Dashboard Resources »~ DNS ~ DHCP -~ IPAM -~ Peering = FReporting

Peering IXs Routers Sessions Peers Emails

Exchanges { setinos )

Here, you can add or remove ASNs, add or edit PeeringDB account settings:

Peering IXs Routers Sessions Peers Emails

Settings

Config

Source Networks
ASN Net Name IX Name
8038 Bconnect, Inc. Equinix Palo Alto ﬂ
ASN m

PeeringDB Account

To set (or change) a PeeringDB account, go to the Peering Admin Setting page.

There is currently a valid account set

ASNSs
Peering IXs Routers Sessions Peers Emails
Settings

Source Networks

ASN Net Name IX Name

8038 Bconnect, Inc. Equinix Palo Alto n

ASN  ——

® Add an ASN by typing a valid ASN into the Config - ASN box, and then click "Add".
® Delete an ASN by clicking the red "Delete" icon for the row under Source Networks.

PeeringDB Account

If a valid PeeringDB account is already set, a message will display confirming the valid account.
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PeeringDB Account

To set (or change) a PeeringDB account, go to the Peering Admin Setting page.

There is currently a valid account set

L=

If no account is set, or the current account is invalid, follow the link to the Peering Admin Settings page to test and add a PeeringDB account.

PeeringDB API Connection

Peering contact information is only

Username : . A :
available to clients with a valid
4——— PeeringDB account.
Use the form to test your connection
Password to the PeeringDB API.

—

@ Back to Peering

Enter the PeeringDB credentials and click "Test". If the account is valid, an option will appear to add it to ProVision.

Exchange Details

Clicking on an exchange in the exchange list will bring up an exchange details page, where Exchange Details, Session Details, and Exchange
Communications may be viewed and managed.

Exchanges

I Exchange Dotais

Fiter Equinix Palo Alto

Equinix Ashburn Details Sessions Communications
Ashburn
anization 2 i i
Equinix Chicago Org, Peers at this Exchange Point
hi MName Equinix Internet Exchange Palo Alto
Chicago Long ql ng: ARt
City Palo Alto ASN 7575
Equinix Dallas Cowiry us
Dallas A Sinfca 1)
Region Morth America ASN 8264
Equinix Los Angeles Media Type Ethernet
Los Angeles Pro i Unicast IPvé Multicast IPvG ::;Janced Wireless Network Co. Ltd.
Notes ASN 45430

Equinix San Jose

San J
e o s

ASN 32787

Coi Website hittps://ix.equinix.

Equinix Palo Alto oot el alen

Palo Alto Traffic Stats Website Akamai Technologies
Technical Email servicesupport@equinix.com ASN 20840

The "Settings" button takes you back to the Exchange Settings page.

The left side of the page displays a filterable list of all exchanges currently added to ProVision - to narrow the list down, simply type the first few
letters of the exchange name into the "Filter" box, and click on your desired exchange to view its details.

Exchange Details Tab:

The exchange details tab provides general information about the exchange, obtained from PeeringDB.

It includes organization information, contact information, LAN, and a list of Peers at the exchange point.
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Exchange Detalls

Equinix Palo Alto

Details Sessions Communications

Organization
Long Name

Company Website
Traffic Stats Website
Technical Email
Technical Phone
Policy Email

Policy Phone

IPv4
IPv4
1Pv4
IPvé

2

Equinix Internet Exchange Palo Alto
Palo Alto

us

North America

Ethernet

Unicast IPv4 Multicast IPv6

https:/ix.equinix.com

servicesupport@equinix.com
+1-866-811-8720

servicesupport@equinix.com

198.32.176.0/24
198.32.175.0/24
198.32.177.0/24
2001:504:d::/64

Peers at this Exchange Point

AARNet Selactive
ASN 7575
Academia Sinica Network(ASNet) Open
ASN 9264

Advanced Wireless Network Co. Ltd. Sslsctive
(lG)
ASN 45430

Akamai Prolexic DDoS Mitigation Selective
ASN 32787

Akamai Technologies Open
ASN 20940

alibaba Open
ASN 45102

Amazon.com Selective
ASN 16509

Apple Inc. Selactive
ASNT14

BBOI (365 Data Centers) Selective
ASN 19151

Bharti Airtel Selective
ASN 9498

Biznet Networks Open
ASN 17451

Clicking on the name of any peer in the under the "Peers at this Exchange Point" list will open the Peer Details page.

Exchange Sessions Tab:

The sessions tab lists ProVision sessions associated with the exchange, detailing the ASN, IP, Router, Peer Group, and session state.
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Exchange Details

Equinix Palo Alto

Details Communications

Sessions
Peer Name Peer ASN Peer IP Router
Amazon.com 16509 198.32.176.36 QA Cisco Lab 1
Apple Inc. 714 2001:504:d::714:1 QA Cisco Lab 2

Peer Group

dev-v4-peer-group

dev-vE-peer-group

State
not configured o]
not configured o]

From here, you may:

Click on the Router Name to view Router Details.

Communications Tab:

Add sessions to this exchange by clicking "Add Session".
Click on the Peer Name to go to the Peer Details page for that Peer.

Manage the session by clicking on the "GoTo" Arrow button at the right side of the list to open the Session Details.

The Communications tab is where you can manage communications actions and mark status of peers.

Exchange Details

Equinix Palo Alto

Details Sessions Communications

Communications
Is Peer Peer Name Request Notes

(2019-02-11) - Request sent to <j
(2019-02-11) - Peer status reset
(2019-02-11) -

router
(2019-02-11) -

router

Apple Inc. sent (2019-03-04) - Session added: Apple Inc. (ASB038/) - (AS714/2001:504:d::714:1)

>

(2019-02-11) - Session deleted: Apple Inc. (ASB038/) - (AST14/2001:504:d::714:1) and remove

(2019-02-11) - Session deleted: Apple Inc. (ASB038/) - (AST14/198.32.176.237) and removed

——P apple
Mark Approved

Mark Existing Peer
Mark Not Qualified
Mark Rejected
Reset Status
Send Request

Filter the Communications list by typing the peer name into the filter box at the top left.

Available communication and status options are available in the Action Menu - available actions are dependent on current status, so not all

actions are available at all times.

Menu Actions

Mark Approved: Marks the peer as approved. Available after receiving a request response.

Mark Existing Peer: Marks a peer as an existing one and removes the email request options.

Mark Not Qualified Peer: Marks a peer as "not qualified" and removes the email request options.

Mark Rejected: Marks the peer as rejected. Available after receiving a request response.

343



Reset Status: Resets the status of the peer, opening up the options to mark peer as existing, not qualified, or to send email requests.

Resend Request: Resends the peering request.

Send Request: Sends an initial peering request email to the peering coordinator. The email template pre-populates data based on
peeringdb data (To address, Subject line and Peering exchange information). You have the chance to edit the email prior to sending.

Actions taken from this menu will be logged and display in the "Notes" field of the Communications list. If a Peering Email account is set up in

ProVision and used to send Peering Requests from this menu, the emails will be accessible in ProVision in the Peering Emails Tab Sent Folder.
See Peering Emails for additional information.

Additional Information

Peering

Peering Routers
Peering Sessions
Managing Peers
Peering Emails
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Peering Routers

Peering Routers

Peering IXs Routers Sessions Peers Emails

Routers

Routers with Peer Groups

¥ Name Slug Make Model Peer Groups
lab1-juniper lab1-juniper Juniper u
QA Cisco Lab 1 qa-cisco-lab-1 Cisco ASR 1000 Series 8
QA Cisco Lab 2 qa-cisco-lab-2 Cisco ASR 1000 Series [ 2 ]

s ok P ot R -

“ Name Slug Make Model

The Routers subtab is where routers may be added and managed. Routers are divided into two lists - those with Peer Groups, and those without.

From here, you can filter the router list, click on any router name to go to the Router Details page, or "Add Router" to add a new router.

® Peering Routers
® Working with Peering Routers
® Add a Router
® Router Details Page
® Edit Router
® Edit Peer Groups
® Router Sessions
® Additional Information

Working with Peering Routers

Add a Router

Add a new router by clicking the "Add Router" button, which will direct to a page to input the router details.

Routers Add Router
e
Routers with Peer Groups e
¥ Name Slug Make Model Peer Groups
lab1-juniper lab1-juniper Juniper n
QA Cisco Lab 1 ga-cisco-lab-1 Cisco ASR 1000 Series n
QA Gisco Lab 2 qa-cisco-lab-2 Cisco ASR 1000 Series a
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Enter in router details: Name, Make, Model, Hostname, IP address(es), and credentials. When done, click "Create".

Peering Xs Routers Sessions Peers

Create New Router
Router Name *

Enter the router name e

Router Make

Select a router manufacturer  sff—— -
Router Model

Select a router model  d——— -
Hostname

Enter a valid hostname —l———

IPv4 Address IPvG Address
Enter & valid IPv4 address — Enter a valid IPVE address i
Username Password
+—— S

The Router will be added to the Router list, and can be managed from the router details page.

Router Details Page

Clicking on a router entry in the router list will open the router details page.

Routers Add Router

Router Details

| QA Cisco Lab 1

Cisco | g—

QA Cisco Lab 1
cisco-lab1.6connect.c.., Field Values > Peer Groups
Make Cisco )
Select Exchange % | Peer Group Name 0 Pvd 15%:) Add Group
Model ASR 1000 Series
Exchange Name Type
1Pva
Equinix Palo Alta dev-vd-peer-group ipvd
IPvE
Heatr . it s Equinix Palo Alto dev-vE-peer-group IpveE

Username  dev

Password """

VRFs
VRF Name ASN
abc 8038
cde 8038

From here, routers may be added as well, or you can use the filterable list in the left sidebar to select a router to view.

The router details area gives the basic router information.

Edit Router
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A Router's Make, Model, IP address, Hostname, Username, and Password may be edited from the Peering Router Details page.

To edit a router field, click the "Edit" icon (pencil), and input the desired change.

QA Cisco Lab 1

Field Values OFE
Make Cisco
Model ASR 1000 Series
IPv4
IPv6
Hostname
Username

Password Ry

When complete, click the "Save" icon. You may cancel the edit by clicking the "Cancel" icon to the left of "Save".

QA Cisco Lab 1

Field Values P

Make Cisco

e

Model ASR 1000 Series

ar

IPv4

IPv6

Hostname

Username

Password = .

Router information may also be edited from the Router's Resource Entry page and /or Field Gadget. By default, not all router fields may be visible
or editable - this is to prevent editing critical router identification elements while sessions may exist for those routers.

Edit Peer Groups

You may also add and delete and Peer Groups associated with the router - select the Exchange, Add the Peer Group Name, select the IP type,
and click "Add Group".
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Peer Groups /
Select Exchange @ Peer Group Name © IPv4 IPv " Add Group '

e — ™
Exchange Name Type
Equinix Palo Alto dev-v4-peer-group ipva
Equinix Palo Alto dev-v6-peer-group ipvé

To delete Peer Groups, click "Delete" for the peer group to remove. Peer Groups may also be edited via the Peer Group gadget.

Note: Adding / Deleting Peer Groups only affects ProVision, it does not add or remove from from the router itself.

Router Sessions

View all ProVision sessions associated with a router by going to that router's detail page and scrolling down to the "Router Sessions" section.
Clicking on any session will open up the Session Details for that session.

Router Sessions

State

Peer Peer Group

Blizzard Entertainment 57976 198.32.176.4 equinix-test not configured

e —
Delete All Sessions

Delete all sessions in ProVision for the router by clicking "Delete All Sessions" under Router Sessions.

Additional Information

Peering

Peering Exchanges
Peering Sessions
Managing Peers
Peering Emails
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Peering Sessions

Peering Sessions

Peering IXs Routers Peers Emails
Sessions

¥ Peer Router Pear ASN Peer IP Exchange Peer Group State

ia Sinica N SNet QA Cisco Lab 1 9264 198.32.176.174 Equinix Palo Alta dev-vd-peer-group not configured
Akamal Technologies QA Cisco Lab 1 20840 198.32.176.127 Equinix Palo Alto dev-vd-peer-group Idile
Akamai Technologies QA Gisco Lab 1 20940 2001:504:d::2:940:1 Equinix Palo Alto dev-v6-peer-group Idle

The Sessions subtab is where current sessions may be added, managed, and updated.

The Session List shows all current sessions in ProVision, and their current information and session state. Update the session states for all
sessions by clicking the "Update Session States" button, or manage individual sessions by clicking on the row for the desired session.

® Peering Sessions
® Working with Peering Sessions
® Add a Session
® Add Session Information
® Select or Add Destination
® Manage a Session (The Session Details Page)
® Session Details Actions
® Additional Information

Working with Peering Sessions

Add a Session

Add a new session by clicking the "Add Session" button.

N/

Sessions ‘ Add Sessions

Add Session Information

Click "Add Session" from the Peering Sessions sub-tab.

In the Create New Session Form, type the session information, selecting the appropriate exchange type for the planned Peer. If using a Local

Peer, "No Exchange" is an available option.

Sessions Add Session )
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Create New Session
Type *

Peer

an

Exchange *

+ No Exchange (Local Peers Only) @
Equinix Palo Alto 4

FCIX

Select or Add Destination

Under the Destination section, select or type in information for a peer. You may add Peer information from any of the three available methods:

® Use PeeringDB Lookup to select a PeeringDB Peer (the destination fields will be automatically populated).

® Look up an existing Local Peer under "Local Peer Lookup" by selecting the peer name and IP address (the destination fields will be
automatically populated).

® Manually add a new Local or Custom Peer, by directly typing the Peer Name, ASN, and IP in the Destination fields.

Destination:

© Select peer data from PeeringDB, the Local Peer database, or specify custom data for the session.

PeeringDB Lookup Local Peer Lookup
Peer Name Peer Name

v Some Local Peer @
Public IP IP Address

a»

ASN 8038 -1.1.1.1 @

Peer

Some Local Peer

ASN *

8038

IP Address *

1.1

Configure router after saving

‘ Create ‘ Cancs ]

After selecting the Peer Destination information, you have the option of configuring the router immediately after saving. When done, click the
"Create" button.

If 'nfigure router after saving" is selected, the router will configure immediately after session creation and automatically load the session page
wi done.

While Configuring, you may either wait for the configure to complete and automatically load the session details page, or immediately view the
details by clicking "View Session" while the configure continues in the background.

The new Session will be added to the Session List.
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Session List I

¥ Peer Router Peer ASN Peer IP Exchange Peer Group State

Akamai Technologies QA Ciscolab 2 20840 2001:504:d::2:940:1 Equinix Palo Alto dev-vE-peer-group not configured
Apple Inc. QA Cisco Lab 2 714 2001:504:d::714:1 Equinix Palo Alto dev-vE-peer-group Idle
BlinkMind, Inc, lab1-juniper 40739 198.32.176.121 Equinix Palo Alto equinix-test Idle

Dropbox lab1-juniper 19679 198.32.176.200 Equinix Palo Alto equinix-test Idle

Some Local Peer QA Cisco Lab 1 8038 .11 Equinix Palo Alto dev-vd-peer-group not canfigured

Manage a Session (The Session Details Page)

Clicking on a Session entry from any Session List, or clicking "View Session" after creating a session, will open the Session details page.

From here, new session may be created by clicking "Add Sessions" if desired, but it is primarily for session management. You may also click on
the Router link to view the Router Details page, or the Peer Name for Peer Detalils.

Sessions

Source ASN 8038

Router QA Cisco Lab 1
Peer Akamai Technologies
Peer ASN 20940

Peer IP 198.32.176.127
Peer Group dev-v4-peer-group
Type Customer
Revd/Max 0/0

State Idle

Note

MD5

The Session may be manually configured via "Config Manager", or automatically via "Configure".
"Email" opens an Email communications form, with data automatically generated from PeeringDB. Other available tasks include Admin Up/Down,

Edit, and Delete session.

Session Details Actions

Edit: Edit session information such as Type, Prefixes, Notes or MD5.
Configure: 1-click configure which uses default router configuration, username, and password settings.

Config Manager: The Config Manager allows for custom configuration commands and user-level username/ password to be entered prior
to pushing the config. This is a one time use configuration.

Email: Brings up the NOC (Network Operations Center), Policy, Technical, or other preset email template. The email template pre-

populates data based on peeringdb data (To address, Subject line and Peering exchange information). You have the chance to edit the
email prior to sending.
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Admin Up: Ups a bgp session without removing it or adding it to the config.

Admin Down: Downs a bgp session without removing it or adding it to the config. On Cisco, Admin Down moves the session to Idle
(Admin) state, on Juniper it deactivates the session.

Delete: Sessions of type "Peer" are removed from the router when deleted in ProVision. Other sessions will only be removed from the
sessions list in ProVision.

Additional Information

Peering

Peering Exchanges
Peering Routers
Managing Peers
Peering Emails
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Managing Peers

Peers

Peers Import Peer Add Peer

Poor List . -

v Peer Peer ASN Exchange Has Sessions g
Akamai Technologies 20840 Equinix Palo Alto v

Apple Inc. 714 Equinix Palo Alto v

BlinkMind, Inc. 40739 Equinix Palo Alto v

Dropbox 19679 Equinix Palo Alto v

Peer ASN IRR Record Exchange

Some Local Peer 8038 Equinix Palo Alto

The Peers subtab lists existing peers in ProVision. Here, you can add new peers and view peer details. ProVision supports Peer lookup from
PeeringDB, as well as creation of "Local Peers". Local or custom Peers that are 'private' or not registered with PeeringDB may also be used for
session creation.

® Peers
® Working with Peers
® Peer List
® Add Peers
® Add PeeringDB Peer (Import Lookup)
® Add Peer via Configure / Configure Multiple Sessions
® Add a Local Peer
® Add Peer via Session
® Add Session Information
® Select or Add Destination
® Peer Details Page
® Additional Information

Working with Peers

Peer List

The Peer list shows peers currently in ProVision, their ASN, associated exchange, and whether session exist.

Filter the peer list by typing all or part of a peer name into the "Filter" text box in the right side of the list header, and the list will narrow down to
matching Peers.

You may also sort by any field by clicking on the column name in the header.
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Peers oo

v Peer Peer ASN Exchange Has Sessions ¢
Akamai Technologies 20940 Equinix Palo Alto g
Apple Inc. 714 Equinix Palo Alto v
BlinkMind, Inc. 40739 Equinix Palo Alto v
Dropbox 19679 Equinix Palo Alto v

Local Peers

Peer ASN IRR Record Exchange

Organizations will show as Peers in this list if:
® There is an existing session in Provision with the organization set as the destination - applies to both "Add Session" and "Add Peer"
Configure Sessions
® The organization is marked "Existing Peer" in Exchange communications

Manually added Local Peers will show in the Local Peer list, below the standard Peer List.

Add Peers

Adding a Peer can be done via many methods in ProVision, depending on whether the peer is from PeeringDB, Local, and what the peer/session
status is.

In general, Peers will added from either:

® PeeringDB through "Import Peer", session creation, or exchange communications
® Local / Custom creation through "Add Peer" or session creation

The following approaches will result in a Peer being added into ProVision:

® Create a session for a peer, selecting the Peer from PeeringDB options available under the Session tab "Add Session" form.

® Create a session for a local or custom peer, selecting an existing local peer or manually entering a custom destination in the Session tab
"Add Session" form.

® Manually create a Local Peer, from "Add Peer".

® Import/search for a Peer from PeeringDB, then add the peer by configuring multiple sessions.

® Add a peer without creating sessions by marking the peer as "existing" under ExchangeCommunications. The Peer will show in the Peer
List, but no sessions will exist for the peer until they are created in ProVision.

Add PeeringDB Peer (Import Lookup)

Peers may be added via finding a peer from PeeringDB to import,

You can search for Peers by clicking "Import Peer" on the Peers or Peer Details pages.

=
Peers { importpeor ) Addpeer

The "Import Peer from PeeringDB" search module will open. Enter all or part of the peer name, then click "Search". The results will show in a list
below.
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Peers

Import Peer from PeeringDB

Fa ef—

# Limit to E: i d in ProVisi ‘ Search

Results

Name ASN Matching IXLANs Other Exchanges View

Fastly, Inc, 54113 2 143

From the results list, click "View" - this will open the Peer Details page for the Peer, where you can view the peer's information, available
exchanges, existing sessions, or add the peer via configuring multiple sessions.

Add Peer via Configure / Configure Multiple Sessions

From the Peer Details page, click "Configure Multiple Sessions".

Peer Details

Packet Clearing House

Organization Packet Clearing House & Exchanges

Also Known As PCH, WoodyNet This peer is on the following available exchanges
Company Website hitp://pch.nat 1Pvd

Primary ASN h Name 2] Speed
IRR Record AS-PCH Equinix Palo Alto ;g;ii::ﬁ:ag 1000
Network Type Educational/Research

IPv4 Prefixes 1

g—— s
‘ Configura multiple sessions '

IPv6 Prefixes 1 e —
; - tioral 1 "
156G This peer.us on an .addmona 66 exchanges which are not shared by any network
f currently in ProVision
Traffic Ratios Balanced

Clicking the configure multiple buttons opens a page where you may select and set up multiple sessions for that peer.

Peering IXs Routers Sessions Peers

Peers Add Peer

Configure Multiple Sessions

Packet Clearing House

—————
12 Select all exchanges Schedule ' Configure Now (2) )}
T ———

Equinix Palo Alto (netixtan: 1117) Select all networks

Configure Peer ASN Router Peer P Peer Group Type

8 3856 QA Cisco Lab 1 3|  198.32176.249 dev-vd-peer-group 4 Peer :
3856 QA Cisco Lab 1 4| 2001:504:d:19 dev-vé-peer-group 4 Peer :

Select the desired exchanges, router, peer group, and type, and then choose to either "Configure Now" or Schedule the config to run later via the
Scheduler Tab.

Configuring sessions here will create new sessions, and add the peer used to the Peer List.
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Add a Local Peer

Add a new local peer by going to the Peering Tab Peers subtab, and clicking "Add Peer".

Peers mport Peer { Add Peer )

e e——

In the "Add Local Peer" form, enter the Peer details including Name, ASN, IPv4 or IPv6 Address, Route-Set, select an Exchange Option, and add
notes if desired.

When finished, click "Create".

Peers Import Peer

Add a peer to ProVision that does not exist in PeeringDB

MName *

Some Local Peer
ASN *

8038

Addresses *

An IPvd or IPvE address is required
IPv4 Address

1111

1PV6 Address
IRR as-set/route-set
Exchange

Equinix Palo Alto v

MNotes

Some Test Peer

2
—

‘ Create '

The Peer will be added to the "Local Peers" list, and be available to select while creating a session.

Peer ASN IRR Record Exchange

Some Local Peer 8038 Equinix Palo Alto

Add Peer via Session
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New Peers are added when creating a session with that Peer. While creating a new Session, you may select a PeeringDB Peer, an existing Local
Peer, or create a new custom Peer.

Add Session Information

Click "Add Session" from the Peering Sessions sub-tab.

In the Create New Session Form, type the session information, selecting the appropriate exchange type for the planned Peer. If using a Local
Peer, "No Exchange" is an available option.

Sessions § rossesson )

Create New Session
Type *

Peer X

Exchange *

+ No Exchange (Local Peers Only) @
Equinix Palo Alto 4

FCIX

Select or Add Destination

Destination:

© Select peer data from PeeringDB, the Local Peer database, or specify custom data for the session.

PeeringDB Lookup Local Peer Lookup

Peer Name Peer Name

v Some Local Peer @

Public IP IP Address

: ASN 8038 - 1.1.1.1 ®

Under the Destination section, select or type in information for a peer. You may add Peer information from any of the three available methods:

® Use PeeringDB Lookup to select a PeeringDB Peer (the destination fields will be automatically populated).

® Look up an existing Local Peer under "Local Peer Lookup" by selecting the peer name and IP address (the destination fields will be
automatically populated).

® Manually add a new Local or Custom Peer, by directly typing the Peer Name, ASN, and IP in the Destination fields.
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Peer *

Some Local Peer

ASN *

8038

IP Address *

13443

1 Configure router after saving

When complete, click "Create".

The new Session will be added to the Session List.

Session List I

+ Peer

Akamai Technologies
Apple Inc.

BlinkMind, Inc.
Dropbox

Some Local Peer

Router Peer ASN Peer IP

QA Cisco Lab 2 20940 2001:504:d::2:940:1
QA Cisco Lab 2 714 2001:504:d::714:1
lab1-juniper 40739 198.32.176.121
lab1-juniper 19679 198.32.176.200
QA Ciscolab 1 8038 g R

Exchange

Equinix Palo Alta
Equinix Palo Alto

Equinix Palo Alto

Equinix Palo Alto

Equinix Palo Alto

Peer Group State
dev-vB-peer-group not configured
dev-vE-peer-group Idle
equinix-test Idie
equinix-test Idle
dev-vd-peer-group not configured

Peer Details Page

Clicking on a peer in the list will open the Peer Details page.

Peers

Peer Details

Fastly, Inc.

Organization

Also Known As
Company Website
Primary ASN

IRR Record
Network Type
IPv4 Prefixes

IPv6 Prefixes
Traffic Levels
Traffic Ratios
Geographic Scope
Protocols Supported
Notes

Fastly, Inc. &

hitps:/fwww.fastly.com
54113

AS-FASTLY

Content

100

50

1 Tops+

Heavy Outbound
Global

50

Fastly's edge cloud platform helps the world's most
popular digital businesses keep pace with their customer
expectations by delivering fast, secure, and scalable
online experiences, With points of presence (POPs)
across MNorth and South America, Europe, Asia, Africa,
Australia, and New Zealand, Fastly peers with other

Exchanges

This peer is on the following available exchanges

Equinix Palo Alto

Equinix Palo Alto

This peer is on an additional 143 exchanges which are not shared by any network

currently in ProVision

IPva

1PV Speed Router
198.32.176.231 10000 :
2001:504:d::5:4113:2

198.32.176.230 10000 I&Eﬁi
2001:504:d::5:4113:1
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From here, you can view details for the existing peer, including available exchanges and what routers you have available on that exchange.
Additional, the peer may be added by configuring new sessions via Configure Multiple Sessions.

Existing sessions for the Peer may be viewed, managed and deleted under "Sessions".

Session ID Exchange Peer Group State

64 Equinix Palo Alto dev-v4-peer-group Idle

Delete All Sessions

To edit, manage, or delete a single session, click on the session listing to open the Session detail page. All sessions under the Peer may be
deleted by clicking "Delete All Sessions".

Additional Information

Peering

Peering Exchanges
Peering Routers
Peering Sessions
Peering Emails
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Peering Emails

Peering Emails

Dashboard Resources ~ DNS ~ DHCP » IPAM ~ Peerng ~ Reporting

Peering IXs Routers Sessions Peers | Emails

Communications

Inbax
Sender Subject Date
Processed
& (peering@example.com) Peering with Apple Inc. (AST714) at Equinix Palo Alto a minute ago
Sert % (peering@example.com) Peering with Google LLC (AS15169) at Equinix Palo Alto 2 minutes ago
Trash
£ Refresh
= Previous Next

The Peering Email subtab is an Admin-only page from which a company peering account can view and manage recent emails.
The Peering Emails page is only accessible to Administrative users in the primary "Global Admins" User Group.

Ensure that Peering Administrators using ProVision's Peering Emails area are included as members of that group for full access.

Peering Emails
Communications Page Overview
Messages
® Process a Message
® Reply to a Message
® Delete a Message
® Communications Settings
® Add an Account
® Edit or Delete an Existing Account
® Additional Information

Communications Page Overview

The Peering Emails subtab associates a single company peering email account (such as peering@company.com) with your ProVision instance,
creating a 'shortcut' email system to keep on top of the most recent peering requests while in ProVision.

Here, you can load, view, and reply to emails received at that address, view requests sent from ProVision's Exchange Communications page,
and process emails to associate the message with ProVision Peers.
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Dashboard Resources - DNS - DHCP ~ IPAM - Pesring ~ Reporting

Peering IXs Routers Sessions Peers Emails

Communications

Inbax
Sender Subject Date
Processed
& (peering@example.com) Peering with Apple Inc. (AST714) at Equinix Palo Alto a minute ago
Sk % (peering@example.com) Peering with Google LLC (AS15169) at Equinix Palo Alto 2 minutes ago
Trash
£ Refresh
= Previous Next =

Four folders are available to view, displayed on the left sidebar:
Inbox: Displays emails received at that address, barring any messages deleted from ProVision
Processed: Emails which have been associated ("Processed") with a ProVision Peer.

Sent: Emails sent from the set address from ProVision, either via "Reply" or from sending a peering request under "Exchange Details"
Communications

Trash: Emails removed from ProVision folders - ‘deleting' ProVision emails only affects what messages are loaded into the ProVision
instance - your original messages remain intact on your original email server. So feel free to only keep only the emails relevant to
peeringTo-Do list!

Messages are automatically checked for after 10 minutes, and refreshed when loading the page. When staying on the page for a period of time,
you can manually check for and load new messages by clicking the "Refresh" button under the folder list.

Messages

From any message folder, click on the message to view message details.
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Peering with Google LLC (AS15169) at Equinix Palo Alto Mon Feb 11 2019 15:58:28 GMT-0600
<peering@example.com> = peeringdev@6connect.com

Hello NOC 24x7,
6connect, Inc.,80838 would like to peer with Google LLC at our common locations.

Facility, IP Address
Equinix Pale Alto, 198.32.176.31
Equinix Palo Alto, 2001:504:d::1f

Sincerely,
Operations
ops+pdb@6connect. com

6connect, Inc. information:
Equinix Palo Alto, 198.32.176.51
Equinix Palo Alto, 2001:504:d::33

Three actions can be performed on messages: Process, Reply, or Delete.

Process a Message

"Processing" a message in ProVision associates that message with a Peer, and moves it into the "Processed" message box. To do so, click
"Process" on the message.

Peering with Google LLC (AS15169) at Equinix Palo Alto Mon Feb 11 2019 15:58:29 GMT-0600

qum’ .,A " r'nms*_ @6connect.com

Hello NOC 24x7,
6connect, Inc.,B038 would like to peer with Google LLC at our common locations

Facility, IP Address
Equinix Palo Alto, 198.32.176.31
Equinix Palo Alto, 2001:504:d::1f

Sincerely,
Operations
ops+pdb@6connect. com

6connect, Inc. information:
Equinix Palo Alto, 198.32.176.51
Equinix Palo Alto, 20@1:504:d::33

Associate this email with a known
peer

The "Process" email module open with a search field to select the Peer. Type in all or part of the peer name, then click "Go", or click "Cancel" if
you want to skip the Processing and go back to the message.
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Process

Associate this e-mail with a peer to enable integration in the ProVision Peering Module

Suggested Peers Search

Googld €¢—— @

Limit to Exchanges registered in ProVision

The search results for the peer will display under the search box.

Click on the Peer result that you wish to assign from the search results, then review the peer details to verify it is the correct Peer. When done,
click "Assign".

e

Associate this e-mail with a peer to enable integration in the ProVision Peering Module
Suggested Peers Search
Google Go!
' Limit to Exchanges registered in ProVision
Select Name ASN  IXs Details
ID Google LLG 15169 Equinix Palo Alto [} I
Selected Peer: Google LLC
Organization Google LLC
Also Known As Google, YouTube (for Google Fiber see AS16591 record)
Company Website https://about.google/intl/en/
Primary ASN 15169
IRR Record AS-GOOGLE
Network Type Content
IPv4 Prefixes 15000
IPv6 Prefixes 1000
Traffic Levels Not Disclosed
Traffic Ratios Mostly Outbound
Geographic Scope Global
Protocols Supported @Unicast IPv4 @IPvé

The Peer's name will be tagged to the bottom of the email message. If you need to change the associated Peer, you can click the tagged Peer to
repeat the process and select a new Peer.

Change the ©

foumis|

When done, the email will be move to the "processed" message box, to denote the message is associated with a peer.

Reply to a Message
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To reply to a message, from the message details click the "Reply" button at the bottom of the message.

# Google LLC ‘ Reply I Delete

Type in your desired message reply, and click "Send".
Send from address: peeringdev@6connect.com

Email body

Some Message Herel

The message reply will be sent to the original sender, and a copy will be saved in the "Sent" folder.

Delete a Message

To delete a message from ProVision, click the "Delete" button at the bottom of the message. The message will be removed from the Provision
inbox and placed in the "Trash" folder, but remains intact on the original email server.

# Google LLC Reply | Delete '

Communications Settings

The "Settings" page allows you to set, edit, or delete the email account associated with ProVision. From the Email Tab, click "Settings".

Peering IXs Routers Sessions Peers Emails
Communications

If no account is active, the option to add a new email account will be available.

Otherwise, if an account has already been set, details for the account will be visible as well as options to test or edit the account.

Communications

Account: peeringdev

MName Username Server Port Secure Test Connection Edit
pesringdev 993 sl &
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Add an Account

If an account is not currently set, status information and and the option to add a new email account will be available. Click "Add Account".

Communications

Email Account

There is not currently an e-mail account associated with the Peering E-mail Manager.
This tool is used to help manage incoming e-mails related to peering requests.

Enabling this tool is not required in order to use the other peering features and it is not required for sending peering ts. Reading the d. tation for this feature is
recommended.

On the "Add Account" page, enter the account display name, email username/address, server, email password, and change the security and port
settings if needed.

Add Account

Account Settings

Display Name Username
Joehn Smith john@example.com
Server Password Security Port
example.com SSUTLS H 293
From Address

john@example.com

The address that an e-mail is "from® when sending a message. This is usually the username or username@hostname, but in some instances specifying a different Reply-To
address is required.

Test Connection m

"From Address" is a field used if the email reply address is different than the username@serverhostname - in most cases, it will not be
necessary.

When done, you can verify the information is correct by clicking "Test Connection" - if the account is valid and a connection succeeds, you will
see a "Online" response.

address Is required.

Online <

D

When done, click "Save", and the account information will display under "Settings" and the email folder will be available.

‘ Test Connection

Edit or Delete an Existing Account
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Communications

Account: peeringdev

MName Username Server Port Secure Test Connection Edit
peeringdev o e (e |

An existing account may have the connection tested by clicking "Test Connection" in Account Information. Additional Actions, such as editing
account details or deleting the account from ProVision may be done by clicking "Edit" for the Account.

Click "Edit" to open the

Account: peeringdev

Account Settings
Display Name Username
peeringdev
Server New Password Security Port
S8LTLS S 993
From Address
The address that an e-mail is "from" when sending a message. This is usually the OF user but in some | specifying a different Reply-To

address is required.

Test Connaction Update |

Edit the account settings as needed, test the connection if desired, and click "Update".

Delete the account by clicking "Delete" - a confirmation message will appear confirming that the account will be deleted and all emails removed
from the ProVision infterface - don't worry, the original emails stay fully intact on the email server.

2-dev.6connect.com says

Delete this account and all associated e-mails from ProVision? ‘

Additional Information

Peering

Peering Exchanges
Peering Routers
Peering Sessions
Managing Peers
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Peering Templates

Peering Templates

Peering Templates are accessible to Admin users from the Admin Preferences page, under Peering Settings.

.C)OG IPAM Admin ~ Datalmport Users APl ~» Scheduler Log Approvals =  Exit Admin

Tem plates Template List [|  Add Tempiate
Template List

[+] Name uuiD Created

9 Example Template TH28403-36f1-11ea-aB69-005058a3b422 2020-01-14 09:15:44

1 Some Template ceBT223d-36f1-11ea-a669-005056a3b422 2020-01-14 09:17:56

13 Anather Template edd5i2e-3611-11ea-a669-005056a3b422 2020-01-14 09:18:49

Peering Templates allow users to create their own reusable session configuration files. When the default ProVision session configuration
template doesn't do everything required for your specific use case, you can create your own template that does.

Revisions to Peering Templates are tracked, and a template may be reverted to a previous version at any time.

® Peering Templates

® Viewing Templates

® Add a Template

® Delete a Template

® Edit a Template

® Syntax

Preview Template
® Template Revisions
® Additional Information:

Viewing Templates

View the Template List by navigating to the Admin Preferences page, in the Admin area of ProVision. From there, scroll to the Peering Settings
section. Next to "Templates", click "Manage Custom Templates".

Peering Settings

ASN 8038,6369

Numbers only. For multiple ASNs, use a comma-
separated list. e.g. 1234,5678

VRF Support
PeeringDB Account Valid account exists (change)

PeeringDB Cache Cache enabled
Templates Manage Custom Templates

The Template List will open, displaying all existing Peering Templates.
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.006 IPAM Admin = Dataimport Users APl ~ Scheduler Log Approvals =  Exit Admin

Templates Add Template

Template List

[[s] Name uuio Created

9 Example Template Ti28403-36f1-11ea-a660-005058a3b422 2020-01-14 09:15:44
n Some Template ceb7223d-3601-11ea-a669-005056a3b422 2020-01-14 09:17.56
13 Another Template f2c-3611-11 569-00: 2020-01-14 09:18:49

Click on any template to open Template Details, where you can edit, delete, or preview the template.

Templates cd e
ASN Template °
uuIiD 4cae(004-36f2-11ea-a669-005056a3b422

Created 2020-01-14 09:21:28

{{peer_asn}}

&

-

To return to the Template List, click the "Template List" button at the top right of the page.

Add a Template

From any page in the Peering Templates area, click the "Add Template" button on the right side of the page header to start a new template.

Templates Tmpiate List { Add Template )

In the Add Template form, enter a name for the template and the template body. When complete, click "Add".
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Templates Add Tomplate

Add Template

Name
ASN Template #————

Template

{{peexr_asn}} €——

i

@

The "Template Details" view displays for the newly created template, here you can update, preview, or delete the template.

Templates Add Template

Template Details

ASN Template 0

uuio 4cae0004-36f2-11ea-a669-005056a3b422

Created 2020-01-14 09:21:28

{{peer_asn}}

A

-

The "Revision History" section is available at the bottom of the page in this view, but will only display data if previous updates have been made to
the template.

Delete a Template

From the Template Details view for the desired template, click the "Delete Button". Note: The deletion is immediate and permanent - use with
care!
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Templates Add Template

Template Details

ASN Template 0
uuIiD 4cae(004-36f2-11ea-a669-005056a3b422
Created 2020-01-14 09:21:28
{{peer_asn}}

p:

‘ Dele{e Preview

Edit a Template

From the Template Details view, edit the template by clicking inside the template body and typing the desired changes - if you need a reminder
as to syntax or variables, click the help icon (Question Mark button) at top right to open the template editing guide.

Template Details

ASN Template o
uuiD 4 4-36f2-11 L] 156a3be22
Created 2020-01-14 09:21:28
{{pger_asn}}

12345 f—

r-"nsviaw Update '

Click "Update" when done.

Syntax

Templates use the Mustache format https://mustache.github.io/mustache.5.html
Te@late Syntax

Basic Variables

Values on the session object are inserted when referenced by double curly braces {{ }}
The router nanme is {{router_nane}}

When given a session object with { r out er _nane: ' TheNan®e' } the line becomes
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The router name is TheNanme

If / If-Not statements

To only include a block (or part of a line) if a variable exists, enclose that part of the template starting with { { #vari abl e} } and ending with { {
/vari abl e}}

{{#color}}The color is {{color}}.{{/color}}

{{#city}} _
The city is {{city}}.
{{/city}}

When given { col or: ' bl ue'} the output will be

The col or is blue.

To only include a block if a variable does not exist, start with {{*vari abl e}} and end with {{/ vari abl e}}

Common Variables

source_asn
vrf
type_ipv6
peer_ipaddr
peer_asn

e o o o o

peer_group
peer_name

ttl

prfx_max
prfx_alert_threshold

Preview Template

While editing or viewing a template, you may preview the template's output against a specific session by clicking the "Preview" button. A "Preview
Template" section appears.

Template Details

ASN Template o
uuID 4-3612-11 GRS, B4
Created 2020-01-14 09:21:28

-{ {peer_asn}}

o

Delate ‘] Update
Preview Template

Select Session  —— »

Select an existing Router/Session from the dropdown list to use to generate the preview. Once selected, the template output will display directly
underneath the selected session.
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Preview Template

[ (66) lab1-juniper - Akamai Technologies / 20340 - ]

20940

Template Revisions

The Revision History area will display on the Template Details page after an update has been made to the template, with each update displaying
as a separate revision item.

Template Details

ASN Template °
uuio T73279076-3612-11ea-a669-005056a3b422
Created 2020-01-14 09:22:33

{{peer_asn}}
12345

/.

s

Revision History

D Name uuio Created Actions

15 ASN Template 4cae0004-3612-11ea-a669-005056a3b422 2020-01-14 09:21:28 View

Click "View" under the "Actions" columns for a revision to see the template contents at that revision snapshot.

Revision 4cae0004-36f2-11ea-a669-005056a3b422

{{peer_asn}}

L1

Revision History

o Name uuio Created Actions.

—
15 ASN Template 4cas0004-3612-118a-a669-005056a3b422 2020-01-14 09:21:28 ('
—

To restore the template back to that revision number, click the "Restore" button for the revision preview.

Additional Information:
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For additional information on Peering, see the following areas:

Peering Exchanges
Peering Routers
Peering Sessions
Managing Peers
Peering Emails
Peering Templates
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Reporting

Reporting

The ProVision Reporting tab provides reports for IPAM, Peering, DNS, Users, and Resources for admin users.

Non-admin users accessing the Reporting tab will be directed to Reporting v1, where they can view and generate IPAM, User Activity, and
C mer List reports applicable to that user's permission level.

Both this page (Reporting) and Working with Reports covers the admin-level Reporting v2 system. Non-admin users should refer to the

Reporting v1 documentation.

Dashboard  Resources = ONS= DHCP=  IPAM =  Foering =  Repoding =

Reports | PAM Paering DNS Users FResources

Detault Usization Utilizaticn report for all aggregates.
Utilization repart for all aggregates assigned in the past 30 days

&c Lab Blocks

IPAM Report View

Beonnect Labs  esportnCSV | POF BEBONS +

IPV4 Swipped / Non-Swipped By RIR :

]

11 Last Modified

2020-02-06 11:31:36

2020-02-06 11:31:36

2020-02-07 1202:1

11 Lost Loaded
2020-02-07 12:05:04

2020-02-07 12:05:03

2020-02-07 12:02:40

IPVE Swipped / Non-Swipped By RIR :

1,208,844, 266 358,702,884 267 818 1,208,944 266,358,702 884 257818 100.00 %

¥ L} 2 ] ] ¥ 1 (] S
e AR APE A a Lache RaPE
IPV4
Total hosts Ansignad Utilization
5918 d0a2 B4 %
IPVE
Total hosts Assigned Utilration

Actions

- [ o
@een
@

To view reports for ProVision modules (IPAM, Peering, DNS, Users, and Resources), click on the applicable sub-tab button at the top of the
page, or select it from the Reporting Tab dropdown menu.

® Reporting
® Reporting Overview

® Report Permissions, Ownership, and Coordination

® Available Reports
® |IPAM Reports
® Peering Reports
* DNS Reports
® User Reports
® Resource Reports
® Additional Information

374



Reporting Overview

Reporting v2, accessible to admin users from the IPAM tab, contains reports for five ProVision modules - IPAM, Peering, DNS, Users, and
Resources. Default reports are available for each module sub-tab, and users may create their own customized report from the existing templates.
Once created, reports may be exported on-demand, or have exports scheduled to be sent to a user at regular intervals.

Reporting Features

Ten default system reports for IPAM, Peering, DNS, Users, and Resources

Customizable user-created reports

IPAM Utilization and Peering Status charts

Export reports to .csv and/or pdf

Schedule reports to be emailed at selected intervals

Safely view existing reports and apply filters without overwriting saved report settings, or chose to permanently save changes.
Copy existing reports to use as editable templates

IPAM reports include integration with IPAM metacolumn data and IPAM Column settings

Report Permissions, Ownership, and Coordination

In Reporting v2, any admin user may view, manage, and edit any individual report. Default reports will display with "System" as the owner, and
may be viewed, edited, and copied, but are not deletable. User-created reports will display with the creator's username in the owner field, and are
able viewed, deleted, edited and copied. Report "ownership", as a concept, only extends to displaying the creator of the report - there are no
report actions that are "locked" to any specific user or access restrictions in place per report, outside of the normal viewing permissions.

Although it is possible to edit and save both default reports and reports created by other users, it is recommended to either coordinate the
changes with the report's owner, or create a new copy of the existing report to use for modifications.

Report Editing Etiquette

You may view existing reports at any time, including freely adjusting and applying filters on a temporary basis (by selecting filters clicking Apply)
as well as immediately export those results, without overwriting the existing report filter settings.

However, saving new filter settings to an existing report (by applying the new filters -> Gear Icon Save) permanently overwrites the report's
default filter settings.

Before saving changes to an existing report, it is recommended to perform some basic due diligence:

® |f you are not the report's owner, confirm the report edit with the report owner prior to saving
® |f there is a user listed as receiving scheduled exports of that report under Schedule Report Settings, verify that the report change will not
negatively impact the planned use of the scheduled report(s).

Best Practices:

® Use the report Copy function whenever you are unsure of ownership or scheduled report repercussions

® |f you only need a one-time export, temporarily adjust the filters on a default or existing report, and use the "Export to .csv/pdf" button

® Use the report's description field to communicate details, status, and restrictions to other users (such as "Do not edit - Report used for
monthly status comparisons by Bob")

Available Reports

IPAM Reports
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IPAM Report View & @

Default Utilization  export 1o CSV POF actions + fitor >
IPV4 Swipped / Non-Swipped By RIR : IPVE Swipped / Non-Swipped By RIR :
AL ] e

= I

15 i

™ 2004

bl 150

e

100+

52
= L
4
" | =
e ] < ] [ ) ] o 3 1 ]
w18 AR ARG RIPE APHC APHIC AR LACHIC RiPE
IPV4
Total hasts Assigned Utisization
748,836 44,118 5,88 %
IPVE
Total hosts Assigned Utilization

396,453,924,358,601 876,923,968 651,264  1,213.851,100,282.309 624,987 676 0.00 %

-5\.:4':- 7 e|elw|n |2 ||| 8|7 w w

Address. Region Tags Assigned to Number VLAN Notes Circuitln Updated BillinglD
10.0.0.0724 Tutsa, OK Customer, Intemal Tutsal 123 1 Some Nate 12345 2016-03-09 14:00:08 Abcd
1000024 London, UK Anycast, BB, Cable ficonnect Avadable 123 103 Notes. 455 2019-10-31 09:33:37 123ab
10.0.0.0/24 Cincinrati Anycast, Customer Bcannect Labz 2020-01-24 13:34:11

10.0.0.0/28 Frankfurt, GR Arycast #connect Labz 1234 2020-01-09 08:58:50

10.0.0.0/29 San Francisco, CA Cloud Connect, Customer Customer1 23458 2018-01-17 18:31:01

10.0.0.031 Miami, FL Anycast, BB Bconnect Labz 2018-11-27 13:41:23

10.0.02/31 Miarmi, FL Anycast. BB arl velocioud.com 2018-11-27 131153

IPAM Utilization reports display IPv4/IPv4 utilization charts organized by RIR and SWIP status, and provide a listing of ProVision blocks meeting
the applied filter criteria. The report view includes the block data for all applied IPAM Columns, in the order set under IPAM Admin IPAM Columns
. IPAM Reports may be exported to .csv (limit: 100,000 records; no chart provided) or PDF (limit: 1000 records; chart included). Default reports
include:

® Default Utilization: IPAM utilization report for all aggregates
* Default Utilization - 30 days: IPAM utilization report for all aggregates assigned in the past 30 days

Peering Reports
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Peering Status Saved Reports 2

I Report Name Description 1 Last Modified 11 Last Loaded 11 Owmer Actions

Default Paering Status Report Peer and Request Status for the Default Exchange 2020-02-06 11:31:38 2020-02-07 12:11:43 Systerm m [ E

Ecguinix Ashbum Gualified Peers 2020-02-07 12:23:05 2020-02-07 12:22:19 ops@Beonnect. com [ Ve | Doteta |

Peering Status Report View o ®

Equinix Ashburn  export to CSV actions + filter >
Is Paer: Is Qualified :
You - 4 Yo - 8
HNo -4 ENe-0 e

/ \
[ |
\ I.II
\ Yes /

i Name Request status Poer Gualified Massage number Last message

Eqguinix Ashburm GigaMorster sent Ho Yes 1 2/7/2020 - 12:21:25 PM

Equinix Ashbum Spotify accopted No Yas 1 2772000 - 12:21:00 PM

Equinix Ashburn Adobe Systerns sent Ho Yo 1 2/7/2020 - 12:20:56 PM

Exquino Ashbum AMBZON.COMm o Yos Yos 1 2TI020 - 1219:04 PM

Equinix Ashburn Allied Telecom Group nane Yes Yos 1 2/7/2020 - 12:18:58 PM

Equint Ashbum Akamal Technologies none Yos o5 1 2/7/2020 - 12:18:41 PM

Exgguinix Ashbum Afiins accepted No Yo 2 472672018 - 1:28:58 PM

Equinix Ashbum 181 Internet none Yes Yes 2 4726/2018 - 1:26:18 PM

Two new peering report types are available - Peering Health and Peering Status. Peering Health reports display the sessions existing in

ProVision, with the associated fields of Router Name, Peer Name, IP, Session Type, Session State, Peer Group, and session Created Date.
Peering Status reports are set per-exchange, and display pie charts for Peer Status/Qualification Status, as well as a data table of the Peer
Name, Request Status, Peer Status, Qualification Status, Message Count, and Last Message Time.

All Peering Reports may be exported to .csv (limit: 100,000 records; no chart provided). Default reports include:

® Default Peering Health Report: Displays the peering session state for all currently existing sessions in ProVision
® Default Peering Status: Displays Peer, Request, and Qualified status for the default (first available) exchange in ProVision
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Peering Health Saved Reports A~

11 Report Name Deseription 1T Lost Modified I1 Last Loaded 1T Owmer Actions
Dafay aring Health Report Poaring Session State 2020-02-06 11:31:36 2020-02-07 12:10:26 System m r m
Poar - Apple Appla Poering Health Raport 2020-02-07 12:11:26 2020-02-07 12:11:22 ops@bconnect.com B Ea

Peering Status Saved Reports -~

11 Last Modified
2020-02-08 11:31:38

11 Last Loaded
2020-02-07 12:09:54 System m [ £t |

11 Report Name Description

Default Peering Status Report Peer and Request Status for the Default Exchange

Peer - Apple  wxport 1o CSV actions + filter
Name Peer name P Type Public name State Peer group Croated
lab1-juniper Appile Inc 188.32.176.237 Poer Equinix Palo Alto idie equinix-palo-aio-vi 11/7/2014 - B:28:59 PM
lab1-juniper Appie Inc 2001:504:d: 71411 Pear Equinix Palo Alto Idle quinix-palo-ato-ve 1/7/2014 - 8:29:27 PM

DNS Reports

DNS Zones Saved Reports A~

11 Report Name Description 1T Last Modified IT Last Loaded 1T owner

Dafault DNS Zones All DNS zones 2020-02-06 11:31:35 2020-02-06 11:31:35 Systam

Dafault DNS Zones - 30 Days Al DNS zones updated within the past 30 days 2020-02-06 11:31:36 2020-02-06 11:31:36 System

123 Labs 123 Zones 2020-02-07 12:26:39 2020-02-07 12:24:57 ops@Boonnect com

&
@

DNS Zone Report View

123 Labs export to CSV actions + filter >
@
Zone ID Zone name LLast modified Type Records
3821 test) 23456.com. TNGR017 - :56:43 PM forward o
3871 test1 23456, com. THB2017 - B:56:44 PM forward o
3910 testing123.com. TAGR01T - 0:55:45 PM forward o
3985 somezonel234.com. THB/2017 - B56:46 PM Torward o
3988 connect12345.com. TNBR01T - B:56:46 PM forward [
4009 teat123456.com. THE2017 - 0:56:46 PM forward o
4023 cnn234,com. THB/Z017 - 9:56:47 PM forward [
A2 testing1234567.com. TAGZ01T - G:56:48 PM forwasd o
4303 1234tiempo.net. B2A/2018 - 31245 PM farward 2

DNS Zone reports provide a list of zones existing in ProVision, along with the fields of Zone ID, Name, Last Modified Date, Forward/Reverse
Type, and Record Count information. DNS Zone Reports may be exported to .csv (limit: 100,000 records). Default reports include:

® Default DNS Zones: All DNS zones in ProVision
® Default DNS Zones - 30 days: All DNS zones in ProVision modified within the past 30 days




User Reports

User Activity Saved Reports A~

11 Report Name Description 11 Last Modified U1 Last Loaded 11 Owmer Actions
Liser Activity - 30 Days  Activity report for all users over the past 30 days 2020-02-06 11:31:36  2020-02:07 140841 System [ 51 EE0
ANl Users - Year To Date  Activity report for all users since the beginning of the year 2020-02-06 11:31:36  2020-02-07 14:37:26  System [ Edit | copy |

User activity Report view &0

User Activity - 30 Days axport to CSV actions + fittar >

Time User 14 Log level Action

2/13/2020 - 6:23:30 PM test@Bconnect.com 96.35.59.123 Warning Could not find fiedd_type of field 510

2/13/2020 - 6:23:30 PM test@Gconnect.com 96.35.59.123 Warning Could not find fiedd_type of field 509

2/13/2020 - 6:23:30 PM com 96.35.59.123 i User com P id #8620 on resource TLR.
2M3/2020 - 6:23:28 FM Unknown 096,35.59.123 I al com legged in via local authentication

2/13/2020 - 6:23:28 PM Unknown 96.35.59.123 Informational Session timeout.

Users reports provide a listing of ProVision log events associated with user actions. Provided fields include the Timestamp, User, IP, Log Level,
and the Action, and the report may be filtered to include one or more users / user groups, as well as basic data filters. User Reports may be
exported to .csv (limit: 100,000 records). Default reports include:

® Default User Activity - 30 days: All ProVision user activity within the past 30 days
* Default User Activity - Year to date: All ProVision user activity for the current calendar year ( ISO Standard/Gregorian calendar)

Resource Reports

Resources Saved Reports

1T Fonpart Maeme. Dwacrption A1 Lan Mocitind I Last Losded 11 O

Dutaut customas repert 2200-03-06 113130 090-03-07 14558 Syunm
24 Nancarca Bt 20m-00-06 113130 Syatem
Lat Cutapory Mascrems 0007 134200 centcorret som

Fesource Raport View

Zustomer List Aepart
Hame Hastnams Cosntry Sams Coy To  Sest! Sveel ARNPODE  Regeirar Pblc Mame Abuse POC  Code oy Courtry  Sowte St 1 Sevd Tp  CompasyMame WetPOE i
T e 81 ISANTLRALS D0 Troy o 72 Pl 52 MO 17T e St Flauny
Ao LLE Aasos LAE
1CCapn ICOUNTIARHARLOO0S  Harstort et ' $I00 ¥C-Captal "
Presgartios LLE Cormtusen Frogertem LS Hartiee
ENE Ot ALBE2aTI Ay o A1 B WA ICMNEOma  FhAbay
st
amarn AT Aary o o U WoamavE Pty
[rentaen st ot Bk
A v s
Sl SLABNTROCROCO000  Mschaster (5 278 Harran 1 S "
o [—
tamrce
Sconeact Latr  perver! Boonrectistncom U5 CA  Swiowm M uS Ban us oA 73 s 5 A
G873 Man Frarcacs
Stremt
Tooneact Lam Sarmatwny UG a2 MiMags  Foowrd 63T et Toormacts
Amat AETMITETMETMOO00  Stamior or 250 Hartiar Wm0 Al (e
rum— o Y S

Resource reports provide a list of all (non-DNS) ProVision resources, and field data from the Contact, Billing, Tech Info, and Resource Field
Gadget(s) associated with the resource. The report may be filtered to include one or more Sections or Categories, as well filtered by resource
name. Resource Reports may be exported to .csv (limit: 200,000 records). Default reports include:
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® Customer List Report: ProVision resources which are of the "Resource Holder" Section and "Customer" Category.=
® Default Resource Report: All ProVision resource entries - matching resources listed in the Resource Tab -> Entries page list, and all
applicable resource fields
® TIP: Due to the large scope of the ProVision resource system and its fields, we strongly recommend using the Default Resource
Report as starting template from which to further define more specific resource reports. Simply "Copy" the Default Resource
Report, apply your desired Section/Category filter combination(s), and click the Gear Icon Save to create a more manageable
data set.

Note: The number of entries able to be exported limited to 100,000 rows for .csvs, and 1000 rows for IPAM pdfs. If more rows are needed, the
ProVision APl may be used to retrieve larger datasets.

Additional Information

For more information on performing specific tasks in reporting, see:

® Working with Reports
® Reporting v1
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Working with Reports

Working with Reports

The ProVision Reporting tab provides reports for IPAM, Peering, DNS, Users, and Resources (admin users only). Non-admin users should refer
to Reporting v1.

Dashboard  Resources =  DONS = DHCP = IPAM = Paanng =
Reports | IPAM Poaring DS Users Resources Add Report 4
Description 11 Last Modified 11 Lost Loaded 11 owner Actions
Utilization repart for all aggregates 20200206 113136 20200207 120504 System wiew | E] Copy
Utiltzation repart for il aggregates assigred in the past 30 days 2020-02-06 11:31:36 2020-02-07 12:05:03 Systern m Al B
65 Lab Blocks 2020-02-07 12:02:31 2020-02-07 120240 opseconnecteom ([N [ ) B0
IPAM Report View ‘“ @
Bconnect Labs  expertinCSV | POF BEBONS + filtae
IPV4 Swipped / Non-Swipped By RIR : IPVE Swipped / Non-Swipped By RIR :
" w“
™
15-
™
12
-
" .
k-
5 8-
1 ¥
'
¥ L} 2 ] [} ¥ 1 (] ) L}
N AR RFE A == LaChC FPE
1PV4
Total hosts Assigred Utilization
5918 4,082 8314 %
IPVE
Total hosts Assigned Utization
1,208,844 266,358,702 884,267,518 1,208,544 265,358, 702,884,257 818 100.00 %

To view reports for ProVision modules (IPAM, Peering, DNS, Users, and Resources), click on the applicable sub-tab button at the top of the
page, or select it from the Reporting Tab dropdown menu.

Default reports are available for each module sub-tab, and users may create their own customized report based from the existing templates.

Peqrﬁissions
Note: Reporting v2 is only viewable to Admin users. Users without admin permissions will instead be directed to Reporting v1, where report
outputs will display/export only those items that the user has permissions to view.

® Working with Reports
® Working with Reports - Overview
® The Saved Reports List
® Report View
® Report View Filters
® View Report
® Create New Report
® Step 1 - Add Report
® Step 2 - Customize Filters
® Step 3 - Save Report
® Edit Report
® Copy Report
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® Export/ Schedule Report
® Export Current View
® Schedule Report
® Delete Report
® Additional Information

Working with Reports - Overview

Reporting v2, accessible to admin users from the IPAM tab, contains reports for five ProVision modules - IPAM, Peering, DNS, Users, and
Resources. Default reports are available for each module sub-tab, and users may create their own customized report from the existing templates.
Once created, reports may be exported on-demand, or have exports scheduled to be sent to a user at regular intervals.

Admin users may perform the following reporting actions:

View reports

Create new reports

Edit reports

Copy reports

Delete user-created reports

Export and/or schedule export of a report

For each ProVision module, these actions are accessed in two general areas - the Saved Reports list, which shows the reports existing for each
report type, and Report View, which displays the data for the selected report, and where report edits, exports, and filter updates may be
performed.

The Saved Reports List

.006 Dashboard Rasources~ DNS~ DHCP~ [PAM~  Peering~  Regoring IS <carch or type heip

Reports | IPAM Peering DNS Users Resources

11 Report Name Description 1T Last Modified I1 Last Loaded 11 owner Actions
Default Utikzation Utiization repart for all aggregates 2020-02-05 11:31:36  2020-02-06 11:31:36  System [ viow |
Deefault Ltiization - 30 days  Utiization report for all aggregates assigned in the past 30 days 2020-02-06 11:31:36  2020-02-06 11:31:36  System m
Beannect Labs 6 Lab Blocks 2020-02-07 12:02:31  2020-02-07 12:01:27 com m

The Saved Reports List shows the reports created for each module, including both default and user-created reports. Each report row displays the
report name, description (optional), last modified date, last loaded date, the owner (creator), and provides action button options.

Available actions under the Saved Reports area:

Expand and Collapse the Saved Reports List by clicking the caret ( ) in the blue bar

Sort the list (toggle ascending / descending ) for any field with an up/down arrow ( )by clicking on the column name

Open a report by clicking on the report name link, or click View under Actions (opens Report View)

Edit a report's name, description, or scheduled report settings by clicking Edit, under Actions. (opens Report View Actions)
Duplicate a report, or use an existing report as a template, by clicking Copy

Report View

Report View displays the data for the selected report, using the filter options saved to the report. It it divided into three general areas - the header,
graph display (if applicable), and data display.

The header area contains the following items:

® Report view header (blue bar) which contains:
® Report view menu (gear icon) with options to Edit, Copy,
Save, Export to CSV, and Export to PDF (if available)
® Close Report View (‘X" icon)
® Selected report header (grey bar), which contains:
® The name of the currently open report

382



® Report export options (export to CSV or PDF)

® Actions menu - click to toggle the edit report options
open or closed)

® Filter flyout - click to toggle open or closed, and apply
different filters

The graph area displays for selected reports:
® |PAM Utilizations report - displays IPv4/IPv6 Swipped and Non-
Swipped by RIR bar charts, with host utilization tables
® Peering Status - displays Peer Status and Qualification Status
pie charts

The data display area shows 50 rows per page of report information,
including

® Report-specific field information, for fields that contain data

® Metadata columns, if enabled and containing data (for IPAM
report types)

IPAM Report View
Default Utilization  axport to CSV POF actions +

IPV4 Swipped / Non-Swipped By RIR :

IPVE Swipped / Non-Swipped By RIR :

s am
10
18 boid?
i 200
108 |
1504
iy
100+
5
]
%0
1 =
Sl ) 2 ] [ s il o &
e AR re= RIPE APHC APHIC AR LACHIC
IPV4
Total hosts Assigned Utsization
748,836 44118 588 %
IPVE
Total hosts Assigned Utilization

396,453,924,358,601 876,923,968 651,264  1,213.851,100,282.309 624,987 676 0.00 %

-3 3|4 |6 (6|7 |e|@]| 1| 12|58 14 | E| m || W | e

Address. Regian Tags Assigned to Number VLAN
10.0.0.0724 Tutsa, OK Customer, Intemal Tutsal 123 1
1000024 London, UK Anycast, BB, Cable Gconnect Avadable 123 103
10.0.0.0/24 Cincinnati Anycast, Customer fconnect Labz

10.0.0.0/28 Frankfurt, GR Arycast #connect Labz

10.0.0.0/29 San Francisco, CA Cloud Connect, Customer Customer1 23456

10.0.0.0731 Miarmi, FL Anycast, BB Bconnect Labz

10.0.0.2/31 Miarmi, FL Anycast. BB arl velocioud.com

Report View Filters

CircuitlD
12345

455

1234

Updated

2016-03-09 14:00:08
2019-10-31 09:33:37
2020-01-24 13:34:11
2020-01-09 08:58:50
2018-01-17 18:31:01
2018-11-27 13:11:23

2018-11-27 131153

While in Report View, you may view or edit the applied filters by clicking Filter > in the report header.

&0

BillinglD
Abcd

123abc
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IPAM Report View o ®

Some IPAM Report  export to CSV POF sctions +

IPV4 Swipped / Non-Swipped By RIR : IPVE Swipped / Non-Swipped By RIR :
75 e
Ll
i 250 -
hird 200
100 4 150
118
100 -
504
E ] sl
" =
s [} L} [y [ [ 5 [y [} [y 1 (]
n'ua AHIN AlrihaC R;’E AP;‘C APMIC ARM L‘E;NC RIPE

The filter flyout opens from the right side of the Report View, showing all fields available to filter by for that report type.

Select or enter values for the filter criteria that you wish to apply to the report, and click Apply when finished. Close the filter flyout by clicking
Filter < .

IPAM Report View & ®

Some IPAM Report  exorttoCSV | POF actions +

IPV4 Swipped / Non-Swipped By RIR :
wipp on-Swipped By Filter selacti @ Clear
"

All Aggregates v
"
# IPvé | IPV6 || Swipped || Assigned | Important Only
6 Assignment date:
From:  mmiddiyyyy To:  mmiddiyvyy
N
*1 OR assigned for last X days : 60
. Last updated:
From:  O/ddiyyyy Tor  mmiddtyyyy
L] : L RIR
158 ARIN
All RIRs v
Regions
IPV4
All Regions v
Total hosts Assigned Utilization
Tags
4384 672 15.32 % TR 7
Tags mode
A8 blocks which have any of the tags x v
- Resources
All Resources. W
Address Host  Reglon Assignedto  VLAN HNotes Tags Updated Custom Code NAT U at
Generic codes
10.0.0.0/24 24 Cincinati  Goonnect Anycast,  2020-01-
Labz Custormer 24 All Codes: b
13:34:11
VLAN
10.0.0.32/27 27 San Beonnect 2 Cloud 2020-02- AllVLANS "
Francisco,  Labz Connect, 13
CA Customer  17:32:09
10.0.1.0/24 24 Cincionati My Anycast,  2020-01- More filters 3
Datacenter Customer 24
13:33:59

Applying updated report filters allows you to adjust the report output on a temporary basis - just until the page is reloaded. This is useful for quick
look-ups, or to export a partial data set.

If you wish to permanently save the updated filters to the report, saving the current state as the report's default, click the Report View menu (gear
icon), and select Save.

IPAM Report View &6
Edit =1
Some IPAM Report  exportto SV | POF actions + Cony
= Save
Export to CSV
IPV4 Swipped / Non-Swipped By RIR : Expart ta PDF

1u~| e

Saving the report overwrites the previous filter set with the current filter set. This affects all users who view the report, as well as future exports
arécheduled exports.
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If you only need a temporary view of certain report filters, Apply the filter changes without saving the report - the report will be reset to its saved
configuration the next time it is loaded.

View Report

Open a report view by clicking on the report name in the Saved Reports list, or click View under report Actions.

IPAM Saved Reports A

11 Report Name Description 11 Last Modified 11 Last Loaded 11 owner Actions

Detault Litlization Uilization report for all aggregatas 2020-02-06 11:31:36  2020-02-06 11:31:36  System @ [ Gapy |
Default Utilization - 30 days  Utilization report for all aggregates assigned in the past 30 days 2020-02-06 11:31:36  2020-02-06 11:31:38  System i [ Copy.
Gconnect Labs 6¢ Lab Blocks 2020-02-07 12:02:31  2020-02-07 12:01:27  ops@Gconnect.com mm [

The Report View for the selected report will open, where you can edit, filter, and export the report.

Create New Report

Step 1 - Add Report

To create a new report, click Add Report from any reports module page. This opens the Add Report page.

.006 Dashboard  Resowoes- DNS=- DHCP= IPAM~ Peering~ Reporting = BN earnortypaneip |

Reports [ 1PAM | Peering DNS Usars Resources Add Report 4 '

| ‘

IPAM Saved Reports

11 Report Name Description 1T Last Modified I1 Last Loaded 11 owner Actions
Do zation Utiization repart for all aggregates 2020-02-05 11:31:36  2020-02-06 11:31:36  System [ viow |

ration - 30 days  Uiization report for all aggregates assigned in the past 30 days 2020-02-06 11:31:36  2020-02-06 11:31:36  System m st | Copy |
B¢ Lab Blocks. 2020-02-07 12:0231  2020-02-07 120127 ops¥connect.com [N [T [ Copy |

Under Add New Report, select the desired report type to add, enter the name of the report, and a description. Click Save when complete.

Add New Report

Report type

IPAM report @

Name: *

Some IPAM Report #———

Description:

Example Report f——

The Saved Reports list page for that report type will automatically load, showing the newly created report.

New reports are created without any filters applied, so the next step is to open the report and apply filter customizations and report settings to the
report.
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Step 2 - Customize Filters

Open the report from the Saved Reports list by clicking either the report name, or the View button under Actions.

IPAM Saved Reports

‘

11 Report Name Description U1 Last Modified |1 Last Loaded 11 owner

Default Utilization Utilization repert for all aggregates 2020-02-06 2020-02-20 System
11:31:36 16:59:44

Default Utilization - 30 Utilization repert for all aggregates assigned in the past 30 2020-02-06 2020-02-07 System

days days 11:31:36 12:05:03

Geonnect Labs 6¢ Lab Blocks 2020-02-07 2020-02-07 ops@6connect.com [ Dwets | Edit | Copy.
12:02:31 13:04:40 ;

Example Report ops@6connect.com i

Report View opens for the report, showing the report with no filters applied. To view or edit the report filters, click filter> to open the filter flyout.

IPAM Report View o ®
Some IPAM Report  exporttaCSV | POF actions +
IPV4 Swipped / Non-Swipped By RIR : IPVE Swipped / Non-Swipped By RIR :
75 e
Ll
150 250 -
hird 200
100+ 150
118
100~
504
k]
" = =
o L] 3 ) L] a L] o L3 L] [} 1 o
m'us AHIIN AlrihaC R‘;‘E AP;:C iP;ﬂC ARM LACHIC RIPE

The filter flyout opens from the right side of the Report View, showing all fields available to filter by for that report type.

IPAM Report View - Mo
Some IPAM Report  esporttoGSV | POF actions +
IPV4 Swipped / Non-Swipped By RIR : IPV6 Swipped / Non
Filter selection Clear
178 e
181
150+ = Al Aggregates v
- 00 IPvd [ IPvE | Swipped | Assigned | lmportant Only
i Assignment date:
1) From:  mm/ddfyyyy To:  mmiddinyyy
100 ‘OR assigned for last X days : Days .
= N Last updated:
. e From:  mm/ddAyyyy Tor  mmddiyyyy
o L] - ] L] L] o L °®_ RR
1w Al Al PIPE APNIC ARG AR
A1l RIRs v
Regions
IPV4
Al Regions A4
Total hosts Assigned Utilization
Tags
749,936 60,754 B10% prr v
Tags mode
IPVE Al blocks which have all of the tags (Default) x v
Total hosts Assigned Utilization Resources
All Resources v
396,453,924,358,601 876,923 968,651,264 1.213,851,100,282,300.624,987.676  0.00 %
Generic codes
Al Codes v
33.:e’a=_u?:|cu|r.|-uag VLN
Al VLANS v
Address Host Reglon  Assigned to VLAN Notes Tags Updated Custom Code NAT LIl ita
More filters »
10000024 24 Tulsa, OK  Tulsal 1 Some Customer. 2016-03-  Abod
Mote  internal 03
14:00:08
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Some report types, such as IPAM Utilization, have additional secondary filters available for items such as metadata fields

additional filters, click More Filters.

Address Host  Region Assigned to VLAN MNotes Tags
wo002e 24 Tulsa, 0K Tuisal 1 Some  Customer,
Note  Internal
000024 24 London,  Geonnect 103 Notes  Anycast.
UK Available BB, Cable
10.0.0.0/24 24 Cinginnati  Bconnect Labz Anycast,
Customer
10,0.0.0/28 28 Frankfurt, Bconnect Labz Anycast
GR
10,0.0.0v29 28 San Customer 23456 Cloud
Francisco, Connect,
CA Customar
10.0.0.0/31 n Miami, FL.  Boonnect Labz Anycast,
BB
10.0.0.2/31 3 Miami, FL  ar1.velocioud.com Anycast,
BB
10.0.0.4/31 n Miami, FL  Bconnect Labz Anycast,
BB
1000631 n Miami, FL  Beonnect Labz Anycast,
BB
10.0.0.8/29 28 San Customer 23456 Cloud
Francisco, Connect,
cA Customar
10.0.0.8/29 29 Miami, FL  &connect Labz Anycast,
BB
10.0.0.1628 28 San Bawesome Cloud
Francisco, Connect,
CA Customer
MNNIRMA 98 Maed Bl Reaseaet ] ske Bimact

Updated

2016-03-
]
14:00:08

2019-10-
3
09:33:37

2020-01-
24
13:34:11

2020-01-
-]
08:56:50

2018-01-
17
18:31:01

2018-11-
27
131123

2019-11-
27
13:11:53

2019-11-
2
131123

2019-11-
27
13z

2018-01-
17
18:31:05

2019-11-
27
13:11:23

2018-01-
17
18:31:01

ot

Custorn Code NAT LI

Abcd

Address :

ASN :

Meta 2 -CircuitiD :

Metadatas

Metadata? :

Metadatal0:

Select or enter values for the filter criteria that you wish to apply to the report.

. To open or close these

For our example, "Some IPAM Report", we have selected IPv4 blocks assigned in the last 60 days, that have the "Customer" tag.

IPAM Report View

Some |IPAM Report  export to CSV POF actions +

IPV4 Swipped / Non-Swipped By RIR :

10 2
0
&
o .
3-
] | []
1918 ARIN
IPV4
Total hosts Assigned Utilization
4,384 672 1532 %
Address Host  Reglon Assigned to  VLAN  Motes Tags
10.0.0.0/24 24 Cincinnati ~ Goonnect Anycast,
Labz Customer
10.0.0.32/27 a7 San Boonnect 2 Cloud
Francisco,  Labz Connect,
CA Customer
10.0.1.0/24 24 Cincinnati My Anycast,
Datacenter Customer

Updated
2020-01-
133411
2020-02-
1732:00
2020-01-

13:33:59

Custom Code NAT U

Filter selection

All Aggregates
IPv6 || Swipped | Assigned

Assignment date:
From:  mm/ddyyyy
OR assigned for last X days : 80

# IPvd Important Only

To:  mmiddiyyyy
Last updated:

From:  O1/ddlyyyy To:  mmiddivyyy
RIR

All RIRs
Regicns

All Regions
Tags.

Customer X
Tags mode

Al blocks which have any of the tags »
Resources

All Resources
Generic codes

All Codes
VLAN

All VLANS

More filters. »

When done, click Apply, and then close the flyout by clicking Filter <. This applies the filter conditions to the report in the current view, but does

not permanently save them.
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Step 3 - Save Report

After applying filters to the report, review the data to ensure the filter conditions result in the desired output.

To permanently save the applied filters and settings, click the Report View menu (gear icon), and select Save. This ensures that subsequent
report views and exports use the same filter set.

Edit >
Some IPAM Report  exportto SV | POF actions + Cony
= Save
Export to CSV
IPV4 Swipped / Non-Swipped By RIR : Expart ta PDF

0

Edit Report

Edit a report's name, description, or scheduled report settings by clicking Edit in the Saved Reports list. The report actions panel will open.

IPAM Saved Reports A

11 Report Name Description 11 Last Modified 11 Last Loaded 11 owner Actions

Default Utilization Utiization report for all aggregates 2020-02-06 11:31:36  2020-02-06 11:31:38  System

Default Utilization - 30 days  Utilization report for all aggregates assigned in the past 30 days 2020-02-06 11:31:36  2020-02-06 11:31:38  System
Gconnect Labs 6¢ Lab Blocks 2020-02-07 12:02:31  2020-02-07 12:01:27  ops@Gconnect.com mm

You may also open the report actions panel from Report View. Click the gear icon, then select Edit, or open the actions + panel.

Edit

Copy of Bconnect Labs export to CSV | POF actons + Copy
Save

Export to CSV

IPV4 Swipped / Non-Swipped By RIR : IPV6 Swipped / Non-Swipped By RIR : .

From the report actions panel, edit the report name and description under Report Settings, then click Save.

Default Utilization ~ exporttoCSV | PDF actions - fiter >
Report Settings Scheduled Report Settings
Nama: * Emailis): Report interval:

Default Utilization Every day H
Description: Report type:

Uil report for all agg

oo D

Also available under this panel is Scheduled Report Settings. Scheduling a report generates an export of the report at the set time interval, and
emails the export file to the entered recipient.

To add or edit Scheduled Report Settings, enter the email address that the report should be sent to, select an interval frequency for how often the
report export should be emailed, and (if available) select the report export type to send. When done, click Save. To close the actions panel, click
Actions .

Copy Report
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Copy a report by clicking Copy in the Saved Reports list for the report.

IPAM Saved Reports A

11 Report Name Description 11 Last Modified 11 Last Loaded 11 owner Actions
Detault Utilization Utilization repert for all aggregates 2020-02-06 11:31:36  2020-02-06 11:31:38  System
Default Utilization - 30 days  Utilization report for all aggregates assigned in the past 30 days 2020-02-06 11:31:36  2020-02-06 11:31:38  System -“J-

ot Labs 6¢ Lab Blocks 2020-02-07 12:02:31  2020-02-07 12:01:27  ops@6oonnect.com mm

You may also copy a report from its Report View. Click the gear icon, then select Copy.

IPAM Report View o ®
Edit =
Copy of 6connect Labs ~ exporttoCSV | POF actions + Copy
Save
Export to GSV
IPV4 Swipped / Non-Swipped By RIR : IPV6 Swipped / Non-Swipped By RIR : Exportto POF

Export / Schedule Report

Reports may be exported immediately, as they are currently displayed in the Report View, or exported on a regular basic automatically (Schedule
Report). Note: Schedule Report requires ProVision's Scheduler Tab to be running.

Exgjrt Size Limitations

Report exports have a maximum size limit of 100,000 rows for .csvs, and 1000 rows for pdfs. If your report data exceeds that amount, it is
recommended to adjust the report filters to further reduce results, and/or split the report into multiple, smaller reports. The ProVision APl may also
be used to retrieve larger datasets.

If your company regularly requires exports larger than these limits, please contact support@6connect.com for assistance.

Export Current View

Export a report by opening Report View for the desired report, and then clicking Export as CSV or Export as PDF (if available). Export options are
also available from the gear menu.

IPAM Report View & ®
Edit =
Copy of Bconnect Labs actions 4 Copy
Save
s Export to CSV
IPV4 Swipped / Non-Swipped By RIR : IPV6 Swipped / Non-Swipped By RIR : i Pt

The applicable file type will download via your browser.

Schedule Report

Scheduling a report generates an export of the report at the set time interval, and emails the export file to the entered recipient. Open the
Scheduled Report Settings by clicking Edit for the report in the Saved Reports list, or by clicking the Actions panel in Report View.

To add Scheduled Report Settings, enter the email address that the report should be sent to, select an interval frequency for how often the report
export should be emailed, and (if available) select the report export type to send. When done, click Save. To close the actions panel, click Actions
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IPAM Report View - WO

Default Utilization  exporttocCsv | PDF actions - fitter >
Report Settings Scheduled Report Settings
Name: * Emailis}: Report interval:

Default Utilization +—— Every day @
Description: Report type:

Uil report for all ag ®
oo (D)

Scheduled Reports

Once Schedule Report Settings have been saved for a report, ProVision automatically generates a Scheduler Tab task entry for that report with
the entered information. Once created, the email address, report interval, and time to send the report may be also manually edited from the
Scheduler Tab, and the history and log event for the scheduled report task may be reviewed.

Delete Report

Delete a user-created report by clicking Delete in the Saved Reports list. Default reports (listed with "System" as the owner) may not be deleted.

IPAM Saved Reports A

11 Report Name Description 11 Last Modified 11 Last Loaded 11 owner Actions

Detault Utilization Utilization repert for all aggregates 2020-02-06 11:31:36  2020-02-06 11:31:38  System _\_{”::Ww

Default Utilization - 30 days  Utilization report for all aggregates assigned in the past 30 days 2020-02-06 11:31:36  2020-02-06 11:31:38  System C
—

Geonnect Labs 6¢ Lab Blocks 2020-02-07 12:02:31  2020-02-07 12:01:27  ops@6connect.com [T Iy

Before deleting reports (especially any created by a different user), verify that both the report and its scheduled exports are no longer needed.

Additional Information

For additional information on Reporting, see the following areas:

® Reporting
® Reporting v1
® Scheduler Tab (for editing or reviewing Scheduled Reports)
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Reporting v1

Reporting v1

The ProVision Reporting v1 page provides an overview of program statistics, as well as a way to view and download activity information.

Reporting v1 is accessed by non-admin users by clicking the Reporting Tab. Admin users will instead by directed to Reporting v2.

® Reporting v1
® Stats
® Reports

® User Activity
® Customer List

* IPAM

® Additional Information

Stats

Items of interest provided under stats include most recent login, number of Resources, DNS zone breakdowns, IPAM hosts, and estimated IP

runout time.

Dashboard  Resources ~

Environment

Last Login:
Last User:

Total Resources:
Total Contacts:

IPAM Stats

IPv4 Public

Total IPv4 Hosts:

Total Assigned IPv4 Hosts:
Total Available IPv4 Hosts:

IPv4 Assigned Date Range:

IPv4 Assigned Rate :
IPv4 Projected Runout :

IPv4 1918 (Private)
Total 1918 Hosts:

Total Assigned 1918 Hosts:
Total Available 1918 Hosts:
1918 Assigned Date Range:

1918 Assigned Rate :
1918 Projected Runout :

Reports

User Activity

06/26/2018 - 10:06:20
ops@6connect.com
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119,401,298

16,869,703

102,531,595
01/21/2014 — 06/21/2018 (1612 days)
10,465 hosts/day

26 years, 307 days

121,768,640

16,793,575

104,975,085

02122014 — 06/25/2018 (1595 days)
10,529 hosts/day

27 years, 115 days

DNS~ DHCP~ |IPAM~ Peering Reporting

IPvE
Total IPvE Hosts:

Total Assigned IPv6
Hosts:

Total Available IPv6
Hosts:

IPv6 Assigned Date
Range:

IPv6 Assigned Rate :

5,193,733,178,465,500,724,714,816,585,859,072
61,650,382,333,143,597,519,931,965,440

5,193,671,528,083,167,725,232,484,729,749,504

01/28/2014 - 06/25/2018 (1609 days)
38,315,961,673,799,626,792,108,032 hosts/day

IPv6 Projected Runout 371365 years, 285 days

To run a User Activity report, simply select the user from the drop down menu and a desired date range for the report. Clicking on "Show Data"
will show the User, IP, Timestamp, and Action in a table at the bottom of the page. To export the data to .csv, simply select "Download CSV".

391



User Activity

User:

All Users
From: 03/29/2015
To: 04/08/2015

Donrioad 05V

Customer List

The Customer List report reflects all Resources created under the Category of "Customer". Clicking on "Show Data" will show information
collected from the Contact Info and Tech Info gadgets, parent information, and IP / zone assignment counts. To export the data to .csv, simply
select "Download CSV".

Customer List

Show Data Download CSV

IPAM

The IPAM report is highly customizable, allowing you to view information for all aggregates or selected blocks.
Required Fields: IPv4 and/or IPv6 must be selected for the report.

Optional Fields: Assigned, SWIP status, Assignment / Update dates, RIR, Assigned to Resource, Region, Tag, and Generic Code (in this case,
"Datacenterl") are all optional parameters to narrow your results.

IPAM
All Aggregates v IPv4 £ IPv6 Assigned? SWIPed/RIR Synched?

Assignment Date:  From: 04/01/2015 To: 04/08/2015 Clear

Last Updated: From: To: Clear

RIR Assigned to Resource Region Tag DataCenter1
ARIN onn Portland, OR Anycast DC1

@ RIPE 123 Department LAB San Jose, CA BB DS213
LACNI 636 Waverly Atlanta, GA BGP Generic Coc

Dowioed GV

Clicking on "Show Data" will show bar charts for Swipped/ Non-Swipped by RIR, host and utilization stats, as well as detailed block information.
To export the data to .csv, simply select "Download CSV".
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Showing IPv4/IPv6 blocks for all RIRs and all Customer(s)

IPv4 Swipped ml:n-SMpped By IPv6 Swipped .*Hl:l;nwpped By

IPv4
Total Hosts  Assigned  Utilization
261 258 99.23%
RIR CIDR Net Mask |s Assigned Assigned To Assign Time Is Swipped Swip Time Generic Code Region VLAN NetHandle Cust
1818 1040031 31 No Goonnect holding  2015-04-03 15:41:45  No Quito
ARIN 15001081 31 Yos Internal Lab 2015-04-07 133302 Mo 100
ARIN 216831024 24 Yes TeconnectLabs  2015-04-03 17:18:10  No ASH 101
ARIN 21688320@2 32 Yes 7connect Labs 2015-04-03 17:18:41  No ASH 10
IPv6
Total Hosts Assigned Utilization
4,951,7680,157,141,521,009,506,406,806 18,446,744 ,073,709,551,616 0.00%
RIR CIDR Net Mask Is Assigned Assigned To Assign Time Is Swipped Swip Time Generic Code Region VLAN Net Ham
ARIN  2604:0b60::64 84 Yos TeonnectLabs  2015-04-03 170757 Mo PDX
ARIN  2604:0560:0:1:128 128 Yes TconnectLabs | 2015-04-03 170807 Mo PDX
ARIN  2604:0b60:0:1::1/128 128 No Teonnect 2015-04-03 17:02:02 No POX

Note: The default number of entries returned in the Reporting section for either html or .csv is limited to 5000 rows. If more rows are needed, the
Prolision APl may be used to retrieve larger datasets.

Additional Information

For information on Reporting v2, see

® Reporting
® Working with Reports
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User Preferences

User Preferences

The User Preferences page allows the logged in user to reset their password as well as adjust per-user

settings.

® User Preferences
® Accessing User Preferences
® Editing Preferences

Accessing User Preferences

To access the User Preferences page, click the gear icon at the top right section of the header from any page.
From there, select "User Preferences". You will be redirect to the User Preferences page.

Dashboard Resources + DNS ~ DHCP ~ IPAM = Peering Reporting

=——rUser Preferences
#+ Add Widget / EditLayout # Reset Dashboard M Save s wersweayou

Default Dashboard -

Editing Preferences

The User Preferences page includes a section for updating the user's ProVision password, and Other Settings.

User Preferences

e

New P ord
lew Passw Disable Help Pop-Up Bubbles

Save
Confirm Password

Save

Update Password:

To update your password, type the new password in the "New Password" box, then retype under "Confirm Password" for verification. When
complete, click the "Save" button.

Other Settings:

Under "Other Settings", help pop-up bubbles may be enabled or disabled. Click the check box next to "Disable Help Pop-Up Bubbles" to disable,
or leave unchecked to keep enabled. When complete, click the "Save" button.

To leave the User Preferences page, click on any ProVision tab in the navigation bar.
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ProVision Admin Guide

Admin Guide

The ProVision Admin Guide provides information on features accessible with Admin level permissions within ProVision. For more detailed
information on features accessible in the standard user tabs , see the ProVision User Guide.

Accessing the ProVision Admin section

To access the Admin area, click the gear icon at the top right section of the header from any page.

From there, select "Admin". You will then have access the Admin section tabs of ProVision, and will see the Admin Preferences page.

Dashboard Resources ~ DNS ~ DHCP ~ IPAM -~ Peering Reporting

User Preferences

Default Dashboard - + Add Widget F Edit Layout 4 Reset Dashboard M Save as weraun cayou

Leaving the ProVision Admin section

To leave the Admin area, simply click the "Exit Admin" link in the navigation bar. You will be redirected to the Dashboard.

.006 IPAM Admin =~ Datalmport Users API- Scheduler Log Approvals~  Exit Admin qQ,
IPAM Lists Management: Holding Tank M
Edit IPAM Tags Process Holding Tank (Set to 30 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPvE Subnets Dropdown Add/EditUpdate LIRs

Edit IPAM Rules i
Edit Numbering Authority Configuration Management:

Edit IPAM Columns IPAM Configuration
Edit VLAN Columns

Table of Contents

Admin Preferences
Authentication Options
IPAM Administration
DNS Administration
DHCP Administration
Importing Your Data
Users & Permissions
API Tab

Scheduler Tab

Log

Approvals
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Admin Preferences

Overview

IPAM Admin ~  Data Import APl ~ Scheduler Log Approvals ~  Exit Admin
s prosuct s feonsos o
Application Settings Logging Options
Time Zone US/Pacific + Local Syslog Enable
MySQL timezone POT Remote Log IP
Company Name QA 7.3.0 - ZEBRA1 Remate Log Port
Generic name Customer List Remate Log Method
Header Image fimages/customizebra.png Remate Log Backup IP
64 x 380 K
Choosa Fle No file chosen Flemote: Log Backup Port
Support Emal Remate Log Backup Method
Remate Type
Support Phone o8 yp
Remate Log Facility
Customer label Customer Label
Path 1o PHP Jusribin/php L~
Path to Nmap fusribin/nmap
Nmap Options -0 {{fda}} -sn {{netblock}}
Delete Logs afler 180 i Authentication Options
Maximum Session idie
Update

The Admin Preferences page is the home page of the Admin section of ProVision where general platform preferences may be set.

[#9 Search or type help

1024
TCP §

34

UDP §

JSON 3§

Local 1(17) 4| (syslog only)

220 iminuies) This vahse controls how
lang a session can stay idle before being forced
10 i in again

To access it, click the gear icon at the top right section of the header. From there, select "Admin". You will then have access the Admin section
tabs of ProVision, and will see the Admin Preferences page.

® Qverview

Video Walkthrough
License Info
Application Settings
® Application Settings - Local Installation
DNS Settings
® DNS Global Settings
® DNS Backup Settings
® DNSSEC Tools
Peering Settings
Backup Settings
® Manual Backup - 6¢connect Cloud:
® Manual Backup - Alternate Server:
® Backup Settings - Local Installation
ACP Settings
Logging Options
Authentication Options
® Session Time
® RADIUS authentication options (local install only)
® LDAP authentication
® SAML authentication
® SAML Setup
® SAML Login
® DUO Mobile
Remote Authentication Tester
Templates

Video Walkthrough

Note: Video at applies to versions 6.0.0 to 7.0.0. For earlier versions, see Admin Preferences Page Overview (v5.1.0+) .
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License Info

The License page displays current product license details such as Product, Type, Versions, Expiration, Email, and the option to add/update the
6connect License Key(s).

From the Admin Settings page, click "Manage License".

This product is licensed to Display EULA | Manage License '

Current license details for ProVision, and other affiliated 6connect products will display.

To add/update a License Key, paste the key provided into the "Update License Key" box, and click "Update License".

License

Current License

Product Name: ProVision

License Type: Cloud

Licensed Versions: All

Expire date: No Expiration Date

Hosted Email Address:

Product Nama: ACP

License Type: Cloud

Licensed Versions: All

Expire date: Mo Expiration Date

Hosted Email Address:

Update License Key

4——— Enter ProVision License Key Here ———»

4
e

‘ Update License '

e eee—

Back To IPAM Admin

Application Settings

Application Settings is where you provide company specific info that appears in the header and Dashboard.

397



Application Settings

Time Zone America/Los_Angeles v
MySQL timezone CSsT
Company Name 6connect
Generic name Customer
Header Image fimages/topbar-logo.png

64 x 38px

Choose File No file chosen

Support Email
Support Phone
Customer label ex: Customer ID

Time Zone: Supported Time zones are listed here: {EXT} http://www.php.net/manual/en/timezones.php. Default value is (‘America
/Los_Angeles’) and can be modified at any time via the drop down menu

Company Name: Enter the preferred nhame for your company to be used.

Generic Name: This "short" name is used in abbreviated location for the "Customer" tab label, "Customer" and "Site" are common entries.
Header Image: Select an image file for the header

Support Email: Support Email address that displays on the Dashboard

Support Phone: Support phone number that displays on the Dashboard

Customer Label: The display name for the customizable label field available when creating or editing a resource.

Application Settings - Local Installation

Additional settings are available for local installations:
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Application Settings

Time Zone | US/Pacific :
MySQL timezone PDT '
Company Name QA 7.3.0 - ZEBRA1
Generic name Customer List
Header Image fimages/custom/zebra.png
64 x 38px

Choose File No file chosen
Support Email
Support Phone
Customer label Customer Label
Path to PHP lusr/bin/php ]
Path to Nmap lusr/bin/nmap
Nmap Options -0G {{file}} -sn {{netblock}}
Delete Logs after 180 days

Path to PHP (Local Installation): The directory path to php location
Path to Nmap (Local Installation): The directory path to nmap location

Nmap Options (Local Installation): The directory path to nmap location

DNS Settings
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DNS Global Settings

nsupdate path o

The "nsupdate” tool will be used on Dynamic Update if the path is set.

DNS Backup Settings

Records Limit 50

If the records count of a zone exceed the limit above, the zone backups on push will
be omitted.

DNSSEC Tools

You must specify either "zonesigner" or "dnssec-keygen", "dnssec-
signzone" paths.

zonesigner  /usr/local/bin/zonesigner 0 Required

path download for DNSSEC Support or use BIND Utilities
dnssec- (] Required can be
keygen path foynd from BIND Utilities package

dnssec- € Required can be
signzone —

path found from BIND Utilities package

dnssec- -

dsfromkey  /usr/sbin/dnssec-dsfromkey @

path

DNS Global Settings

nsupdate path: The path for the "nsupdate" tool, to be used with Dynamic Updates

DNS Backup Settings

Records Limit : The limit for the number of records a zone may have for a zone to process a backup. If the records count exceed this number,
zone backups will be omitted at zone push.

DNSSEC Tools

If using DNSSEC, enter the following information:

zonesigner path : Enter the zonesigner path that will be used for DNS. Zonesigner is required if dnssec-keygen and dnssec-signzone are not
set.

dnssec-keygen path: Enter the keygen path. Required if zonesigner is not set.
dnssec-signzone path: Enter the signzone path. Required if zonesigner is not set.
dnssec-dsfromkey path : Enter the dnssec-dsfromkey path that will be used for DNS. Required in all cases.

DNSSEC validation server: Enter the IP of the nonauthoritative DNSSEC validation nameserver. Optional.

A(ﬁﬁional Entropy
If delays occur due to lack of available entropy on servers, see the following article on how to set up additional entropy using haveged here:

https://www.digitalocean.com/community/tutorials/how-to-setup-additional-entropy-for-cloud-servers-using-haveged
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Peering Settings

Peering Settings

ASN 8038,6369

Numbers only. For multiple ASNs, use a comma-
separated list. e.g. 1234,5678

VRF Support

PeeringDB Account Valid account exists (change)
PeeringDB Cache Cache enabled.

Templates Manage Custom Templates

ASN : Enter the ASN(s) that will be used for Peering, or may leave blank. Separate multiple ASNs with a comma.
VRF Support: Check to enable adding the VRF gadget to the router Section. Currently, only supports Cisco routers.

PeeringDB Account: Click the "change" link to input PeeringDB account credentials. PeeringDB account information is required to retrieve and
update peering information.

PeeringDB API Connection

Peering contact information is only
available to clients with a valid
PeeringDB account.

Username

Use the form to test your connection
Password to the PeeringDB API.

Back to Peering

Enter a valid PeeringDB account Username and Password. When done, click the "Test" button to verify the account, and save.
PeeringDB Cache: Displays a status natification to show whether Peering DB cache is enabled or disabled.

Templates: Create or manage custom Peering Templates.

Backup Settings
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Backup Settings

Location

i ©
mysqldump {usr/bin/mysgldump

File permissions: 0755

Manual Backup
Backup Location: @ 6connect Cloud Alternate Server

Backup now: Backup Now

For cloud users, regular backups can be set up through the Scheduler. However, prior to imports or other large changes, you may wish to
manually perform a backup.

Backup Location: The backups may be sent to the 6connect cloud, or to a specific server in the Resource system. Select the radio button for
the desired location.

Manual Backup - 6connect Cloud:

Select "6connect Cloud" as your backup location, then click on the "Backup Now" button. You will see a success message below the button if
successful.

.,
¢ Backup Now
Success

Backup now:

Manual Backup - Alternate Server:

Manual Backup: Alternate Server saves a backup msql dump to a Server Resource already set up in ProVision.

This Resource needs to have the following information provided in the server section fields in order to establish a connection: Port, Hostname,
Username, and Password.

Before selecting Alternate Server Backup:
1) Ensure that the Server Resource exists in ProVision for the backup (Section = "Server"). If needed, create a new entry for the server.
2) Check that the following fields are added to the Server Section:

* Network Port (22 is typical)

® Hostname (this can also be an IP address)

® Username

°

Password

See Customizing Sections and Customizing Fields for information on adding fields to sections. Hostname, Username, Password, and Network
Port will all be contained under the "Existing Fields" selector when adding fields to the Section.

3) On the Backup Server's Entry page, verify that the server fields are filled in and correct for the ProVision server entry:
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Fields

Hostname:
examplehost.com.

Username:
Username
Password:

Network Port:
22

If needed, click "Edit" and add or update the information. See Working with Entries for additional information.

Once a Backup server has been set up in ProVision, it will be available to select under Backup Settings: Alternate Server.

Select "Alternate Server" as your backup location, then select the desired ProVision server Resource. After selecting your server, click on the
"Backup Now" Button.

Backup Settings

Manual Backup
Backup Location:  6connect Cloud @ Alternate Server

Alternate Serverj Select a Resource v G

Backup now: ‘ Backup Now '

If successful, a mysqgl dump file will be sent to the selected server and a "Success!" message will appear.

Backup Settings
Location . .
mysgldump Jusr/bin/mysgldump ®

File permissions: 0755

Manual Backup
Backup Location:  6connect Cloud @ Alternate Server

Alternate Server | Test Backup Server v
Backupnow: |l
Success

Once the connection is confirmed successful, Backups to alternate servers may be scheduled on a recurring basis through the Scheduler Tab, or
continued to be performed manually under Backup Settings.

Backup Settings - Local Installation

Additional settings are available for local installations:
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Backup Settings

Location
mysqgldump

/usr/bin/mysq|

File permissions: 0755

Manual Backup
Backup Location: @ 6connect Cloud () Alternate Server

Backup now: Backup Now

Location of mysgldump (Local Installation): This is the location of the mysqgldump directory.

ACP Settings

ACP Settings

Enable ACP Support in order to benefit from the ProVision workflow
gadget.

. Valid account exists

ACP URL https://acpinstance.com/acp
Username example@domain.com
Password

The password is hidden.

D

The ACP Settings area links an ACP instance and login credentials to the ProVision instance, and allows the ACP Workflow Gadget to execute
Workflows as the provided user.

Enter the ACP URL for a licensed ACP instance, then provide the ACP Username and Password for the user that should be used to execute
Workflows. To verify the account, click "Test Configuration” - you will be notified whether the account is valid.

When done, click "Update", after which you may proceed to configure the ACP Workflows Gadget to specify Workflows to execute in ProVision.

Logging Options
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Logging Options

Local Syslog Enable

Remote Log IP

Remote Log Port 1024
Remote Log Method TCP %]

Remote Log Backup IP

Remote Log Backup Port 34

Remote Log Backup Method | UDP 4|

Remote Log Type JSON 3|

Remote Log Facility Local 1 (17) ¥ (syslog only)

Remote Log IP: Target IP address that we will send log information to

Remote Log Port: Port number for the syslog server you will send log information to

Remote Log Method: Select TCP, UDP, SSL from the dropdown for the log delivery method

Remote Log Backup IP: Target IP address for the Backup syslog server you will send log information to
Remote Log Backup Port: Port number for the Backup syslog server you will send log information to
Remote Log Backup Method: Select TCP, UDP, SSL from the dropdown for the log delivery method
Remote Log Type: Select SysLog format or JSON output

Remote Log Facility: Select the Facility - applies to syslog only

Authentication Options

In this area, you may set the max session idle time, as well as setup additional authentication options.

Four authentication types are available for ProVision: Radius, LDAP, SAML, and DUO Mobile.

Session Time

Authentication Options

Maximum Session Idle 180  (minutes) This value controls how

long a session can stay idle before being forced
to log in again.

RADIUS functions are available.
Radius Enable

Maximum Session Idle: This setting (minutes) controls how long a session can stay idle before being forced to log in again.

RADIUS authentication options (local install only)
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RADIUS functions are available.
Radius Enable

Radius Server Address

Radius Authentication Port 1812
Radius Accounting Port 1813
Radius Key

The Radius key is the Radius Server Secret.

Radius servers must be configured with the 6connect dictionary, located here.

Note: For implementation details, go here.

Radius Enable: Check this box to enable RADIUS functionality.

Radius Server Address: Set to the IP address of your radius server. If this is specified, it will force authentication over radius.
Radius Authentication Port: Set to the port for authentication. Default port is 1812

Radius Accounting Port: Set to the port for radius accounting. Default port is 1813

Radius Key: Set to the shared key of your radius server

LDAP authentication

LDAP functions are available.

LDAP Enable

LDAP Server Address

LDAP Port 389

LDAP Security | None %

LDAP Auth DN List cn=%L0GIN%,dc=6connect,dc=col
LDAP Fetch DN cn=%L0OGIN%

LDAP Group Attribute memberOf

The [?N _strings used to first authenticate the 6connect user and then to retrieve their
permissions.

The string '%LOGIN%' should be inserted in place of the user's common name in
both strings.

ex: cn=%LO0GIN%,ou=people,dc=6connect,dc=com

Each Auth DN string will be tried in order until a user successfully authenticates.
LDAP servers must either be configured with the 6connect schema, located here, or
have an internal list of user groups defined by the LDAP Group Attribute above. If a

Group Attribute is set it will be used. If no Group Attribute is present the 6connect
schema will be used. If both fail then users will not be able to log in to ProVision.

Note: For implementation details, go here.
LDAP Enable: check the box to enable LDAP functionality.
LDAP Server Address: Set the IP address of your LDAP server.

LDAP Port: Set the port for your LDAP server
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LDAP Security: Select the security method of your LDAP server - SSL, TLS or None

Test Server: Click to test the connection to the LDAP server.

[ T R (e

LDAP Security None :uccess

LDAP Auth DN/Fetch DN: These strings are used to first authentication the 6connect user and then to retrieve their permissions. The string ‘%
LOGIN%' should be inserted in place of the user's common name both strings. (ex: cn=%LOGIN%,ou=people,dc=6connect,dc=com)

LDAP Group Attribute: If using an internal list of user groups instead of 6connect groups, enter the attribute name for the LDAP groups here. If
a Group Attribute is set, it will be used first, otherwise the 6connect schema will be used.

Mapping Permissions to 6connect schema: To integrate 6¢connect permissions with your existing directory structure then you will need the

6connect schema. It should snap in with any existing LDAP structure and allow you to assign 6connect permissions to your existing users. You
can download a copy of the schema from this section.

SAML authentication

SAML Configuration.

Enable SAML Authentication

User Attribute hitp://schemas.xmlsoap.org/ws/200
Group Attribute http://schemas.xmlsoap.org/claims/

IDP Metadata

<EntityDescriptor ID="_327633af-cf98-43c9-b896-

173c75e189c5" entitylD="http://win2016-1-
fmt.6connect.com/adfs/services/trust"
xmins="urn:oasis:names:tc:SAML:2.0:metadata"><ds:Signature
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo><ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"/><ds:Reference URI="#_327633af-cf98-43c9-b896- p

SAML Service provider configuration.
Sign logout request
Sign redirect request

Unencrypted Assertions from
IdP Will be rejected

Private key

Certificate

-----BEGIN CERTIFICATE-----
MIIDjjCCAnagAwIBAglJAPNDbZhPZX8g6MAOGCSqGSIb3DQEB
CwUAMFwxCzAJBgNV
BAYTAKFVMRMwEQYDVQQIDApTb21ILVNOYXRIMSEWHwWYDV
QQKDBhJbnRIcm5IdCBX
aWRnaXRzIFB0eSBMdGQxFTATBgNVBAMMDDZjb25uZWNOL

The Identity Provider you want to connect needs the ProVision SP
Metadata file. You can download it in PHP or XML format.

SAML is a Single Sign On (SSO) authentication method that uses an external identity provider to authenticate a user at their first login, saving a
token to the user's browser that is then used for subsequent logins, so that the user does not need to re-submit credentials.

SAML Setup
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Before configuring SAML in ProVision, you must have an account set up with an Identity Provider (IdP) and ProVision users / groups set up in the
1dP.

Set up the IdP

To use SAML authentication, you will need SAML set up for your instance with an Identity Provider (IdP), such as Microsoft ADFS, OneLogin,
Elastic SSO, or others. You can view a list of available SAML IdPs at Wikipedia's SAML based products page.

Users and Permissions:

User credentials will need to be created and associated with ProVision permission group names via the IdP. All user creation, management and
permissions handling occurs via the IdP, externally from ProVision.

Configure SAML in ProVision

ProVision setup for SAML is located in Admin Admin Settings Authentication Options.

SAML Configuration.

Enable SAML Authentication

User Attribute http://schemas.xmlsoap.org/ws/200
Group Attribute http://schemas.xmlsoap.org/claims/

IDP Metadata

173c75e189c5" entitylD="http://iwin2016-1-
fmt.6connect.com/adfs/services/trust"
xmins="urn:oasis:names:tc:SAML:2.0:metadata"><ds:Signature
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo=<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"/><ds:Reference URI="#_327633af-cf98-43c9-bB96-
|173¢756189¢5"><ds:Transforms><ds:Transform [

SAML Service provider configuration.
Sign logout request
Sign redirect request

Unencrypted Assertions from
IdP Will be rejected

Private key

Certificate

MIIDjjCCAnagAwIBAglJAPNbZhPZX8g6MAOGCSqGSIb3DQEB
CwUAMFwxCzAJBgNV
BAYTAKFVMRMwEQYDVQQIDApTb21ILVNOYXRIMSEwHwWYDV
QQKDBhJbnRlem5IdCBX
aWRnaXRzIFB0eSBMdGQxFTATBgNVBAMMDDZjb25uZWNOL

The Identity Provider you want to connect needs the ProVision SP
Metadata file. You can download it in PHP or XML format.

Under SAML Configuration:
Enable SAML authentication by clicking the checkbox next to "Enable".
The following fields are required and will need to be obtained from the IdP:
® User Attribute(Required):
® Group Attribute(Required):
® |dP Metadata(Required):

Under SAML Service Provider Configuration:
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Sign logout request:

Sign redirect request:

Unencrypted Assertions from IdP Will be rejected:
Private Key:

Certificate (Required):

Links are provided below the configuration settings for the ProVision SP Metadata file in php and xml format, which will be needed to provide to
the 1dP.

You can test the configuration by clicking the "Test SAML Configuration” button, a new page will open giving health check information for your
provided attributes.

SAML Login

Once the correct configuration has been established and users set up for SAML in the IdP, users will be able to use SAML logins.
. Documentation Note: Depending on the IdP used, some screens may appear different from what is shown here.

Initial Login:

The initial login process occurs for the first time a user logs in, and anytime afterwards if the browser token is not present (e.g., cookies are
cleared from the browser, the browser closed, or a new browser is used).

From the ProVision login page, select SAML from the authentication options dropdown - you do not need to enter Username or Password.

6connect ProVision~ Suite

User Name
Password
v Local
Radius

LDAP

Version 7/

You will be redirected to the IdP site as set up in the Admin Configuration - here, we are using Microsoft ADFS (Active Directory Federation
Services).

Log into the IdP site using your SAML credentials, and click "Sign In".
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6connect

Sign in with your organizational account

‘ Eo meone@example.com

Password

&>

© 2016 Microsoft

If the sign in is successful, you will be logged into the ProVision home page.
Subsequent Logins:

After the initial login via the IdP (as long as the auth token is present) users will be able to login to ProVision simply by selecting the "SAML"
options from the ProVision login page without entering credentials.

6connect ProVisionw Suite

User Name
Password

v Local
Radius
LDAP

&GCQHI’"QCI

The auth token may be destroyed or not available if browser cookies have been cleared, a different browser used, or the browser fully closed,
depending on security settings. In these cases, the user will need to sign in again via the IdP.

DUO Mobile
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DUO Mobile configuration.

Enable DUO Mobile

Integration key
Security key
DUO API Host name

To use DUO Authentication, an account must first be set up with DUO.

Once an account is set up, obtain the Integration Key, Security Key, and DUO API Host name.

Enter those items into Admin Authentication Options DUO Mobile Configuration, and click "Update" to save your changes.
You may also test the current configuration by clicking "Test DUO Configuration”.

If you need to disable DUO Mobile authentication from ProVision from outside of the GUI, a command-line disable tool is available. Run:

...................................................................................................................................................................................

Remote Authentication Tester

Remote Authentication Tester

This diagnostic tests whether the above settings are functioning.

Be sure to hit the 'Update' button so your edits are reflected in the database.
Login Method: Radius §

Username:

Password:

Test Login

The Remote Authentication Tester checks Radius / LDAP settings for a user.

Select the Login Method (Radius or LDAP), enter the Username and Password for the user, and then click "Test Login".
Login Method: Select Radius or LDAP, according to your authentication settings.

Username: The username for the user you are testing.

Password: Password for the user you are testing.

Templates
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Email Templates

Customer Notification

Our Provisioning Department will be in touch with the specific
information

5 days prior to your turn-up on the Network Information Sheet. If
you are not

certain of that date, please contact your Account Executive.

Thank you,
IP Analyst

Customer Notification (existing)

Gateway:
Usable 1Ps: 3003000 X000 XXX = X0 X004 XXX XXX
Netmask: 255.255.255.xxx

These IPs are active and ready for your use.
Please contact our Hostmaster Team via

if you wish to set up reverse DNS
information for these new addresses.

This is where you can edit outgoing email templates for IP block assignments.

To edit, click inside the text area box, make the desired changes, then click the "Update" button.

After making changes to settings, clicking any "Update" button will save your changes for all sections of the page, not just the section the update
b is contained in.
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Authentication Options

Authentication

6connect ProVision~ Suite

User Name
Password

Local %

Depending on the authentication method chosen by your organization, there may be a separate authentication to login or logout of the application
via the drop down menu.

Change Order of Login Menu Dropdown

The drop down menu defaults to "local" - if you are using another authentication method, you can use the following to change the default ordering
and improve usability.

In the file data/globals.php, add a line:

Acceptable values instead of ‘ldap' are 'local’, 'radius' and ‘ldap'.
By default, credentials are managed via the local authentication mechanism provided by 6connect. See the following sections for more detail
authentication configurations:

® LDAP Authentication

® LDAP Authentication on Windows Server

® RADIUS Authentication

For information on SAML and DUO, see Admin Preferences.
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LDAP Authentication

LDAP Authentication

To setup an LDAP server for authentication, you must perform the following three procedures:

® LDAP Authentication
® Configure the LDAP Server:
® LDAP Schema - Example
® Creating a LDAP User:
® Test the LDAP Server
® Configure ProVision for LDAP Authentication

Configure the LDAP Server:

Configuring the LDAP server involves ((adding the schema)) and adding LDAP users / groups to the server:

LDAP Schema - Example

attributetype (1.3.6.1.4.1.5023215.2.3.21 NAME 'sixConnG oup' SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
objectclass ( 1.3.6.1.4.1.5023215.2.4.2 NAME ' si xConnect Perm ssi onsV2' DESC ' 6Connect Perm ssions Cbject v2'
SUP top AUXI LI ARY MUST ( sixConnGoup ) )

Creating a LDAP User:

SSH into your openLDAP server and create a new 'ldif' file. Example:

dn: cn=JoeSnit h, ou=peopl e, dc=6connect, dc=com
cn: JoeSmith

sn: JoeSnith

obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: si xConnect Per mi ssi onsV2
si xConnGroup: "d obal Adm ns"

si xConnGroup: "IT Engi neering"

si xConnGroup: " Sal es"

si xConnGroup: "Custoner Adm n"

user Password: testpass

To create a new user, make a new Idif file and change all instances of "JoeSmith" to whatever username you wish to create and update the
password. Keep all of the object class definitions as listed above. Add a sixConnGroup declaration for each ProVision user group a user is in.

After the file is created, run the following command to add the new user to LDAP server:

" I'dapadd -h [SERVER| -x -f [LDIF FILE] -D [ROOTDN] -w [ROOT PW -v |
Example:
{I'dapadd -h'Tocalhost -x -f 6connect.idif -D "cn=Manager, dc=6connect, dc=comi -w secret -v 1

The user will now be active in openLDAP and can be used to login to ProVision.

Test the LDAP Server
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To query the LDAP server, run the following command on any server which has openLDAP enabled:

I dapsearch -b [BASE|] -h [I PADDRESS] -D [ DOMAIN| -w [ PASSWORD] [ USER]

Note: We have not been able to use a v6 address at with this tool, even though multiple sources say it should work.
At the end of the command where [USER] is specified, user or groups can be used (in LDAP format) to query.

Example:

| dapsearch -b "dc=6connect, dc=coni’ -h 50.240.195.129 -D "cn=Mayor, ou=peopl e, dc=6connect, dc=cont

"cn=Maj or M ner"

Configure ProVision for LDAP Authentication

To configure the use of LDAP authentication with ProVision, follow the steps below.

Log into 6connect ProVision

Go to Admin -> General Settings -> Authentication

Click the LDAP Enable checkbox.

Fill in the hostname or ip address, authentication port, LDAP Security, Auth DN, and Fetch DN.

LDAP functions are available.

LDAP Enable

LDAP Server Address

LDAP Port 389

LDAP Security None 4

LDAP Auth DN List cn=%L0OGIN%,dc=6connect,dc=col
LDAP Fetch DN cn=%L0OGIN%

LDAP Group Attribute memberOf

The If_)N_strings used to first authenticate the 6connect user and then to retrieve their
permissions.

The string '%LOGIN%' should be inserted in place of the user's common name in
both strings.

ex: cn=%LOGIN%,ou=people,dc=6connect,dc=com
Each Auth DN string will be tried in order until a user successfully authenticates.

LDAP servers must either be configured with the 6connect schema, located here, or
have an internal list of user groups defined by the LDAP Group Attribute above. If a
Group Attribute is set it will be used. If no Group Attribute is present the 6connect
schema will be used. If both fail then users will not be able to log in to ProVision.

Example values in this case would be:

LDAP Enable: (Checked)

-W t est pass
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LDAP Server Address: 52.240.195.12

LDAP Port: 389 (or SSL/TLS port is 636)
LDAP Security: None
LDAP Auth DN: cn=%LOGIN%,ou=people,dc=6connect,dc=com

LDAP Fetch DN: cn=%LOGIN%

Setting default login authentication options
1

In the login screen, you would select the authentication method from the dropdown. If you like, you can set the default login option in the following
way:

Go to the /data/globals.php and open in vi (or other editor). Add in the following text as the last line of the file (before the closing ?>)
define(DEFAULT_LOGIN_TYPE', 'radius');

Acceptable values are "local", "radius" and "Idap". If this line is not present in globals.php, the default option is "local".
Using SSL encryption
1

To use SSL encryption with LDAP, the Idap.conf file must be correctly configured on the ProVision server.
Typically, the LDAP configuration file is kept at "/etc/Idap/ldap.conf". Make sure the following line is present:
TLS_REQCERT allow

and restart the webserver.
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LDAP Authentication on Windows Server

LDAP Authentication on Windows Server

Starting in 3.6, ProVision supports LDAP authentication (including Windows Server!). To setup an LDAP server for authentication, you must
perform the following procedures:

® LDAP Authentication on Windows Server
® Configuring the LDAP functions on your Windows Server
® LDAP Schema - Example
® LDAP User Example
® Test the LDAP Server
® Configure ProVision for LDAP Authentication

Configuring the LDAP functions on your Windows Server

You should confirm these steps with your LDAP admin - the purpose of this walkthrough is to provide some level of detail on how to extend LDAP
functionality to support integration with an application like ProVision.

Step 1: Prepare to extend the Schema (http://technet.microsoft.com/en-us/library/cc961754.aspx)
This is not a minor operation and requires interaction with various control modification areas of Windows Server:

® |f you have not modified the schema before, you will need to use the Active Directory Schema console on a DC (Domain Controller) to
permit write access to the DC schema.

® Since the schema object has dedicated permissions, admins must be a member of the Schema Administrator group (Schema Admins).

® Note that the DC that is holding the Schema Master Role is the only one allowed to write to it.

Step 2: Decide on method for Installing/executing Schema Extensions (http://technet.microsoft.com/en-us/library/cc961742.aspx)
If you have already used other AD integrations, this should be straightforward. We recommend using the LDIF script method

Step 3: Add and Modify a Schema Object (http://technet.microsoft.com/en-us/library/cc961575.aspx)

To add a new attribute to the schema, you first have to create a attribute object. The you will need to complete the following steps:

® Select a name for the attribute (ProVision assumes that the name will be 'sixConnGroup')
® Get a valid Object Identifier (OID) from an issuing authority (http://msdn.microsoft.com/en-us/library/ms677620.aspx)
® Generate an Object Identifier

Microsoft has released a script that can generate an Object Identifier (OID): https://gallery.technet.microsoft.com/scriptcenter
/56b78004-40d0-41cf-b95e-6e795b2e8a06

Document the attribute syntax

Confirm that the attribute should be single-value

Confirm the attribute indexing behavior

Decide if the attribute needs to be distributed to the Global Catalog

LDAP Schema - Example

attributetype (1.3.6.1.4.1.5023215. 2. 3.21 NAME 'sixConnG oup' SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
objectclass ( 1.3.6.1.4.1.5023215. 2. 4.2 NAME ' si xConnect Per m ssi onsV2' DESC ' 6Connect Perm ssions Cbject v2'
SUP top AUXI LI ARY MUST ( sixConnGoup ) )

LDAP User Example

SSH into your openLDAP server and create a new 'ldif' file. Example:

dn: cn=JoeSni t h, ou=peopl e, dc=6connect, dc=com
cn: JoeSmith

sn: JoeSmith

obj ectcl ass: top

obj ectcl ass: person
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obj ectcl ass: si xConnect Perm ssi onsV2 i
si xConnGroup: "d obal Adm ns" !
si xConnGroup: "I T Engi neering" H
si xConnGroup: " Sal es" :
si xConnG oup: "Custonmer Adnmin"
user Password: testpass

To create a new user, make a new Idif file and change all instances of "JoeSmith" to whatever username you wish to create and update the
password. Keep all of the object class definitions as listed above. Add a sixConnGroup declaration for each ProVision user group a user is in.

After the file is created, run the following command to add the new user to LDAP server:

" I'dapadd -h [SERVER| -x -f [LDIF FILE] -D [ROOTDN] -w [ROOT PW -v e |
Example:

i ldapadd -h localhost -x -f 6connect.ldif -D "cn=Manager, dc=6connect, dc=cord -w secret -v 1
The user will now be active in openLDAP and can be used to login to ProVision.
Test the LDAP Server
To query the LDAP server, run the following command on any server which has openLDAP enabled:

{ Idapsearch -b [BASE|] -h [IPADDRESS] -D [DOMAIN] -w [PASSWORD] [USER T |

Note: We have not been able to use a v6 address at with this tool, even though multiple sources say it should work.
At the end of the command where [USER] is specified, user or groups can be used (in LDAP format) to query.

Example:

¢ | dapsearch -b c=6connect, dc=cont -h 50.240.195.129 -D "cn=Mayor, ou=peopl e, dc=6connect, dc=conf -w testpass H
i "cn=Maj or M ner" H

Configure ProVision for LDAP Authentication

To configure the use of LDAP authentication with ProVision, follow the steps below.

® Log into 6¢connect ProVision

® Go to Admin -> General Settings -> Authentication

® Click the LDAP Enable checkbox.

® Fillin the hostname or ip address, authentication port, LDAP Security, Auth DN, and Fetch DN.
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LDAP functions are available.

LDAP Enable

LDAP Server Address

LDAP Port 389

LDAP Security TR Test Server |

LDAP Auth DN List cn=%L0OGIN%,dc=6connect,dc=col
LDAP Fetch DN cn=%L0OGIN%

LDAP Group Atiribute memberOf

The [_)N_strings used to first authenticate the 6connect user and then to retrieve their
permissions.

The string '%LOGIN%' should be inserted in place of the user's common name in
both strings.

ex: cn=%LOGIN% ,ou=people,dc=6connect,dc=com
Each Auth DN string will be tried in order until a user successfully authenticates.

LDAP servers must either be configured with the 6connect schema, located here, or
have an internal list of user groups defined by the LDAP Group Attribute above. If a
Group Attribute is set it will be used. If no Group Attribute is present the 6connect
schema will be used. If both fail then users will not be able to log in to ProVision.

Example values in this case would be:
LDAP Enable: (Checked)

LDAP Server Address: 52.240.195.12

LDAP Port: 389 ( or SSL/TLS port is 636)
LDAP Security: None
LDAP Auth DN: cn=%LOGIN%,ou=people,dc=6connect,dc=com

LDAP Fetch DN: cn=%LOGIN%

Setting default login authentication options

1
In the login screen, you would select the authentication method from the dropdown. If you like, you can set the default login option in the following
way:

Go to the /data/globals.php and open in vi (or other editor). Add in the following text as the last line of the file (before the closing ?>)
define(DEFAULT_LOGIN_TYPE', 'radius');

Acceptable values are "local", "radius" and "Idap". If this line is not present in globals.php, the default option is "local".
Using SSL encryption
1

To use SSL encryption with LDAP, the Idap.conf file must be correctly configured on the ProVision server.
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Typically, the LDAP configuration file is kept at "/etc/Idap/ldap.conf’. Make sure the following line is present:
TLS_REQCERT allow

and restart the webserver.
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RADIUS Authentication

RADIUS Authentication

ProVision supports 6connect vendor-specific attributes (VSAs) for use with RADIUS authentication. To use these attributes, you must perform the
following procedures:

® RADIUS Authentication
® Add the 6connect VSA to the Radius Installation
® Configure Radius Accounts
® Test Radius Accounts
® Configure ProVision for Radius Authentication

Add the 6connect VSA to the Radius Installation

To use the 6connect VSA, the attributes must be defined on the RADIUS server. Add the following RADIUS dictionary file to your RADIUS server
and name it dictionary.6connect:

ProVision 4.0 and greater:

VENDCOR 6connect 36009

BEG N- VENDOR 6connect

#A 6connect User Group to which this user bel ongs.

ATTRI BUTE 6connect _user _group 10 string :
END- VENDOR 6connect i

Make sure to add the following to the primary dictionary file: $INCLUDE dictionary.6connect

Configure Radius Accounts

On the Radius server, configure the user accounts that will have access to the ProVision system.
An example of a ProVision account configuration for the user file on a Freeradius system for ProVision 4.0 and greater:

Example: To add a new radius user, edit the 'users' file found at /etc/raddb/users and add a block like:

Setting up a RADIUS account

6connect _user_group = "d obal Adnmins, G oup 2, Goup 1, G oup Nonexistant"

bobber C eartext-Password := "hello"

Note on RADIUS attributes
1

There are many Radius attributes, but '6connect_user_group' is the one used by 6connect ProVision. It is a comma-separated list of all the group
names that the user belongs to.

Test Radius Accounts

For ProVision 4.0 and higher, test and response should look like the following:

To query a radius server, use the following command format:
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i Sending Access-Request of id 198 to 208.39.140. 106 port 1812 H
i User-Name = "bobber" ;
i User-Password = "hello" i
| NAS-IP-Address = 67.221.240. 229
{ NAS-Port =0 :
i Message- Aut henti cator = 0x00000000000000000000000000000000
i rad_recv: Access-Accept packet from host 208.39.104.106 port 1812, id=198, |ength=69 i
! Attr-10 = 0x476c6f 62616c2041646d696e732c47726f 757020322¢47726f 757020312¢47726f 7570204e6f 666578697374616674 i

Sendi ng Access- Request of id 68 to 208.39.140.106 port 1812

User - Name = "bobber bro"

User - Password = "hel | 0"

NAS- | P- Addr ess = 67.221. 240. 229

NAS-Port = 0

Message- Aut henti cat or = 0x00000000000000000000000000000000

rad_recv: Access-Reject packet from host 208.39.104.106 port 1812, id=68, |ength=20

Configure ProVision for Radius Authentication

To configure the use of Radius authentication with ProVision, follow the steps below.
® Log into 6¢connect ProVision
® Go to Admin -> Authentication

® Ensure that Radius functions are marked as available. Radius functions are always available on 6connect cloud instances. Radius
functions are available on VM Images and Local Installations only if the relevant PHP Pear Radius Libraries have been installed.

RADIUS functions are available.
Radius Enable

Radius Server Address

Radius Authentication Port 1812
Radius Accounting Port 1813
Radius Key

The Radius key is the Radius Server Secret.

Radius servers must be configured with the 6connect dictionary, located here.
® Click the Radius Enable checkbox.
® Fill in the hostname or ip address, authentication ports, accounting port, and shared Radius key as specified.

Setting default login options
1

In the login screen, you would select the authentication method from the dropdown. If you like, you can set the default login option in the following
way:

Go to the /data/globals.php and open in vi (or other editor). Add in the following text as the last line of the file (before the closing ?>)
define(DEFAULT_LOGIN_TYPE', 'radius');

non

Acceptable values are "local", "radius" and "Idap". If this line is not present in globals.php, the default option is "local".
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IPAM Administration

Overview

.006 IPAM Admin = Datalmport Users APl~ Scheduler Log Approvals~  Exit Admin

IPAM Lists Management: Holding Tank Management:
Edit IPAM Tags Process Holding Tank (Set to 30 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPvE Subnets Dropdown Add/EditUpdate LIRs
Edit IPAM Rules
Edit Numbering Authority Configuration Management:
Edit IPAM Columns IPAM Configuration

Edit VLAN Columns

IPAM Administration is accessed through the Admin area of ProVision. It includes sections to manage IPAM Lists, the Holding Tank, LIR, and
IPAM Configuration.

® Overview

® |PAM Lists Management
Holding Tank Management
LIR Management and Use
IPAM Configuration
Additional Information:

IPAM Lists Management

These links are to the respective IPAM Parameters that are available for customization - tags, regions, subnets, IPAM Rules, Numbering
Authority, and IPAM / VLAN Columns.

See the IPAM Parameters page for additional details and examples for updating IPAM Parameters, IPAM / VLAN column customization, and
IPAM Rules for additional information on managing IPAM Rules.

Holding Tank Management

When IPv4/IPv6 resources are reclaimed, they are placed into the "Holding Tank". This feature allows for a block to stay out of the available
address pools until the administrator approves it.

See the Holding Tank Management page for more details.

LIR Management and Use

ProVision supports multiple LIRs from the UI. This allows users to select from various LIRs when they want to update SWIP/RPSL information for
a subnet allocation.

See the LIR Management and Use page for more details.

IPAM Configuration
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IPAM Configuration

Holding Tank Days 30

|Pv4 Block Scanner Enable

IPv4 Block Scanner Max Block Size 124

RIPE Database RIPE @ TEST

Show /32 or /128 mask for statics

Merge after unassign

When enabled, ProVision will automatically merge unassigned
blocks into the largest possible block within an aggregate

Automatic Merge respects Tags & Regions When enabled, the automatic merge performed after an unassign
will stop if the two blocks do not have identical tags and regions.

Enable Map View

Default Tag Selection Mode Standard
Strict
Exclude

Sparse Allocation Block Size 164

Back To IPAM Admin

Holding Tank Days: This is the number of days that a block will be held in "Holding" status before being available to be moved to the Available
pool, and thus ready to be assigned. By default this is initially set to 30 days.

IPv4 Block Scanner Enable: This is a beta feature that allows a user to scan a block of IPv4 space and show host counts of responding
addresses.

IPv4 Block Scanner Max Block Size: The max size (mask) the IPv4 Block Scanner considers (Command Line tool only).
RIPE Database: Select the desired database - RIPE or TEST.

Show /32 or /128 mask for statics: Enable to show /32 or /128 masks.

Merge after unassign: Select to automatically merge adjacent blocks when they become available after unassign.

Automatic Merge respects Tags & Regions: When "Merge after unassign" is selected, the automatic merge will stop if the two blocks do not
have matching tags and regions.

Enable Map View: Select to enable a map view of assigned aggregates on the IPAM tab, determined by assigned region.
Default Tag Selection Mode: Set which radio button will be selected by default when working with tags in the IPAM Gadget

Sparse Allocation Block Size: Sets the size of the blocks generated for IPv6 Sparse Allocation

Additional Information:

IPAM Parameters

IPAM Rules

Holding Tank Management
RIR Integration: SWIP/RPSL
LIR Management and Use
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IPAM Parameters

IPAM Parameters - Overview

IPAM Lists Management is access from the Admin section of ProVision, under the iPAM Admin tab.

Through this area, admin users can update IPAM tags, IPAM Regions, IPv4 / IPv6 subnets, IPAM Rules,
Numbering Authority, and IPAM / VLAN Columns.

.006 IPAM Admin =~ Datalmport Users AP|- Scheduler Log Approvals~  Exit Admin qQ,
IPAM Lists Management: Holding Tank Manag
Edit IPAM Tags Process Holding Tank (Set to 30 days)

Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPvE Subnets Dropdown Add/EditUpdate LIRs
Edit IPAM Rules

Edit Numbering Authority
Edit IPAM Columns

Edit VLAN Columns

Configuration Management:
IPAM Configuration

* |IPAM Parameters - Overview
® Add/ Edit IPAM Tags
® Add/ Edit Regions
® Applying a Google Geocoding API Key:
® Managing Regions
® Valid / Invalid Regions
® Add/ Edit IPv4 / IPv6 Subnet Dropdowns
Edit IPAM Rules
® Numbering Authority
® Available Domain Types
® Working with Numbering Domains
® Create a Numbering Domain
® Number Domain Actions
® Edit IPAM or VLAN Columns
® Additional Information

Add / Edit IPAM Tags

When you are applying properties to IP blocks, you have the option to edit tags. IPAM Tags are used in a number of areas in ProVision and can
be added or edited from this screen.

To add a new IPAM tag, click on "Add Tag" at the top of the Edit IPAM Tags page.
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Edit List: IP Tags
Sort List Alphabetically
Value

= Anycast @
= BB @
= BGP @
= Cable @
= Customer @
= DHCP @
= DNS @
= DSL @
= Dev @

Then, type in the desired name value for the new tag, and hit "Add Tag".

Value

To edit a tag, simply type your changes in to the text box with the tag name. Tags with unsaved changes will be highlighted until saved.

To reorder the tag list, click and hold on the "list" icon (three lines) to the left of the tag name, then drag to the desired location in the list and
release.

To delete a tag, click on the red "delete" symbol to the right of the tag name.

New Tag 2| =1

When complete, be sure to click on the "Save" button to save your changes.

Add / Edit Reqgions

Google Geocode API Key Requirement
1

Due to changes in Google's licensing and Geocoding API, the previous geolocation method used in ProVision is no longer supported. IPAM
Regions now requires a Google Geocode API Key in order for IPAM Maps to properly determine a Region's location.

6connect is exploring adding additional map integration options for ProVision.

Any customers who require an alternative geocode option supported apart from Google Geocode API key, please contact us at
feedback@6connect.com.
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If enabled, Regions can function as a way to further define your network segments (regional tie-downs, etc.). This gives you flexibility for
allocations and assignments beyond simply using Tags. Regions are used by the IPAM Gadget, the IPAM Manage Ul, and IPAM Map View.

Access IPAM regions from IPAM Admin Edit IPAM Regions.

&) Add Item

Edit Regions List

You are editing the Region dropdown.

Region Code Name Address Action

abc3 abe3 0000 | S Update =)
5520 Berlin 5520 West 76th St., Berlin, Germany VIl Update =]
CLT Charlotte Charlotte, North Carolina ‘Il Update -]
CHI Chicago, IL Chicago, IL, USA @ -
EQ Sea EQ Seattle Seattle, WA 98121 ) E]
701 Indy 701 West henry St., Indianapolis, IN (] <
LAX LAX LAX I Update -]
London London London, UK VRl Update -
omA Omaha Omaha, NE, USA & =]
Rome Rome .. P Undate =

The Regions display includes fields for Region Code, Name, and Address.

® 'Region Code' is the shorthand name that will show in the IPAM Gadget and IPAM Manage screens.

® 'Name' is the long form name value that will be written to the database, used for API calls, and is also used for some filter selectors.
The 'Address' field is used by IPAM map view (via Google Geocode API) to geolocate aggregates with that assigned region. Address
may be in the form of a City / State / Country, a full street address, a company name, or other search term that Google API can return a
location for. The more accurate your address information, the more accurate map view will be with your aggregate locations. An
"address" value that appears invalid to Google Geocode API will display a yellow /A, warning symbol.

To use regions, you will need to apply a Google Geocode API Key.

Applying a Google Geocoding API Key:
Step 1: Obtain a Google Geocoding API Key
To get a Google Geocoding API Key, follow the instructions listed here:
How to get a Google Geocoding API Key
Note: In order to obtain a Google Geocoding API Key, a company must have a subscription enabled to Google Cloud Platform Console.
Step 2: Assign the API Key to IPAM Regions
Once assigned a Google Geocoding API Key, paste the API key into the IPAM regions page under "Apply google geocode api key" and click the

"Apply" button.

Geocode API

IPAM Regions requires a Google Geocode AFI Key in order for IPAM Maps to properly determine a Region's location.

To obtain a Google Geocode API Key, follow the instructions at Google's Geocoding API - 'Get API Key' page.

Google Geocode APl Key:

|Enter API Key g——o (]M)

Beonnect is it map integration options for ProVision. If you require an alternative geocode AP option, contact us at feedback @ Beconnect.com,

Back To IPAM Admin
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Managing Regions
To add a new Region item, click the "Add Item" link at the top of the screen.

‘e Add Item

Edit Regions List

You are editing the Region dropdown.

Reorder list alphabetically

Region Code Name Address Action

In the form that appears, type in a new Region Code, Name, and Address into the empty fields and click "Add Element".

Region Code Name Address

Region Code d——— Name f— Address f— ©

The new Region will be added to the Region list.

Edit Regions List

You are editing the Region dropdown.

Reorder list alphabetically
Region Code Name Address Action

abc3 abc3 00000 ... F 9 Undate -
5520 Berlin 5520 West 76th St., Berlin, Germany PRl Update =1

To edit a region, simply type your changes in to the text box with the region name. Then, click on the "Update" Button.
To delete a region, click on the red "delete" symbol to the right of the region name.

To reorder the regions list, click on the "Reorder list alphabetically" button.

Valid / Invalid Regions

Valid addresses (according to Google's API) will show a green check mark next to the address field, invalid addresses (unable to be mapped) will
show a yellow exclamation mark.

Region Code Name Address Action

SFO San Franscisco SFO [VJ Update -]
5520 Berlin 5520 West 76th 5t., Berlin, Germany (¥ Update &
701 Indy 701 West henry St., Indianapolis, IN © 2
London London London, UK (V) Update =1
Rome Rome .. A RULEEE @
CHI Chicago, IL Chicago, IL, USA (V) Update -]

If you are getting unexpected results from the Regions validity checker, copy the address input into to ProVision into Google Search, and check
OLéBe top result(s) - sometimes, Google's APl may be finding different results than you expected. For best results, be as specific as possible in
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Add / Edit IPv4 / IPv6 Subnet Dropdowns

When assigning blocks using the "Smart Assign" function in the IPAM Gadget, the user has an option to assign an IP resource by allocation size.
ProVision supports assignments down to a single host level (/32 for IPv4, /128 for IPv6).

N%on Editing the Subnet Dropdown

Keep in mind that this is a global edit. If the values in the dropdown are changed, it will affect ALL users of the ProVision application.

To add a new Subnet item, click on "Add Item" at the top of the Edit List: IPv4 or IPv6 Subnets page.

&) Add Item

Edit List: IPv4 Subnets
Sort List Numerically

Value Display
= 20 /20 <2
= 24 /24 @
= 25 /25 @
= 26 /26 @
= 27 27 <
= 28 /28 E
= 29 /29 @
= 30 /30 S
= 31 /31 =
= 32 /32 E]

Back To IPAM Admin

Then, type in the desired Value and Display value for the Subnet, and hit "Add Item".

©

Value Display
22 22

After adding a new item, it will show at the bottom of the list highlighted in yellow. Hit "Save" to save your changes.
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31 /31 @

Il

32 /32 @

— 22 /22 @

Back To IPAM Admin

To edit a subnet, simply type your changes in to the text box. Entries with unsaved changes will be highlighted until saved.

To reorder the subnet list, click and hold on the "list" icon (three lines) to the left of the subet, then drag to the desired location in the list and
release.

After adding or editing a subnet, you may wish to clean up the list order by hitting "Sort List Numerically" at the top of the page to reset the list
order including the new entry.

To delete a subnet, click on the red "delete" symbol to the right of the subnet entry.

When complete, be sure to click on the "Save" button to save your changes.

Edit IPAM Rules

IPAM Rules allow for certain address positions within an IP Block to be reserved when utilizing Direct Assign and Smart Assign.

These rulesets may be managed in the "Edit IPAM Rules" section of IPAM Admin.

IPAM rules

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the |P address position in the block. Admin
users may view all existing |P Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a ruleset
applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

UG ETRVEN | Search for a rule

Rule name Creation date Positions Actions

reserve last three 2017-06-20T11:32:54-0700 3
Gateway - First two, last two 2018-03-07T11:21:12-0800 4

reserve 1st 2017-06-20T11:32:06-0700

1025th 2018-03-07711:22:20-0800

For additional details, see IPAM Rules.

Numbering Authority

Numbering Authority allows Admin users to configure domain sets of values, for use with associated ProVision functions or external number
tracking.

430



IPAM Admin~ VLAN Admin ~ Datalmport Users APl~ Scheduler Log Approvals ~ Exit Admin

Numbering Authority

MNumbering Autharity is a configurable set of values and the associated functions to track which values have been handed out and which are still available.

Create New Numbering Domain >
Filter by Type: none ¥ | Search Q
11 Name 11 Reuse values 11 Type Actions
Automatic Numbering Domain for IP Id: 227 Yes IPv6 Sparse Allocation :

Starting IPv6: 2600:100:
Starting Block Prefix: 28
Increments: 64

Sequential Queue Yes Sequential

U Yes UUID vé

‘Custom Range Domain Yes Mutti-range \
Ranges: 1-100

Excluded Ranges: 2-10

Displaying 1 to 10 of 4 items

Back To IPAM Admin

With Numbering Authority, you can create new numbering domains, track which values have been handed out, free values no longer in use,
generate the next sequence value, and associate keys-value pairs to a number value. Numbering Domains may be used with ProVision's APIv2
to generate numbers for use within ProVision instances or custom applications.

Available Domain Types

Four numbering domain types are available in Numbering Authority: Sequential, Multi-Range, UIUDv4, and IPv6 Sparse Allocation.
Sequential:

Provides a sequential number domain starting with '0' and progressing in numerical order. Potential Applications: Ticketing Queues,
Customer Numbers

Multi-Range:

User-defined numbers and number ranges (e.g.: 2-3,4-6, 25, 27-28) to include or exclude as available. Potential Applications: VLANs

UlUD v4:

Generates a Universally Unique Identifier according to v4 (Random) standard. Potential Applications: Unique Identifiers

IPv6 Sparse Allocate:

Determines the next IPv6 block to assign to evenly distribute assignments throughout the provided range. Used with the IPAM IPv6
Aggregate Sparse Allocate function. See: Working with IP Aggregates . Applications: ProVision IPv6 Sparse Allocation

Working with Numbering Domains

See below for additional information on creating Numbering Domains and using domain actions.

Create a Numbering Domain

Go to Admin IPAM Admin, and select the "Numbering Authority" page.
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Create a new numbering domain by expanding the "Create New Numbering Domain" section, then typing in a name for the new domain and
selecting a domain type.

Create New Numbering Domain v

Name: Custom Range Domain
Type: Multi-range ;
Ranges: 1-100

e.g.: 15, 20-29, 32, 1-10

Exclude ranges: 2-10
©.0.12-3,46, 25, 27-28

# Reuse values

Enter information for the specific domain type, if necessary, and select whether to allow number reuse. When done, click "Create".

Number Domain Actions

Once a numbering domain is created, you may perform the following actions:

Get Next Value:

Gets the next value in the domain, adds it to the list of used domain values (assigns to the domain), and displays that value to the user.

Numbering Domain Values: UIUD

Next generated value: 202631f9-a307-49fb-9f41-d7a190846135

View Assigned Values:

View values that are assigned to the domain, view used/free status, free assigned blocks, and save key-value metadata to values.
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(3) Numbering Domain Values For: Custom Range Domain

11 value 11 Free Metadata

No New kay Mew value

No New value

No

aw key New value Save

® Sort by Value and Free/Used values by clicking the column names
® To add metadata to a value, enter your information into the "Key" and "Value" fields under Metadata, then click "Save".
®* Free a value for reuse, if allowed, by clicking "Free" under the value Actions column.

Delete:

Deletes the numbering domain.

Edit IPAM or VLAN Columns

The Edit IPAM Columns and Edit VLAN Columns pages lets you change the order, column name, and visibility of IPAM / VLAN columns globally
for IPAM / VLAN areas, respectively, in ProVision.

Editing IPAM Columns will affect the order, name, and visibility of columns in IPAM Manage and the IPAM Gadget, and the available fields in Edit
Block for both VLAN and IPAM.

Editing VLAN columns will affect the order, name, and visibility of columns in VLAN Manage, VLAN Advanced, and the available fields in Edit
Domain / Edit VLAN.

Additionally, for both IPAM and VLAN, any disabled fields will not be filterable or accessible in IPAM / VLAN Reports.

Eleven default ProVision fields and ten user-defined "Metadata" fields are available for customization.

Edit IPAM Columns

Drag to change order.

Field Name Column Name Enabled?
= cidr Address /]
= mask Mask
= resourceHolderName Assigned to /]
= region Region

Keep in mind that "Edit Columns" is a global edit. If the values for order, header, or visibility are changed, it will affect ALL users of the ProVision
a[é )tation!

To edit a column name, simply type your changes in to the text box. and click the "Update" button.
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meta1 e Vcta123 '

= meta3 Metadatad
= metad Metadatad
= metas Metadata5
= metab Metadata6
= meta7? Metadata?
= meta8 Metadata8
= metad Metadatag
= metal0 Metadatai0

=

To reorder the columns, click and hold on the "list" icon (three lines) to the left of the subet, then drag to the desired location in the list and
release.

Back To IPAM Admin

= meta7 Metadata?

= metag Metadata8
KG)rnmeﬂ o} Metadatal10

= meta® Metadatad

To toggle visibility for a column, click in the checkmark field to the right of the column name to enable / disable visibility.

Back To IPAM Admin

This shows or hides the column in both IPAM Manage and the IPAM Gadget, and affects all users.

= metad Metadatad

= metal0 Metadata10
.
‘ Update ’

e —
Back To IPAM Admin

When complete, be sure to click on the "Update" button to save your changes.

Additional Information

Continue on to the following pages for additional information on IPAM Admin tasks in ProVision:
® |PAM Rules
® Holding Tank Management
® LIR Management and Use

For additional information on non-admin IPAM areas, see:
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* IPAM Tab
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IPAM Rules

IPAM Rules

IPAM Rules are accessed from the Admin section of ProVision, under the IPAM Admin tab by clicking on "Edit IPAM Rules".

.006 IPAM Admin ~ Data Import  Users APl ~  Scheduler Log Approvals ~  Exit Admin Q
IPAM Lists Management: Holding Tank M
Edit IPAM Tags Process Holding Tank (Set to 30 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPvE Subnets Dropdown Add/EditUpdate LIRs

Edit IPAM Rules §
Edit Numbering Authority Configuration Management:

Edit IPAM Columns IPAM Configuration
Edit VLAN Columns

In the IPAM Admin "Edit IPAM Rules" section, Admin users may view all existing IPAM Rules, the blocks affected by each rule, and delete rules.

IPAM rules

IPAM Rules allow users to exclude |P addresses from being assigned by Smart Assign or Direct Assign, based on the IP address position in the block. Admin
users may view all existing IP Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a ruleset
applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

LLLETTER  Search for a rule

Rule name Creation date Positions Actions

Reservations 2017-01-06T07:38:43-0800 3
Name One - Reserver First 5 2018-06-25T10:49:23-0700 6
Reserve first 5 2019-06-10T08:45:18-0700 6
Customer Reservation 2020-01-09T07:04.49-0800 2

* |PAM Rules

®* |PAM Rules Overview
IPAM Rules Behavior and Bounds:
Edit IPAM Rules Page
Add an IPAM Rule:

® |P Rule Positions

Edit an IPAM Rule:
View Affected IP Blocks:
Delete an IP Rule:
Working with IP Rules:
Additional Information

IPAM Rules Overview

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the address position in the
block (ie, first address, last address, nth from last).

Reserved addresses are set by their position in the block, starting with position '1' to represent the first address, '2' the second, and so on (1,2,3).
The last position in the block is represented as '0', with each step backwards set as the next lowest negative integer (0, -1, -2, 3). Rulesets may
reserve one or many positions in a block, so you can choose to reserve only the first address (1), only the last address (0), or combinations as
desired - reserving the first three and last three addresses on a block would look like (1,2,3,0,1,-2).
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IPAM Rules may be created and applied to blocks under the IPAM Tab -> IPAM Manage screen, in the Action Menu for the desired block.
Additional management tasks are available under the IPAM Admin -> "Edit IPAM Rules" page.

IPAM Rules Behavior and Bounds:

® Rules may be applied to IPv4 or IPv6 blocks

® Once arule has been applied to a block, the addresses at the selected rule positions will by bypassed when Smart Assigning from that
block, or return an error when Direct Assigning that position from the IPAM Gadget.

* Only one ruleset may be applied per block - so if a rule already exists for reserving the first address in a block, and a second rule exists
for reserving the last address, and you would like to use both, a third, new ruleset must be created that combines reserving both first and
last.

® Rules cascade down the IP tree. If a rule is applied to a /24, child blocks under that /24 (/30s, etc) will have the same ruleset applied.

® Changing the positions in a ruleset applies that change to all blocks using that rule - ensure that changes are desired universally when
updating a rule.

® |f a rule's position(s) is outside of the boundary of the selected block (for example, trying to reserve the 60th address of /30), an error
message will notify the user and prompt for a different rule selection.

Edit IPAM Rules Page

In the IPAM Admin "Edit IPAM Rules" section, Admin users may view all existing IPAM Rules, the blocks affected by each rule, create new rules,
and delete existing rules.

IPAM rules

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the |P address position in the block. Admin
users may view all existing IP Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a ruleset
applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

Rule name Creation date Positions Actions

Reserve First 2016-10-06T19:05:26+0000 1
Reserve Last 2016-10-06T19:05:40+0000 1
Reserve 65th 2016-10-17T18:48:12+0000 1
reserve third 2016-10-24T21:01:48+0000 1

Add New Rule: Opens the "Manage Ruleset" interface where a new rule may be created. This module is also accessible from the "IP Rules"
option on the IPAM Manage Action Menu.

Search: Filter the list of rules by searching for a rule name.

Rule Name: The user-created name of the rule. Clicking on the rule name will bring up the Manage Ruleset screen, showing an editable list of
rule positions.

Creation Date: Date the rule was created.
Positions: How many positions are reserved by the rule.
View Applied Networks: Shows a list of blocks that have the rule applied.

Delete Rule: Deletes the selected rule.

Add an IPAM Rule:

Adding an IPAM Rule from the Admin area of ProVision functions the same way as if accessed from IPAM Manage.

Click on "Add new Rule", and the Manage Ruleset screen will appear, prompting you to enter a Ruleset name, and select positions to reserve.

II@?ule Positions
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Reserved addresses are set by their position in the block. Positions start at '1', for the first address in a block, and step up by one for each
subsequent IP address. The last position in a block is '0', representing the last address, and steps down a negative integer for each position from
last - so the last three addresses in a block would be represented by (0, -1, -2). When reserving multiple positions, the typed order of the
positions does not matter.

Position examples:

(1) - Reserves the first IP

(0) - Reserves the last IP

(1,2,3) - Reserves the first three IPs

(0, -1, -2) - Reserves the last three IPs.

(1,2,3,0,-1,-2) - Reserves the first three and last three IPs

Type in the desired name for the new rule, and one or multiple positions (denoted by integers separated by commas) into the box below the
name.

When complete, click the "Save" button, or hit "Cancel" to exit without saving. The Rule preview screen will appear.

Manage Ruleset

Reserve First «ffmmmmm Desired rule name
1x 4-—- Position(s) to reserve

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the IP address position in the block.
Admin users may view all existing IP Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a
ruleset applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

G-)

Edit an IPAM Rule:

From the Admin IPAM Rules page, click on the Rule entry in the list when highlighted.

IPAM rules

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the IP address position in the block. Admin
users may view all existing IP Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a ruleset
applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

Add new rule

Rule name Creation date Positions Actions

Reserve First 2016-10-06T19:05:26+0000 1
Reserve Last 2016-10-06T19:05:40+0000 1
Reserve B5th 2016-10-17T718:48:12+0000 1
om0 1

This will bring up the "Manage Ruleset" module, showing the rule name and the currently reserved positions for the ruleset.

To change the rule name, simply type the desired changes into the Rule Name text box, and click "Save".
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Manage Ruleset

Reserve Third

3 x

Type one or more positions to reserve, separated by a comma. The first position in a block is position '1', second is '2', and so forth. For the last position,
use '0'. For x-to-last, use negative integers, stepping down by one for each position. Example: To reserve the first three and last three addresses in a block,
the positions would be (1,2,3,0,-1,-2). Positions do not need to be typed in any particular order.

&

To edit the positions in the rule, either delete a position by clicking on the "x" for the position, or add a new position by typing the position number
and then hit enter.

When you are done with your changes, click the "Save" button.

To discard changes, or exit the module, click "Cancel".

Note: When positions are changed, the change applies to all blocks using that rule! Ensure that the change is desired universally for all blocks
usifig that rule prior to updating.

View Affected IP Blocks:

IPAM rules

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the IP address position in the block. Admin
users may view all existing IP Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a ruleset
applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

Add new rule

Rule name Creation date Positions Actions

e
Reserve First 2016-10-06T19:05:26+0000 1 @ View Aftected IP Blocks D Delete rule

Reserve Last 2016-10-06T19:05:40+0000 1
Reserve 65th 2016-10-17T18:48:12+0000 1
reserve third 2016-11-07T20:33:04+0000 1
Reserve 5th 2016-11-07T20:41:11+0000 1

Clicking on "View Affected IP Blocks" in the IP Rules list for a rule will show a list of blocks that currently have the rule applied. It is recommended
that you check the affected blocks list before editing or deleting an IP Rule to ensure that the changes are desired for the affected blocks.

IPAM Netblocks Affected by "Reserve First"

10.0.0.0M16
198.100.100.8/29

Back to rule list

Delete an IP Rule:

To delete an IP Rule, click on the "Delete Rule" button for the rule in the IPAM Rules list. This will permanently delete the rule and remove it from
any blocks currently affected by the rule.
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If you only wish to remove a rule from a block, but retain the rule for future use (or to retain use by other blocks), please see "Remove a rule from
a block" detailed at Working with IP Rules.

IPAM rules

IPAM Rules allow users to exclude IP addresses from being assigned by Smart Assign or Direct Assign, based on the IP address position in the block. Admin
users may view all existing IP Rules, the blocks affected by each rule, create new rules, and delete rules from this page. Changing the positions in a ruleset
applies that change to all blocks using that rule - ensure that changes are desired universally when updating a rule.

Rule name Creation date Positions Actions

—
Reserve First 2016-10-06T19:05:26+0000 1 View Affected IP Blocks l Delete rule ’

s ——
Reserve Last 2016-10-06T19:05:40+0000 1 View Affected IP Blocks Delate rule
Reserve 65th 2016-10-17T18:48:12+0000 1 View Affected IP Blocks J| Delete rule
reseve third 2016-11-07T20:33:04+0000 1 View Affected IP Blocks
Reserve 5th 2016-11-07T20:41:11+0000 1 View Affected IP Blocks

Working with IP Rules:

For additional information on common IP Rules tasks that do not require Admin access, see Working with IP Rules in the ProVision User Guide.

Detailed walkthroughs of creating a new rule, applying an existing rule to a block, and removing a rule from a block are provided.

Additional Information

See the following pages for additional information on IPAM Admin tasks in ProVision:
® |[PAM Parameters
® Holding Tank Management
® LIR Management and Use

For additional information on non-admin IPAM areas, see:

* |IPAM Tab
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Holding Tank Management

Holding Tank Overview

Process HOldlng Tank view Biocks over 3 days | View Pending blocks | View Al
7 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

|1 Block |1 Region |1 Custom Generic Code Il Tags T VLAN
184.30,32/27 4 Alloc, 6 Customer 1
4 Alloc, 6 Customer 1
14 PTPR. 6 Customer 1
Rome 1
Rome 1
10.24.0.0/32 5520
10.10.0.131/32 1

Process All over 3 days

IF Last Updated

2020-01-08 14:33:57
2020-01-08 14:33:53
2020-01-08 14:33:25
2020-01-08 14:33:09
2020-01-08 14:33:06
2019-12-31 19:07:31
2019-12-31 19:06:27

Back to IPAM Admin

The Holding Tank, accessible from IPAM Admin Process Holding Tank, displays a list of all unassigned IPAM blocks with the "Holding" status.
Blocks older than the IPAM Configuration Holding Tank Days setting may be processed to be returned to the "Available" status.

® Holding Tank Overview
® Holding Tank Views
® View Blocks over X days (Default View)
® View Pending Blocks
® View All Blocks
Sort Holding Tank Blocks
View Block in IPAM Manage
® Processing Blocks
® Process Individual Blocks
® Process All Blocks
® Process Completed
® Holding Tank Permissions
® Additional Information

Holding Tank Views

Select the desired view from the top of the "Process Holding Tank" page in IPAM Admin:

View Blocks over X days (Default View)

The default Holding Tank view is "View Blocks over X days", which only displays blocks over the "Holding Tank Days" setting in IPAM
Configuration. To change to this view from a different view, click "View Blocks over X days" from the view list in the top center of the Holding

Tank.

In this view, all processable blocks are shown, and you may select either specific blocks or all blocks for processing.

PrOCSSS Hold'ng Tank View Pending blocks | View All

2 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

1 Block |1 Region |1 Custom Generic Code IT Tags T VLAN
10.10.0.131/32 3
10.24.0.0/32 5520

Process All over 3 days

|1 Last Updated
2019-12-31 19:06:27
2019-12-31 19:07:31

Back to IPAM Admin
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View Pending Blocks

To view only Pending blocks, click "View Pending Blocks " from the view list in the top center of the Holding Tank. "View Pending Blocks over X

days" only displays blocks more recent than the "Holding Tank Days setting".

Pending blocks are not selectable or processable, but display the same data as processable blocks. You may view additional details for the block

in IPAM Manage by clicking on CIDR link for the desired block.

Process H0|dil'lg Tank view Blocks over 3 days View All

5 IPv4 blocks, 0 IPvé blocks to be removed from Holding Tank.

| Block || Region || Custom Generic Code !l Tags
1.184.( Rome
Rome

10/29 14 PTPR, 6 Customer

4 Alloc, 6 Customer

4 Alloc, 6 Customer

View All Blocks

| VLAN

i1 Last Updated

2020-01-08 14:33:09
2020-01-08 14:33:06
2020-01-08 14:33:25
2020-01-08 14:33:57
2020-01-08 14:33:53

Back to IPAM Admin

To all blocks, click "View All" from the view list in the top center of the Holding Tank. "View All" displays both Pending and processable blocks,

but only processable blocks older than the Holding Tank Days may be selected for release.

Pending blocks display in a lighter color text than processable blocks, and do not have a selection box available. Any block may be viewed in

IPAM manage by clicking on the CIDR link for the block, and the list may be sorted into ascending/descending order for any field.

Process HOldlﬂg Tank  view Blocks aver 3 days | View Pending blocks

7 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

|| Block ! Region || Custom Generic Code |1 Tags
10.10.0.131/32
10.24.0.0/32 5520
Rome
64.184.0.5/32 Rome

14 PTF, 6 Customer

4 Alloc, 6 Customer

30.64/26 4 Alloc, 6 Customer

Sort Holding Tank Blocks

| VLAN

|1 Last Updated

2019-12-31 19:06:27
2019-12-31 19:07:31
2020-01-08 14:33:09
2020-01-08 14:33:06
2020-01-08 14:33:25
2020-01-08 14:33:57

2020-01-08 14:33:53

Back to IPAM Admin

From any view in the Holding Tank, click on the up/down arrows next to the column name to sort the results by ascending/descending order for

that field.
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Pfocess Holdlng Tank View Blocks over 3days | View Pending blocks | View All

7 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

| VLAN O.asi Updated

|1 Block | T Region |1 Custom Generic Code |1 Tags
4 Alloc, 6 Customer 2020-01-08 14:33:57
4 Alloc, 6 Customer 2020-01-08 14:33:53
14 PTP, 6 Customer 2020-01-08 14:33:25
Rome 2020-01-08 14:33:09
Rome 2020-01-08 14:33:06
10.24.0.0/32 5520 2019-12-31 19:07:31
10.10.0.131/32 1 2019-12-31 19:06:27

Back to IPAM Admin

Process All over 3 days

View Block in IPAM Manage

While in the Holding Tank, you may open the IPAM Manage page for a specific block by clicking on the block's CIDR - this allows you to review
the block or manually manage it otherwise.

Pfocess Holdlng Tank View Blocks over 3days | View Pending blocks | View All

7 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

|1 Block ! Region |1 Custom Generic Code |1 Tags | VLAN | ¥ Last Updated
4 Alloc, 6 Customer 2020-01-08 14:33:57
4 Alloc, 6 Customer 2020-01-08 14:33:53
14 PTPR, 6 Customer 2020-01-08 14:33:25
Rome 1 2020-01-08 14:33:09
Rome 1 2020-01-08 14:33:06
10.24.0.0/32 5520 2019-12-31 19:07:31
10.10.0.131/32 1 2019-12-31 19:06:27

Back to IPAM Admin

Process All over 3 days

Processing Blocks

The Process Blocks action(s) in the Holding Tank will process all selected blocks with the "Holding" status older than the "Holding Tank Days"
setting, and change them to the "Available" status. Processable Blocks will display with selection boxes next to them to mark for processing.

The default time for blocks to be held prior to showing in the holding tank is 30 days, but this number is customizable from the IPAM
Configuration page. Regardless of the holding tank days setting, blocks may be manually reset to available at any time.

Two process options are available - "Process Selected”, where one or more blocks are manually selected for processing by clicking the checkbox
next to the block, and "Process All over X days", which processes all blocks older than the listed days (equal to "Holding Tank Days").

Process Individual Blocks

Select individual blocks to release from holding by clicking the checkbox for the desired block(s), then click "Process Selected".
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Process HOldlﬂg Tank view Blocks over 3days | View Pending blocks | View Al

7 IPv4 blocks, 0 IPv6 blocks to be r d from Holding Tank.
11 Block ! Region || Custom Generic Code 1 Tags ! VLAN |1 Last Updated
10.10.0.131/32 1 2019-12-31 19:06:27
10.24.0.0/32 5520 2019-12-31 19:07:31
Rome 1 2020-01-08 14:33:09
Rome 1 2020-01-08 14:33:06
14 PTF, 6 Customer 1 2020-01-08 14:33:25
4 Alloc, 6 Customer 1 2020-01-08 14:33:57
34/26 4 Alloc, & Customer 1 2020-01-08 14:33:53
‘ Process selected ) Process All over 3 days Back o IPAM Admin

———

Process All Blocks

To Process All Blocks meeting the Holding Tank days, click the button "Process All over X days", and all non-pending blocks will be returned to
the available block pool.

You may also click the "select all" checkbox at the top left header of the table, ensuring all blocks are selected, then click "Process Selected".

Process Hold'ng TanK view Blocks over 3 days | View Pending blocks | View All
2 |Pv4 blocks, 0 IPvé blocks to be removed from Holding Tank.

@ !lBlock |1 Region |1 Custom Generic Code 1 Tags T VLAN |1 Last Updated
@ 10.10.0.131/32 1 2018-12-31 19:06:27
10.24.0.0/32 5520 2019-12-31 19:07:31
e
Process selected | Process All over 3 days ’ Back to IPAM Admin
e ———

Process Completed

Once the selected block(s) have been processed, a message will display confirming how many IPv4 / IPv6 blocks were successfully returned to
the available status.

Process Holdlng Tank view Blocks over 3 days | View Pending blocks | View All

2 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

'/ Holding tank processed. 1 IPv4 and 0 IPv6 blocks moved to the available pool.

|1 Block |1 Region ] Custom Generic Code |1 Tags T VLAN |1 Last Updated
10.10.0.131/32 1 2019-12-31 19:06:27

Process selectad Process All over 3 days Back to IPAM Admin

Pro-Tip!

If you need to do a bulk "empty" of the holding tank, set the "Holding Tank Days" setting to "0" days. This will allow you to process all blocks in
holding immediately.

Holding Tank Permissions

For blocks with subassignments, the Holding Tank can utilize ProVision's permissions structure in order to override holding. This allows the
subbassigned block to be set as assigned to the parent resource.

Using this feature requires:
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1) A block (block 1) assigned to a Resource (Resource A) that allows subassignments.
2) A block (block 2) subassigned to another Resource (Resource B) from the parent (block 1).

3) A User assigned to a Group with permissions to both Resource A and Resource B, and IPAM permissions for the 6connect Holding Resource.
See Users and Groups for additional information on setting up Users and Group permissions.

Resource Permissions (Show Details)

IPAM DNS Peer Resource User

Resource

Google @

Apple @

6connect holding @
Steps:

1) While logged in as the user with the above permissions, go to the IPAM manage screen for the subassigned block (block 2).
2) Select "Unassign" from the Action Menu. The 'Assigned To' column will change from showing "Resource B" to "Holding"

3) For the same block, select "Override Holding" from the Action Menu. This is the step that setting the 6connect Holding resource permissions
allows, that would otherwise be unaccessible.

4) You will then see the 'Assigned To' field change from "Holding" to "Resource A", as the assignment is reverted to match the parent level.

Override Holding through the permissions structure is intended only for blocks that are subassigned. It is not intended for blocks that are not
subhassigned. Setting holding permissions for non-subassigned blocks simply allows viewing of the block(s) in holding, and permissions do -not-
extend to allowing overrides by design.

Additional Information

See the following pages for additional information on IPAM Admin tasks in ProVision:
®* IPAM Parameters
* |PAM Rules
® LIR Management and Use

For additional information on non-admin IPAM areas, see:

* |PAM Tab
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RIR Integration: SWIP/RPSL

Overview

ProVision supports updating SWIP/RPSL functions for ARIN and RIPE blocks through simple reassigns using the RIR Integration action.

® Overview
® RIR Integration
® When do | use RIR Integration and Why?
® What is Simple Re-assign?
* Workflow
® 1) LIR Setup
® 2) Assign IP blocks to the ARIN or RIPE RIRs
® 3) RIR Integration
® ARIN/ Update SWIP
* RIPE /Update RPSL

RIR Integration

When do | use RIR Integration and Why?

From ARIN.net:

Organizations that receive space allocations from ARIN, either directly or as a downstream customer, must provide reassignment information
back to ARIN. This information must be sent within seven days of the reassignment so that the WHOIS database may be maintained. ARIN also
uses utilization history, projected requirements, and other information in order to make future space allocations.

From RIPE.net:

All RIPE assignments and allocations must be registered in the RIPE Database. This is necessary to ensure uniqueness and to support network
operations.

Only allocations and assignments registered in the RIPE Database are considered valid. Registration of objects in the database is the final step in
making an allocation or assignment. Registration data (range, contact information, status etc.) must be correct at all times (i.e. they have to be

maintained).The RIPE community's policies require LIRs to register an inetnum object in the RIPE Database for their own infrastructure and
customers' networks. LIRs must ensure registration information is correct and up to date at all times.

RIPE Integration
1

You must be using an MD5 password to update RIPE objects from ProVision! Please refer to RIPE's authentication page for additional details:

https://lwww.ripe.net/manage-ips-and-asns/db/support/security/protecting-data#solving-authentication-problems

What is Simple Re-assign?

From ARIN.net:

Used to subdelegate IP addresses to a customer that does not need to:
® subdelegate the addresses to their own customers
® maintain their own in-addr.arpa delegation

® display their own point of contact (POC) information.

It can also be used to change the customer nhame and address information (but not the range) on an existing simple reassignment and to remove
simple reassignments. It is submitted by an ARIN Online user account linked to the parent organization's Admin or Tech POC, or the Tech POC
for the resource.
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Workflow

1) LIR Setup

ProVision supports multiple LIRs (Local Internet Registries) in a single instance. This means that you have the ability to update SWIP/RPSL
functions for a given allocation with the LIR information that you wish. LIRs are set up and managed from the IPAM Admin area of ProVision, and
thus require Admin level permissions to set up.
While setting up the LIR, the POCs / Contact fields that are filled in will later be used for the RIR Integration.

For detailed step by step instructions, see:

LIR Management and Use

ARIN LIR Setup and Use

RIPE LIR Setup and Use

2) Assign IP blocks to the ARIN or RIPE RIRs

Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen. See Working with IP Blocks for
additional detail.

3) RIR Integration

Once LIRs have been configured, and blocks assigned under the applicable RIR, you will be able to use the RIR integration feature from the
Action Menu on the IPAM Manage screen or IPAM Gadget.

Edit
Split
Merge

Assign

Unassign

gn, Skip Hold
RIR Integration
IP Rules

Unassi

o o O 4 s o o &

Templates
Logs

Email

Depending on the RIR associated with the block, either an ARIN or RIPE Integration box will pop up.

ARIN / Update SWIP

Select LIR:

Select the desired LIR, and verify the Net Name / Public Name if desired.
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ARIN Integration 10.0.0.0/24 (10.0.0.0 - 10.0.0.255)

Select Lir... f —
Net Name: +—
Registrar Public Name [Simple Reassign only): +——
By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assi name. To ide this, enter a public

name to use in this field.

-

Reassign:

Once the LIR and Handle is selected, you can click either "Simple Reassign", "Detailed Reassign" or "Close" to exit.

ARIN Integration 10.0.0.0/24 (10.0.0.0 - 10.0.0.255)

Net Name: BCONN-10-0-0-0-24

Registrar Public Name (Simple Reassign only):

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To override this, enter a public
name to use in this field.

Org Handle Admin POC Net POC Abuse POC

-] CONNE-81 GCONN-ARIN BCONN-ARIN GCONN-ARIN

Detailed Reassign Close

For detailed step by step instructions, see:

ARIN LIR Setup and Use

RIPE / Update RPSL

Select LIR:

RIPE Integration 2.2.2.64/26 (2.2.2.64 - 2.2.2.127)

| Select Lir.. .

Select Data Set / Create Inetnum

Identify which LIR data you want to use for the netnum update, and select either "Create Inetnum" or "Close" to exit.
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RIPE Integration 2.2.2,64/26 (2.2.2.64 - 2.2.2.127)

Gconnect TEST

mnt-by
-] MNT-SIXCONNECT-TESTING
MNT-SIXCONNECT-TESTING-SHARED

TEST-DBM-MNT

‘ Create Inetnum ' lose

For detailed step by step instructions, see:

RIPE LIR Setup and Use

449



LIR Management and Use

Overview

ProVision supports multiple LIRs (Local Internet Registries) in a single instance. This means that you have the ability to update SWIP/RPSL
functions for a given allocation with the LIR information that you wish.

® Overview
® LIR Setup and Use
® EditalLIR
® AddalIR
* ARIN
* RIPE
® RIR Integration

LIR Setup and Use

There is an LIR Manager available from the IPAM Admin page. In the Admin section of ProVision, select the IPAM Admin tab, then "LIR
Management: Add / Edit / Update LIRs".

.006 IPAM Admin = Datalmport Users APl~ Scheduler Log Approvals~  Exit Admin Q
IPAM Lists Management: Holding Tank Manag
Edit IPAM Tags Process Holding Tank (Set to 30 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPvE Subnets Dropdown Add/EditUpdate LIRs

Edit IPAM Rules

Edit Numbering Authority
Edit IPAM Columns IPAM Configuration
Edit VLAN Columns

Configuration Management:

You will be taken to the LIR Manager page, showing your current LIRs. You may Add LIRs, edit the existing LIRS by hitting the Action Menu
(wrench icon), or delete LIRs through the red delete icon.

LIR Manager

Name RIR ASN  MNT-BY/ORG-HANDLE Other Information

6connect ARIN 8038 CONNE-81 Admin POC: 6CONN-ARIN Tech POC: 6CONN-ARIN s 9
CyrusOne ARIN 85 CYR Admin POC: CYR-CON Tech POC: CYR-CON V-
ripe RIPE 2820 OSHK admin-c: none tech-c: none V- |

Back to IPAM Admin

Edita LIR

Edit a LIR by clicking on the Action Menu (wrench icon) next to the entry in the LIR Manager. The Update LIR dialog will open. From here, you
can edit RIR, Name, ASN, and Org information, as well as add / delete Orgs.
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Update LIR

RIR ARIN
Name 6connect
ASN 8038
Org ID CONNE-81 @ Delete
Admin POC 6CONN-ARIN
Tech POC 6CONN-ARIN
Abuse POC 6CONN-ARIN

NET Name Prefix 6CONN

API Key deddededdeddekohe

@ Add Org

Add aLIR

After clicking on the Add LIR button, you can setup the required data for the specific RIR/LIR combination:

ARIN

Adding a new LIR with ARIN selected for RIR will bring up the following fields.
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Add LIR

RIR ARIN w
Name

ASN

Org ID @ Delete
Admin POC

Tech POC
Abuse POC
NET Name Prefix

API Key

© Add Org

Enter the Name, ASN, ORG ID, POC information, NET Name Prefix, and API Key. Additional Orgs may be added by selecting the "Add Org"
button.

Be sure to click the "Update" button when done to save your changes.
Pr‘?§ UPDATE to SAVE!

Make sure to press the Update button or else the LIR data will not save.

RIPE

Adding a new LIR with RIPE selected for RIR will bring up the following fields.
RIPE Integration
1

You must be using an MD5 password to update RIPE objects from ProVision! Please refer to RIPE's authentication page for additional details:

https://lwww.ripe.net/manage-ips-and-asns/db/support/security/protecting-data#solving-authentication-problems
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Add LIR

RIR RIPE
Name

ASN

Maintainer @ Delete

Password
Admin Contact

Tech Contact

@ Add Maintainer

Enter the Name, ASN, Maintainer, Password, and Contact information. Additional Maintainers may be added by selecting the "Add Maintainer"
button.

Be sure to click the "Update" button when done to save your changes.

Pr(eg)s UPDATE to SAVE!

Make sure to press the Update button or else the LIR data will not save.

RIR Integration

Once these have been configured, you will be able to use the RIR integration feature from the Action Menu on the IPAM Manage screen or
IPAM Gadget:

Edit
Split
Merge

Assign
Unassign

Unassign, Skip Hold

e SR - BN« AR - R - B < AR - IR N - 2K <

RIR Integration
IP Rules

Templates
Logs

Email
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RIR specific options will pop up (see ARIN example below) and give the options for "Simple Reassign", "Detailed Reassign", or "Close" to exit.

ARIN Integration 10.0.0.0/24 (10.0.0.0 - 10.0.0.255)

Net Name: BCONN-10-0-0-0-24

Registrar Public Name (Simple Reassign only):

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To override this, enter a public
name to use in this field.

Org Handle Admin POC Net POC Abuse POC

-] CONNE-81 GCONN-ARIN BCONN-ARIN 6CONN-ARIN

Simple Reassign Detailed Reassign Close

For additional detail, continue on to:

® ARIN LIR Setup and Use
® RIPE LIR Setup and Use
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ARIN LIR Setup and Use

LIR Setup

® LIR Setup
® Step 1: Setup the LIR information via the LIR Manager
® Step 2: Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen.
® Step 3: Update SWIP information
® Simple Re-assign
® Detailed Re-assign

Step 1: Setup the LIR information via the LIR Manager

You will be prompted to the select the RIR

Add LIR

RIR Select RIR...
Name

ASN

Add in the requisite Org and POC information

455



Add LIR

RIR ARIN
Name

ASN

Org ID @ Delete
Admin POC

Tech POC
Abuse POC
NET Name Prefix

API Key

@ Add Org

M%Jj)le Org Support
Note that we support multiple Org Handles per ARIN entry. Simply click on the Add Org link at the bottom of the Add LIR dialog box.

Step 2: Assign an IP block to a Resource using the IPAM Gadget or the

Assign function from the IPAM Manage screen.

Go into IPAM Manage or the IPAM Gadget, and assign a block. See Working with IP Blocks for additional detail.
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Edit
Split
Merge

Unassign

Unassign, Skip Hold
RIR Integration

IP Rules

Templates
Logs

Email

Step 3. Update SWIP information

Select "RIR Integration" from the Action Menu in IPAM Manage.

Edit .
o

Split

Merge

Assign
Unassign

Unassign, Skip Hold
C RIR Integration
. IP Rules

Templates

Logs

Email

= NI - SR - JHEE - K- B - AR - 2 - B - |

It will bring up an RIR Integration dialog, dependent on the selected RIR (ARIN example shown):
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ARIN Integration 10.0.0.0/24 (10.0.0.0 - 10.0.0.255)

Select Lir... v —
Net Name: —
Registrar Public Name (Simple Reassign only): +—

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To override this, enter a public
name to use in this field.

-

Select the ARIN LIR that has been created in ProVision, and add the Net Name / Registrar Public Name if desired.

Afterwards, you can select the Org Handle and chose "Simple Reassign", "Detailed Reassign", or "Close" to exit.

ARIN Integration 10.0.0.0/24 (10.0.0.0 - 10.0.0.255)

Boonnect
Net Name: BCONN-10-0-0-0-24

Registrar Public Name (Simple Reassign only):

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To override this, enter a public
name to use in this field.

Org Handle Admin POC Net POC Abuse POC

-] CONNE-81 GCONN-ARIN BCONN-ARIN 6CONN-ARIN

Simple Reassign Detailed Reassign Close

SWIP Update Functionality Details
1

In the case when a user already has SWIPped blocks to ARIN, 6connect checks prior to actually performing a SWIP. In the process, if the IP
block is already SWIPped, it will check for existing ARIN customer data and update the 6connect data to reflect what ARIN has on file. Once that
is complete, the user can then perform a de-SWIP function using ProVision.

Simple Re-assign
From ARIN.net:
Used to subdelegate IP addresses to a customer that does not need to:
® subdelegate the addresses to their own customers
® maintain their own in-addr.arpa delegation
® display their own point of contact (POC) information.
It can also be used to change the customer name and address information (but not the range) on an existing simple reassignment and to remove

simple reassignments. It is submitted by an ARIN Online user account linked to the parent organization's Admin or Tech POC, or the Tech POC
for the resource.

Detailed Re-assign

From ARIN.net:
Used to subdelegate IP addresses to a downstream organization that does not need to further subdelegate the IP addresses, but does need to

maintain its own reverse name servers and/or display separate point of contact (POC) information. It is submitted by an ARIN Online user
account linked to the parent organization's Admin or Tech POC, or the Tech POC for the resource.
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RIPE LIR Setup and Use

LIR Setup - RIPE

® LIR Setup - RIPE
® Before you begin:
® Step 1: Setup the LIR information via the LIR Manager
® Step 2: Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen.
L]

Step 3: Update RPSL information

Before you begin:

RIPE Integration
1

You must be using an MD5 password to update RIPE objects from ProVision! Please refer to RIPE's authentication page for additional details:

https://lwww.ripe.net/manage-ips-and-asns/db/support/security/protecting-data#solving-authentication-problems

Step 1. Setup the LIR information via the LIR Manager

You will be prompted to the select the RIR

Add LIR X

RIR | SelectRIR... 3|

Name

ASN

Then add in the requisite Maintainer Object related information:
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Add LIR

RIR RIPE

Name

(o)

ASN

Maintainer @ Delete

Password
Admin Contact

Tech Contact

@ Add Maintainer

Be sure to hit "Update" when done to save your changes.
M%jj)le Maintainer Object Support

Note that we support multiple maintainer objects per LIR entry. Simply click on the Add Maintainer link at the bottom of the Add LIR dialog box.

Step 2: Assign an IP block to a Resource using the IPAM Gadget or the

Assign function from the IPAM Manage screen.

Go into IPAM Manage or the IPAM Gadget, and assign a block under the RIPE RIR. See Working with IP Blocks for additional detail.
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Edit
Split
Merge

Unassign

Unassign, Skip Hold
RIR Integration

IP Rules

Templates
Logs

Email

Step 3. Update RPSL information

Select "RIR Integration" from the Action Menu in IPAM Manage.

Edit .
o

Split

Merge

Assign
Unassign

Unassign, Skip Hold
C RIR Integration
. IP Rules

Templates

Logs

Email

= NI - SR - JHEE - K- B - AR - 2 - B - |

Identify which LIR data you want to use for the netnum update, and select either "Create Inethum" or "Cancel" to exit.
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RIPE Integration 2001:db8::/33 (2001:db8:: - 2001 :db8:7fff:ffff.ffff.fff: i ffff)

Bconnect TEST

mnt-by
MNT-SIXCONNECT-TESTING
MNT-SIXCONNECT-TESTING-SHARED

TEST-DBM-MNT

admin-c

LI1-TEST

LJ1-TEST

LJ1-TEST

tech-c

LJ1-TEST

LJ1-TEST

LJ1-TEST

Create Inetnum Close
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DNS Administration

DNS Administration

Dashboard FResources ~ DNS = DHCP = IPAM = Peering » Reporting

DNSv3 DNS Groups DNS Servers. DNS Zones DNS Records

DNS Server List
Server Name Server Backend Server Type Server Status Actions
ANewServer ISCBIND master =3 m
ATestServer2 ISCBIND master [ Pusn |

DNS Administration in DNSv3 is primarily handled under the DNS tab DNS Servers sub-tab.

The DNS Servers tab is only accessible to Admin users, and contains functions for adding, updating, and managing DNS servers as well as
scheduling server tasks.

Additional DNS Admin tasks occur in other ProVision areas, and not all management tasks require Admin-level permissions - some only require
appropriate resource permissions on the DNS Groups, Zones, and servers involved. See additional sections on this page for more detailed
information:

® DNS Administration

® DNSv3 Overview

® DNSv3 Permissions
® Permission Shortcut Button ("Perms")

®* DNS Approvals
® DNSv3 Administrative Tasks

® Manage DNS Servers

® ACLs/ Views

® DNS Zone Transfers (Pushes)
® Manual DNS Pushes:
® Scheduled DNS Pushes:

® DNS Record Types

® Global DNS Settings (Local Installation Only)
® DNS Global Settings:
® DNSSEC Tools:

* DNS Export Functions
® Exporting Zones

® Importing DNS Zones:

® Additional Information:
® System Information for Local Installations
® Additional Sections:

DNSv3 Overview

DNSv3 reorganizes ProVision's DNS system into a more unified and accessible interface, combining both admin and non-admin DNS tasks
together under the DNS tab.

In DNSv3, zones are gathered under DNS Groups, servers are attached to those Groups, and Nameservers, Default SOA values, and ACLs are
managed at a per-Group level.

Users can then view and manage Groups, individual zones, default SOA values, ACLs, attach servers, and perform pushes all on the same page.

DNSv3 Zone Name Response Change
1
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Nm . - . . " - "
Note: In DNSv3, zone name responses will enforce and return a trailing period (i.e., "example.com" will be converted and returned as "example.
com.").

DNSv3 is designed to reflect RFC 1035 standards for valid data formats and will return error messaging for data not meeting those formats.

DNSv3 Permissions

DNSv3 incorporates DNS zones and Groups into ProVision's Resource System. Zones and Groups are Resources just like Customers, Servers,
Routers, or Contacts (See The Resource System for a more detailed explanation of Resources in ProVision).

This allows for DNS zones and Group permissions to be managed similarly to other ProVision resources, where users with Resource permissions
(Create / Read / Update / Delete) on the parent resource of the DNS Group can create groups and zones, manage those groups and zones, push
(if a server is attached), and delete.

A user with full Resource permissions on a DNS Server, as well as the parent resource of a Group, may view and attach that server to a Group.

Users with Admin permissions can access the DNS Servers area under the DNS tab manage DNS server creation, edits, and deletion.

For more information on setting up permissions groups in ProVision, see Users & Permissions.

Permission Shortcut Button ("Perms")

Throughout DNS, a shortcut permissions button ("Perms") is available on a per-item level, accessible only to Admin users.

This permissions button allows for direct, point-of-use permissions adjustments to DNS Groups, Servers, Zones, and Records. It uses the same
CRUD permissions and groups available in the Admin Users tab, but removes the need to remember and search for the DNS item name.

To open the Change Resource Permissions module, click on the "Perms" Button for any DNS item.

1: Zone Name Last Pushed Last Modified Records  Zone Status Actions T

123zone.com. 02/13/2019 11:59:32 1 [ Deteto | Push [ Move i€ O

Edit the CRUD permissions for any ProVision user group by clicking the checkbox for the desired group and permission type. When done, click
"Save Changes". The permission changes will be also be reflected in the Admin User tab Group settings.

Change Resource Permissions

Resource Permissions

UserGroup Name Read Create Update Delete
Global Admins
Global Read-Only

Test Group A

Global Group 2

Test Group B

You can also restrict certain actions for the User Group in
Approvals - Actions & Permissions.

—
‘ Save changes '

e —
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DNS Approvals

The Approvals module stores and queues DNS actions made by selected User Groups, and sends those actions to a Pending Changes list for
administrative review. Later, an administrator (or combination of administrators) can approve or reject these stored actions.

Approvals is primarily set up and managed via the Admin Approvals Tab. See the ProVision Admin Guide - Approvals Tab for details on setting
up and using Approvals from the Administrative viewpoint.

In the DNS Tab, a "Resources Awaiting Approval" module will display near the top of DNS Groups, DNS Zone Lists, and DNS Servers pages, if a
change has been submitted on that page that is pending approval.

DNSv3 DNS Groups DNS Servers DNS Zones DNS Records
DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info Actions

Update Default Group Resource of type dnsview ) itter : limi t.com [ Approve | m
® Default Group

DNS Zones -

Forward Zones Reverse Zones Catalog Zones
1 Zone Name Last Pushed |1 Last Modified Records  Zone Status Actions ¥
123zone.com. 02/13/2019 11:58:32 1 m m [ Chock |

Users who submitted a change for approval will see the details of their change request in this module.

Admin users with permissions to approve or reject the request will have the option to Approve or Deny the change.

DNSv3 Administrative Tasks

Admin-only tasks in DNSv3 include setting DNS Globals, importing zones, scheduling pushes, managing DNS Servers, and managing DNS
Approvals.

These tasks may be accessed in the following areas:

® DNS Global Settings (Local Installs): Admin Preferences page.
® Importing DNS Zones: the Data Import tab, see Import DNS Zones.
Scheduling DNS Pushes:
® May be set up from the Scheduler Tab or,
® Set by server from the DNS Servers page, or
® Set by DNS Group from the DNS Groups page, or
® Set by individual zone from the View Zone page
Managing DNS Servers: The DNS Servers page
Approvals: The Approvals Tab.

Tasks such as working with zones, DNS Groups, adding ACLs, attaching servers to Groups, and manually pushing zones do not require
ProVision Admin permissions.

Instead, these tasks simply require that the user be included in a User Group that has appropriate permissions (either direct, or inherited) on the
DNS zones, Groups, and servers involved.

Manage DNS Servers
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Adding, configuring, and managing DNS Servers occurs in the Admin-only DNS Servers page under the DNS Tab.
Supported DNSv3 server types include:

ISC BIND

Secure 64 (Authority, x86 Authority, KNOT Authority, Cache, Signer)

PowerDNS (BIND and MySQL)

InfoBlox

Knot DNS

NS ONE

DynDNS (Beta)

DNSMadeEasy

AWS Route53 (Beta)

Dummy (a fake server entry used for servers outside of ProVision access, in order to manage master / slave configurations)

Some server types may require outside subscriptions or accounts.

For detailed information on adding, editing, and deleting DNS Servers, see Working with DNS Servers.

ACLs / Views

In DNSv3, Views may be created by selecting the "Export Groups as Views" toggle and selecting a DNS Group under the server details sections
"DNS Group Settings".

DNS Group Settings
Export Groups as Views: m
Check this option if you want to enable the support of different DNS Groups to be exported as Views.
Default Group for Direct Zones:
Default Group v

The zones that are directly connected to the server are going to added to this group.

« Default Grou
» Chrome Gro

Attach to Groups: || « FirefoxGroug
= GoogleDNSt

The server will be attached to the list of the groups and the zones from the groups are going to be exported automatically.

ACLs are managed on a per-DNS Group level, and may be added, edited, or removed by any user with appropriate resource permissions on the
DNS Group.

Applied ACLs b4
ACL Name ACL Networks Actions
Example List 10.10.3.0/24
Example List234 10.10.3.0/24

For details on working with ACLs, see Configuring Split Horizon/Views.

DNS Zone Transfers (Pushes)

In DNSv3, zones may be pushed manually or scheduled for a future time, and may be performed for a single zone, all zones in a DNS Group, or
all zones on a server.
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Scheduling DNS pushes requires administrative access, but manual pushes only require permissions on the DNS Group / DNS Zone, and the
server(s) attached.

Manual DNS Pushes:

Manual pushes may be performed from the following locations in ProVision:

Single Zone: From the DNS Groups Zone list "Push" button. See Working with DNS Zones - Pushing Zones

Single Zone: From the DNS View Zone page "Push Zone Now" button. See Working with DNS Zones - Pushing Zones
Group: From the DNS Groups Zone list "Push Group" button. See Working with DNS Groups - Pushing a Group
Server: From the DNS Servers list "Push" button. See Working with DNS Servers - Pushing a server

Server: From the DNS Server Settings page "Push Zones" button. See Working with DNS Servers - Pushing a server

Scheduled DNS Pushes:

Scheduled pushes may be performed from the following locations in ProVision:

May be set up from the Scheduler Tab for single zones, all zones in a Group, or all zones on a server.
Set by server from the DNS Servers page, or
Set by DNS Group from the DNS Groups page, or

°
L]
°
® Set by individual zone from the View Zone page

DNS Record Types

DNSv3 Record Types are a static list comprised of:

* A, AAAA, CNAME, DNAME, DNSKEY, DS, MX, NAPTR, NS, PTR, SOA, SRV, SPF, HINFO, TXT.
Any user with appropriate resource permissions on the DNS Zone / DNS Group may add, edit, or delete DNS Records.

See Working with DNS Zones for detailed information on managing DNS Records.

Global DNS Settings (Local Installation Only)

DNS Global Settings is accessible from the Admin Preferences page by users with Admin level permissions.
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DNS Global Settings

checkzone path /usr/sbin/named-checkzone @

File permissions: 0755

rndc path Jusr/sbin/rndc &
dig path Just/bin/dig ©
DNSSEC Tools

You must specify either "zonesigner” or "dnssec-keygen", "dnssec-
signzone" paths.

zonesigner lusrflocal/bin/zonesigner ) Required
path download for DNSSEC Support or use BIND Utilities
dnssec- (] Required can
keygen path  pe found from BIND Utilities package

dnssec- [} Required can
signzone path pe found from BIND Utilities package

dnssec- 5

dsfromkey lusr/sbin/dnssec-dsfromkey @

path

DNSSEC

validation 8.8.8.8

server

Nonauthoritative nameserver required.

Update

DNS Global Settings:

® Checkzone path: Path to checkzone
® rndc path: Path to rndc
® dig path: Path to dig

DNSSEC Tools:

® zonesigner path : Enter the zonesigner path that will be used for DNS. Zonesigner is required if dnssec-keygen and dnssec-signzone
are not set.

dnssec-keygen path: Enter the keygen path. Required if zonesigner is not set.

dnssec-signzone path: Enter the signzone path. Required if zonesigner is not set.

dnssec-dsfromkey path : Enter the dnssec-dsfromkey path that will be used for DNS. Required in all cases.

DNSSEC validation server: Enter the IP of the nonauthoritative DNSSEC validation nameserver. Optional.

DNS Export Functions

Exporting Zones

Individual Zones:

DNS zones may be exported individually from the zone's View Zone page "Export Zone" button, by any user with appropriate zone permissions
(see: DNS Zones Overview).

Zones in a DNS Group:

All zones under a DNS Group may be exported from the DNS Group “"Export Zones" button, by any user with the appropriate group permissions
(see: Working with DNS Groups).
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Zones directly connected to a server:

Zones directly connected to a server may be exported by Admin users from the DNS Server Details page, under the section "Zones connected
directly to the server".

Expand the module by clicking the (>) arrow, and then click the "Export Zones" button.

Zones directly connected to the server >

Forward Zones Reverse Zones
1} Zone Name Last Pushed |1 Last Modified Records Zone Status Actions ¥
ibmZoneUpdataTest2.com. 05/10/2017 12:53:39 06/05/2017 14:42:32 0 Contains Errors

Importing DNS Zones:

ProVision offers six DNS zone import options, available under the Data Import tab in the Admin section. For more information on importing DNS
zones, see Importing your Data and Import DNS Zones.

BIND Zone Upload / Import: Imports DNS zones using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar
file of the zones themselves, and an optional .csv file mapping zones to customers and DNS Servers. This is the simplest and most
commonly used import method. Refer to Import DNS Zones for more information.

PowerDNS Zone Import: This tool is available after configuring a PowerDNS server with a MySQL backend. The PowerDNS Import
connects to the selected server and imports all zones.

InfoBlox Zone Import: Imports DNS zones using a provided Host, Username, and Password. The InfoBlox import pulls all zones on the
InfoBlox LOCAL grid and adds them to a designated Group. It is advised to create a DNS Group prior to the import with default parameters
and NS records to be inherited by the imported records.

NS ONE Zone Import: Imports DNS zones using a NS One API Key. It is advised to create a DNS Group prior to the import with default
parameters and NS records to be inherited by the imported records.

Dyn DNS Zone Import: Imports DNS zones using a Dyn DNS Customer Name, Username, and Password. It is advised to create a DNS
Group prior to the import with default parameters and NS records to be inherited by the imported records.

DNSMadeEasy Zone Import: Imports DNS zones using a DNSMadeEasy API Key and API Secret. It is advised to create a DNS Group
prior to the import with default parameters and NS records to be inherited by the imported records.

IPPlan Zone Import: Imports DNS zones using IPPlan MySQL database options. It is advised to create a DNS Group prior to the
import with default parameters and NS records to be inherited by the imported records.

Additional Information:

System Information for Local Installations

Zones are stored in the 6connect web root under /zones.
DS keys are stored in the 6connect web root under /keys.

Global DNS Settings may be set from the Admin Preferences page.

Additional Sections:

For more information on DNS and configurations, see the following sections:

® Working with DNS Servers
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Configuring ISC BIND Support
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Route53 Support
Configuring Split Horizon/Views
Configuring DNSSEC
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Working with DNS Servers
DNS Servers

ProVision's DNSv3 combines server management, group organization, and zone management under the DNS tab.

Dashboard Resources = DNS » DHCP = [PAM » Peering ~ Reporting

DNSv3 DNS Groups DNS Servers. DNS Zones DNS Records

DNS Server List
Server Name Server Backend Server Type Server Status Actions
ANewServer ISCBIND master m m =
ATestServer2 ISCBIND master [ Pusn |

The DNS Servers tab is only accessible to Admin users, and contains functions for adding, updating, and managing DNS servers as well as
scheduling server tasks.

® DNS Servers

® DNS Server List Interface
® Working with DNS Servers

® Add a Server

® Server Settings
® 1) Set Server Common Settings

2) Set Server Specific Settings
3) Set DNS Group Settings for Server
4) Save Changes

® Edit Servers

® Review Zones Connected to a Server
® Zones Directly Connected to the Server
® Zones Connected via a Group

® Pushing a Server
® Manual Push
® Scheduled Push

® Delete a Server

® Additional Information

DNS Server List Interface

Dashboard Resources = DNS » DHCP = [PAM » Peering ~ Reporting

DNSv3 DNS Groups DNS Servers. DNS Zones DNS Records

DNS Server List
Server Name Server Backend Server Type Server Status Actions
ANewServer ISCBIND master m m |
ATestServer2 ISCBIND master [ Pusn |

1) Add Server Button: Opens a dialog for creating a DNS server.

2) Server List:
3) Server Name: Name of the DNS server. Click to open server details.
4) Server Backend: The DNS Service backend type for the server.
5) Server Type: Whether the server is a master or slave type.

6) Server Status: Currently a placeholder column for future display of server error and connection status messages.
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7) Actions: The actions that may be performed on each server:
Actions

E3E

8) Delete: Deletes the server from ProVision.
9) Push: Pushes all zones associated with the selected server.

10) Perms: Opens a shortcut to edit permissions for the selected server.

Working with DNS Servers

Add a Server

To create a new server, start from the DNS Tab, select the DNS Servers sub menu. Then, click the "Add Server" button next to "DNS Server
List".

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List 222

This will open the "Server Settings" page.
Server Settings

1) Set Server Common Settings

In the "Common Settings" section of Server Settings, enter the new server's Display Name (the name that will appear on the ProVision interface),
the FQDN / IP, server type, service type, and desired parent Resource (may be left at the default Top Level Resource).

Common Settings

Display Name:

g Eriter Display Name
This is the server name that will appear in the DNS interface.
FQDN or IP:

s ax: n51.dns.Boonnect.net or 216.239.32,10

DNS server real FQDN or IP Address.

Server Type:

—p Master 5
DNS Service:

—p ISCBIND 3

Parent Resource:
= TLR

The new server resource will be a child of the Parent Resource.
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Display Name: Name you want the server to display.
FQDN or IP: The FQDN or ip address of the DNS server.
Default: Specify if the server should be added to new zones by default or not.

Server Type: Specify if the server is a master or slave. Different configuration files are created master vs. slave on the Bind, PowerDNS
/Bind, and Secure64 platforms.

DNS Service: Select the DNS service type (ISC Bind, Secure64, KnotDNS, etc).

Parent Resource: Select the ProVision resource to be the "parent" of the server - typically TLR (Top Level Resource), but may be a lower
level resource such as a Customer or Location. The parent resource selection is the basis of access permissions for the server.

2) Set Server Specific Settings

The next section is entering server service-type specific settings. The options visible in this section will depend on the "DNS Service" type chosen
under "Common Settings".

Here, we see the fields for ISC BIND server settings. Enter the server Username, Password, Port, Remote Director, Named Conf. Path, and Pre
/Post Command (if desired). Your fields may vary for other server types.

For SSH Public Key Authentication, DNSSEC, and Dynamic Option updates, click on the ON / OFF toggle to select "ON" or "OFF" for each as
needed.

ISC BIND Settings

SSH Public Key Authentication: OFF
Please choose your SSH authentication type.
Username:

s Enter Username

Username for the SSH connection. It must have write access to the Bind configurations and zone folders. Bind must also have write permissions to the files that are created
with the user,

Password:

Server S5H Port.
Remaote Directory:

——p /etc/bind/Gc-zones
Path to the remote server where to store the generated zone files
Named Conf Path:

—p [etc/bind/Gconnect_named.conf
Path to the named.conf config.
Pre Command:

—_—
Post Command:

— oy sarvice bindd reload

Enable DNSSEC:

<D
Enable Dynamic Updates: m
SHH Public Key Authentication: If applicable, toggle "On" or "Off"

Username: Login/username for the target DNS server. The specified account needs to be valid, and have write permission to the remote
directory and execute permission for any pre/post commands.

Password: Password for the target account. All passwords are stored encrypted in the database.
Port: Port to contact the target server on. This is port used for SSH on Bind and Secure64 server types.

Remote Directory: The target directory to transfer zone files to on the DNS system.
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Named Conf Path: The path to other zones on the Bind systems.
Pre Command: Any valid system command on the target DNS system. This command will be run before any files are transferred.

Post Command: Any valid system command on the target DNS system. This command will be run after any files are transferred. For
example, on a Bind system you would need to run "rndc reload" to reload the zones.

Enable DNSSEC: If available for the server type, toggle to "On" or "Off". See Configuring DNSSEC for additional information.

Enable Dynamic Updates: Toggle to "On" or "Off", if the server allows dynamic updates.

Some DNS Server types use subscription services or outside accounts, in which case you may instead be prompted to provide account
credentials, API keys, API secret, or other vendor-specific fields to connect to the service.

After entering the server-specific settings in this section, you can click the "Test Server" button at the top of the section to test the server
connection and authentication.

The "Test Server" button will attempt to login to the target system and write to the target directory.

ISC BIND Settings BRCEEEa G 1

A window will pop up showing a success or failure response.

If any failures are encountered, an error will be written with some detail. If the test is successful, the word "Success!" will show verifying that files
can be transferred. This does not test if the user can execute pre/post commands. This needs to be checked manually.

DNS Server Status

Success!

3) Set DNS Group Settings for Server

In the last section, select whether to enable Multiple Groups Support for exporting Groups as View (click to toggle ON / OFF), and select a default
Group, if desired, to be associated with the server. Zones assigned to the selected Group will automatically be attached to the server.

DNS Group Settings

Multiple Groups Support: '\O OFF )

Check this option if you want to enable the support of differant DNS Groups to be exported as Views. Danger ! In case the server doesn't support Views you must take care
to not have duplicated zone names in the groups |

Attach to Group:

No Default Group

an

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Save changes

4) Save Changes
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Save your changes when done! Just click the "Save Changes" button at the bottom right of the page.

DNS Group Settings

Multiple Groups Support: \rO OFF )

Check this option if you want to enable the support of different DNS Groups to be exported as Views. Danger | In case the server doesn't support Views you must take care
to not have duplicated zone names in the groups |

Attach to Group:

No Default Group

an

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

{ Save changes ),

———

The new server will now be added to the DNS Servers list. These settings may be changed at any time by selecting the server from the server list
and editing the information.

Edit Servers

Edit an existing server by clicking once on the server name in the DNS Servers list.

‘Example server ISCBIND master =

The "Server Settings" page will open.

Server Settings : Example server

Common Settings

Display Name:

Example server|
This is the server name that will appear in the DNS interface.
FQDN or IP:

ns1.dns.example.com.

DNS server real FQDN or IP Address.

Server Type:

Master s
DNS Service:

ISC BIND H
Parent Resource:

The new server resource will be a child of the Parent Resource.

Click inside the field that you want to change, type your changes, and then click "Save Changes" at the bottom of the page.

DNS Group Settings

Export Groups as Views: OFF
Check this option if you want to enable the support of different DNS Groups to be exported as Views.
Attach to Group:

DNS Group 1

an

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

&=
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Review Zones Connected to a Server

There are two ways that zones may be connected to a DNS server:

1) Directly connected, by attaching the zone to a server from the View Zone page.

or,

2) Connected by a Group that has been set as the default DNS Group for the server, selected under "DNS Group Settings".
Both are able to be viewed on the DNS Server Settings page.

To view either, open the Server Settings page for the server by clicking on the server name in the DNS Servers list.

Edit an existing server by clicking once on the server name in the DNS Servers list.

scao st =

The "Server Settings" page will open.

Zones Directly Connected to the Server

Scroll to the bottom of the page, and open the module titled "Zones directly connected to the server" by clicking on the expansion arrow.

Zones directly connected to the server >

A zone list will show the zone(s) that have been directly connected to this server.

Here, you may browse through forward and reverse zones by selecting the "Forward Zones" or "Reverse Zones" tabs, sort the list by Zone Name
or Last Modified, open the zone's page by clicking on the name, or check the zone's status by clicking the "Check" button.

Zones directly connected to the server >

Forward Zones Reverse Zones
i Zone Name Last Pushed |1 Last Modified Records Zone Status
ibmZoneUpdataTest2.com. 05/10/2017 12:53:39 06/05/2017 14:42:32 1] Contains Ermors

Zones may be exported by clicking the "Export Zones" button.

Zones Connected via a Group

If a default Group has been selected under "DNS Group Settings" for the server, Zones under that Group will be connected to the server and able
to be viewed on the Server Settings page.

Scroll to the bottom of the page, and open the module titled "Zones connected to Group '(Group Name)' " by clicking on the expansion arrow.

DNS Group Settings

Export Groups as Views: OFF
Check this option if you want to enable the support of different DNS Groups to be exported as Views.
Attach to Group:
DNS Group 1 ¥

If you sedect a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Zones connected to Group: "DNS Group 1" >
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A zone list will show the zone(s) that connected to this server via a selected Group.

Here, you may browse through forward and reverse zones in that Group by selecting the "Forward Zones" or "Reverse Zones" tabs, sort the list
by Zone Name or Last Modified, open the zone's page by clicking on the name, or check the zone's status by clicking the "Check" button.

Zones connected to Group: "DNS Group 1* >

Forward Zones Reverse Zones

1} Zone Name Last Pushed |1 Last Modified Records Zone Status Actions Y
man.com. 02/24/2017 14:02:27 ]
mMsnN2.com. 03/27/2017 14:21:58 4

Pushing a Server

Manual Push

Manually pushing all zones on a server may be done directly from the DNS Server list. Under the "Actions" section of the Server List, click the
"Push" button for the desired server.

ANewServer ISCBIND master Delete { Push )]

Pushing may also be done while in the Server Settings page. While in the Server Settings page, click the "Push Zones" button at the top right of

the page.
DNSv3 DNS Groups DNS Servers
Server Settings : Example server (EEETE

Common Settings

Display Name:
Example server

This Is the server name that will appear in the DNS interface.

A "DNS Push Status" box will appear, showing the status of each zone as it is pushed. Once all zones have been pushed successfully, a green
status message of "Finished DNS Pushing Request" will appear. At this point, the push is complete and the window may be closed.
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DNS Push Status

Last status messages :

Finished DNS Pushing Request

Sending the global configs and closing the connection

Cleaning the removed zones from the server...

Pushing zone "sample.org." Server "6¢c BIND QA Server" ...

Pushing zone "examplezone.com." Group "Default Group" Server "6c BIND QA Server" ...
Pushing zone "ibm.com." Group "Default Group" Server "6¢c BIND QA Server" ...

Pushing zone "atlassian.com." Group "Default Group" Server "6¢c BIND QA Server" ...

Pushing zone "apple.com." Group "Default Group" Server "6¢c BIND QA Server" ...

Pushing zone "apiTestAddzone.com." Group "Default Group" Server "6c BIND QA Server"

Pushing zone "webconnect.bg." Group "Default Group" Server "6c BIND QA Server" ...

Scheduled Push

DNS server pushes may be scheduled from either the Admin Area Scheduler Tab, or from within the DNSv3 Server Settings page. Scheduled
pushes require Admin access.

For information on scheduling a push from the Scheduler Tab, see Scheduler Tab documentation.

To schedule a push from a server's Settings page, open the Server Settings page for the desired server, and click on the "Schedule Push"
button.

Server Settings : Example server Push Zones { Schecuie Push )
Common Settings
Display Name:

Example server

This is the server name that will appear in the DNS interface.

The Push Scheduler dialog will open. Click on the calendar on the left to select a date for the push, set the desired push time on the right, enter a
notification email address, and then click "Save Changes".
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Push Scheduler

Pick date and time (America/Los_Angeles):

< March 2017 >
Su Mo Tu We Th Sa
28 1 2 4
7 8 9 11
14 15 16 18
21 22 23 25
28 29 30
4 5 6

Notification Email:

‘ user@example.com

Once a schedule push has been created, a "Scheduled Tasks" module will appear at the top of the Server Settings page.

Click on the expansion arrow for the module to open and view the tasks.

Server Settings : Example server
Scheduled Tasks >

Scheduled pushes for the server will be listed in the "Scheduled Tasks" module, and may be viewed or deleted (by clicking the "Delete" button
under "Actions").

Server Settings : Example server Push Zones [ Schedule Push

Task Name Last Run Repeat Time Actions

Scheduled Push: Example server One time on 2017-03-27 at 19:30 PDT

If necessary, the Scheduled Push may be edited from the Scheduler Tab in the Admin area of ProVision. See the Scheduler Tab for information
on editing scheduled tasks.

Delete a Server

Delete a server by clicking the "Delete" button under the "Actions" section of the Server List for the desired server.

ANewServer ISCBIND master ﬁ Parms |
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Additional Information

For additional information on working in DNS, see the following sections:

Configuring ISC BIND Support
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Split Horizon/Views
Configuring DNSSEC

Import DNS Zones

DNS Tab
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Configuring ISC BIND Support

Configuring ISC BIND Support

® Configuring ISC BIND Support
® (Getting Started
® Adding a BIND Server to ProVision
® Server Settings
® 1) Set Server Common Settings
® 2) Set Server Specific Settings
® 3) Set DNS Group Settings for Server
® 4) Save Changes
® Additional Information

Getting Started
BI%@ Version Compatibility

BIND 9 Support is officially supported. Please note that as of May 24, 2018, ISC implemented a different release numbering scheme. From the
ISC BIND 9.13 release notes (https://kb.isc.org/article/AA-01612):

Previously new feature development releases were tagged as "alpha" and "beta", leading up to the first stable release for a given development
branch, which always ended in ".0".

Now, however, BIND has adopted the "odd-unstable/even-stable" release numbering convention. There will be no "alpha" or "beta" releases in
the 9.13 branch, only increasing version numbers. So, for example, what would previously have been called 9.13.0a1, 9.13.0a2, 9.13.0b1, and so
on, will instead be called 9.13.0, 9.13.1, 9.13.2, etc.

The first stable release from this development branch will be renamed as 9.14.0. Thereafter, maintenance releases will continue on the 9.14
branch, while unstable feature development proceeds in 9.15.

You will need a user who can log in to the DNS server and make changes to the directory in which the zones are being stored. Additionally, it is
often useful for this user to have the ability to restart the DNS server. The login and password for this user will be required to configure this
server on the DNS Admin page.

6connect Zone files are written out in the following format:

Ipath/to/zone/directory/viewName/zoneFirstLetter/zonefile.zone

If no views are configured, or if views are expressly disabled, then the default viewName "6connectGeneric" is used. The zoneFirstLetter is the
first letter of the zone name, so the subdirectory 'microsoft.com.zone' is placed in would be /m/.

All 6connect-managed Zones are managed by a dedicated 6connect configuration file named 6connect_named.conf. This file is created to act a
supplementary conf file to work in concert with any existing named.conf which might exist. To include the 6connect configuration file, edit named.
conf and append the following line:

include "/path/to/conf/directory/6connect_named.conf";

You must remember to include the 6connect configuration file or none of the changes managed by 6connect ProVision will take effect!

It is also important to note that if your existing named.conf file contains zones within Split Horizon views, then the 6connect-managed zones must
also be view-enabled. Likewise, if existing zones are not grouped into views, then views must be disabled on ProVision.

Adding a BIND Server to ProVision

To create a new server, start from the DNS Tab, select the DNS Servers sub menu. Then, click the "Add Server" button next to "DNS Server
List".
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DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List 222

This will open the "Server Settings" page.
Server Settings

1) Set Server Common Settings

In the "Common Settings" section of Server Settings, enter the new server's Display Name (the name that will appear on the ProVision interface),
the FQDN / IP, server type, service type, and desired parent Resource (may be left at the default Top Level Resource).

Common Settings

Display Name:
w=fp Enter Display Name
This is the server name that will appear in the DNS interface.
FQDN or IP:
DNS server real FQDN or IP Address.
Server Type:
—p Master

ar

DNS Service:
== ISC BIND

ar

Parent Resource:
= TLR

The new server resource will be a child of the Parent Resource.

2) Set Server Specific Settings

The next section is entering server service-type specific settings. The options visible in this section will depend on the "DNS Service" type chosen
under "Common Settings".

Here, we see the fields for ISC BIND server settings. Enter the server Username, Password, Port, Remote Director, Named Conf. Path, and Pre
/Post Command (if desired). Your fields may vary for other server types.

For SSH Public Key Authentication, DNSSEC, and Dynamic Option updates, click on the ON / OFF toggle to select "ON" or "OFF" for each as
needed.
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ISC BIND Semngs

S5H Public Key Authentication: () OFF ;
Please choose your SSH authentication type.
Username:

— Criter Username

Usernama for the SSH connection. It must have write access to the Bind configurations and zone folders. Bind must also have write permissions to the files that are created
with the user,

Password:

m—l Enter Password

Port:
— 22
Server S5H Port.
Remate Directory:
——p /etc/bind/Gc-zones
Path to the remote server where to store the generated zone files.
Named Conf Path:
—p [etc/bind/Gconnect_named.conf
Path to the named.conf config.
Pre Command:

—>

Post Command:
m— oy service bindg reload

Enable DNSSEC:

[ON @)
Enable Dynamic Updates: m

After entering the server-specific settings in this section, you can click the "Test Server" button at the top of the section to test the server
connection and authentication.

ISC BIND Settings BRCEEEa G 1

A window will pop up showing a success or failure response.

DNS Server Status

3) Set DNS Group Settings for Server

In the last section, select whether to enable Multiple Groups Support for exporting DNS Groups as Views (click to toggle ON / OFF), and select a
default Group, if desired, to be associated with the server. Zones assigned to the selected Group will automatically be attached to the server.
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DNS Group Settings

Multiple Groups Support:

Check this option if you want to enable the support of different DNS Groups to be exported as Views. Danger | In case the server doesn't support Views you must take care
to not have duplicated zone names in the groups |

Attach to Group:
Mo Default Group 5

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Save changes

4) Save Changes

Save your changes when done! Just click the "Save Changes" button at the bottom right of the page.

DNS Group Settings

Multiple Groups Support:

Check this option if you want to enable the support of different DNS Groups to be exported as Views. Danger | In case the server doesn't support Views you must take care
to not have duplicated zone names in the groups |

Attach to Group:

No Default Group

an

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

e
{ Save changes ),

—_——

The new server will now be added to the DNS Servers list. These settings may be changed at any time by selecting the server from the server list
and editing the information.

Additional Information

For additional information on working in DNS, see the following sections:

Working with DNS Servers
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Split Horizon/Views
Configuring DNSSEC

Import DNS Zones

DNS Tab

485



Configuring PowerDNS Support

Configuring PowerDNS Support

® Configuring PowerDNS Support
® Environments supported
® Step 1: Add a PowerDNS Server
® Server Settings
® 1) Set Server Common Settings
® 2) Set Server Specific Settings
® 3) Set DNS Group Settings for Server
® 4) Save Changes
® Step 2: Import PowerDNS Zones
® Step 3: Push zones to PowerDNS
® BIND Backend
® MySQL Backend
® Additional Information

Environments supported

® PowerDNS version 3.0 or above on the target server(s)
® BIND or MySQL backend

Step 1. Add a PowerDNS Server

To create a new server, start from the DNS Tab, select the DNS Servers sub menu. Then, click the "Add Server" button next to "DNS Server
List".

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List 222

This will open the "Server Settings" page.

Server Settings

1) Set Server Common Settings
In the "Common Settings" section of Server Settings, enter the new server's Display Name (the name that will appear on the ProVision interface),

the FQDN / IP, server type, DNS service type, and desired parent Resource (may be left at the default Top Level Resource). For PowerDNS
servers, ensure that either "PowerDNS BIND" or "PowerDNS MySQL" is selected under DSN server type.
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Commeon Settings

Display Name:
el Eniter Display Name
This is the server name that will appear in the DNS interface.
FQDN or IP:
— 53: 1151.005,6C

DNS server real FQDN or [P Address

t.net or 216.239.32.10

Server Type:

el Master -
DNS Service:

= PowerDNS Bind .
Parent Resource:

—p TLR

The new server resource will be a child of the Parent Resource.

2) Set Server Specific Settings

The next section is entering server service-type specific settings. The options visible in this section will depend on the "DNS Service" type chosen
under "Common Settings".

Here, we see the fields for PowerDNS BIND server settings. Enter the server Username, Password, Port, Remote Director, Named Conf. Path,
and Pre/Post Command (if desired). Your fields may vary for other server types.

For SSH Public Key Authentication, DNSSEC, and Dynamic Option updates, click on the ON / OFF toggle to select "ON" or "OFF" for each as
needed.

PowerONS BIND Seuings

SSH Public Key Authentication: ) OFF
Please choose your SSH authentication type.
Username:

—p Enter Usamame
Usarmame for the S5H connection. it must have write access to the PowerDNS configurations and zone folders. PowerDNS must also have write permissions to the files
that are created with the user.

—pe 23
Server SSH Port.

Remote Directory:

i powerdn: 2
Path to the remote sarver where to store the generated zona files.
Named Conf Path:

——p 8t/ powerdns/ficonnect_named.conf
Path to the named.conf config
Pre Command:

et

Post Command:
el (1 AT

antrol rex

Enable DNSSEC:

CED
Enable Dynamic Updates: m

In order to support Dynamic DNS Update you must have PowerDNS version 3.4.0 or bigger. You must set "allow-dnsupdate-from=Provision_IP" and "dnsupdate=yes” or
“axperimantal-dnsupdate=yes" depending on your version.

After entering the server-specific settings in this section, you can click the "Test Server" button at the top of the section to test the server
connection and authentication.
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PowerDNS BIND Settings BRCE#0: ¢ '

S

A window will pop up showing a success or failure response.

DNS Server Status

Success!

3) Set DNS Group Settings for Server

In the last section, select a default Group to be associated with the server. Zones assigned to the selected Group will automatically be attached to
the server.

DNS Group Settings

Attach to Group:
DNS Group 1

Hf you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.
4) Save Changes

Save your changes when done! Just click the "Save Changes" button at the bottom right of the page.

DNS Group Settings

Attach to Group:

an

DNS Group 1

Hf you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

e —
|Saveermges|

The new server will now be added to the DNS Servers list. These settings may be changed at any time by selecting the server from the server list
and editing the information.

Step 2: Import PowerDNS Zones

While in the Admin section, navigate to the Data Import Tab. Select the "Power DNS Zone Import" link.

To import your data, simply choose your PowerDNS server and click "Import".
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This operation will pull all zones on the target server.
This operation may take quite some time.

Choose a server: -

Import

Step 3: Push zones to PowerDNS

Navigate back to the DNS tab, and select the "DNS Servers" tab.

Locate the PowerDNS server in the DNS Servers list, and then click the "Push" button under "Actions" at the end of the row.

ANewServer ISCBIND master Delets { Push )

BIND Backend

Note on SSH
1

The integration does not require a remote database connection, but it does require an SSH account and a writable directory. The SSH account
must have access to the server. This account will also be used for DNSSEC functionality within PowerDNS.

MySQL Backend

Note on SSH
1

The integration requires a remote database connection, so will need a mysql user with permissions for remote administration. We highly
recommend using ACLs to ensure that configuration only occurs from intended sources.

For DNSSEC functionality, you will need a standard SSH user account withing your PowerDNS user group

Please note that Views are not supported with the MySQL backend
Only BIND and MySQL backends are supported.

Additional Information

For additional information on working in DNS, see the following sections:

Working with DNS Servers
Configuring ISC BIND Support
Configuring Secure64 Support
Configuring Split Horizon/Views
Configuring DNSSEC

Import DNS Zones

DNS Tab
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Configuring Secure64 Support

Configuring Secure64 Support

® Configuring Secure64 Support

® Step 1: Create an nsd.conf file under the root directory / of your S64 Auth server
® Step 2: Make a directory for 6connect ProVision to push zone files to on the Secure64 DNS Server
® Step 3: Setup and Configure 6connect ProVision for your Secure64 DNS Server

® Server Settings

® 1) Set Server Common Settings
® 2) Set Server Specific Settings

® 3) Set DNS Group Settings for Server

® 4) Save Changes

® Additional Information

A note on Ports

Step 4: Associate zones to your Secure64 DNS Server(s)
Step 5: Push Zones to Secure64 Server(s)

Step 6: Verify DNS Zone push on Secure64 Server(s)
Step 7: Validate Zone data in Your Infrastructure

ProVision uses port 22 to communicate with and configure Secure64 infrastructure - please ensure that this is addressed in any ACLs/firewalls

ProVision also uses port 53 to do zone checks if the DNS Module is enabled and in use. Please ensure that your Secure64 infrastructure is

configured to accept DNS lookups from the ProVision server

The initial setup of the Secure64 Authoritative server is as follows:

Step 1: Create an nsd.conf file under the root directory / of your S64

Auth server

DO THIS

Make sure to add the line include: 6connect_nsd.conf to the nsd.conf file

Output/Input

[ aut hdnsadm n@Becur e64DNS] # cat nsd. conf
server:
i p-address: 50.198.192. 141

axfr-logfile: /axfr_log/axfr.Ilog
axfr-logfile-flush-count: 1
axfr-1ogfil e-nmax-size: 100000
axfr-1ogfile-max-size: 10

request-logfile: /request_| og/request.|og
request -1 ogfile-flush-count: 10

request -1 ogfil e- max-si ze: 1000000
request-logfile-nmax-files: 10

i nclude: 6connect _nsd. conf
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Step 2: Make a directory for 6connect ProVision to push zone files to
on the Secure64 DNS Server

[ aut hdnsadm n@becur e64DNS] # nkdir test12
[ aut hdnsadm n@secur e64DNS] # | s

/:

322 2013-08-19 06: 07: 42 nsd. conf

<Dl R> 1024 2013-08-16 17:30:12 test12

Step 3: Setup and Configure 6connect ProVision for your Secure64
DNS Server

To create a new server, start from the DNS Tab, select the DNS Servers sub menu. Then, click the "Add Server" button next to "DNS Server
List".

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List 222

This will open the "Server Settings" page.
Server Settings

1) Set Server Common Settings

In the "Common Settings" section of Server Settings, enter the new server's Display Name (the name that will appear on the ProVision interface),
the FQDN / IP, server type, DNS service type, and desired parent Resource (may be left at the default Top Level Resource). For Secure64
servers, ensure that DNS Service is set to "Secure64 Authority", "Secure64 x86 Authority”, "Secure64 KNOT Authority”, or "Secure64 Cache".

Common Settings

Display Name:

DNS server real FQDN or IP Address.

Server Type:

= Master 5
DNS Service:

= SecureB4 Authority %

Parent Resource:

— TR

The new server resource will be a child of the Parent Resource

2) Set Server Specific Settings
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The next section is entering server service-type specific settings. The options visible in this section will depend on the "DNS Service" type chosen
under "Common Settings".

Here, we see the fields for Secure64 server settings.
Enter the server Username, Password, Port, Remote Directory, Named Conf. Path, and whether to enabled SNMP.

For SSH Public Key Authentication and Dynamic Option updates, click on the ON / OFF toggle to select "ON" or "OFF" for each as needed.

Securefd Settings

SSH Public Key Authentication: () OFF
Pleasa choose your SSH authentication type.
Username:

— it Lisername
Username for the SSH connection. It must have write access to the Bind configurations and zone folders,
Password:

m—p Enter Password
Port:

— 22
Server S5H Port,
Remote Directory:

dnsadmin/Be_zones

Path to the remote server where to store the generated zone files.
Named Conf Path:

! ind _nsd.conf

Path to the nsd.conf config.

Enable Dynamic Updates: a)

SNMP Settings

Enable SNMP:
——pDisabled 5

After entering the server-specific settings in this section, you can click the "Test Server" button at the top of the section to test the server
connection and authentication.

Secure64 Setting Test Server ’

A window will pop up showing a success or failure response.

DNS Server Status

Success!
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3) Set DNS Group Settings for Server

In the last section, select whether to enable support for exporting DNS Groups as Views (click to toggle ON / OFF), and select a default Group, if
desired, to be associated with the server. Zones assigned to the selected Group will automatically be attached to the server.

DNS Group Settings

. S oee)
Multiple Groups Support: \O OFF

Check this option if you want to enable the support of differant DNS Groups to be exported as Views. Danger ! In case the server doesn't support Views you must take care
to not have duplicated zone names in the groups |

Attach to Group:

ar

No Default Group

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Save changes

4) Save Changes

Save your changes when done! Just click the "Save Changes" button at the bottom right of the page.

DNS Group Settings
Multiple Groups Support: @ OFF )

Check this option if you want to enable the support of differant DNS Groups to be exported as Views. Danger ! In case the server doesn't support Views you must take care

to not have duplicated zone names in the groups |
Attach to Group:
No Default Group

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

{ Save changes ),

Step 4. Associate zones to your Secure64 DNS Server(s)

If a default Group was selected while setting up the S64 server, then any zones in that Group will automatically be associated with the server.

Zones may be manually added, moved, or imported into the Group - see Working with DNS Zones and Working with DNS Groups for details on
associating zones with Groups.

If zones are to be imported, a DNS Group may be selected during the import process to associate with the zones.

New Import
The DNS Import accepts an archive file of zones (ZIP or TAR) in both flat and hierarchical formats. You may also submit a CSV file mapping zone names o
customer ids and DNS servers. Please make sure the archive file has an appropriate file extension, and that all files are encoded in UTF-8.

DNS Group({ DNS Group 1 % | Job Name: Description:

Configuration File: Archive File: CSV File:

Choose File | Mo file chosen Choose File | No file chosen Choose File | Mo file chosen
Required: a configuration file in BIND or  Required: a ZIP or TAR of your zones. Optional: a CSV file mapping zones to
NSD format. customers and DNS Servers.

Start Import

Select the group specified as the default S64 server Group, then import the zones as described in the Import DNS Zones documentation.

Step 5: Push Zones to Secure64 Server(s)

Navigate back to the DNS tab, and select the "DNS Servers" tab.
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Locate the Secure64 server in the DNS Servers list, and then click the "Push" button under "Actions" at the end of the row.

ANewServer ISCBIND master Delate { Push ’
o —

Step 6: Verify DNS Zone push on Secure64 Server(s)

The result of the Push can be checked/verified by checking the Secure64 server as follows:
Verifying Zone pushes
1

ssh't0 50.198.192.141

Login using the designated login account and password
Enable cachednsadmin

Is

Now, verify that the "788 2013-08-21 12:35:04" 6connect_nsd.conf file now exists.

[ aut hdnsadm n@val 138. secure64.coni# |s
/:

6728 2013-08-13 00: 15: 30 nsd. conf

8416071 2013-08-21 12:35:07 nsd. db

788 2013-08-21 12:35: 04 6connect _nsd. conf
<Dl R> 1024 2013-08-21 12:34:50 test12

You can verify the Push contents by doing a cat of the 6connect_nsd.conf
[authdnsadmin@Secure64DNS]J# cat 6connect_nsd.conf
1
Aut(.)Generated by 6connect ProVision. Do not manually edit.
zone:
name: atestzone.com
zonefile: /test12/6connectGeneric/m/atestzone.com.zone
zone:

name: Testzone2.com

zonefile: /test12/6connectGeneric/m/Testzone2.com.zone

In the example above, two Zones have transferred.

To look at the contents of each zone you can cd to the proper directory /test12/6connectGeneric and find the zone files in an alphabetical

directory structure as follows:

[authdnsadmin@ Secure64DNS]J# cd 6connectGeneric
[authdnsadmin@Secure64DNS]# cd test12

changed to test12
[authdnsadmin@Secure64DNSJ# Is

ltest12/:

<DIR> 1024 2013-08-16 19:43:21 6connectGeneric
[authdnsadmin@Secure64DNS]J# cd 6connectGeneric
changed to 6¢connectGeneric
[authdnsadmin@Secure64DNSJ# Is
ltest12/6connectGeneric/:

<DIR> 1024 2013-08-16 17:30:13 e

<DIR> 1024 2013-08-16 17:30:16 m

<DIR> 1024 2013-08-16 18:49:21d

<DIR> 1024 2013-08-16 19:43:23 s
[authdnsadmin@Secure64DNSJ# cd m

changed to m

[authdnsadmin@Secure64DNSJ# Is
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Jtest12/6connectGeneric/m/:
[authdnsadmin@eval138.secure64.comj# Is
5192 2013-08-21 15:35:01 atestzone.com.zone
6758 2013-08-21 15:35:02 Testzone2.com.zone
[authdnsadmin@Secure64DNS]#

Step 7: Validate Zone data in Your Infrastructure

Finally, do a dig of the zones to verify the DNS configuration has been successfully deployed.
Us(iﬁ dig to validate your Secure64 Server installation

[authdnsadmin@eval138.secure64.com]# dig @50.198.192.141 atestzone.com

; <<>> DiG SourceT 3.x <<>> @50.198.192.141 atestzone.com

;; Got answer:

5 >>HEABER<< opcode: QUERY, status: NOERROR, id: 59591

;; flags: gr aa rd; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0

;s QUESTION SECTION:

,atestzone.com. IN A

;3 AUTHORITY SECTION:

atestzone.com. 3600 IN SOA nsl.dns.6connect.net. hostmaster.6connect.net. (2013082102 10800 3600 604800 38400 )
[authdnsadmin@eval138.secure64.com]#

For any questions regarding the integration of Secure64 products into 6connect ProVision, please email 6¢connect at support@6connect.com, or
Secure64 at support@secure64.com

Cr&rjging Secure64 Server IP addresses

When you setup ProVision to communicate via SSH to a Secure64 server, a ley/fingerprint is saved to the local hosts file. If you modify the IP
address, but do not clear out the hosts file, then ProVision will think this is an attack and prevent communication with the Secure64 server.

To rectify this issue, you may need to reset the host file so that a new SSH host key can be added for the IP address. To do this manually, please
follow the following steps:

1) The admin needs to login to the ProVision server via SSH/CLI

2) Open the file “known” in the /tmp folder in your preferred editor (vi, etc.)

3) Delete the line in the file with the server IP/fingerprint

4) Save the changes and exit the editor

To verify the functionality - attempt to connect to the DNS Server(s) using the “Test Server” button from the ProVision GUI

If you have any issues, please contact 6connect support per your Support Agreement/Plan.

Additional Information

For additional information on working in DNS, see the following sections:

® Working with DNS Servers

® Configuring ISC BIND Support
® Configuring PowerDNS Support
® Configuring Split Horizon/Views
® Configuring DNSSEC

® Import DNS Zones

®* DNS Tab
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Configuring Route53 Support

Configuring Route53 Support

® Configuring Route53 Support
® Getting Started
® Adding a Route53 Server to ProVision
® Server Settings
® 1) Set Server Common Settings
® 2) Set Route53 Server Specific Settings
® 3) Set DNS Group Settings for Server
® 4) Save Changes
® Additional Information

Getting Started

To use the Route53 connector, you must have Route53/AWS account set up and be able to provide the API Key, API Secret, and API Region
provided to your Route53 account. For information on setting up a Route53 account, learning resources, or FAQ, see https://aws.amazon.com
/route53/ .

To add a new DNS Server in ProVision, you must be logged in as an Admin-level user.

Adding a Route53 Server to ProVision

To create a new server, start from the DNS Tab, select the DNS Servers sub menu. Then, click the "Add Server" button next to "DNS Server
List".

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List 222

This will open the "Server Settings" page.
Server Settings

1) Set Server Common Settings

In the "Common Settings" section of Server Settings, enter a Display Name for the new Route53 server, skip FQDN / IP , and select Server Type.

Under "DNS Service", select the "AWS Route53 (Beta) connector. The FQDN field will automatically be disabled, and AWS/Route53 specific
settings will be enabled in the next section.

If desired, adjust the other available settings in this section, then scroll down.
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Server Settings : Route53 Example Push Zores irport Zovs

Commen Settings

Display Name:
Route53 Example
This is the server name that will appear in the DNS interface.

FQDN or IP:

The IP address that ProVision will use to connect to this server.

Server Type:
Master :
rt Zones: YRR
Export Zones: (© o
DNS Service:

AWS Route53 (Beta)

Parent Resource:

TLR
The new server resourca will be a child of the Parent Resource
Enable Records Check: ':OE:

ProVision is checking if the DNS responds with a propar values to the zone records. In order record monitoring to work property, you must anter a proper NameSarver as
"FQDN or IP* field

2) Set Route53 Server Specific Settings

The next section is entering server service-type specific settings. The options visible in this section will depend on the "DNS Service" type chosen
under "Common Settings".

Under the section for AWS Route53 (Beta) Settings, enter the APl Key, API Secret, and API region provided to you for the AWS/Route53
AWS ROUTESS (Beta) Settings RS T g

API Key:

Please enter the API Key from ROUTES3

API Secret:

Please enter the API Key from ROUTES3
API Region:

us-east-2
Please enter the API Region from ROUTES3

Enable Dynamic Updates:

Push ProVision NS Records: (C) oFf )
N e

DNS Group Settings

Attach to Group:
Mo Default Group H

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Save changes
account.

Enter additional Dynamic Updates, NS Records, and Group settings if desired, then click "Save Changes".

For information on working in the rest of ProVision's DNS system, see DNS Tab, DNS Administration, andWorking with DNS Servers.

After entering the server-specific settings in this section, you can click the "Test Server" button at the top of the section to test the server
connection and authentication.
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AWS ROUTES53 (Beta) Settingd LS AL

A window will pop up showing a success or failure response.

DNS Server Status

3) Set DNS Group Settings for Server

In the last section, select a default Group to be associated with the server (optional). Zones assigned to the selected Group will automatically be
attached to the server.

DNS Group Settings

Attach to Group:

No Default Group @

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

4) Save Changes
Save your changes when done! Just click the "Save Changes" button at the bottom right of the page.

DNS Group Settings

Attach to Group:
No Default Group v

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Additional Information

For additional information on working in DNS, see the following sections:

Working with DNS Servers
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Split Horizon/Views
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® Configuring DNSSEC
® Import DNS Zones
®* DNS Tab
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Configuring Split Horizon/Views

Configuring ACL Views

ProVision's ACL module applies the specified network lists to the in the named.conf for zones inside the group and the servers that belongs to
the group, when exporting the group or zone.

® Configuring ACL Views

® Create an ACL View

® Editan ACL

® Delete an ACL

® Add an existing ACL to another Group
® Additional Information

WARNING
1

If y6u see a view named "_6connectDefault" - DO NOT DELETE IT.

Create an ACL View

ACL views may be created under each DNS Group, accessed from the DNS tab DNS Groups sub-tab.

Expand the Group that you want the view applied to, and then expand the section "Applied ACLs" by clicking on the expansion arrow to the right
of the section name.

DNS Zones m Schedule Push [ll Export Zones

Resources Awaiting Approval >
Forward Zones Reverse Zones

1% Zone Name Last Pushed |1 Last Modified Records Zone Status Actions T

6cannect.com. 03/13/2019 11:53:40 02/21/2019 18:30:13 2 Contains Errors [ Doloto | EEEE

Bconnectga.com. 02/20/2019 16:19:06 02/21/2019 18:33:56 1

example.com, 02/21/2019 18:26:03 02/21/2019 15:59:46 1
Attached Servers ?
Group Default Parameters ?
Applied ACLs @
Catalog Zones settings >

If ACLs already exist, they will be shown under this section.

To add a new list, click the "Add or Edit ACL" button.
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Applied ACLs v

‘ Add or Edit ACL '

ACL Name ACL Networks Actions

If no ACLs currently exist, the dialog will only show inputs for ACL Name and ACL Networks - enter a Name and Network and click "Save
Changes".

Add or Edit ACL

ACL Name: Example List

ACL Networks: 10.10.3.0/24

!‘ Save changes

If previous ACLs exist, a selector will be be available for "Existing ACL:".

Since we are creating a new ACL, just keep this at the default value ("Choose Existing ACL or create a new one"), and enter in the Name and
Network(s) for the new ACL. Separating multiple CIDRs with a comma ().

Add or Edit ACL

Existing ACL: Choose existing ACL or create a new one

ACL Name: Example List2|

ACL Networks: 10.10.3.0/24, 192.0.0.0/24

When done, save the ACL by clicking "Save changes". The new ACL will be added to the Group's Applied ACL list.

Applied ACLs v
ACL Name ACL Networks Actions
Example List 10.10.3.0/24
Example List2 10.10.3.0/24,192.0.0.0/24 [ Dotach |
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Edit an ACL

ACLs may be edited similarly to how they are created. Click the "Add or Edit ACL" button under the "Applied ACLs" module for the DNS Group.

Select the ACL you wish to edit from the "Existing ACL" Selector. Then, edit the Name or Network fields as desired.

Add or Edit ACL

Existing ACL: Example List2

ACL Name: Example List2

ACL Networks: 10.10.3.0/24,192.0.0.0/24, 198.55.45.0/26|

)se _ Save changes

When done, click "Save Changes".

Detach an ACL from a Group

Detaching an ACL removes it from the Group, but the ACL will still exist in ProVision for re-use in other Groups.

To detach an ACL, expand the "Applied ACLs" section under the desired Group, and click on the "Detach” button under the "Actions" column.

Applied ACLs b4

ACL Name ACL Networks

Example List 10.10.3.0/24

Actions
Example List2 10.10.3.0/24,192.0.0.0/24,198.55.45.0/26

The ACL will be removed from under the Group, but will remain in other Groups it exists under, as well as be selectable from the "Add ACL"
window.

Delete an ACL

ACLs may be deleted through the "Edit ACL" interface. Click the "Add or Edit ACL" button under the "Applied ACLs" module for the DNS Group.

Select the ACL you wish to delete from the "Existing ACL" Selector. Then, click the red "Delete" button under the Networks field.
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Add or Edit ACL

Existing ACL: | Example List2 @

ACL Name: Example List2

ACL Networks: 10.10.3.0/24,192.0.0.0/24,198.55.45.0/26

N

The ACL will be permanently deleted, and will no longer show under any Groups to which it has been attached, nor show in the "Existing ACLs"
list.

Add an existing ACL to another Group

Existing ACLs may be added to as many Groups as desired. If ACLs already exist in ProVision, clicking the "Add ACL" button will give an
additional option to "Create New".

To select a previously created ACL, turn the "Create New" toggle to the "OFF" position.

Add New ACL

Create new:

Existing ACL: [ Example List

‘ Save changes ’

An "Existing ACL" list appears. Select the desired existing ACL from the list, and then click "Save changes" when done.

Additional Information

For additional information on working in DNS, see the following sections:
® Working with DNS Servers

® Configuring ISC BIND Support
® Configuring PowerDNS Support
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Configuring Secure64 Support
Configuring DNSSEC

Import DNS Zones

DNS Tab
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Configuring DNSSEC

Configuring DNSSEC

® Configuring DNSSEC
® Enable DNSSEC for a Server (ProVision GUI)
® Enable DNSSEC for a Zone (ProVision GUI)
® Enabling DNSSEC (for a single zone)
® Update Registrar and Confirm
® For BIND server(s)
® For Secure64 and PowerDNS
® Additional Information

Enable DNSSEC for a Server (ProVision GUI)

DNSSEC may be enabled on a per-server basis in the ProVision DNS Server Settings.

Navigate to the DNS Tab, and select the DNS Servers section.

Find the desired server in the DNS Server List, and then click on the server name to open the settings for that server.

ISCBIND master [osets | Pusn

In the server settings page, scroll to the bottom of the second section, containing server-specfic settings.

Near the bottom of the section is a toggle to "Enable DNSSEC" for the server; click the toggle to the "ON" position.

Pre Command:
Post Command:
ex: service bind9 reloac
Enable DNSSEC:
Enable Dynamic Updates: m

Enable DNSSEC for a Zone (ProVision GUI)

DNSSEC may be enabled on a per-zone basis in the ProVision Zone Advanced Settings.

Before you enable DNSSEC for a zone, make sure that do the following:

Make sure DNSSEC is enabled on the DNS server(s) you will be pushing zones to (see "Enable DNSSEC for a Server", above)
run configTest.php to make sure that your directories/permissions are correct

Set external server for Authenticated Data verification

Create/Edit a zone - see Working with DNS Zones for additional information.

Ensure that the zone is associated with a DNS server(s)

Enabling DNSSEC (for a single zone)

Navigate to the DNS Tab, and select the DNS Groups section.

Find the desired Group and Zone in the Groups List, and then click on the zone name to open the details for that zone.

02/21/2018 15:17:35 02/21/2019 15:59:46 1
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The view zone details page will open. Expand the zone details section "Advanced Settings" by clicking on the expansion arrow.

msn.com.

Default Group DNS Group 1 \ \
\ © |

Edit the comment.
Advanced Settings @
At the top of the "Advanced Settings" section will be a toggle to "Enable DNSSEC". Click the toggle to enable to the ON position.

msn.com.

Default Group DNS Group 1 '.II (+] \
\

Edit the comment.

Advanced Settings v
Enable DNSSEC:
Enable Dynamic Updates: 7) OFF

This feature is using the dynamic update functionality of the DNS Server. Every record that you modify/remove/create will be
updated on the servers automatically without pushing the zone

Once enabled, the toggle will show as "ON", and a "Show DS Records" button will appear. At this point, no records exists, so clicking "Show DS
Records" will result in a message telling you so.

msn.com.

Default Group DNS Group 1 I'l. [+ \

Edit the comment.

Advanced Settings v
Enable DNssEC: (LML)
Enable Dynamic Updates: 3y OFF )

This feature is using the dynamic update functionality of the DNS Server. Every record that you modify/remove/create will be
updated on the servers automatically without pushing the zone.

In order for DS Records to be created, the zone must be successfully pushed. Push the zone, Group, or Server containing the zone successfully
and DS records will be created (see Working with DNS Zones and Working with DNS Groups for details on how to schedule and push zones).

To quickly push just a single zone, go back to the DNS Groups section, and click on the "Push" button for the zone.

DNS Zones =

Forward Zones Reverse Zones
1% Zone Name Last Pushed 11 Last Modified Records Zone Status  Actions ¥
6connect.com. 01/08/2019 14:49:12  01/08/2019 14:48:53 3 [ Push | Move | Gheck | Perms |

6connectqa.com. 01/08/2019 14:49:46 0 [ Push | Move | Cheok | Perms

example.com. 01/08/2019 15:22:24 0

If successfully pushed, a green "Finished DNS Pushing Request" message will appear.
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DNS Push Status

Last status messages :

Finished DNS Pushing Request

Sending the global configs and closing the connection

Pushing zone "msn.com." Server "6¢c BIND QA Server”...
Initializing the connection Server "6¢ BIND QA Server”...

DNS Pushing started...

At this point, you will now have DS records available in the view zone details - Advanced Settings section. Open Advanced Settings for the zone
and click on the "Show DS Records" button.

msn.com.

Default Group DNS Group 1 \ o \
\ \

Edit the comment.

Advanced Settings v

Enable DNSSEC: oN @
@ srow DS Recorss )
——

The DS records will be shown in a pop-up. Note these values for Registrar confirmation.

DNS DS Records

DS Records :
msn.com. IN DS 5344 8 1 C04617EB64A19B25D5C2B9F3D4222A703CD421CF

msn.com. IN DS 28809 8 1 FB7436C72A7BEE7E45CD0261B11E935C638D3636

msn.com. IN DS 57498 8 1 BEAAFB939EBA9B9A491923980F02EF7B3CE9BE30

Update Registrar and Confirm

Once DS records have been created in ProVision, you will need to update and confirm the Zone Registrar:

® Upload these values to your Zone Registrar, obtained from the "Show DS Records" button
® DS Record #, Key Tag, Algorithm, Digest Type, Digest
® Confirm values are saved at the Zone Registrar
® External sites
® http://dnssec-debugger.verisignlabs.com/
® http://dnsviz.net/
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For BIND server(s)

To enable DNSSEC on BIND9 you need to modify named.conf.options with following parameters in the options { } section:

dnssec- enabl e yes:
dnssec-val i dati on yes:
dnssec- | ookasi de aut o;

These parameters may already be enabled in some Linux distributions by default, so please confirm before making changes.
Your DNSSEC implementation may need other options for your environment - please contact support@6connect.com if you have ny

Please note that you will need to restart the BIND service after these changes.

For Secure64 and PowerDNS

DI$EC Signatures

In this scenario, 6connect ProVision uses the DNSSEC signing functions of the respective environment we write the zones to. We are evaluating
how to properly integrate DNSSEC functions to ProVision for these platforms. Please contact support@6connect.com if you have feedback or
specific questions.

Additional Information

For additional information on working in DNS, see the following sections:

Working with DNS Servers
Configuring ISC BIND Support
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Split Horizon/Views
Import DNS Zones

DNS Tab
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DHCP Administration

DHCP Administration

Dashboard Resources ~ DNS ~ DHCP ~ IPAM ~ Peering Reporting Qm
DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging
DHCP Server List
Server Name Server Backend Server Host Parent Resource Actions
DHCP - aBeonnectEntry Isc 15.15.15.128 aBeonnectEntry [ Deeto | m
DHCP - DHCP 6c Test Server - QA test I1SC dhcpi-sfo.6oconnect.com DHCP 6c Test Server - QA m
Test Server Test CPNR 4587 TLR

DHCP Administration is primarily handled under the DHCP tab DHCP Servers sub-tab.

The DHCP Servers tab is only accessible to Admin users, and contains functions for adding, updating, and managing DHCP servers as well as
scheduling server tasks.

Additional DHCP Admin tasks occur in other ProVision areas, and not all management tasks require Admin-level permissions - some only require

appropriate resource permissions on the DHCP Groups, Zones, and servers involved. See additional sections on this page for more detailed
information:

® DHCP Administration
® DHCP Overview
® DHCP Permissions
® DHCP Administrative Tasks
® Manage DHCP Servers
® DHCP Pool Pushes
® Manual DHCP Pushes:
® Scheduled DHCP Pushes:
® Additional Information:

DHCP Overview

The DHCP Tab organizes ProVision's DHCP system into a more unified and accessible interface, combining both admin and non-admin DHCP
tasks together under the DHCP tab.

DHCP pools are gathered under DHCP Groups and servers are attached to those Groups. Pools, attached servers, and failovers are managed at
a per-Group level.

Users can then view and manage Groups, individual pools, failover values, attach servers, and perform pushes all on the same page.

DHCP Permissions

DHCPv2 (ProVision 7.0.0 and later) more effectively utilizes ProVisions resource permissions system to allow fine-grain permissions in DHCP.
In order for a user to work with DHCP Groups, Pools, and servers, they must have User Group permissions for:
® One or more Parent Resources under which the DHCP Group and DHCP Pools will be associated ( it can be a specific resource, or the

all-encompassing "TLR")
* |PAM permissions sufficient to access and manage the desired blocks from which to assign DHCP Pools
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® Permissions on the specific DHCP Server(s) in order to attach, detach, and push.

Creation and management of DHCP servers, as well as scheduled DHCP pushes, are Admin-only tasks.

DHCP Administrative Tasks

Admin-only tasks in DHCP include scheduling pushes, and creating / managing DHCP servers.
These tasks may be accessed in the following areas:

® Scheduling DHCP Pushes:

May be set up from the Scheduler Tab or,

Set by server from the DHCP Servers page, or

Set by DHCP Group from the DHCP Groups page, or
Set by individual pool from the Pool Details page

® Managing DNS Servers: The DHCP Servers page

Tasks such as working with pool, DHCP Groups, editing Group Settings, attaching servers to Groups, and manually pushing pools do not require
ProVision Admin permissions.

Instead, these tasks simply require that the user be included in a User Group that has appropriate permissions (either direct, or inherited) on the
Parent Resources, DHCP Groups, and servers involved.

Manage DHCP Servers

Adding, configuring, and managing DHCP Servers occurs in the Admin-only DHCP Servers page under the DHCP Tab.
Supported DHCP server service types include:

® |SC DHCP
® Cisco Prime Network Registrar

For detailed information on adding, editing, and deleting DHCP Servers, see Working with DHCP Servers.

DHCP Pool Pushes

In DHCPV2, pools may be pushed manually or scheduled for a future time, and may be performed for a single pool, all pools in a DHCP Group, or
a full DHCP server.

Scheduling DHCP pushes requires administrative access, but manual pushes only require permissions on the DHCP Group / Parent Resource,
and the server(s) attached.

Manual DHCP Pushes:

Manual DHCP pushes may be performed from the following locations in ProVision:

Single Pool: From the DHCP Groups pool list "Push" button. See Working with DHCP Pools - Pushing DHCP Pools

Single Pool: From the DHCP Pool Details page "Push Now" button. See See Working with DHCP Pools - Pushing DHCP Pools
Group: From the DHCP Groups list "Push Group" button. See Working with DHCP Groups - Pushing a DHCP Group

Server: From the DHCP Servers list "Push” button. See Working with DHCP Servers - Pushing a server

Server: From the DHCP Server Settings page "Push Pools" button. See Working with DHCP Servers - Pushing a server

Scheduled DHCP Pushes:

Scheduled pushes may be performed from the following locations in ProVision:

May be set up from the Scheduler Tab for a DHCP Group or server
Set by server from the DHCP Servers page, or

Set by DHCP Group from the DHCP Groups page, or

Set by individual pool from the Pool Details page
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Additional Information:

For more information on DHCP Adminsitrative tasks, see the following sections:

® Working with DHCP Servers
For non-admin level tasks, see:

DHCP Tab

Working with DHCP Groups
Working with DHCP Pools
Working with DHCP Gadgets

511



Working with DHCP Servers
DHCP Servers

ProVision's DHCPv2 combines server management, group organization, and pool management under the DHCP tab.

Dashboard Resources ~ DNS ~ DHCP ~ IPAM ~ Peering Reporting

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

DHCP Server List
Server Name Server Backend Server Host Parent Resource Actions
DHCP - aBeonnectEntry Isc 15.15.15.128 aBeonnectEntry m
DHCP - DHCP 6c Test Server - QA test ISC dhcp1-sfo.Bconnect.com DHCP 6c Test Server - QA 3
Test Server Test CPNR 4567 TLR [ Pusn |

The DHCP Servers tab is only accessible to Admin users, and contains functions for adding, updating, and managing DHCP servers as well as
scheduling server tasks.

® DHCP Servers

® DHCP Server List Interface
® Working with DHCP Servers

® Add a Server

® Server Settings
® 1) Set Server Common Settings

2) Set Server Specific Settings
3) Set Advanced Server Settings
4) Set DHCP Group Settings for Server
5) Save Changes

® Edit Servers
® Review Pools Connected to a Server
® Pools Directly Connected to the Server
® Zones Connected via a Group
® Pushing a Server
® Manual Push
® Scheduled Push
® Review Pushed / Unpushed Configurations
® Scan a Server
® Delete a Server
® Additional Information

DHCP Server List Interface

DHCP DHCP Groups DHCF Servers DHCP Pools DHCP Logging

DHCP Server List
Server Name Server Backend Server Host Parent Resource Actions
DHCP - aBconnectEntry ISC 15.15.15.128 abconnectEntry m
DHCP - DHCP 6ic Test Server - QA test IsC dhepi-sfo. com thry 2 m
Test Server Test CPNR 4567 TLR m m

1) Add Server Button: Opens a dialog for creating a DHCP server.
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2) Server List:
3) Server Name: Name of the DHCP server. Click to open server details.
4) Server Backend: The DHCP Service backend type for the server. Available types are ISC and CPNR.
5) Server Host: The server host.
6) Parent Resource: The ProVision resource set as the Parent for the server.

7) Actions: The actions that may be performed on each server:

Actions

Cosers [ Pusn-

8) Delete: Deletes the server from ProVision.

9 Push: Pushes all pools associated with the selected server.

Working with DHCP Servers

Add a Server

To create a new server, start from the DHCP Tab, select the DHCP Servers sub menu. Then, click the "Add Server" button next to "DHCP
Server List".

DHCP DHCP Groups ‘ DHCP Servers ’ DHCP Pools DHCP Logging
DHCP Server List E22D
Server Name Server Backend Server Host

This will open the "Server Settings" page.
Server Settings

1) Set Server Common Settings

In the "Common Settings" section of Server Settings, enter the new server's Display Name (the name that will appear on the ProVision interface),
the FQDN / IP, server type, service type, and desired parent Resource (may be left at the default Top Level Resource).
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Server Settings :

Common Settings

Display Name:
This is the server name that will appear in tha DHCP interface.
Server IP:
DHCP server IP or Hostname.
DHCP Service:
—pp|SC DHCP "

Parent Resource:
——TLR

The new server resource will be a child of the Parent Resource.

Display Name: Name you want the server to display.
Server IP: The IP or Hostname of the DHCP server.
DHCP Service: Select the DHCP service type - ISC DHCP, or Cisco Prime Network Registrar (CPNR).

Parent Resource: Select the ProVision resource to be the "parent" of the server - typically TLR (Top Level Resource), but may be a lower
level resource such as a Customer or Location. The parent resource selection is the basis of access permissions for the server.

2) Set Server Specific Settings

The next section is entering server service-type specific settings. The options visible in this section will depend on the "DHCP Service" type
chosen under "Common Settings".

Here, we see the fields for ISC DHCP server settings. Enter the server Username, Password, Port, Leases Directory, Server Start / Stop
Commands, Server Test Command and Freelines (if desired).

Your fields may vary for other server types.

For SSH Public Key Authentication, click on the ON / OFF toggle to select "ON" or "OFF" as needed.
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ISC BIND Connection Settings

SSH Public Key Authentication:
Please choose your SSH authentication type.
Username:
=P Enter Username
Username for the SSH connection. It must have write access to the ISC DHCP configurations.
Password:
—p Enter Password
Port:
—_— 2
Server S5H Port.
Config File Path:
= fetc/dhopidhepd.cant
Path to the dhcpd.conf config.
Leases Directory:
—P jvarflib/dhcp

Path to the remote server where the leases are located.
Server Start Command:
—— /etc/init.d/dhcpd start

Server Stop Command:
—P  /etc/init.d/dhepd stop

Config Test Command:
—P /etc/init.d/dhcpd configtest

Freelines:
—

The Freelines will be applied to the server configuration,

3) Set Advanced Server Settings

If desired, Advanced Settings for the DHCP Server may be entered. Toggle "Authorative Server" to "On" or "Off", and fill in the fields for Routers,
Domain Name Servers, Domain Name, Default Lease Time, Max Lease Time, Local Port, or Log Facility.

Advanced Server Settings

Authoritative Server:

Routers:
=P Eniter Aouters.

Domain Name Servers:
—p Entar Dor

Domain Name:

—— Enter Domain Name.
Default Lease Time:
=P Ex600
Max Lease Time:
— Ex. B5400
Local Port:
— Ex. 67
Log Facility:
—_ Ex. I
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4) Set DHCP Group Settings for Server

In the last section, select whether to attach the server to an existing DHCP Group. Pools assigned to the selected Group will automatically be
attached to the server.

DHCP Group Settings

Attach to Groups:
l « Another Group || ———— I

The server will be attached to the list of the groups and the pools from the groups are going to be exported automatically.

5) Save Changes
Save your changes when done! Just click the "Save Changes" button at the bottom right of the page.

DHCP Group Settings

Attach to Groups:
[ « Another Group || l

The server will be attached to the list of the groups and the pools from tha groups are going to be exported automatically.

q save cranges )

e ——

The new server will now be added to the DHCP Servers list. These settings may be changed at any time by selecting the server from the server
list and editing the information.

Edit Servers

Edit an existing server by clicking once on the server name in the DHCP Servers list.

Server Name Server Backend Server Host Parent Resource Actions

DHGP - aBconnectEntry ISC 15.15.15.128 aBconnectEntry m m
i8¢ Napate Bcciewtt o BconnectEnry 2 Dot | Push

Test Server Test CPNR 4586.7 TLR m m

The "Server Settings" page will open.

Click inside the field that you want to change, type your changes, and then click "Save Changes" at the bottom of the page.

DHCP Group Settings

Attach to Groups:

[ « Another Group | | l

The server will be attached to the list of the groups and the pools from tha groups are going to be exported automatically.

Review Pools Connected to a Server

There are two ways that pools may be connected to a DHCP server:

1) Directly connected, by attaching the pool to a server from the Pool Details page.
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or,

2) Connected by a Group that has been set as the default DHCP Group for the server, selected under "DHCP Group Settings".
Both are able to be viewed on the DHCP Server Settings page.
To view either, open the Server Settings page for the server by clicking on the server name in the DHCP Servers list.

Edit an existing server by clicking once on the server name in the DHCP Servers list.

Server Name Server Backend Server Host Parent Resource Actions

DHCP - aficonnectEntry IsC 15.15.15.128 abconnectEntry m m
B

Test Server Test CPNR 4567 TLR m m

The "Server Settings" page will open.

Pools Directly Connected to the Server

Scroll to the bottom of the page, and open the module titled "Pools directly connected to the server" by clicking on the expansion arrow.

Subnet Pools Host Pools

1} Pool Name || Last Modified P MAC Actions ¥

BeonnectHostPool 06/22/2018 19:13:09 16.5.4.0 00:11:22:33:44:55 [ Detach |

A pool list will show the pool(s) that have been directly connected to this server.

Here, you may browse through subnet and host pools by selecting the appropriate tabs, sort the list by Pool Name or Last Modified, or open the
Pool Details page by clicking on the name.

Zones Connected via a Group

If a default Group has been selected under "DHCP Group Settings" for the server, pools under that Group will be connected to the server and
able to be viewed on the Server Settings page.

Scroll to the bottom of the page, and open the module titled "Pools connected to Group '(Group Name)' " by clicking on the expansion arrow.

Pools connected to Group: "Default Group® L)

Subnet Pools Host Pools

1; Pool Name || Last Modified Subnet Range Min Range Max Actions T
Pool 1 06/23/2018 21:32:17 192.168.80.0/20 192.168.81.1 192.166.96.254 [ Dotach |
Pool 2 06/22/2018 19:31:36 10.140.93.80/30 10.140.93.81 10.140.92.82 [ Detach |
Pool 3 D6/22/2018 19:56:09 10.10.16.0/20 10.10.16.1 10.10.31.254

A pool list will show the pool(s) that have been directly connected to this server.

Here, you may browse through subnet and host pools by selecting the appropriate tabs, sort the list by Pool Name or Last Modified, or open the
Pool Details page by clicking on the name.

Pushing a Server
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Manual Push

Manually pushing all pools on a server may be done directly from the DHCP Server list. Under the "Actions" section of the Server List, click the
"Push" button for the desired server.

Server Name Server Backend Server Host Parent Resource Actions

DHCP - aBconnectEntry ISC 15.15.15.128 aBconnectEntry m m
DHGCP - DHCP Bc Test Server - QA test 1sC dhept-sfo.B com Bt Entry 2
Test Server Test CPNR 458.7 TLR m m

Pushing may also be done while in the Server Settings page. While in the Server Settings page, click the "Push Pool" button at the top right of the
page.

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging
Server Settings : DHCP - DHCP 6¢ Test Server - QA test - Y screciorusn J s s |
Unpushed Configuration >
Current Pushed Configuration >

Common Settings

A "DHCP Push Status" box will appear, showing the status as the server is pushed. Once all pools have been pushed successfully, a green
status message of "Finished DHCP Pushing Request" will appear. At this point, the push is complete and the window may be closed.

Scheduled Push

DHCP server pushes may be scheduled from either the Admin Area Scheduler Tab, or from within the DHCP Server Settings page. Scheduled
pushes require Admin access.

For information on scheduling a push from the Scheduler Tab, see Scheduler Tab documentation.

To schedule a push from a server's Settings page, open the Server Settings page for the desired server, and click on the "Schedule Push"
button.

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

Server Settings : DHCP - DHCP 6c¢ Test Server - QA test
?

Unpushed Configuration
Current Pushed Configuration >

Common Settings

The Push Scheduler dialog will open. Click on the calendar on the left to select a date for the push, set the desired push time on the right, enter a
notification email address, and then click "Save Changes".
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Push Scheduler
Pick date and time (US/Pacific):

< February 2019 >
Su Mo Tu We Th Fr Sa
27 28 29 30 31 1 2

3 4 5 6 b 8 9

10 1 12 13 14 15 16

17 18 19 “ 21 22 23

24 25 26 27 28 1 2
3 4 5 6 7 8 9
A A
02 : 25 m
v v

Notification Email:

something@example.com ‘

Once a schedule push has been created, a "Scheduled Tasks" module will appear at the top of the Server Settings page.

Click on the expansion arrow for the module to open and view the tasks. Scheduled tasks may be deleted by clicking the "Delete" button under
"Actions".

Server Settings : DHCP - DHCP 6c Test Server - QA test

Task Name Repeat Time

Scheduled Push: DHCP - DHCP 6¢ Test Server - QA test One time on 2018-06-24 at 15:20 PDT

If necessary, the Scheduled Push may be edited from the Scheduler Tab in the Admin area of ProVision. See the Scheduler Tab for information
on editing scheduled tasks.

Review Pushed / Unpushed Configurations

After a server has been created, unpushed edits may be viewed under the "Unpushed Configurations" module in Server Settings.
After a push, the most recent pushed configuration may be viewed under the "Current Pushed Configuration" module in Server Settings.

To open either, click the expansion arrow for the module on the top right of the header.
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DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging

Server Settings : DHCP - DHCP 6c Test Server - QA test e=s=)

Unpushed Configuration @
Current Pushed Configuration @

Common Settings

The Unpushed Configuration module will show the edits made to the configuration since the last successful push, and the user, time, and date of
the change.

Server Settings : DHCP - DHCP 6¢ Test Server - QA test

Unpushed Configuration ?

host 6connectHostPool {
hardware ethernet 00:11:22:33:44:55;
fixed-address 16.5.4.0;

}

Added by ops@6connect.com on 2018-06-22T17:13:09-0700

In Current Pushed Configuration, you may search for a specific line by entering a term in the search bar and hitting the "Enter" key - the config
will jump to the appropriate line for review.

Current Pushed Configuration >

This is the last successfully pushed configuration. It does not reflect unpushed changes or failed pushes.
Ileasel .
(e T 450 ]
de]v‘aﬁ'lt:ieagg—timevééé;
max-lease-time 86480;

local-port 67;
log-facility focal7;

Scan a Server

Scan a DHCP Server by clicking the "Scan Server" button at the top of the Server Settings page.

DHCP DHCP Groups DHCP Servers DHCP Pools DHCP Logging
Server Settings : DHCP - DHCP 6¢ Test Server - QA test @
Unpushed Configuration >
Current Pushed Configuration ?

Common Settings
When complete, a "Server Statistics" module will appear. Expand the module, and if the server permissions allow, the scanned statistics will
show in the module.

If permissions or directory location fails during the scan, an error message will show instead.
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Server Settings : DHCP - DHCP 6¢ Test Server - QA test Schee P

Delete a Server

Delete a server by clicking the "Delete” button under the "Actions" section of the Server List for the desired server.

Server Name Server Backend Server Host Parent Resource Actions
DHCP - aficonnectEntry IsC 15.15.15.128 abconnectEntry @
DHCP - DHCP 6c Test Server - QA test 1sc dhep1-sfo.Beonnect.com BconnectEntry 2 EDE
Test Server Test CPNR 4567 TLR {m Push
L

Additional Information

For more information on working with DHCP in ProVision, see the following areas:

DHCP Tab

Working with DHCP Groups
Working with DHCP Pools
Working with DHCP Gadgets
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Importing Your Data

Preparing for Data Import

Before importing your data into ProVision, there are a few steps we recommend in order to make the import process as smooth as possible:

® Preparing for Data Import
® Step 1: Normalize your Data
® Step 2: Prep your Data
® Step 3: Import your Data
¢ Data Import Overview: Which Import Tool Should | Use?
Resource Import
Peering Import
IP Import
DNS Import
Import Templates
Additional Information

Step 1: Normalize your Data

Prior to importing your data, there is a key step of Data Normalization to ensure that information is accurate. If you need assistance with parsing
your data prior to importing, 6connect can help with our Data Analyst service. Email us at support@6connect.com for more information.
You can also use off the shelf tools like Microsoft Excel, MySQL, or Google Refine if you intend to take on the task of data cleanup in house.

Common normalization steps required for ProVision imports include:

® Remove any empty rows in the data range
® Remove any empty columns in the data range
® Remove stray data from inside and outside the data range, such as:
® notes, comments, and placeholder text as field values, when not set as their own data column
® nested secondary information located in additional rows under a primary record
® Ensure proper data formatting
® Check for data formatting errors - a common issue is leading zeros being dropped from a ZIP field when a file is opened. Re-
specify format as needed.
® Ensure each field has consistent formatting for values
® Ensure unique values for primary identifiers, such as Resource Name and ID Fields

Data Encoding Format
1

To ensure correct importing of any special characters, make sure to use UTF-8 encoding for your CSV file!

Step 2: Prep your Data

You can download data import templates from the Dashboard Tab or Data Import Tab. We recommend that you open the CSV import templates
and get familiar with the data fields that you can import into the platform.

® For Company information you can import relevant data including mailing/billing address information as well as ARIN specific SWIP
fields, and specific DNS servers.

® For Contact information you can import contact records assigned to a given Company. We support typical fields for this data including
Name, multiple email fields, phone numbers as well as Timezone and Role (Roles can be customized from the IPAM Admin Tab).

® For IP Block information you can import the following fields:
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<
1

Allow Subassignments
ASN

CIDR String
Customer Handle
Generic Code

IP

Mask

Net Handle
Notes

Org ID

Region

Custom ID
Resource ID
Resource Name
RIR

Tags

[ - [

AII&S Subassignments option

When importing the field "Allow Subassignments" - the parameters accepted are "TRUE", "1", "Y", "yes"

Step 3: Import your Data

Get to the Data Import Tab from the Admin button to import your data. For larger data import runs, feel free to contact 6connect at any time for
assistance at support@6connect.com.

Information on preparing data for import and using each import tool is available at hittps://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import
Peering Import

Import BGP Sessions

Data Import Overview: Which Import Tool Should | Use?

Resource Import

523



Simple Upload / Import from csV: Use this tool if you have a simple .csv file of customer / contact information, such
as Name, Address, Billing Address, Phone numbers, POC, etc. See Resource Import from CSV for more
details.

This tool supports the following fields:

v
Billing Street 1
Billing Street 2
Billing City
Billing State
Billing Zip
Billing Country
Custom Field
Customer Id
Email 1
Email 2
Mail Street 1
Mail Street 2
F Mail city 2
y Mail State
Mail Zip
Mail Country
Name
Net POC
Org Id
Org POC
Origin ASN
Phone
Fax

1]

o

¢

For Resource Import from .csv, the following fields are REQUIRED:

® Name (Unique Resource / Customer Name)
® Customer ID (Unique non-name identifier)

All other fields are optional.

Resource Import Tool: The Resource Import tool is designed for importing .csv files for any Resource type (company, physical devices,
contacts, customers, etc), and allows for customized headers through integrating ProVision's Section fields. It also allows for data editing within
the tool. Use the Resource Import Tool if you have resource data that does not fit under the Simple Upload / Import from CSV field options, and
can equate that data to an existing or newly created Section.

A(&'ﬁional Information
A tutorial / walkthrough for this tool is available at the Resource Import Tool page.

Peering Import

Import BGP Sessions: This section imports peering sessions from a selected exchange and router. Routers must be created prior to using this
importer. See Peering Routers and Importing Sessions for additional information.
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IP Import

Upload / Import from CSV: Use this tool if you have a .csv file of IP block information, such as CIDR, Mask, ASN, RIR, etc.
This tool supports the following fields:

v

1

Allow Subassignments
ASN

CIDR String

Customer Handle
Generic Code

IP

Mask

Net Handle

Notes

Org ID

Region

7 Custom ID r
Resource ID

Resource Name

RIR

Tags

_krmr T U TS TR Ty ey 6 |

For IP Import from .csv, the following fields are REQUIRED:

® CIDR String OR both IP and Mask
®* RIR OR a selected default RIR

All other fields are optional.
Import from RIR: This tool automatically lookups your ARIN or RIPE information based on the IP address you are connected to. Once it

identifies the blocks assigned to your company, you can import both 1918 aggregates as well as public IP space from ARIN and RIPE. See
Import Aggregate Blocks for more detail on this tool.

DNS Import

BIND Zone Upload / Import: Imports DNS zones using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of
the zones themselves, and an optional .csv file mapping zones to customers and DNS Servers. This is the simplest and most commonly used
import method. Refer to Import DNS Zones for more information.

PowerDNS Zone Import: This tool is available after configuring a PowerDNS server with a MySQL backend. The PowerDNS Import connects to
the selected server and imports all zones.

InfoBlox Zone Import: Imports DNS zones using a provided Host, Username, and Password. The InfoBlox import pulls all zones on the InfoBlox
LOCAL grid and adds them to a designated Group. It is advised to create a DNS Group prior to the import with default parameters and NS
records to be inherited by the imported records.

NS ONE Zone Import: Imports DNS zones using a NS One API Key. It is advised to create a DNS Group prior to the import with default
parameters and NS records to be inherited by the imported records.

Dyn DNS Zone Import: Imports DNS zones using a Dyn DNS Customer Name, Username, and Password. It is advised to create a DNS Group
prior to the import with default parameters and NS records to be inherited by the imported records.

DNSMadeEasy Zone Import: Imports DNS zones using a DNSMadeEasy API Key and API Secret. It is advised to create a DNS Group prior to
the import with default parameters and NS records to be inherited by the imported records.
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IPPlan Zone Import: Imports DNS zones using IPPlan MySQL database options. It is advised to create a DNS Group prior to the import with
default parameters and NS records to be inherited by the imported records.

Import Templates

Import template sample files are available for selected ProVision import tools. A link is provided for a download page, both here and on the Data
Import Tab.

These may be viewed as an example of .csv setup for their respective importers, or used for tutorials.
They are:

All Import Samples - Links to the CSV import templates page of the documentation, showing all available import template .csv files.

IP Import Sample File - Download the IP-import-sample_v1.csv file, used in the IP Import: Upload / Import from CSV Tool.

Customer Sample Import - Download the customer-import-sample.csv file, used in the Resource Import: Simple Upload / Import from CSV Tool.

Additional Information

For more details, see:

Resource Import from CSV
Resource Import Tool
Import Peering Sessions
IP Import from CSV

Import Aggregate Blocks
Import DNS Zones
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Resource Import from CSV

Simple Upload / Import from CSV

The Simple Upload / Import from CSV tool is used if you have a simple .csv file with customer / contact information, such as Name, Address,

Billing Address, Phone numbers, POC, etc. It is accessed from the Data Import Tab from the Admin section of ProVision.

Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/Importing+Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/Import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/Import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import

Peering Import
Import BGP Sessions

To import your customer / contact information, follow the following steps:

Before you Begin: Prepare your Data for Import

Step 1: Create a new Resource / Customer Import Job
Step 2: Define Columns

Step 3: Reviewing Data

Additional Information

Before you Begin: Prepare your Data for Import

The Simple Upload / Import from CSV tool requires only a .csv file for importing.

Be sure to review "Preparing Data for Import" on the Importing your Data page before you begin. Verify that your .csv is correctly parsed and
cleanly formatted with your customer/contact information (using your choice of the available field list shown below), and is UTF-8 encoded for
best results.

Be sure to check that your data is cleaned up with the following steps:

Remove any empty rows in the data range
Remove any empty columns in the data range
Remove stray data from inside and outside the data range, such as:
® notes, comments, and placeholder text as field values, when not set as their own data column
® nested secondary information located in additional rows under a primary record
Ensure proper data formatting
® Check for data formatting errors - a common issue is leading zeros being dropped from a ZIP field when a file is opened. Re-
specify format as needed.
® Ensure each field has consistent formatting for values
Ensure unique values for primary identifiers, such as Resource Name and ID Fields

Data Encoding Format
1

To ensure correct importing of any special characters, make sure to use UTF-8 encoding for your CSV file!

This Resource Import from .csv tool supports the following fields:
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PPN

Billing Street 1

Billing Street 2

Billing City
Billing State
Billing Zip

Billing Country

Custom Field
Customer Id
Email 1

Email 2

Mail Street 1
Mail Street 2
Mail City
Mail State
Mail Zip

Mail Country
Name

Net POC
Org Id

Org POC
Origin ASN
Phone

Fax

=

Note:

All other fields are optional.

the following fields are REQUIRED:

® Name (Unique Resource / Customer Name)
® Customer ID (Unique non-name identifier)

Step 1. Create a new Resource / Customer Import Job

Navigate to the Data Import Tab from the Admin button. Select "Simple Upload / Import from CSV" under "Resource Import".

Information on preparing data for import and using each import tool is available at https://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import:
<_Simple Upload/mport from CS

Resource Import Tool *Beta*

IP Import:

Upload/import from CSV
Import from RIR

Peering Import

Import BGP Sessions

DNS Import:

BIND Zone Upload/import
PowerDNS Zone Import
InfoBlox Zone Import

NS One Zone Import

Dyn DNS Zone Import
DNSMadeEasy Zone Import
IPPlan Zone import

Create a Job Name and Description for the import. This is especially useful to keep track of progress in cases the data arrives from multiple

sources, or will require multiple stages of manual review.
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Select the .csv file that you prepared above by selecting the "Choose File" button, and browsing to the correct file location. Then hit "Start Import".

Step 1: New Import

The Customer Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are
encoded with UTF-8 for best results.

Job Name: Description: e
— Sample Customer Import — —— | Choose File | customer-import-test1.csv ‘ Start Import '
e ——

File must be in CSV Format.

Working with Large or Multiple Data Sets
1

AIth'ough you cannot add new files to an existing job, for jobs with multiple sources for data (which may have different formatting), you can simply
create separate jobs and descriptions for each source - no need to manually combine the data into one file before importing. The Import tool's
mapping and editing functions will allow for the data to be reconciled in ProVision.

For large data sets where multiple stages of manual review might be needed, you can create a new job using the same set of data files in order
to work in parallel on a different portion of the data.

After importing, the new job will appear under the "Existing Jobs" section.

To continue working with this job, select it from the list (by clicking on the link) and the next step ("Define Columns") will appear at the bottom of
the page.

Existin
Sample Customer Import last modified 13-07-2018 2:22 PM

Step 1: New Import

The Customer Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are
encoded with UTF-8 for best results.

Job Name: Description:
Sample Customer Import Choose File Mo file chosen Start Import

File must be in CSV Format.

Step 2: Define Columns ¢———

The Import process requires you to enumerate the function of the columns in the provided CSV. The '‘Customer Id' field is your internal customer
identification system and can be referenced elsewhere.

a»
a
a»

Unique ID Name Phone Phone 2 Mail_street_1
101 Oregano 408-555-2341 55 Pizza Ave.
102 Basil 408-555-2341 408-555-1774 367 Maple Ave
103 Thyme 756-344-3241 123 State St.

Step 2: Define Columns

Using the dropdown menu above each data field, select the appropriate definition for each of the imported columns. Phone and Fax may have
multiple columns associated with the data. Other columns which do not apply under the available definitions should be left as blank, and will be
skipped during the upload process.

Note: the following fields are REQUIRED:

®* Name (Unique Resource / Customer Name)
® Customer ID (Unigue non-name identifier)
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Make sure that you have defined all desired fields by using the scroll bar below your data to view additional columns.

When completed, hit "Next".

Step 2: Define Columns

The Import process requires you to enumerate the function of the columns in the provided CSV. The 'Customer Id' field is your internal customer
identification system and can be referenced elsewhere.

Customer Id % Name + | Phone |

Unique ID Name Phone Billing Street 1 Mail_street_1
101 Oregano 408-555-2341 Billing Street 2 55 Pizza Ave.
102 Basil 408-555-2341 Pilling Sy 367 Maple Ave
103 Thyme 756-344-3241 Blling State 123 State St.
Billing Zip
Billing Country
Custom Field

Customer Id m
Email 1

Email 2

Mail Street 1

Mail Street 2

Mail City

Mail State

Mail Zip

Mail Country

Name

Net POC

Org Id

Org POC

Origin ASN

Phone

Fax

Step 3: Reviewing Data

After supplying the file and defining columns, a review step is provided. Records with errors will show as color coded, and can be filtered to be
viewed by All, Valid, Warnings, Invalid, or Ignored.

From here, the records can be edited or ignored. Select "Ignore" for records that you do not wish to import at this time. Records that are Ignored
or Invalid will automatically be skipped.

Header Rows

If your .csv has a header row as the first line, that row will be shown as the first record in review data as well. Simply click "Ignore" on the first
record to disregard the row.

For rows with an "“Invalid" or "Warning" status, you may wish to edit the record to change information to a valid option.

Step 3: Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ AN | Valid |[ Warnings || Invalid || Ignored |
[Name A customer already exists with this namel j

[Oregano A customer already exists with this name! gnore ]
(Basi =T)
(‘Toyme @D )

Hitting the "Edit" button for the record provides options to change or add information for available fields.
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Step 3: Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ Al | Valid Warnings Invalid__ | Ignored |
(Name A customer already exists with this name! J
- : )

Name: Oregano 2 4————————

Customer ld: 101 Custom Field:

Phone: Fax:

Email 1: Email 2:

Mail Street 1: 55 Pizza Ave. Mail Street 2:

Mail City: Mail State:

Mail Zip: Mail Country:

Billing Street 1: Billing Street 2:

Billing City: Billing State:

Billing Zip: Billing Country:

Net POC: Org Id:

Org POC: Origin ASN:

b

= =
= @)

In this example, as "Name" was the invalid field, it has been updated to a unique value. The "Custom Field" value has been added as well.
After making the desired edits, hit "Save".
The data record will be re-checked for validity, and will have a white background if it is now valid for import.

Step 3: Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

view:[_All_|[_ Valid Warnings | Invalid | Ignored |
[ Name A customer already exists with this name! ]
[Oregano 2 mj

(o0 T
= o)

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously successful will be passed over. Successful import rows will be marked as such.

Execute Import

After data has been reviewed for accuracy, you may execute the import.

Step 4: Execute Import

When the review step is completed, hit the "Execute Import" button.
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Step 3: Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ ANl ][ Valid _|[ Warnings | Invalid || Ignored |
Name A customer already exists with this name! )

[Oregano 2 mj
c )
&= om)

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were

previously successful will be passed over. Successful import rows will be marked as such.
‘ Execute Import '
————

A progress bar will appear to and display the records as they are imported.

When the bar reaches 100%, and displays "Current Step: Finished!" the import is complete, and you may leave the page.

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously ful will be p 1 over. Su ful import rows will be marked as such.

Execute Import

Current Stei: Finished!

Additional Information

For more import options, see:

Resource Import Tool
Import Peering Sessions
IP Import from CSV
Import Aggregate Blocks
Import DNS Zones
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Resource Import Tool

Importing Resources

Importing Resources
® The Resource Import Tool
® Before You Begin
® Opening the Resource Import Tool
® The Resource Import Tool Ul
® Resource Importer Walkthrough

The Resource Import Tool

The Resource Import Tool (in beta) allows you to import resource data from a .csv file into ProVision. In the Resource Import Tool, you can open
one or more user-created .csv spreadsheets, perform basic editing functions if needed, associate the data to a specific Section, and correlate the
data columns to specific Section Fields.

In ProVision, since Resources can be any desired entity, and Sections can be anything from "customers" to "firewalls" to "racks", you have total
flexibility in what type of data to import with the Resource Importer to meet your specific company needs. Check out Working With Resources,
Customizing Sections, and Customizing Fields for more details on how to fit these elements to your business.

Before You Begin

There are a few items that you will need have set up prior to using the Resource Importer Tool. Ensure that you have:

The .csv document you wish to import saved with UTF-8 encoding. Windows, Mac, and Linux type .csv files are supported.

A header row for the data in the .csv.

The .csv file should be "clean", that is, only contain the data to be imported and a header row for that data.

A Section created in ProVision with fields that correlate to the import data. For example, if you wish to import a list of contact information,
there will need to be a Section in ProVision created for "Contacts”, with fields such as "First Name", "Last Name", "email address",
"Phone number", and so on. To create a new Section, or edit an existing Section, refer to Working With Resources, Customizing
Sections, and Customizing Fields.

If the above preconditions are not met, the Resource Importer Tool may not be able to correctly read the .csv file or complete the import.
Vi UTF-8 .csv encoding, a clean dataset with a header row, and that an appropriate Section exists in ProVision prior to import.
Best Practice

To ensure a fast and straightforward resource import, best practice is to verify ahead of time that your .csv data is correct and contains
all the necessary column information for the Section. This includes a top-level Name and Unique ID, as well as a column per Section
field. Data edits and column adjustments can be performed inside the Resource Importer Tool if necessary, but will require additional
time and steps.

Opening the Resource Import Tool

To open the Resource Import Tool, navigate to the Data Import Tab from the Admin button to import your aggregate blocks. Select "Resource
Import Tool" under "Resource Import".

533



Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:

Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import

InfoBlox Zone Import

IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

i IPPlan Zone Import
Peering Import

Import BGP Sessions

The Resource Import Tool Ul

When you first open the Resource Importer, you will be given the option to view a short on-screen guide to using the tool. After stepping through
the guide and/or exiting out of it, the tool will look like this:

Resource Importer  File Insert Data Help Exit Import Tool

Section Grids

Open Files
Local Grids

Completed Imports

On the top are standard menu options of "File", "Insert", and Data" and "Help". Under those menus, you may see greyed-out functions listed.
Those functions are items under development, or not available to use at the current Importer step.

On the left side of the screen is a listing of currently opened files:

Sections Grids lists grids currently open that were created from a ProVision Section

Open Files lists the current user created .csv spreadsheets that are open

Local Grids lists any grids that were created in the tool itself, instead of opened from an external file

Completed Imports show imports which have been completed and imported into ProVision

If, at any time, you need to leave the Resource Importer Tool, select the "Exit Import Tool" in the top right corner of the screen, and you will be
taken back to the ProVision Dashboard.

Exiting the Resource Importer Tool prior to completing the import process will result in the current open grids being discarded.

Resource Importer Walkthrough

For a step by step walkthrough of the Resource importer, continue on to the Resource Importer Walkthrough , which shows how to import a
sample contact list and perform minor editing tasks.

Resource Importer Walkthrough - Step 1 Upload your .csv data file

Resource Importer Walkthrough - Step 2 Open a Template Grid from an existing Section

Resource Importer Walkthrough - Step 3 Reorder .csv columns to match the Section Grid column order
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Resource Importer Walkthrough - Step 4 Edit Data as Needed
Resource Importer Walkthrough - Step 5 Drag rows from the .csv Grid to the Section Grid

Resource Importer Walkthrough - Step 6 Import into ProVision
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Resource Importer Walkthrough - Step 1

Importing Resources

Before You Begin

Ensure that you are familiar with the overview and "Before you Begin" requirements listed on the Resource Import Tool page.

For this tutorial, we will be using the Contact Import Sample .csv available on the Import Templates page as an example, and associating it to an
existing Section called "Contact" having the fields: First Name, Last Name, Email, 2nd Email, Phone, 2nd Phone, Mobile Phone, Role, and Time
Zone. To create this Section, or edit an existing Section, refer to Working With Resources, Customizing Sections, and Customizing Fields.

In order to illustrate the abilities of the Resource Importer to edit data and adjust for formatting issues, the Contact Import Sample .csv is used
intentionally leaving a few less-than-ideal conditions (much like you may encounter in real life) such as leaving typos, having an extra data
column, and missing a needed column. If you follow the "Before you Begin" requirements and "Best Practice" notes, however, you may be able to
skip any editing or column adjustment steps.

When you are ready to begin, open the Resource Importer and proceed to Step 1.

Step 1: Upload your .csv data file

Under the "File" Menu, select "Open .csv". Browse to and select your UTF-8 encoded data file.

Resource Importer  File ~  Insert

Section Grids New Job

Open Job

Save Job Cirl+S
Open Files

Open CSV...

Export CSV...

Open File

Choose File | cOntact-impor...ample_v1.csv

After hitting "OK", your file should be visible in the workspace, as well as listed under "Open Files" like this:
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Resource Importer

Section Grids

Open Files

contact-import-
sample vi.csv

Local Grids

Completed Imports

Data

menu

contact-import-sample_v... +

# | ()| = UniguelD = First Name
(] 6c-004 Aaron

1 C 6c-004 John

2 ) 6c004 Tom

3 6c-007 Bob

4 ) 6c008 Maurice

5 C 6c-009 Vince

6 ) 6c010 Mark

7| [ 6c011 Herold

8 O 6c-012 Michael

8 | 6c-013 Ji

10 | 6c-014 Sarah

1 6c-015 Amanda

= LastName
Hughes
Parker
Taylor
Smith
Carmichael
Bunch
Tompson
Waters
Sanders
Keller
Campbell

Kingson

= Title

CcTO

Sales

Janitor

VP Ops
Marketing
Marketing
Product Manager
Engineer

Project Manager
Operations
Account Executive
Sales

= email = email2

aaron@6connect... suppori@6conne...

john@gmail.com
ttaylor@toms.com
bsmith@apple.com

mc@mail.com

vbunch@happyp... ops@happyplace...

tompson@tt.net
hwaters@is.co.uk
pm@mybusiness...
JilLkeller@anothe...
sa.camp@intel.net

akingston@sellin...

After opening your .csv grid, proceed to Step 2 - Open a template grid from an existing Section

Exit Import Tool

= Phone
1-408-555-1212
2346341234
503-555-1256
888-call-now
B66-555-1134
703-555-1111
BBE-nice-wor
234-555-66T8
354-555-1235
17145125124
234-234 1234
4412355512

= Phone
1-408-¢
B&8-cal
B66-55
703-55
BEB-nic
234-65
354-55
17145
234-23.
44123
B&8-cal
BGE-65
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Resource Importer Walkthrough - Step 2

Importing Resources

Step 2: Open a Template Grid from an existing Section

Under the "Data" menu, select "Create Sheet from Section”.

Create Sheet from Section
contact-import-s Import active Sheet to ProVision

# (] | = Unigt Nam
Sort sheet by column Mame, A — Z
0 Gl Be-004
= Sort sheet by column Name, Z — A
1 [ 6c004
2 | [ | 6004 | gapph, .,
3 |:| Ge-007 ouu S

The Resource Browser will pop up, showing the list of Sections currently available in Provision. Clicking on the "Details" button will show the
fields for that Section.

Resource Browser

Y SRalTH VST AT

Virtual Interface
virtual-interface

Rack

rack

Router
router

Switch

switch

Resource Holder
resource-holder

Contact
contact

Scanlet Result
scanlet-result
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Verify that the Section and available fields match the type of data you are trying to import. In this case, the Section "Contact" has the fields that
correlate to our spreadsheet data.

Select "Create Grid" to create a grid based off this Section.

Resource Browser

P
Vi i
. Contact
First Name - (text)
Last Name - (text)
Email - (text)
Phone - (text)
2nd Phone - (text)
2nd Email - (text)
Mobile Phone - (text)
Role - ([choicebox)
Time Zone - (text)

When the Section Grid has been created, required fields will show in blue font with (required) after the header, in this case, "Name" is a required
field. The "Custom ID" field is metadata allowing for a unique ID to be associated with each entry, but is not necessary for a successful import.
The remainder of the headers directly match the Section's fields.

Resource Importer  File Insert Data Help Exit Import Tool
Section Grids p—

contact-import-sample_v... Contact [0 rows] — +
Contact = N § ;

# (] = Name (required) «» Custom ID w FirstName - LastName = Email w Phone w 2nd Phone| » 2nd Email |« Mobile Pha » Role
Open Files

contact-import-
sample_v1.csv

Local Grids

Completed Imports

After you have opened your Section Grid, proceed to Step 3: Reorder .csv columns to match the Section Grid

539



Resource Importer Walkthrough - Step 3

Importing Resources

Step 3: Reorder .csv columns to match the Section Grid column order

One of the most important steps is to reorder the columns from the .csv data to match the order of the Section Grid headers - think of the importer
as copying and pasting the csv data into the "Contact" Section grid- we want to ensure that the data is under the correct headers!

Click on the column header to Drag and Drop to the desired location:

_ E o
# | (] = UnigueID » Last Name @v-

0 O Go-004 Hughes Aaron
1 [ 6Gc-004 Parker John
2 O Ge-004 Taylar Tom
3 [ 6c007 Smith Bob

Click back and forth between the tabs to verify the column order, then click on a header and drag and drop into the desired order. This moves not
only the header, but also the data below it.

Common Column Editing Questions

What if just my column headers are in the wrong place?

What if | have too many / too few columns in my .csv to match the Section Grid?

If you see any of these issues, proceed to Step 4 - Edit data as needed.

Otherwise, if your columns match up perfectly and none of the data needs editing, skip to Step 5 - Drag rows to the Section Grid
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Resource Importer Walkthrough - Step 4

Importing Resources

Step 4: Edit data as needed

As you may have noticed in Step 3, with this example we have a couple of columns that don't quite match up to the Section Grid. The "Title"
column in the .csv data is an additional column we are not tracking in our Section. Also, although we have a "First Name" and "Last Name", we
are missing a data column for the top-level "Name" required in the Section Grid.

Common Editing Questions:

® What if | have too many / too few columns in my .csv to match the Section Grid?
® What if | see a typo in the .csv data?
® \What if just my column headers are in the wrong place?

To hide extraneous column information:

Right click on a header and deselect the check box for the column you wish to hide. In this case, we want to hide "Title".

| menu

contact-import-sample v...——| Contact [0 rows] +

# |= Unique ID = First Name = Last Name = email e = Phone .

0  6c-004 Aaron Hughes aaron@éconnes MUnique ID = 1-408-555-1212

1 Bc004 John Parker john@gmall.com &First Name 234.634.1234
#Last Mame

2  6Bc004 Tom Taylor ttaylor@toms. &c: Drite 503-555-1256

3 | 6c007 Bob Smith bsmith@apple.c| Femai BB8-call-now

4  Bc-00B Maurice Carmichael mc@mail.com | Memail2 BE6-555-1134

5 | 6c-009 Vince Bunch vbunch@happyy ©Phene a.... | 703-555-1111
Phone 2

6 6c010 Mark Tompson tompson@itt.net BB8-nice-wor
[#Phone Call

7 | 601 Herold Waters hwaters{@is.co.U @role 234-555-6678

8  6c-012 Michael Sanders pm@mybusines! MTimeZone 354-556-1235

9  Bc013 Jil Keller jin.keller@anoth [Forea fit columis 17 145 125124

10  6c-014 Sarah Campbell sa.camp@intel.n [Synehronous resize 234-234 1234

11 | 6c-015 Amanda Kingson akingston@sellin... 44 123 555 12

To Edit Data in the Resource Importer

Data in the grids can be edited directly by clicking on the cell(s). In our example, we can see that "Amanda Kingson" should really be "Amanda
Kingston". Let's fix that! Click in the cell, type in the edit you wish to make, and then click outside of the cell to exit edit mode. To edit a full row of
data, you can right click on the row, select "Edit" row, and make multiple changes in the form box.

541



manu

contact-import-sample v Contact [0 rows] +

# | [ |= UnigueID = First Name = Last Name = email = email2 = Phone

[ 6e-004 Aaron Hughes aaron@6connect....  support@6eonne... | 1-408-555-1212
1 | Gc-004 John Parker john@gmail.com 234.634.1234
2 [ 6c004 Tom Taylor ttaylor@toms.com 503-556-1256
= O Gc-007 Bob Smith bsmithi@apple.com B88-call-now
4 [ 6c-008 Maurice Carmichael me@mail.com BE6-555-1134
5 [ 6Gc009 Vince Bunch vbunch{@happypa... ops@happyplace.... 703-555-1111
6 [ 6c010 Mark Tompson tompson@tt.net B88-nice-wor
7t ] Ge-011 Herold Waters hwaters@is.co.uk 234-555-66T8
8 [ 6oz Michael Sanders pm@mybusiness.... 354-555-1235
9 [ 6c-013 Ji Keller jil.keller@another... 17 145125124
10 0O G014 Sarah Camphs sa.camp@intel.net 234-234 1234
11 @& 66015 Amanda ‘ ingstong@seliin... 44 123 555 12

If a column header is over the wrong data:

If just the header is in the wrong spot (doesn't match the data below it), you can move just the column header in the Resource Importer, without
moving the data below it.

1) Right click on a row of the grid to edit and select "Set Columns":

menu

contact-import-sample v +

# (] [ = Unique D n Firg

0 ] Go-004 Aaron
-1 |_| E{:—ﬂ[]4 Jﬂhn
Trm

Move to tab e

M Delete selected row(s)
# Edit row

2) In the "Change Column Header" dialog box, drag and drop the column header(s) into the desired order. Remember, this only moves the
headers, not the data below them! Then, hit "OK".
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Change Column Header

If your .csv data is missing a data column needed for the Section grid:

In our case, the .csv data is missing the required "Name" column for the Section grid. Think of the "Name" as the information you would want to
search for in Provision. We wouldn't want to search just for "Bob" or "Smith" when looking down a list of names, so under the "Name" column, we
need to see the full first and last names, like "Bob Smith".

Currently, our options to fix this are:

1) Edit the .csv directly in your spreadsheet program: (Recommended) Simply revise the .csv to include another column for "Name", and re-open
the .csv in the importer. The benefit to this method is your .csv file will be set up as a template for future imports.

Or:
2) In the Resource Importer, temporarily hide the extra column in the Section Grid: Make the columns between the .csv and the Section Grid

match exactly by temporarily hiding the column (in this case, "Name") in the Section Grid, proceed to move the data into the Section grid
(see Step 5), then unhide the "Name" column and manually add the data as needed prior to completing the import.
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contact-import-sample_v...

#

= o

L1 - = I L R B - 8

e | B
| e

When edits and adjustments are complete, move to Step 5 - Drag rows to the Section Grid

=~ MName (required)
Aaron Hughes
Amanda Kingston
Bob Smith

Herold Waters

Jill Keller

John Parker

Mark Tompson

Contact [12 rows]

menu

+

=~ Custom ID « First Name| =~ Last Name -~ Email

Gic-004
Gc-015
Ge-007
Gc-011
Gc-013
Gic-004
Gc-010
Gc-008
G012
Go-014
Gic-004
Gic-009

Aaron

Amanda

Bob
Herold
Ji

John
Mark
Maurice
Michael
Sarah
Tom

Vince

Hughes
Kingston
Smith
Waters
Keller
Parker
Tompsan
Carmichael
Sanders
Campbell
Taylar

Bunch

aaron{@ec. ..
akingston...
bsmithi@a...
hwaters(@i...
jill.kellen@. ..
john@agm...

tompson...

mcg@mail....

pm@myb. ..

sa.camp...

ttaylorgnto. ..

vbunch@. ..

= 2nd Email
Suppart@. ..

ops@hap...

= Phone u
1-408-655... | 1+
44 123 55...
B88-call-now
234-555-6...

17 145 12...
234.634.1...
BEB-nice-...
BEB-555-1...
3b4-555-1...
234-234 1.,
503-555-1...
T03-555-1...
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Resource Importer Walkthrough - Step 5

Importing Resources

Step 5: Drag rows from the .csv Grid to the Section Grid

Once you have set the columns to match exactly between the .csv Grid and the Section grid, it's time to pull in the data from one to the other.

Simply click the checkboxes for the rows you wish to import (or use the "Select all* checkbox at the top), click anywhere on the row, and drag &
drop onto the Section Grid tab ("Contact"). The tool will tell you how many rows you are moving as you drag them.

Resource Importer  File Insert Data Help Exit Import Tool

Contact [0 rows]  Drag H...

Section Grids =
| contact-import-sample_v- oo

Contact Dragging 12 row(s)
- rmere 1 BME

# | & | = UniquelD " First Mo w email = emall2 = Phone = Phone 2 « Phone Cell
[ | Aaron Hughes aaron@6connect.... support@6conne...  1-408-555-1212 1-408-565-1212 1-408-566-1212
Open Files 1 John Parier John@gmail.com 234.634.1234 888-call-now
o Tom Taylor ttaylor@toms.com 503-555-1256 BB6-555-1134
contact-import- —
sample_vi.csv 3 E] Bc-007 Bob Smith bsmith@apple.com B&B-call-now 703-555-1111
4 & 6c008 Maurice Carmichael mec@mail.com BE6-555-1134 888-nice-wor
o, 5 6c-009 Vince Bunch vbunch@haj a... ops@hal lace.... 703-555-1111 234-555-6678
Local Grids “ \@happypa... opS@happypl
-3 E] 6c-010 Mark Tompson tompson@tt.net B8B-nice-wor 354-555-1235
7 o 6e0n Herold Waters hwaters@is.co.uk 234-555-6678 17 145125124
8 6c-012 Michael Sanders m@mybusiness.... 354-555-1235 234-234 1234
Completed Imports & pm@myb
8 & 6c013 Ji Keller Jill.keller@another... 17 1456 125124 44 123 685 12
10 E Bc-014 Sarah Campbell sa.camp@intel.net 234-234 1234 B88-call-now
11 o 6e015 Amanda Kingston akingston@sellin... 44 123 555 12 B66-555-1134

Click on the "Contact" tab when you are done, and you will now see your data in there, instead of the original .csv.

If you had to hide columns in the Section Grid prior to moving the .csv data, verify that all columns are visible and the required data filled in. In
this case, we filled in the "Name" Column that was missing in the original .csv.

Resource Importer  File Insert Data Help Exit Import Tool
Section Grids -
contact-import-sample_v... Contact [12 rows] — +
Contact = .
# () = Name (required) =« Custom ID = First Name| - Last Name « Email = 2nd Email | = Phone w 2nd Phone = Mobile Pho - Role =« Time Zone
0 () AaronHughes 6c-004 Aaron Hughes aaron@6e... support@...  1-408-555... 1-408-555... 1-408-555... Technical PT
Open Files 1 [ John Parker Bc-004 John Parker John@gn... 234.634.1... 8g8-call-now | Technical | ET
. 2 [ Tom Taylor 6c-004 Tom Taylor ttaylor@to... 503-555-1... 866-555-1... Technical ET
contact-import- = - -
sample_v1.csv 3 [ BobSmith 6c-007 Bob Smith bsmith@a... B88-cal-now 703-586-1... | Technical ET
4 (1 Maurice Carmichael  6c-008 Maurice Carmichael mc@malil.... B66-555-1... 888-nice-... = Abuse GMT
. 5 Vince Bunch 6c-009 Vince Bunch vbunch@... ops@hap...  703-555-1... 234-555-6... Sales cT
Local Grids L] B... | ops@hap.
6 (=] Mark Tompson 6c-010 Mark Tompson tompson... B88-nice-... 354-555-1... | Billing PT
T (=] Herold Waters Bc-011 Herold Waters hwaters@i... 234-555-6... 17 14512... | Billing PT
8 Michael Sanders 6c-012 Michael Sanders m@myb... 354-555-1.... 234-2341...  Sales PT
Completed Imports U pm@my
9 ) JiKeller 6c-013 Ji Keller JiLkeller@... 1714512, 44 12365...  Technical PT
10 [ Sarah Campbell 6c-014 Sarah Campbell sa.camp... 234-2341... 888-call-now Technical PT
| 11 & | Amanda Kingston| 6c-015 Amanda Kingston akingston... 44123 55... 866-555-1... Technical PT

After moving your data into the Section grid, proceed to Step 6 - Importing into ProVision.
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Resource Importer Walkthrough - Step 6

Importing Resources

Step 6: Import into ProVision

When all of the data is under the Section Grid tab, and any required field data filled in, you can import the data into Provision! From the Data
menu, select "Import active Sheet into ProVision". You will see an import progress bar. Once complete, you data will be in provision, filled into the
Section fields for your chosen Resource.

Resource Importer  File Insert Data~  Help Exit Import Tool
Section Grids Create Sheet from Section -
z menu|
contact-import-¢ Import active Sheet to ProVision | i
Goritact # [0 » Nam w Last Name » Emalil » 2nd Email | » Phone % 2nd Phone) » Mobile Phg » Role » Time Zone
T Sort sheet by column Name, A — Z T f f
0 () Aaronk Hughes aaron@e6c... support@...  1-408-555... 1-408-555... 1-408-555.. Technical PT
Open Files - Sort sheet by column Name, Z — A
P 1 (| JohnPe Parker John@anm... 2345%4.1... 888-call-now | Technical | ET
2 )| TomTa Search. Taylor ttaylor@to... 503-555-1... B66-555-1... | Technical ET
contact-import- = i &3 - : : :
sample_v1.csv 3 | [ Bob Smum I ey ouu Smith bsmith@a... | B888-call-now | T703-566-1... | Technical ET
4 ) Maurice Carmichael | 6¢-008 Maurice Carmichael =~ mc@mail.... B66-556-1... B88-nice-... | Abuse GMT
: 8 [ | Vince Bunch Bc-009 Vince Bunch vbunch@... ops@hap...  703-555-1... 234-555-6... Sales cT
Local Grids g] I I 9" | pelne | I I
6 [ Mark Tompson Bc-010 Mark Tompson tompson... BB8-nice-... 354-555-1...  Billing PT
7 [ Herold Waters Be-011 Herold Waters hwaters@i... 234-555-6... 17 14512...  Billing PT
8 | | Michael Sanders Be-012 Michael Sanders m@myb... 354-555-1.... 234-2341...  Sales PT
Completed Imports U] | | PG | | |
9 ) JiKeller 6c-013 Ji Keller Jillkeller@... 1714512... 44123 55...  Technical PT
10 (o] Sarah Campbell Bc-014 Sarah Campbell sa.camp... 234-234 1. B88-call-now Technical PT
1" ] Amanda Kingston Bc-015 Amanda Kingston akingston... 4412355... B66-555-1... | Technical PT

Importing
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Import Sessions

Importing BGP Sessions

Information on preparing data for import and using each import tool is available at https://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Uploadfimport from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone import

Peering Import

Importing peering sessions requires Admin-level permissions, and is accessible only from the Admin section of ProVision.

From the Admin section of ProVision, navigate to the Data Import Tab. Under Peering Import, select Import BGP Sessions. This will take you to
the Peering Import section of ProVision.

® Importing BGP Sessions
® Standard BGP Session Import
® Before You Begin
® Load Router Sessions
® Edit Sessions (Optional)
® Select Groups and Sessions
® Importing with Router File Connectors
® Stepl
® Step 2
® Step 3
® Via APIv2
® Additional Information

Standard BGP Session Import

Before You Begin

Before attempting a session import, ensure that the applicable exchange and router have been added into ProVision. See Peering Exchanges
and Peering Routers for details.

Load Router Sessions

First, select the desired exchange and router. Routers with Logical Systems information will show up as the router name with the Logical System
info in parenthesis (e.g. "Juniper (test)"). Then click "Load Sessions".

Peering Import
Exchange Equinix Internet Exchange Palo . B Router Juniper Labi Test (tesi2) B Load Sessions
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Peer Group and Sessions will then display below your selections.

Edit Sessions (Optional)

The available peer Groups and Sessions will display below your selected exchange and router.

If edits need to be made to the session prior to import, click on the wrench icon to open field edits.

Sessions

Type Source ASN Peer Peer ASN Peer IP Group State

Unknown B0GE 8038 67.221.240.225 Established, up for 1w2d O
o Peer BO38 BlinkMind, Inc. 40739 198.32.176.121 dav-vd-peer-group Idie

Make the changes to desired field(s), then click "Done" to save your changes and proceed to importing.

Sessions
Type Source ASN Peor Peer ASN Peer IP Group State
——5 | Unknown 3 8038 8038 67.221.240.225
&  Peer 8038 BlinkMind, Inc. 40739 198.32.176.121 dav-vd-paar-group idie

Select Groups and Sessions

Lastly, select the check box next to each Session to import (or the check box at the top to select all sessions) and click "Import Selected
Sessions".

Successful imports will then display with a green check mark at the beginning of the row.

Peering Import
Exchange Equinix intenet Exchange Palo. [  Router  Juniper Lab1 Test ftest2) [
Impaorting sessions from Juniper Lab1 Test (test2) (50.240.195.137) at Equinix Palo Alto. Clear

2 sessions found. 0 already imported or added.

Peer Groups
Name Type
] equinix-test2 Ipwé.
Import Selected Groups
Sessions
Type Source ASN Peer Peer ASN Peer IP Group Logical System State
i Peer 221133 Limelight Networks 22822 198.32.176.9 equinix-test2 test2 idle
& Peer 221133 Internap {formerly Voxal) 29791 198.32.176.59 equinix-test2 test2 Idle Vi

e

Once imported, you can manage and configure your sessions from the Peering Tab.

Importing with Router File Connectors

Note: These connector types are only used for this direct data import process - do not select these for standard ProVision router/session creation,
as peering management functions (config pushes, session states, etc) do not obtain a router connection while using File Connectors.

File Connectors should only be used in rare circumstances where direct router access is unavailable.

Step 1

ERTH

Generate a router response data text file (it should be named “cisco_router_data.txt”, “juniper_router_data.txt” or “arista_router_data.txt”) and
place it in ProVision's /data directory.

To generate the router response, run the following commands:

Cisco Juniper Arista

548



terminal length O show bgp neighbor | display xml | no-more
show bgp ipv4 unicast sum show bgp group | display xml | no-more

show bgp ipv4 unicast neighbor
show bgp ipv6 unicast neighbor

Step 2

Create a new 'Router' in ProVision, selecting the appropriate file connector as the Router Make type - CiscoFile, JuniperFile, or AristaFile.

Create New Router

Router Name *

Router Make

terminal length O
show ip bgp summary

show ip bgp neighbors

Brocade

Juniper

CiscoFile g———»
| JuniperFile s

Arista

AristaFile ———

Step 3

Navigate to Admin Data Import Peering BGP Import.

Select the appropriate exchange, then the File Connector Router that you created.

Peering Import

Exchange = Equinix Internet Exchange Pal 3 Router | Cisco Lab 1 File Connectol ﬂ' q Load Sessions B

Click "Load Sessions", and the sessions contained within the router data file will be available to review, select, and/or import into ProVision.

Peering Import
Exchange | Equinix Internet Exchange Pal 3| Router  Cisco Lab 1 File Connector 3

Imparting sessicns from Cisco Lab 1 File Connector at Equinix Palo Alto.
5 sessions found, 0 already imported or added.

Peer Groups

Name Type
dev-vd-peer-group ipvd
dev-vE-peer-group ipv
Sessions
Type Source ASN Peer Peer ASN Peer IP
Unknown 8038 8038888 67.221.240.225
& Peer 8036 Cisco Umbrella 36692 196.32.176.98
& Peer 8038 Facebook Inc 32934 198.32.176.108
& Peer 8038 Facebook Inc 32934 2001:504:D::47
Uniknewn 8038 Beonnect, Inc. 8038 2807:FAEQ:1::225

Group

dev-vd-pear-group
dev-vd-pear-group

dev-vE-peer-group

State

Established, up for 4w2d
Idle

Idle

Idle

Established, up for 4w2d

N N NN

Reset
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Via APIv2

The same import process may also be performed via APIv2, using the following information:
1) "router id" contained within the URL for an already-created File Connector Router

2) "ix_id" (the ID of the exchange) in the body

3) "router_response"” (the output from the router) in the body

The APIv2 details can be view from ProVision swagger documentation at ['instance']/dev/swagger/spec.php?family=peering#/default
[single_parse_bgp_info

Additional Information

See the following areas for more information on working with Peering tasks:

Peering
Peering Exchanges
Peering Routers

°
L]
°
® Peering Sessions
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IP_Import from CSV

Simple Upload / Import from CSV

The Upload / Import from CSV tool is used if you have a simple .csv file with IP block information, such as CIDR, Mask, ASN, RIR, etc. Itis
accessed from the Data Import Tab from the Admin section of ProVision.

Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/Importing+Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/Import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import
Peering Import

Import BGP Sessions

To import your IP block information, follow the following steps:

® Simple Upload / Import from CSV
® Methodology
* Before you Begin: Prepare your Data for Import
® Import Your Data
® Step 1: Create a new IP Import Job
Step 2: Define Columns
Step 2.5: Missing References
Step 3: Reviewing Data
Step 4: Execute Import
® Post Import Followup
® Additional Information

Methodology

The Import from CSV tool will create Top-Level Aggregates and place blocks under those aggregates based on the following method:

First, the importer will parse through the provided data, order all blocks from largest to smallest, then attempt to split the largest block out of an
existing block matching the IP space and RIR. If that fails (no larger block exists), then that block is added in the system as its own Top-Level-
Aggregate. Subsequent blocks will undergo the same process.

This method ensures that your list of IP blocks does not need to be organized in any particular order.
If your import includes a large number of small blocks (/30s, /32s), be sure you've included at least one large block which encompasses

@ them (/24, /22). This will ensure that the smaller blocks are neatly organized under the larger block, rather than imported as their own Top-
Level Aggregates.

Before you Begin: Prepare your Data for Import

The Upload / Import from CSV tool requires only a .csv file for importing.

Be sure to review "Preparing Data for Import" on the Importing your Data page before you begin. Verify that your .csv is correctly parsed and
cleanly formatted with your IP block information (using your choice of the available field list shown below), and is UTF-8 encoded for best results.

Common normalization steps required for ProVision IP imports include:

® Remove any empty rows in the data range
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® Remove any empty columns in the data range

® Remove stray data from inside and outside the data range, such as:
® notes, comments, and placeholder text as field values, when not set as their own data column
® nested secondary information located in additional rows under a primary record

® Ensure proper data formatting

® Check for data formatting errors - a common issue is leading zeros being dropped from a ZIP field when a file is opened. Re-

specify format as needed.
® Ensure each field has consistent formatting for values

Data Encoding Format
1

To ensure correct importing of any special characters, make sure to use UTF-8 encoding for your CSV file!

This tool supports the following fields:

v
Allow Subassignments
ASN
CIDR String
Customer Handle
Generic Code
IP
Mask
Net Handle
Notes
Org ID
Region
Custom ID
Resource ID
Resource Name
RIR
Tags

L i

_t'lr—-r O T e e e T e ]

Required Fields
1

For IP Import from .csv, the following fields are REQUIRED:

® CIDR String OR both IP and Mask
®* RIR OR a selected default RIR

All other fields are optional.

Import Your Data

Step 1: Create a new IP Import Job

Navigate to the Data Import Tab from the Admin button. Select "Upload / Import from CSV" under "IP Import".
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Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta* PowerDNS Zone Import

InfoBlox Zone Import

IP Import: NS One Zone Import
Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import
IPPlan Zone import

Peering Import
Import BGP Sessions

Create a Job Name and Description for the import. This is especially useful to keep track of progress in cases the data arrives from multiple
sources, or will require multiple stages of manual review.

Select the .csv file that you prepared above by selecting the "Choose File" button, and browsing to the correct file location. Then hit "Start Import".

IP Import

Step 1: New Import

The IP Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are encoded with
UTF-8 for best results.

Job Name: Description:
———p Example IP Import ——— Sample ~——pp:_Choose File | IP-import-Small QA Test.cs' { Start Import '

File must be in CSV Format.

Working with Large or Multiple Data Sets
1

Althlough you cannot add new files to an existing job, for jobs with multiple sources for data (which may have different formatting), you can simply
create separate jobs and descriptions for each source - no need to manually combine the data into one file before importing. The Import tool's
mapping and editing functions will allow for the data to be reconciled in ProVision.

For large data sets where multiple stages of manual review might be needed, you can create a new job using the same set of data files in order
to work in parallel on a different portion of the data.

After importing, the new job will appear under the "Existing Jobs" section. To continue working with this job, select it from the list (by clicking on
the link) and the next step will appear on the page.

IP Import

Existing Jol
Example IP Import last modified 20-07-2018 2:20 PM

Step 1: New Import

The IP Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are encoded with
UTF-8 for best results.

Job Name: Description:
Choose File Mo file chosen Start Import

File must be in CSV Format.

Step 2: Define Columns
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Using the dropdown menu above each data field, select the appropriate definition for each of the imported columns.

® CIDR or IP/Mask fields must be provided
®* Notes, Tags, and Regions may have multiple columns associated with the data.
® |f you do not have a defined RIR column, you must select a default RIR to associated the blocks to.

Other columns which do not apply under the available definitions should be left as blank, and will be skipped during the upload process.

Step 2: Define Columns

The Import process requires you to enumerate the function of the columns in the provided CSV. There must be either a CIDR column or both an IP and a
Mask column. There can be multiple Notes, Tags, and Regions fields. Either a defined RIR column or a Default RIR is required.

Resource 1D 2P ¥ Mask )
D IP Block subnet Allow Subassignments RIR
543 10.2.3.0 124 ASN 1918

544 10.53.2 132 CIDR String ARIN
Customer Handle

| Generic Code

E— B0
Net Handle

Notes

Org ID

Region

Custom ID

Resource ID

Resource Name

RIR

Tags

Make sure that you have defined all desired fields by using the scroll bar below your data to view additional columns.

Step 2: Define Columns

The Import process requires you to enumerate the function of the columns in the provided CSV. There must be either a CIDR column or both an IP and a
Mask column. There can be multiple Notes, Tags, and Regions fields. Either a defined RIR column or a Default RIR is required.

sk 4 Notes 4/ RIR 4 | Region 4|| Tags 4
Tag Delimiter: ,
bt Notes RIR Region Tags
Internal space 1918 Boston, MA Customer,Cable
Customer assign ARIN ASH1

Default RIR:| 1918

When completed, hit "Next".

Step 2.5: Missing References

If references exist in your data that do not currently exist in ProVision (such as new tags or resources) the import tool will alert you to the missing
references, and give you the option to create those references in ProVision. If you wish to add these elements, select the checkboxes next to the
element and click the "Add (Element name)" button below.

Header Rows

If your .csv has a header row as the first line, that row may give information that produces a missing reference notice - such as "Tag", "Region",
"Block", and so forth.

If this is the case, simply uncheck that item and add only the desired references.
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Step 2.5: Missing References

The importer has detected references which do not currently exist in the system. Rows referencing non-existant data cannot be imported. Please select the
valid entries from the sections below and they will be added to the system before the formal import begins.

Tags Regions
Tags Region
Cable Boston, MA

Add Tags PRILEL
]

In this example, we get a notification that we are missing a tag named "Tags". However, we know by looking at our data that is simply an item
that was part of the header line in the .csv, so we want to bypass this step.

Step 3: Reviewing Data

After supplying the file and defining columns, a review step is provided. Records with errors will show as color coded, and can be filtered to be
viewed by All, Valid, Warnings, Invalid, or Ignored.

From here, the records can be edited or ignored. Select "Ignore" for records that you do not wish to import at this time. Records that are Ignored
or Invalid will automatically be skipped.

Header Rows

If your .csv has a header row as the first line, that row will be shown as the first record in review data as well. Simply click "Ignore" on the first
record to disregard the row.

If warnings or invalid entries are found, you may edit the data by clicking the "Edit" button.

Step 3: Review Data
Please review the data for correctness. Invalid and ignored rows will be skipped.

view:[ Al _|[ Valid _|[__ Warnings Invalid__|[_Ignored
Invalid CIDR String. RIR does not appear in internal
IP Block/subnet :: RIR RIR list. Resource ID does not exist. Tag Tags' does

not appear in internal Tags list.

[10.2.3.0/24 11918 m)
[10.5.3.2/32 :: ARIN Fesoiiroe ID does riat bxist e j

Here you can edit the invalid field, or add /change information for any other available field.

Step 3: Review Data
Please review the data for correctness. Invalid and ignored rows will be skipped.

\ﬂew:| All | Valid Warnings | Invalid || Ignored |

Invalid CIDR String. RIR does not appear in internal

IP Block/subnet :: RIR RIR list. Resource ID does not exist. Tag 'Tags' does
not appear in internal Tags list.

0
i
N )

[ 10.2.3.0/24 :: 1918

~
( Resource: Akamai A

CIDR: 10.5.3.2/32 RIR: ARIN 3

Region: g Org ID:

Tags: Customer Notes: Customer assign

Subassignments:

ASN: m:"

kmmc Code: Test Note Net Handle:
oy
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After editing, hit "Save". If the edits are valid, the background color for the data row will be white.

Continue reviewing and editing data as desired. When done, proceed to Step 4.

Step 3: Review Data
Please review the data for correctness. Invalid and ignored rows will be skipped.

view:[ AN Valid__|[__ Warnings Invalid ignored |

Invalid CIDR String. RIR does not appear in internal
IP Block/subnet :: RIR RIR list. Resource ID does not exist. Tag 'Tags' does
not appear in internal Tags list.

[10.2.3.0/24 :: 1918 @J
[10.5.3.2/32 :: ARIN mj

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously successful will be passed over. Successful import rows will be marked as such.

Execute Import

Step 4: Execute Import

When the review step is completed, hit the "Execute Import" button. A progress bar will appear to show progress and note errors if they occur.

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously successiul will be passed over. Successful import rows will be marked as such.

‘Exmlmpoﬂ

When the bar reaches 100%, the import is complete. The Data Review section will show which data rows were successfully imported.

Step 3: Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ Al ][ Valid |[ Warnings |[_ Invalid _|[_lIgnored
Invalid CIDR String. RIR does not appear in internal
IP Block/subnet :: RIR RIR list. Resource ID does not exist. Tag 'Tags' does

not appear in internal Tags list.

[1 0.2.3.0/24 :: 1918 Row Successfully Imported [ Eat j

(1 0.5.3.2/32 :: ARIN Row Successfully Imported [ Eat j

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously st ful will be p d over. St ful import rows will be marked as such.

Execute Import

Current Block: Finished!

Post Import Followup
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After the Import is complete, there are a few followup options for working with the import job or imported blocks. We recommend:
® Reviewing the imported blocks in the IPAM Tab, adding additional IPAM data, custom metadata, rules, or subassignments. See Working
with IP Blocks and Working with IP Rules.
® |f the IP Import was only partially successful or requires additional review, you may keep the import job in the "Existing Jobs" list and
revise the failed / invalid blocks at a later time. Re-running the import from the same job will allow you to re-attempt import on only the
previously unsuccessful / ignored / edited blocks - successfully imported and unchanged blocks will not be affected.

If the IP Import was fully successful, and you do not wish to retain the job data, the Import Job may be deleted from the "Existing Jobs" list
by clicking the delete icon next to the job name.

Existing Jobs
Example IP Import last modified 20-07-2018 2:41 P

Deleting an import job is permanent and non-recoverable!

When working with large or sensitive import jobs, consider performing a backup of your instance before and after the import job as a safeguard.

Additional Information

See the following areas for information on working with IPAM / IP Blocks post-import:

* |IPAM Tab

® Working with IP Blocks
® Working with IP Rules
® |PAM Administration
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Import Aggregate Blocks

Import Aggregates

Importing blocks from your RIR Source IP is available from the Data Import Tab in the Admin area of ProVision. This feature uses the RIR Org
ID to identify a Source IP and determine blocks assigned to your organization that are available for import.

Information on preparing data for import and using each import tool is available at https://docs.6connect.com/display/DOC/Importing+Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import
IPPlan Zone Import
Peering Import
Import BGP Sessions

® Import Aggregates
® Import from RIR
® Step 1: Lookup from Source IP
® Step 2: Import your aggregate blocks
® Step 3: Customizing Block Data
® Additional Information

Import from RIR

From the Data Import Tab, select "Import from RIR" under "IP Import".

Information on preparing data for import and using each import tool is available at hittps://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import

Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import
IPPlan Zone Import
Peering Import

Import BGP Sessions

Step 1: Lookup from Source IP
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We automatically lookup your ARIN or RIPE information based on the IP address you are connected to:

Welcome to 6connect's Network Automation Platform!

| believe your organization name is: AT&T Internet Services

| believe your ARIN ORGID is: SIS-80

If you know your organizations ARIN ORG 1D, enter it below:
Contfirm Organization

If this is incorrect, please enter an |P address from your network and | will attempt to figure out your aggregates:
Inquire again

If you have another source IP that you would like to use for the lookup function, you can edit the IP and click on the "Inquire Again" button.
If the organization name and ORGID are correct, then click on the "Confirm" button to go to the next screen.

Step 2: Import your aggregate blocks

Once we have identified the blocks assigned to your company, you can import the aggregates by pressing the "Add Aggregate" buttons.

This page allows you to add both 1918 aggregates as well as public IP space from ARIN and RIPE.

Welcome to 6connect's Network Automation Platform!

This is IPv6 & IPv4 non-1918 space | have discovered If you will be using RFC1918 space, you will likely want to add from

this list:
Found IPv4 block: 104.48.0.0M12 ARIN 104.48.0.012 @ :

RFC1918 block: 10.0.0.0/8 1918 100008 @
Found IPv4 block;: 208.188.0.0/14 ARIN 208.188.0.0/14 @

RFC1918 block: 192.168.0.0/16 1918 192.168.0.0/16 &
Found IPv4 block: 207.193.0.0/16 ARIN

RFC1918 block: 172.16.0.012 1918 172160012 @
Found IPv4 block: 209.184.0.0/16 ARIN

If you will be using Shared Transition Space, add:
Found IPv4 block: 216.60.0.0/14 ARIN

RFC6598 block: 100.64.0.0/10 6598
Found IPv4 block; 63.170.248.0/25 ARIN
Found IPv4 block: 64.216.0.0/14 ARIN

When done adding aggregates, hit the "Continue to ProVision" button at the bottom of the page.

Continue to ProVision.

You will be redirected to the IPAM tab to manage the aggregates as desired.

Step 3: Customizing Block Data

With your aggregates added, you are now ready to customize the tool and import additional data! From here, you can manage your aggregates
under the IPAM tab, edit administration functions under IPAM Admin, or import resources using the Resource Import Tool.

Additional Information
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See the following areas for information on working with IPAM / IP Blocks post-import:

®* |PAM Tab

® Working with IP Blocks
® Working with IP Rules
® |PAM Administration
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Import DNS Zones

Importing DNS Zones

ProVision offers multiple DNS zone import options, available under the Data Import tab in the the Admin section of ProVision.

Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/Importing+Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/Import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/Import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import
Peering Import

Import BGP Sessions

DNS Import Options

ProVision offers various DNS zone import options available under the Data Import tab in the the Admin section of ProVision:

BIND Zone Import

® Imports using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the zones themselves, and
an optional .csv file mapping zones to customers.

PowerDNS Zone Import
® Option is available after configuring a PowerDNS server with a MySQL backend. Connects to the selected server and imports all zones.
InfoBlox Zone Import
® Imports DNS zones using a provided Host, Username, and Password. The InfoBlox import pulls all zones on the InfoBlox LOCAL grid
and adds them to a designated Group. It is advised to create a DNS Group prior to the import with default parameters and NS records to
be inherited by the imported records.

NS One Zone Import

® Imports DNS zones using a NS One API Key. It is advised to create a DNS Group prior to the import with default parameters and NS
records to be inherited by the imported records.

Dyn DNS Zone Import

® Imports DNS zones using a Dyn DNS Customer Name, Username, and Password. It is advised to create a DNS Group prior to the
import with default parameters and NS records to be inherited by the imported records.

DNSMadeEasy Zone Import

® Imports DNS zones using a DNSMadeEasy API Key and API Secret. It is advised to create a DNS Group prior to the import with default
parameters and NS records to be inherited by the imported records.

IPPlan Zone Import

® |Imports DNS zones using IPPlan MySQL database options. It is advised to create a DNS Group prior to the import with default
parameters and NS records to be inherited by the imported records.
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Continue to the following sections for details on performing each import method:

BIND DNS Zone Upload / Import
PowerDNS Zone Import
InfoBlox Zone Import

NS One Zone Import

Dyn DNS Zone Import
DNSMadeEasy Zone Import
IPPlan Zone Import
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BIND DNS Zone Upload / Import

BIND DNS Zone Import

The BIND DNS Zone Upload / Import tool uses the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the
zones themselves, and an optional .csv file mapping zones to customers. The following steps are used when importing BIND DNS zones:

® BIND DNS Zone Import

® Preparing your DNS Zones for Import

® |mporting your DNS Zones (BIND)

® Video Walkthrough

Step 1: Create a new DNS Import Job
Step 2: Map Data Columns (Optional)
Step 3: Reviewing Data
Step 4: Execute Import

Preparing your DNS Zones for Import

If your zone data is currently in BIND format - this is very straightforward.

There are three components for the upload process:

1) The named.conf configuration file tied to the zones you are uploading (required)

This tells the importer the Zone Name and where the zone file is written. It could be as simple as a multi-line file:

Simple DNS Config File
zone "ny-zone.con { type nmaster; file "ny-zone.com zone"; };
zone "ny-other-zone.cont' { type master; file "ny-other-zone.comzone"; };
zone "ny-third-zone.cont { type master; file "ny-third-zone.com zone"; };

Complex DNS Config File

zone "ny-zone.con { type master; file "/usr/local/zones/ny-zone.com zone"; };
zone "ny-other-zone.con { type master; file "/usr/local/zones/ nore/ ny-other-zone.comzone"; };
zone "ny-third-zone.com' { type master; file "/usr/local/zones/ nore/even nore/ ny-third-zone.comzone"; };

This configuration file can be taken directly from the DNS server, and can be in either ISC BIND or NSD format. The system auto-detects which
one is being supplied.

For a sample Simple Config: conf.conf

2) A ZIP or TAR file of the DNS zones themselves (required)

This is as it sounds - a file archive where we can find the zones and it should match the configuration file uploaded in Step 1.
Zone Order

1
These zone files can be in any order, or in sub-directories, so long as the configuration file (Step 1) correctly points to them

For a sample simple ZIP: zones.zip

3) Match CSV for assigning DNS Zones to Resources (optional)
This file allows the administrator to "assign” zone files to a given Resource. If you have Imported a group of Resources, they have Resource IDs

associated with them. You can then import DNS zones and assign them to those Resource IDs. When complete, you will be able to pull up the
Resource Record and see the DNS Zones associated to that Resource ID.
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Sample CSV File

nmy-zone.comtest-01, fun stuff, 174.23.14.4, 174.23.14.9
ny- ot herzone. com test-02, great stuff, dnsl.dns.net, dns2.dns.net
even-rever se-zones. ar pa, t est - 03, anmazi ng stuff

Note the columns are the "Zone Name", the "Resource ID", "Notes", "Master Server", "Slave Server"
Importing DNS Server Linkages

When importing zones, you can use the "Master Server" and "Slave Server" columns to assign zones to specified DNS Servers. Please note that
the IP address or FQDN of the DNS Server is supported in this field.
To successfully map to a DNS server, that server must already exist within Provision.

For a sample CSV: config.csv

Importing your DNS Zones (BIND)

Video Walkthrough

Ntﬁ Video walkthrough is from ProVision version 5.1.x - however, import steps and descriptions still apply to current version. Updated videos
ar progress!

Step 1: Create a new DNS Import Job

Navigate to the Data Import Tab from the Admin button to import your data. Select "BIND Zone Upload/Import" under "DNS Import".

Information on preparing data for import and using each import tool is available at https://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/iimport from CSV
Resource Import Tool *Beta* PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

i IPPlan Zone Import
Peering Import

Import BGP Sessions

Under the "New Import" section, select the DNS Group under which you want the zones to be imported, then create a Job Name and Description
for the import. This is especially useful to keep track of progress in cases the data arrives from multiple sources, or will require multiple stages of
manual review.

Select the appropriate Configuration File (required if the .zip is not a flat archive file), Archive File (required), and CSV File (optional) that you
prepared above by selecting the "Choose File" button(s) under each section, and browsing to the correct file location. Then hit "Start Import".
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New Import

The DNS Import accepts an archive file of zones (ZIP or TAR) in both flat and hierarchical formats. You may also submit a CSV file mapping zone names to
customer ids and DNS servers. Please make sure the archive file has an appropriate file extension, and that all files are encoded in UTF-8.

DNS Group: BIND Import Group % Job Name: Sample Import Description: July Import
Configuration File: Archive File: CSV File:
Choose File Mo file chosen Cheose File  No file chosen Choose File No file chosen

Optional: a configuration file in BIND or NSO  Required: a ZIP or TAR of your zones.
format. If it is not provided the ZIP or TAR must
be a flat archive from zone files.

Optional: a CSV file mapping zones to
customers and DNS Servers.

Start Import

Working with Large or Multiple Data Sets
1

AIth'ough you cannot add new files to an existing job, for jobs with multiple sources for data (which may have different formatting), you can simply
create separate jobs and descriptions for each source - no need to manually combine the data into one file before importing. The Import tool's
mapping and editing functions will allow for the data to be reconciled in ProVision.

For large data sets where multiple stages of manual review might be needed, you can create a new job using the same set of data files in order
to work in parallel on a different portion of the data.

After importing, the new job will appear under the "Existing Jobs" section. To continue working with this job, select it from the list and the next
step will appear on the page.

DNS Zone Import

Existing Jobs

Sample Zone Import last modified 17-04-2017 2:01 PM & ‘_

New Import

The DNS Import accepts an archive file of zones (ZIP or TAR) in both flat and hierarchical formats. You may also submit a CSV file mapping zone names to
customer ids and DNS servers. Please make sure the archive file has an appropriate file extension, and that all files are encoded in UTF-8.

DNS Group: | DNS Group 1 & Job Name: Sample Zone Import Description: Sample Zones
Configuration File: Archive File: CSV File:

Choose File  No file chosen Choose File No file chosen Choose File No file chosen
Required: a configuration file in BIND or  Required: a ZIP or TAR of your zones. Optional: a CSV file mapping zones to
NSD format. customers and DNS Servers.

Start Import

Step 2: Map Data Columns (Optional)

If you chose to load an optional match CSV file to assign DNS Zones to Resource, a mapping step will be available. Otherwise, proceed to Step
3: Reviewing Data.

For DNS imports, two column definitions are available: Zone and Resource Holder ID. Using the dropdown menu, select the appropriate column
for the zone name and Resource Holder (customer) associated with zone. The Resource Holder ID field will be used to set the Parent Resource
of the individual zone once imported.

Server associations will not be imported. Instead, the associated server will be the server attached to the selected DNS Group.

Other columns which do not apply under the available definitions should be left as blank, and will be skipped during the upload process.

When completed, hit "Next".
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Define Columns
The Import process requires you to enumerate the function of the columns in the provided CSV.

Zone 4| Resource Holder ID 3 $
Zone Name Resource Id Notes Master Server
citi.com test-01 fun stuff 208.39.106.184
citibank.com test-02 great stuff 208.39.106.99
citigroup.com test-03 amazing stuff 208.39.106.184

an

Slave Server

208.39.106.184
208.39.106.82

Step 3: Reviewing Data

After supplying the file set and defining columns (if applicable), a review step is provided. The configuration file is broken into individual jobs,
scanned for errors, and shown by row (in batches of 100) to be reviewed. Zones with errors will show as color coded. and can be filtered to be

viewed by All, Valid, Warnings, Invalid, or Ignored. From here, the zone can be edited or ignored.

Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ Al Valid || Warnings Invalid || Ignored

[Zone: citi.com Resource Holder: test-01 [ Edt | j
[ Zone: citibank.com Resource Holder: test-02 [ Edi | j
[Zane: citigroup.com Resource Holder: test-03 m J
Import Data
When you have reviewed the data import lnb for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or
were previously st ful will be 1 over. ful import rows will be marked as such.
Execute Import
To edit the zone name or select a different Resource Holder, hit "Edit" on the zone record.
After editing, hit "Save", and continue reviewing / editing data as desired.
Review Data
Please review the data for correctness. Invalid and ignored rows will be skipped.
View:[ Al |[ Valid ][ Warni [ invalid ][ ignored |
[ Zone: citi.com Resource Holder: test-01 [ Edt | j
[Zone Name: citibank.com Resource Holder: | test02 : ']
(Zone: citigroup.com Resource Holder: test-03 [ Edit | ignore j
Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or

were previously successful will be passed over. Successful import rows will be marked as such.

Execute Import
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Step 4: Execute Import

When the review step is completed, hit the "Execute Import" button. A progress bar will appear to show progress and note errors if they occur.

Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[__Al Valid__|[__ Warnings Invalid__|[__Ignored
[Zone: citi.com Resource Holder: test-01 m j
[ Zone: citibank.com Resource Holder: test-02 [ Edi | j

[Znne: citigroup.com Resource Holder: test-03 m j

Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or
were previously successful will be passed over. Successful import rows will be marked as such.

Execute Import

When the bar reaches 100%, the import is complete.

Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or
were previously successful will be passed over. Successful import rows will be marked as such.

Current Block: citigroup.com.
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PowerDNS Zone Import

PowerDNS Zone Import

The PowerDNS Zone Import Option is available after configuring a PowerDNS server with a MySQL backend. It connects to the selected server
and imports all zones.

® PowerDNS Zone Import
® Step 1: Verify PowerDNS server setup
® Step 2: Import your PowerDNS zones

Step 1: Verify PowerDNS server setup

To import PowerDNS zones, first ensure the PowerDNS server has been set up under the DNS Tab, DNS Servers section (see: Working with
DNS Servers and configuring a PowerDNS server).

DNSv3 DNS Groups

Server Settings :

Scheduled Tasks ?

Common Settings

Display Name:

Enter Display Name
This is the server name that will appear in the DNS interface.
FQDN or IP:

ex: nsl.dns.Beonnect.net or 2168.239.32.10

DNS server real FQDN or IP Address,

Server Type:

Master v
DNS Service:
| PowerDNS Bind  ff—— H

Parent Resource:
TLR

The new server resource will be a child of the Parent Resource.

Step 2: Import your PowerDNS zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "Power DNS Zone Import" link.
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Information on preparing data for import and using each import tool is available at hittps://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Uploadfimport from CSV BIND Zone Upload/import

Resource Import Tool *Beta® PowerDNS Zone Import

InfoBlox Zone Import

IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import
Peering Import

Import BGP Sessions

Then, to import your data simply choose your PowerDNS server and click "Import".

This operation will pull all zones on the target server.
This operation may take quite some time.

Choose a server: 208.39.104.106

Import
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InfoBlox Zone Import

InfoBlox Zone Import

The ProVision Data Import InfoBlox option imports InfoBlox DNS zones using a provided Host, Username, and Password. It pulls all zones on the
InfoBlox LOCAL grid and adds them to a designated DNS Group. It is advised to create a DNS Group prior to the import with default parameters
and NS records to be inherited by the imported records.

® |nfoBlox Zone Import
® Step 1: Verify DNS Group setup
® Step 2: Verify InfoBlox server setup
® Step 3: Import your InfoBlox zones

Step 1: Verify DNS Group setup

It is recommended to have a DNS Group created in advance with the proper default parameters and records to be inherited by the imported
InfoBlox zones and records.

Review the existing DNS Groups in the DNS tab, and create a new DNS Group if necessary. See Working with DNS Groups for details on editing
or creating DNS Groups.

Step 2: Verify InfoBlox server setup

Although it is not strictly necessary to have the InfoBlox server created in ProVision prior to import, creating or verifying the server at this point
gives you an opportunity to test the connection and attach the InfoBlox server to the DNS Group selected in step 1.

Go to the DNS Tab, DNS Servers section, and either verify that the desired server is shown in the server list, or click the "Add Server" button to
create a new InfoBlox server.

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List 222

If creating a new server, ensure that "InfoBlox" is selected for the DNS Service.

570



Server Settings :

Scheduled Tasks >

Commaon Settings

Display Name:
Enter Display Name
This is the server name that will appear in the DNS interface.
FQDN or IP:
ax: ns1.dns.Beonnect.nel or 216.238.32.10
DINS server real FQDN or [P Address.
Server Type:

Master

a

DNS Service:

InfoBlox ‘_

Parent Resource:

an

TLR -

The new server resource will be a child of the Parent Resource.

InfoBlox Settings

Under the "DNS Group Settings" section of the server detail page, ensure that the DNS Group from step 1 is selected as the server's Attach to

Group setting, and click "Save".

DNS Group Settings

Export Groups as Views: @

Check this option if you want to enable the support of different DNS Groups to be exported as Views.

Attach to Group:

DNS Group 1 e s

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server.

Step 3: Import your InfoBlox zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "InfoBlox Zone Import" link.

Information on preparing data for import and using each import tool is available at hittps://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import

IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import
Peering Import

Import BGP Sessions

Then, enter the InfloBlox server Host, Username, and Password. Select Forward or Reverse zone type, the InfoBlox view, and the ProVision

DNS Group to add the zones to.
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Once all information has been entered, click the "Import" button.

This operation will pull all zones on the InfoBlox LOCAL grid.
This operation may take quite some time.

In order to import the zones it is highly advised to create a group
with default parameters and NS records to be inherited by the imported records.

InfoBlox GRID Auth Options:

Server Host: 4+
Server Username: 4+
Server Password: —
Import Options:

Authoritative zones type: @ Forward | ) Reverse —————
InfoBlox view: default o
Add to Group: DNS Group 1 § |

The import may take a couple of minutes. If errors occur, they will show under the Pull in Progress message.

When completed, a successful import will show a green Complete! status message.

Verify the zones by exiting the Admin area of ProVision, clicking on the DNS tab, and reviewing the zones under the Group previously selected
for the import.
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NS One Zone Import

NS One Zone Import

The ProVision "NS One Data Import" option imports NS One DNS zones using a provided NS One API key. It is advised to create a DNS Group
prior to the import with default parameters and NS records to be inherited by the imported records.

® NS One Zone Import
® Step 1: Verify DNS Group setup
® Step 2: Verify NS One server setup
® Step 3: Import your zones

Step 1. Verify DNS Group setup

It is recommended to have a DNS Group created in advance with the proper default parameters and records to be inherited by the imported NS
One zones and records.

Review the existing DNS Groups in the DNS tab, and create a new DNS Group if necessary. See Working with DNS Groups for details on editing
or creating DNS Groups.

Step 2: Verify NS One server setup

Although it is not strictly necessary to have the NS One server created in ProVision prior to import, creating or verifying the server at this point
gives you an opportunity to test the connection and attach the NS One server to the DNS Group selected in step 1.

Go to the DNS Tab, DNS Servers section, and either verify that the desired server is shown in the server list, or click the "Add Server" button to
create a new NS One server.

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List &)

If creating a new server, ensure that "NS One" is selected for the DNS Service.
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Server Settings :

Scheduled Tasks >

Commen Settings

Display Name:
Enter Display Name
This is the server name that will appear in the DNS interface.

FQDN or IP:

ct.net or 216.239.32.10
DNS server real FQDN or IP Address.
Server Type:

Master

an

DNS Service:

NS ONE s %
Parent Resource:
TLR o

The new server resource will be a child of the Parent Resource.

Under the "DNS Group Settings" section of the server detail page, ensure that the DNS Group from step 1 is selected as the server's Attach to

Group setting, and click "Save".

DNS Group Settings

Export Groups as Views: @

Check this option if you want to enable the support of different DNS Groups to be exported as Views.
Attach to Group:

DNS Group 1 e s

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server,

Step 3: Import your zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "NS One Zone Import" link.

Information on preparing data for import and using each import tool is available at hittps://docs.6connect. com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone Import
Peering Import

Import BGP Sessions

Then, enter the NS One API key and the ProVision DNS Group to add the zones to.

Once all information has been entered, click the "Import" button.
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This operation will pull all zones from the NS One API.
This operation may take quite some time.

In order to import the zones it is highly advised to create a group
with default parameters and NS records to be inherited by the imported records.

NS One Auth Options:
API Key: 4+—

Import Options:
Add to Group: | Default Group ¥ | —

The import may take a couple of minutes. If errors occur, they will show under the Pull in Progress message.

When completed, a successful import will show a green Complete! status message.

Verify the zones by exiting the Admin area of ProVision, clicking on the DNS tab, and reviewing the zones under the Group previously selected
for the import.
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Dyn DNS Zone Import

Dyn DNS Zone Import

The ProVision "Dyn DNS Zone Import" option imports Dyn DNS zones using a provided Customer Name, Username, and Password. It is advised
to create a DNS Group prior to the import with default parameters and NS records to be inherited by the imported records.

® Dyn DNS Zone Import
® Step 1: Verify DNS Group setup
® Step 2: Verify server setup
® Step 3: Import your DynDNS zones

Step 1. Verify DNS Group setup

It is recommended to have a DNS Group created in advance with the proper default parameters and records to be inherited by the imported Dyn
DNS zones and records.

Review the existing DNS Groups in the DNS tab, and create a new DNS Group if necessary. See Working with DNS Groups for details on editing
or creating DNS Groups.

Step 2: Verify server setup

Although it is not strictly necessary to have the Dyn DNS server created in ProVision prior to import, creating or verifying the server at this point
gives you an opportunity to test the connection and attach the Dyn DNS server to the DNS Group selected in step 1.

Go to the DNS Tab, DNS Servers section, and either verify that the desired server is shown in the server list, or click the "Add Server" button to
create a new Dyn DNS server.

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List &)

If creating a new server, ensure that "Dyn DNS" is selected for the DNS Service.
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Server Settings :

Common Settings

Display Name:
Enter Display Nama
This is the server name that will appear in the DNS interface.
FQDN or IP:
DNS server real FQDN or IP Address.
Server Type:

Master "

DNS Service:
DynDNS ‘_

Parent Resource:

an

TLR -

The new server resource will be a child of the Parent Resource.

Under the "DNS Group Settings" section of the server detail page, ensure that the DNS Group from step 1 is selected as the server's Attach to
Group setting, and click "Save".

DNS Group Settings
Export Groups as Views: (© oFF)
Check this option if you want to enable the support of different DNS Groups to be exported as Views.
Attach to Group:
DNS Group 1 ‘_ s

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server,

Step 3: Import your DynDNS zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "Dyn DNS Zone Import" link.

Information on preparing data for import and using each import tool is available at https://docs.6connect.com/display/DOC/Importing+Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import
IPPlan Zone Import
Peering Import
Import BGP Sessions

Then, enter the Dyn DNS Customer Name, Username, and Password. Then, select the ProVision DNS Group to add the zones to.

Once all information has been entered, click the "Import" button.
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This operation will pull all zones from the DynDNS API.
This operation may take quite some time.

In order to import the zones it is highly advised to create a group
with default parameters and NS records to be inherited by the imported records.

DynDNS Auth Options:

Customer Name: 44—
UserName: 4—
Password: 4
Import Options:

Add to Group: | Default Group A —————

The import may take a couple of minutes. If errors occur, they will show under the Pull in Progress message.

When completed, a successful import will show a green Complete! status message.

Verify the zones by exiting the Admin area of ProVision, clicking on the DNS tab, and reviewing the zones under the Group previously selected
for the import.
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DNSMadeEasy Zone Import

DNSMadeEasy Zone Import

The ProVision "DNSMadeEasy Zone Import" option imports DNSMadeEasy zones using a provided AP Key and API Secret. It is advised to
create a DNS Group prior to the import with default parameters and NS records to be inherited by the imported records.

® DNSMadeEasy Zone Import
® Step 1: Verify DNS Group setup
® Step 2: Verify server setup
® Step 3: Import your DNSMadeEasy zones

Step 1. Verify DNS Group setup

It is recommended to have a DNS Group created in advance with the proper default parameters and records to be inherited by the imported
zones and records.

Review the existing DNS Groups in the DNS tab, and create a new DNS Group if necessary. See Working with DNS Groups for details on editing
or creating DNS Groups.

Step 2: Verify server setup

Although it is not strictly necessary to have the DNSMadeEasy server created in ProVision prior to import, creating or verifying the server at this
point gives you an opportunity to test the connection and attach the DNSMadeEasy server to the DNS Group selected in step 1.

Go to the DNS Tab, DNS Servers section, and either verify that the desired server is shown in the server list, or click the "Add Server" button to
create a new DNSMadeEasy server.

DNSv3 DNS Groups DNS Servers DNS Zones

DNS Server List &)

If creating a new server, ensure that "DNSMadeEasy" is selected for the DNS Service.
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Server Settings :

Scheduled Tasks >

Common Settings

Display Name:
Enter Display Nama

This is the server name that will appear in the DNS interface.

FQDN or IP:

ex: ns1.dns.6connect

DNS server real FQDN or P Address.

Sarver Type:

Master v
DNS Service:

D asy 1 s

Parent Resource:
TLR

The new server resource will be a child of the Parent Resource.

Under the "DNS Group Settings" section of the server detail page, ensure that the DNS Group from step 1 is selected as the server's Attach to
Group setting, and click "Save".

DNS Group Settings

Export Groups as Views: {O OFF )

Check this option if you want to enable the support of different DNS Groups to be exported as Views.

Attach to Group:

DNS Group 1 e s

If you select a default DNS group to your server, the zones assigned to this group will be automatically attached to the server,

Step 3: Import your DNSMadeEasy zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "DNSMadeEasy Zone Import" link.

Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/importing+Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Upload/import from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import

Import from RIR C_DNSMadeEasy Zone Impart

IPPlan Zone import
Peering Import

Import BGP Sessions

Then, enter the DNSMadeEasy API Key, Secret Key, and the ProVision DNS Group to add the zones to.

Once all information has been entered, click the “Import" button.
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This operation will pull all zones from the DNSMadeEasy API.
This operation may take quite some time.

In order to import the zones it is highly advised to create a group
with default parameters and NS records to be inherited by the imported records.

DNSMadeEasy Auth Options:

API Key: 4—

API Secret: 4+—

Import Options:
Add to Group: | Default Group { | ¢——

The import may take a couple of minutes. If errors occur, they will show under the Pull in Progress message.

When completed, a successful import will show a green Complete! status message.

Verify the zones by exiting the Admin area of ProVision, clicking on the DNS tab, and reviewing the zones under the Group previously selected
for the import.
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IPPLAN Zone Import

IPPlan Zone Import

The ProVision "IPPlan Import" option imports IPPlan zones using provided MySQL database credentials. It is advised to create a DNS Group
prior to the import with default parameters and NS records to be inherited by the imported records.

® |PPlan Zone Import
® Step 1: Verify DNS Group setup
® Step 2: Import your IPPlan zones

Step 1: Verify DNS Group setup

It is recommended to have a DNS Group created in advance with the proper default parameters and records to be inherited by the imported
zones and records.

Review the existing DNS Groups in the DNS tab, and create a new DNS Group if necessary. See Working with DNS Groups for details on editing
or creating DNS Groups.

Step 2: Import your IPPlan zones

Once DNS Group setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "IPPlan Zone Import" link.

Information on preparing data for import and using each import tool is available at hitps://docs.6connect.com/display/DOC/Importing+ Your+Data.

Sample import templates are available here.

Resource Import: DNS Import:
Simple Uploadfimport from CSV BIND Zone Upload/import
Resource Import Tool *Beta® PowerDNS Zone Import
InfoBlox Zone Import
IP Import: NS One Zone Import
Upload/import from CSV Dyn DNS Zone Import
Import from RIR DNSMadeEasy Zone Import

IPPlan Zone import

Peering Import
Import BGP Sessions

From there, enter the IPPLAN DB Options - Host, Database Name, MySQL Username, and MySQL Password, then select the desired DNS
Group to add the zones under.
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This operation will pull all zones from the IPPlan database.
This operation may take quite some time.

In order to import the zones it is highly advised to create a group
with default parameters and NS records to be inherited by the imported records.

IPPlan DB Options
MySQL Host:

—
MySQL DB Name: 44—
MySQL UserName: <4
MySQL Password: <4

Import Options:

Add to Group: | Default Group s —

The import may take a couple of minutes. If errors occur, they will show under the Pull in Progress message.

When completed, a successful import will show a green Complete! status message.

Verify the zones by exiting the Admin area of ProVision, clicking on the DNS tab, and reviewing the zones under the Group previously selected
for the import.
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Users & Permissions

Users

'006 IPAM Admin = Datalmport Users APl~ Scheduler Log Approvals =  Exit Admin Q
Groups
Name Enabled Users
Global Admins Yes 20
Global Read-Only Yes o Fan
TLR Yes 1 £
Global Group 3 Yes 1 £
Giobal Group 4 Yes 1] il - |
123 Depariment LAB Yes 1 £
Users
Username Name Groups

Users & Permissions is accessed from the Admin screen under the Users tab. Here, you will find tools for adding and managing permissions
groups, users, and running queries for verifying a user's specific permissions.

® Users
® The Permissions Structure
® Video Overview
® Permission Levels
® Global Permissions
® Resource Permissions
® Table of contents:

The Permissions Structure

The Permissions structure in ProVision is designed to give you as much flexibility as you need to accommodate most use cases. When mapping
out the permissions structure for your organization, keep in mind who you want to access to application:

® Internal Users and Roles (Admins, Read Only, etc.)

® Partners related to multiple specific Resources/Accounts
® Customers/Departments with limited view to only their respective Resources/Accounts
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Permissions |

’,‘ Admins “‘\\
— : - Analysts Y
System seeeieee+ Admin :
:" ‘\\ In (Global — All} Read-onlv !
i Partner Co. % "‘ (Global = R} ‘r'
- B Internal Global oSS
{ Partner Co. \ -
Users F L (vutiple-al) A % e il =TT 4 Bobsmith N
3 ' Permissions System Customerl |
l‘; Partner \ s (Customer1- All) /i
SRGIoubs 5 __-=~"""Customer / e
‘.‘ LocalNet Reps 4 * Dept Groups o
5 VIR Jane Doe /’
\  LocalNet :; ATeam v
Y- (Multiple — All) R Google ,”
=% /1 IPAM Group (Google—All) [ ¢
S L1 (Global- IPAM) i
Resources : S 5
& Access

In this diagram, we have created groups for each of those scenarios — we have internal groups, Partner Groups, and Customer groups. Each of
these groups has access to different resources, permission levels, and users assigned to them.
The components of the Permissions System include:

Users: A User is a single login account that accesses ProVision. Users are assigned to Groups.

Groups: A Group is a set of permission conditions that apply to selected Users. Allowed Resources and access levels (C/R/U/D
permissions) are set inside the Group.

Resources & Access: Inside a Group, Resource access may be set to Global (applies to all Resources), or to the Resource level (applies
to only the selected Resources). For each Resource selected, access permissions can be set with C/R/U/D permissions under each
ProVision functional area (IPAM, DNS, Resource, Peering).

As a whole, this makes up the ProVision permissions system. The Permissions system allows you to fine-tune access to resource data to be as
detailed as you need.

Video Overview

Video overview applicable to ProVision version 5.3.3 and earlier.

Permission Levels

Global Permissions

When you see a reference to a "TLR" - that is a "Top Level Resource". This Is the primary Resource under which all other resources fall under
ProVision currently only allows a single level of administrator permissions: Global Administrator.

Users with "Admin" access can assign/modify permissions for other users.

See Global Permissions for more details on configuring these elements.

Resource Permissions

An administrator can also set respective permissions for a given Resource (single or multiple). These permissions fall under Groups. So a Group
is configured for the given group of Resource permissions, and then the User account is added.
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See Working With Users and Groups to learn how Resource Permissions are assigned.

See Resource Permissions for more details on configuring these elements.

Table of contents:

Global Permissions

Resource Permissions

Working With Users and Groups
Verifying Permissions
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Global Permissions

Global Permissions

Global Permissions apply to the "TLR" or "Top Level Resource" within ProVision. By default, ProVision includes two groups with Global
Permissions access - Global Admins and Global Read-Only. Initial Users are typically placed in the "Global Admins" group, and have
administrative access to the entire platform. Global Read-Only users have full access to the platform, but with only read permissions.

Administration of these permissions require Administrative privileges. As an Admin, the user can then assign global permissions to groups and
users. Depending on the requirement, the user can also have Resource specific permissions depending on how their group is configured.

Global Permission Details

Global groups are visible under the "Groups" section of the Users tab. In addition to the two default Global groups, new Global groups may be
created through the "Add Group" button.

Under the resource selector, chose the "TLR" Resource ("Top Level Resource"), and then check permissions as desired.

Group Information

Name

New Global Group
Enabled

Resource Permissions (Show Details)

IPAM Peer Resource User

Resource
TLR v =]
Add More Group Permissions

m Updating Permissions can take some time on a large database.

Global groups may also be edited just like standard groups, through selecting the Action Menu (Wrench Icon) to bring up the group information
details. Groups may be deleted by selecting the red circle icon.

Groups

Global Admins Yes 1"

Global Read-Only Yes 0 O =
TLR Yes 2 Va

Group details are the same for Global groups as for non-global groups, excepting that the resource selected is TLR (Top Level Resource). You
may choose to edit the name, enable/disable the group, show or hide C/R/U/D permission details, and view users assigned to that group. Be sure
to save any changes after editing.
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Group Information

Nams Global Read-Only
Enabled

Resource Permissions (Hide Details)

IPAM Peer Resource User
Resource CRUD CRUD CRUD CRUPD SWIP Admin
LR v =

C: Create R: Read U: Update D: Delete

Add More Group Permissions

m Updating Permissions can take some time on a large database.

Details on each global permission option is as follows:

Global Permission = Description

Create Ability to create records of a certain type

Read Ability to read records of a certain type

Update Ability to update existing records of a certain type
Delete Ability to delete records of a certain type

Functional = Description

Area

IPAM IP Address Management functionality - this covers the IPAM Tab in addition to the IPAM "Gadget" that can be present in
Resources.

Peer Peering functionality - covers the Peering Tab, both the Communication Manager and the Session Manager.

Resource Resource functionality - this controls access for Resources depending on either the TLR or the individual Resource(s) selected.
DNS zones, records, and servers are included as "Resources".

User User/Group management - this controls access for User and Group functions within the administrative area for ProVision.
SWIP* This affects the SWIP/RPSL integration for ARIN/RIPE. This way a user can either be enabled to have this capability or not.
Admin* This controls whether a user is a administrator for the global ProVision application.

*

S\gg and Admin functions are only visible when Show Details is selected

Additional Information

For more information on Users and Groups, see the following areas:
Users & Permissions

Resource Permissions

Working With Users and Groups

Verifying Permissions
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Resource Permissions

Resource Permissions

Resource Permissions apply to designated Resources within ProVision. Rather than allowing a user full access to the ProVision platform, you
can choose to limit a user's access to only certain resources or functional areas.

Administration of these permissions require Administrative privileges. As an Admin, the user can then assign resource permissions to groups and
users.

Resource Permission Details

Resource Permission groups are visible under the "Groups" section of the Users tab. New groups may be created through the "Add Group"
button.

Under the resource selector, chose one or more resources for which you want to define permissions, and then check permissions as desired.

Additional Resources may be added to the list by clicking on "Add more Group Permissions".

Keep in mind when working with individual Resource permissions that tasks which require moving entities (zones, IPAM blocks, attaching
seérs, etc) from one resource to another, require the user to have permissions on both the originating Resource and the destination Resource.

Thus, moving IP blocks from "6connect Labz" to "7connect Labs" requires the user to have IPAM and Resource permissions on both Lab
resources.

Similarly, attaching a DNS server to a DNS Group requires Resource permissions on both the DNS Group and the intended DNS server to attach.

Here, we show making a group called "Some Lab Group", whose users we want to be able to access two resources: 6connect Labz and
7connect Labs.

These users will be working extensively in IPAM and Resources, so we give them full access to those areas of ProVision.

Group Information

Nama Some Lab Group
Enabled

Resource Permissions (Show Details)

IPAM Peer Resource User
Resource
6eonnect Labz v =
Tconnect Labs hd =

Add More Group Permissions

m Updating Permissions can take some time cn a large database.
However, we also want them to view other information in Peering and Users, but not edit it.

Click on "Show Details" to fine-tune the permissions, and then check the "R" column under Peer and User.

Lastly, hit "Save" to save our changes.
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Group Information

Name

Some Lab Group
Enabled

Resource Permissions (Hide Details)

IPAM Peer Resource User
Resource CRUD C RUD C RUD cC RUD SWIP Admin
Beonnect Labz v =
7connectLabs ¥ /] =

C: Create R: Bead U: Update D: Delete

Add More Group Permissions

m Updating Permissions can take some time on a large database.

Details on each resource permission option is as follows:

Resource Permission Description

Create Ability to create records of a certain type

Read Ability to read records of a certain type

Update Ability to update existing records of a certain type
Delete Ability to delete records of a certain type

Functional Description

Area

IPAM IP Address Management functionality - this covers the IPAM Tab in addition to the IPAM "Gadget" that can be present in
Resources.

Peer Peering functionality - covers the Peering Tab, both the Communication Manager and the Session Manager.

Resource Resource functionality - this controls access for Resources depending on either the TLR or the individual Resource(s) selected.
DNS zones, records, and servers are included as "Resources".

User User/Group management - this controls access for User and Group functions within the administrative area for ProVision.
SWIP* This affects the SWIP/RPSL integration for ARIN/RIPE. This way a user can either be enabled to have this capability or not.
Admin* This controls whether a user is a administrator for the global ProVision application.

*

S\gg and Admin functions are only visible when Show Details is selected

Additional Information

For more information on Users and Groups, see the following areas:
Users & Permissions

Global Permissions

Working With Users and Groups

Verifying Permissions
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Users and Groups

Managing Users and Groups

.006 IPAM Admin ~ Datalmport Users API~ Scheduler Log Approvals =  Exit Admin Q
Groups
Name Enabled Users
Global Admins Yes 20
Global Read-Only Yes (1] P -
TLR Yes 1 £
Ghobal Group 3 Yes 1 £
Gilobal Group 4 Yes ] s @
123 Department LAB Yes 1 £
Users
Username Name Groups

Users and Groups are managed from the Admin area of ProVision, under the Users tab. Both Global and Resource level groups are shown.

® Managing Users and Groups

® Users Overview
® Creating/Editing User Accounts
® Setting/Resetting User Passwords
® Removing a User

® Groups
® Default Groups
® Add or Edit a Group
® Removing a Group

® Additional Information

Users Overview

A User is defined as a single login account that accesses ProVision. In the Users section, users may be added, edited, assigned to groups, have
password information reset, or be removed.

Users

Username Name Groups

6clabadmin@6connect.com labadmin 6 Labz IPAM Admins 0 /2 @
6clabs1@6connect.com 6c labs1 6connect Labs Admin 1 0 -~ @
Bclabsops @86connect.com 6c ops 6connect Labs Operations 0 /2 o
6clabzga @ Bconnect.com 6c labz 6connectQA s 9
6climit@6connect.com some name 6connect Labz - Limited [ R - |
6 labz@ t.com Bconnect labz 6connect Labs Admin il - |

Creating/Editing User Accounts

Add Users by click on the "Add User" button at the bottom of the "Users" section of the page. The Edit User dialog will pop up.
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Users

Username Name Groups

6clabadmin@6connect.com 8connect labadmin 6 Labz IPAM Admins -

6clabs1@6connect.com 6c labs1 6connect Labs Admin 1 El

Bclabsops @6connect.com 6c ops Bconnect Labs Operations g &~ @

Bclabzqa@6Bconnect.com Bc labz BeconnectQA =]

Bclimit@6connect.com some name 6connect Labz - Limited 0 & @
lab t.com Bconnect labz Gconnect Labs Admin =]

"

You can also bring up the same dialog to edit a user's information by clicking on the Action Menu (wrench icon) at the end of the row for the user.

6clabzga@6connect.com 6c labz GconnectQA g 2 e
6climit@6connect.com some name 6connect Labz - Limited (i} @ -
6connectlabz @6connect.com Econnect labz Gconnect Labs Admin | Vil - |

When creating or editing User accounts, you will be presented with the following options.

You may enter or edit the Username, First Name, Last Name, whether to enable help bubbles, and select one or more permissions groups to
which to assign the user.

Userhame peercreateonly @6cor
First Name peercreate
Last Name only
Disable help bubbles?
Groups I noperms
ill peerreadonly
| peerupdateonly
peercreateonly
1 peerdeleteonly
~ISAL Admin de DNS
Save

When assigning users to multiple permissions groups, be sure to review the group permission details to ensure that they do not conflict with
e ther!

Setting/Resetting User Passwords

When you click on the padlock icon, you will be presented with options to set a new password and/or send a password reset email to the
intended user account.

6clabzga@6connect.com 6c labz GconnectQA g 2 e
Bclimit@6connect.com some name 6connect Labz - Limited Pl -
6connectlabz @6connect.com Econnect labz Gconnect Labs Admin . Vil - |

From here, you can choose a new password, or use the automatically generated random password.
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If you select the checkbox next to "Send email?", email fields will appear that may be edited as desired. When complete, hit "Send".

Reset Password

New Password: HVpog2ul

Send eamail?

From: 6connect Support <ops@6connect.com>

To: peerupdate only <peerupdateonly@6conne

Supject Reset credentials for: peerupdateonly @6connect.com (https:
Message: [pear peerupdate only,

6connect Support <ops@6connect.com> has
requested your credentials be reset for
|6connect Provision at https://1-
dev.6connect.com/ga-5.1.0.

Your username is:
peerupdateonly@6connect.com
Your new password is: HVpo92ul

Login at: https://l-dev.6connect.com/qga-
5.1.0

Ola b dlom Nmmeall 2 mmen don blom saseiemin sad saledn

I

Removing a User

To remove a user from the Users list, click on the red circle "delete" icon next to that user.

6clabzga@6connect.com 6c labz GconnectQA . p @
Bclimit@6connect.com some name Gconnect Labz - Limited o £
6connectlabz@Bconnect.com 6connect labz Geonnect Labs Admin | - @

Groups

ProVision administrators can also create permission groups to assign users to. This allows more control over user roles.
A Group has four elements associated with it:
Users: The Users that are assigned to the group, and will be limited by the selected permissions.

Resources: Resources access may be set to Global TLR (applies to all resources), or to the level of individually selected resources.

Functional Area: The ProVision functional area (IPAM, Resources, Peering, etc) for the selected resource(s) that permissions are set

under.

Permission Level: Create, Read, Update, and Delete (C/R/U/D) permissions may be set under each functional area for each resource

selected.
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IPAM

Functional
Area
DIMS

My  Resources

Apiestoimie Co

e G-

Permission Group
Level

noo SImHn

Users

In the example above, the group “MyGroup” allows the users Bob Smith and Jane Doe to only read IPAM and DNS data for the
Resource “Awesome Co”.

Through the use of these four elements, Groups can create permissions structures that are as flexible as you need.

Default Groups

Two default groups are available initially in ProVision:

® Global Admin (May not be edited or deleted)
® Global Read-Only

These Global groups allow for access to the entire ProVision platform. You may add additional Global groups by creating a new group using the
TLR (Top Level Resource). You may also add detailed resource level group permissions by selected individual resources.

For more detail on top-level and resource permissions, see Global Permissions and Resource Permissions.
Ovsrlapping group and user permissions

Permissions are inherited based on the hierarchy of the objects, unless you specify a different permission!

Add or Edit a Group

New Groups can be created by ProVision administrators by pressing the green "Add Group" button. To edit a group, you may click on the Action
Menu (wrench icon) for the group.

Groups

Name Enabled Users

Global Admins Yes 20

Global Read-Only Yes 3

TLR Yes 1

Global Group 3 Yes 1

Global Group 4 Yes 0 4 -

123 Department LAB Yes 1
N
‘ Add Group )

After hitting the "Add Group" button or wrench icon, the Group Information screen will pop up.
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Group Information

Name

New Global Group
Enabled

Resource Permissions (Show Details)

IPAM Peer Resource User

Resource
TLR v =]
Add More Group Permissions

m Updating Permissions can take some time on a large database.

Add in the name of the new group, and set the permissions for that group by defining the resource(s) in the dropdown menu, checking the
functional areas that you want accessible.

Click "Show Details" to fine tune the functional areas into Create/Read/Update/Delete level permissions.

To add permissions for additional Resources, click "Add More Group Permissions"”, select the Resource, and check the desired permissions.

To delete a Resource from the permissions list, simply click the red icon.

In the example below, we make a group called "Some Lab Group", whose users we want to be able to access two resources: 6connect Labz and
7connect Labs. These users will be working extensively in IPAM and Resources, so we give them full access to those areas of

ProVision. However, we also want them to view other information, but not edit it. We click on "Show Details" to fine-tune the permissions, and
then check the "R" column under Peer and User.

Group Information

Name

Some Lab Group
Enabled

Resource Permissions (Hide Details)

IPAM Peer Resource User
Resource CRUD CRUD CRUD CRUD SWIP Admin
Beonnect Labz v =
7connect Labs v /] =

C: Create R: Aead U: Update D: Delete

Add More Group Permissions

m Updating Permissions can take some time on a large database.

Click "Save" when complete. After adding the group, you can add users to the group by selecting the group when editing a user account.

Removing a Group

To remove a user from the Users list, click on the red circle "delete" icon next to that user.
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Groups

Name
Global Admins

Global Read-Only
TLR

Global Group 3
Global Group 4

123 Department LAB
Add Group

Enabled

Yes
Yes
Yes
Yes
Yes

Yes

Users

20

3 ra

1 ¥ 2

1 Y
IO
1 7

Note: Users cannot edit or delete permissions for the Group to which they currently belong, unless they are also a member of the default Global

A Group.

Additional Information

For more information on Users and Groups, see the following areas:

Users & Permissions
Global Permissions
Resource Permissions

Verifying Permissions
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Verifying Permissions

Verifying Permissions

® Verifying Permissions
® Check User Permissions
® User Permissions Chart
® Additional Information

Check User Permissions

Users & Permissions is accessed from the Admin screen under the Users tab. Here, you will find tools for adding and managing permissions
groups, users, and running queries for verifying a user's specific permissions.

To verify the permissions of a certain user, simply select their user account from the dropdown menu, the resource you are checking
against, and click on the green "Query" button.

The resulting output will display the detailed permissions for that user and resource combination, as well as list groups effecting the user.

Check User Permissions

User: jose@test.com %+ Resource:| TLR

IPAM Peer Resource User
CRUD CRUD CRUD CRUD SWIP Admin

Groups effecting this user on this resource: Global Read-Only
C: Create R: Read U: Update D: Delete

User Permissions Chart

The User Permissions Chart is accessed from the bottom of the Users tab page. Click "Go to Chart" and the chart page will open.

Users Permissions Chart

Go to chart

You can graphically view the permissions level of a user by selecting their user name and group from the dropdowns at the top of the chart. The
resulting chart will be color coded depending on permissions level.
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User Permissions - Chart View

User: testuser@6connect.com Groups: LimitedPerms a
O arl.voxi
svr2 tripadviso O
O Pete Testing 12 ustroam-tv-)
A0 =
O icon-bg.png O Virtual D
O codestyle.md k) swisSTomroem-()
Acer Workiwide = O SPpng
o O logwatch-20150814
LR R O LimitedF]
astLimEPEr—) =0 &) Limiteds
s Testieds { 3918 DHCP Module
Teannect @
© TestLimbaTma () 3849 DHCP Madule

O circuit1234

ission options. Nodes with a solid color have explicit permissions set. Nodes with an outline inherit their permissions from their parents.
slons. Read only.

Double click nodes to open
Full permissions. Partial |

Single clicking on a filled circle resource node will expand and collapse the node.

Double clicking on a resource will open up the Edit Permissions box, where CRUD permissions may be updated for allowed Resources. Check /
Uncheck the desired permissions level, and click save.

Permission Settings

Create
Read
Update
Delete il

Additional Information

For more information on Users and Groups, see the following areas:
Users & Permissions

Global Permissions

Resource Permissions

Working With Users and Groups
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APl Tab

APl Tab

IPAM Admin ~ Data lmport Users APl~ Scheduler Log Approvals ~  Exit Admin

APIZ Swagger Documentation

APIv2 Roverse AP|

APIVE is ProVision's most current AP| version, It provides new ints and ionality over APIv1, and should be used for all new projects.

APiv2 documentation is available here: APIv2 Swagger Documentation.

For information on how io use Swagger d jon and test endpoints, see ProVi: Devek Tools - APIVZ.

Additional ProVision API information can be found at ProVision Developer Tools, including information for APv2, APIv1,and SDKs,

Reverse API
The beta version of the Reverse AP| is managed hera.

APIv1 (Deprecated)
Note: APIlv1 is dep and is not for use with new projects. Please use APIV2 (linked above) instead.

AP documentation for legacy use can be found here: ProVision Developer Tools - APIvi.

APIv1 Keys
User:| Bclabadmin@ Gconnect.com =
Name Username APl Key Secret Key Created

The API tab provides links to APIv1 / APIv2 documentation and beta Reverse APl management. It also allows you to create and manage APIv1l
keys for users.

APIv2

APIv2 documentation is available at ProVision Developer Tools and APIv2.

Detailed endpoint descriptions are available at APIv2 Swagger Documentation, or from the instance-specific link provided on the API Tab page /
Navigation dropdown.

APIv1l
An APIv1 area is provided for legacy users, containing a link to APIvl Documentation and a tool to create / revoke APIv1 access keys.

Create / Revoke a Key

To create a key, simply select the user, and click on "Generate Keys".

APl Keys
User:| test SAML
Name APl Key Created

The Name, Username, API Key, Secret Key, and Created date information will be added to the list below.

To revoke a user's key, click "Revoke" at the end of their entry.
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Created

05/21/12 12:26

0 PM Revoke
01/31/14 09:52

1 PM Revoke

_D6/0R/14 01:38 [zam——)

For detailed information on working with API features, please refer to ProVision Developer Tools, APl v1, and APIv2 Swagger specifications
linked in your instance on the API page.

Table of Contents:

® Reverse API Ul
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Reverse APl 1

Reverse APl User Interface

® Reverse API User Interface
® Add a New Endpoint
® Delete an Endpoint
® Edit an Endpoint
® Displaying the Endpoint

This is a beta feature

The Reverse API endpoint builder is accessed from the Admin section of ProVision, under the API tab.

.006 IPAM Admin =  Data Import APl ~ Scheduler Log Approvals Exit Admin ®N Search or type help
APIvZ Swagger Documentation
APIv2 Reverse AP|
API2 is ProVision's most current AP| version. It provides new ints and i ity over APIv1, and should be used for all new projects.

APivZ documentation is available here: APIv2 Swagger Documentation.

Far information on how 1o use Swagger ian and test ints, see ProVision D Toals - APv2,
Additional ProVision API information can be found at ProVision D per Tools, including inf for APIv2, API1,and SDKs.
Reverse API

The beta version of the Reverse AP| is lnanag

Clicking on the link circled above will take you to the Reverse API Endpoint Builder interface.

The Revese API system is a beta feature.

Reverse API Endpoint Builder
Endpoint: Add a New Endpoint [

Name:
Call:

Presentation Javascript:

2wl /®

3 The Reverse API system will perform the system call described above and supply its raw data
4 to the function below, along with a jQuery reference to the output div.

5

6 The presentation function should parse the return data according to its particular format,
7 interpret and arrange that data, make any necessary secondary calls, and construct the final
8 output in the given Div,

9

10 The language used is Javascript. A full jQuery install is available.

11 | v/

12

13 - endpoint = function{data, outputDiv) {

14

15 // presentation code goes here

16

17 L

18

Test Call on: | Select a Resource » | Test

Delete Endpoint  Save Endpoint
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Add a New Endpoint

To add a new endpoint

1) Select "Add a New Endpoint" next to "Endpoint".

Reverse AP| Endpoint Builder
Endpoint: Add a New Endpoint [ «f——

Name:

Call:

2) Type in the desired endpoint name and call

Reverse AP| Endpoint Builder
Endpoint: Add a New Endpoint
Name:

Enter Name
Call:

Enter Call d————

3) Review / Edit the presentation Javascript as desired for your output

Presentation Javascript:
1
2= /*
3 The Reverse API system will perform the system call described above and supply its raw data
4 to the function below, along with a jQuery reference to the output div.
5
& The presentation function should parse the return data according to its particular format,
T interpret and arrange that data, make any necessary secondary calls, and construct the final
8 output in the given Div.
9
19 The language used is Javascript. A full jQuery install is available.
AL S
12

13 » endpoint = function(data, outputDiv) {

14
15 // presentation code goes here
16

4) Save your new endpoint

Test Call on: Select a Resource v | Test

Delete Endpoint (¢ Save Endpoint

5) Test the call on a selected Resource by selecting a Resource from the dropdown, then hitting the "Test" button.

Test Call 0n:| - Select a Resource

Delete Endpoint =~ Save Endpoint

Note: The selected Resource must have a Reverse API gadget enabled section! See Customizing Sections and Gadgets for information on

e ing gadgets for a section.
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Delete an Endpoint

1) Select the endpoint name next to "Endpoint”.

Reverse API Endpoint Builder
Endpoint: Add a New Endpoint [ «f——

Name:

Call:

2) At the bottom of the screen, click "Delete Endpoint"

Test Call on: Select a Resource v | Test

Delete Endpoint ) Save Endpoint

Edit an Endpoint

1) Select the endpoint name next to "Endpoint".

Reverse API Endpoint Builder
Endpoint: Add a New Endpoint [ «f——

Name:
Call:

4) Save the endpoint

Test Call on: Select a Resource v | Test

Delete Endpoint (' Save Endpoint

Displaying the Endpoint

The created Reverse API endpoint may be added to the Reverse API Console Gadget, and shown on a Resource's Entry Page.

To add the Reverse API Gadget to a Section, see Customizing Sections.

For information on working in the Gadget, see Gadgets.
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Scheduler

Scheduler

.06 IPAM Admin ~ Data Import Users APl ~ Scheduler Log Approvals =  Exit Admin

Scheduler

Server Time:  2020-01-07 17:50:51 PST
Server Timezone:  US/Pacific -08:00

Show: @ Active Al

Name Repeat Start  Repeat Info Last Aun Active

DNS Monitor ERROR Records Daily 2018-May-21  Every day at 00:00 PST 2020-01-07 00:00:03 PST Detals  View History m m
Cloud Backup 2018-Jun-18  Every day at 08:00 PST 2020-01-07 08:00:02 PST Details  View History m m
Reports importer 2019-Jun-27  Sunday at 09:15 PST 2020-01-06 09:15:02 PST Detais  View History m m

Monday at 09:15 PST
Friday at 09:15 PST
Saturday at 09:15 PST
Wednesday at 0915 PST
Thursday at 09:15 PST

Approvals Process weakly 2019-Jul-01 Every 1 weeks at 09:15 PST 2020-01-06 09:15:03 PST Details  View History

Approvals - Delete Archived 2019-Jun-27  2nd of every month at 11:00 PST 2020-01-06 09:00:03 PST Details  View History
Gth of every month at 09:00 PST
13th of every month at 12:00 PST

100 B
100 00

Weekly Test task 2018-Jul-02 Every 1 weeks at 10:30 PST 2020-01-07 10:30:02 PST Detadis  View History
Cloud backup weekly test 2018-Jul-03 Every 1 weeks at 11:45 PST 2020-01-01 11:45:02 PST Detalls  View History
Approvals Process 10 min 2019-Jul-10 Every 10 minutes 2020-01-07 17:50:03 PST Dotails  View History

The Scheduler tab allows you to manage and schedule repeating tasks in ProVision.

® Scheduler
® Available Task Types
® Enter Task Details
® Add Repeat Settings
® Verify Repeat Settings and Save
® Managing Tasks
® Activate / Deactivate Tasks
® Edita Task
® View Task Log
® Delete a Task

Available Task Types

Many predefined task types are available through the scheduler:

® Approvals - Delete events older than 1 month:

The "Approvals - Delete events older than 1 month" task deletes any Approvals history events older than 30 days. It is recommended to
run this task monthly to clear out obsolete approvals items and reduce approvals page load time. For information on working with
Approvals, see DNS Tab and Approvals.

® Approvals - Process Subscription Events:

The "Approvals - Process Subscription” task processes approval request events and handles the sending of notification emails to
subscribed Approvals Groups. If Approvals are in use with notifications, it is recommended to create this task with a run time of "every 5
minutes" and no end date. For information on working with Approvals, see DNS Tab and Approvals.

® Backup - Backup the database

Performs a data backup to the 6connect cloud servers, or to a selected resource server existing in ProVision.

® Backup - Delete old archived data and logs:
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The "Delete old archived data" task removes data older than 30 days from archived resources, logs, systems logs, and statistics from your
ProVision instance. Be sure to use care with running this task to prevent accidental deletion of log data that may still be necessary for
reference. It is typically recommended to run this task once every 1-3 months to reduce log data volumes.

® DHCP Leases Monitor:

Updates lease monitoring and checks for lease expiration for the DHCP module. See DHCP Tab for additional information on setting up
DHCP Servers and Push options.

® DHCP Server Push:

Pushes configuration updates to the selected DHCP server(s). Select push to a single server, or all DHCP servers. See DHCP Tab for
additional information on setting up DHCP Servers and Push options.

® DNS Error Monitor:

Checks the DNS records in theError state to determine if they have been fixed. Default setup is once a day, and you can set it to run more
often if necessary. This task may replace or supplement the manual DNS Zone / Record "Check" button, depending on set frequency.

®* DNS Resource Monitor:

Checks Records/Zones periodically to monitor DNS server response.

® DNS Zone Transfer:

Pushes zone updates to the DNS servers. Select pushes to apply to all zones in a DNS Group, all zones on one server, or one particular
zone. Requires the intended Group / Server / Zone to already exist in ProVision. See DNS Tab for additional information on setting up DNS
Servers, Groups, Zones, and Push options.

® DNS Zones Backup Removal:

Removes DNS Zone backups that are older than the "Days to preserve" setting in the Scheduler Task. See DNS Tab for additional
information on setting up DNS Servers, Groups, Zones, and Push options.

* IPAM Alerts:

Set a time / frequency for IPAM aggregate alert emails to be sent to alert recipients. Alert recipient email and available space threshold
percentage is set through the action menu for individual aggregates under the IPAM Tab. For information on setting up an alert for an
aggregate, see Working with IP Aggregates. This task is created/enabled by default.

® Process Holding Tank:

Removes IP Blocks from the Holding Tank and returns them to the available pool. See Holding Tank Management.

®* |PAM - Rotate Dynamic IPs:

The Scheduler task "Rotate Dynamic IPs" reassigns single IPv4 NAT addresses (/32s) after 'x' days post-config to an available address
denoted by the Dynamic_Available tags.

Prior to using this task, two blocks (one public, one private) must be NAT'ed in IPAM, the NAT Config pushed to a router, and appropriate
blocks tagged with "Dynamic_Base" and "Dynamic_Available". For information on working with NAT'ed Blocks, see Working with IP Blocks

® Rotate Logs:
Removed Log items older than the "Delete Logs older than X days" setting in Admin Preferences.
® Test Task:

Tests the scheduler and natification system - it simply sends a notification email to the provided address at the specified run time.

Add Task

To add a new scheduled task, hit the "Add Task" button below the Scheduler task list. You will then see the Task Detail Settings area.
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Scheduler

Server Time: 2018-07-20 14:38:54 PDT
Server Timezone: America/Los_Angeles -07:00

Show:  Active @ All

Name Repeat Start Repeat Info Last Run
IPAM Utilization 2015-Nov-03 Every day at 08:00 PDT 2016-03-30 08:00:05
Daily Backup 2015-Sep-04 Friday at 05:30 PDT 2016-03-30 05:30:05

Thursday at 05:30 PDT
Wednesday at 05:30 PDT
Tuesday at 05:30 PDT
Monday at 05:30 PDT
Saturday at 05:30 PDT

DNS Monitor ERROR Records Daily

G )

2018-May-21 Every day at 00:00 POT 2018-07-20 00:00:03

Enter Task Details

Under "Task Detail", fill in the following fields:
Name: Create a name for your task

Task: Select a pre-created task from the dropdown menu.

Details

Details

Details

View History

View History

View History

[ Fun Now

Process Holding Tank Settings: When selecting the Process Holding Tank task, you will have the following setting options:

Email From / Email To: Enter an email address to send task notifications from, and the desired recipient. This is an optional setting.

DNS Zone Transfer Settings: When selecting the DNS Zone Transfer task, you will have the following setting options:

Select Action Type / Select Server: When selecting the DNS zone transfer task, you can choose the action type to a) push all zones to
all servers b) push all zones on a single server (then select server) or ¢) push one zone (then select zone).

Backup the Database Settings: When selecting the Backup task, you will have the following setting options:

Email From / Email To: Enter an email address to send task notifications from, and the desired recipient. This is an optional setting.

Location: Choose "Cloud" to save the backup to the 6connect cloud, or "Server" to save to a specified server resource already defined in

ProVision. If "Server" is selected, choose the server resource from the dropdown list.

Start: The start date you wish the task to begin repeatedly occurring. By default, the current day is entered.

End: The date you wish repeat settings to end. For one-time tasks, enter the next calendar day after the start (run) date. To have a task run

indefinitely, leave the end date blank

Task Detail - Holding Tank
= Name:

Holding Tank
—— Task: Process Holding Tank [
—— Sattings Emall From:

Emai To:
——Start: 2015-05-26
—End: 2015-05-30

(For & task to run only once, use the same date fof repeat start and end)
Schedule/Repeat Settings

Repeat Settings For This Task: Add Repeat Setting

No repeat items sat for this task

Every 5 min 10 min 15 min

Add Flepeat Satting

Add Repeat Settings

Repeat Type: @ Hourly Daily Weaidy

Monthiy

20 min

None (one-time)

30 min

60 min
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Add repeat settings for your tasks. First, select your repeat type - hourly, daily, weekly, monthly, or none (one time). The type that you select will
prompt different additional setting options.

Schedule/Repeat Settings

FAepeat Settings For This Task: Add Repeat Setting
No repeat items set for this task =~ Rapeat Type: Hourly @ Daily Weakly Monthly None (one-time)
——— Repeat Time: 08:00 [
—» @ Sun Man Tue Wed @ Thu Fri @ Sat
Add Repeat Satting

Repeat Type options and details:

Hourly: Selecting the hourly repeat type will then prompt for the number of repeat times per hour - every 5,10, 15, 20, 30, or 60 minutes. All
minute selections start from the top of the hour. For example, if every 20 minutes is selected, the task will run at :00, :20, :40 during each hour.

Daily: Selecting the daily repeat type will prompt for the specific time to repeat the task, and which days you wish the task to occur. The Repeat
Time is based on a 24 hour clock set at UTC time. To assist in any time zone conversions, the current UTC time is shown at the top of the
scheduler page.

Weekly: Selecting the weekly repeat type prompts for the specific time to repeat the task as well as frequency by week. Weekly tasks occur on
the day selected as the start date. Using the weekly option, you may choose from a range of weekly (every 1 week) to once every two months
(every 8 weeks).

Monthly: Selecting the monthly repeat type prompts for a repeat time and a day. For the day option, you can either choose a specific day (ie, the
15th of each month) or a relative day (the 1st Friday of each month).

For_Monthly repeat settings, verify that the calendar day you select the task to occur exists! For example, if you select the 5th Saturday of each
m , the task will repeat only in months which have 5 Saturdays and skip all other months.

None (one-time): Select the time and day that you wish the single occurrence task to run. (Ensure that "End Date" in task details is set to the day
after the desired run date).

After you have selected your Repeat Setting options, click the "Add Repeat Setting" button.

Verify Repeat Settings and Save

When you add repeat settings, they will appear under the "Repeat Settings For This Task" area. Verify your settings, and if desired, you may
delete individual repeat settings by hitting the "Delete" button.

When complete, hit the "Save Task" button to finalize your changes and add your new task to the task list.

Schedule/Repeat Settings

Repeat Settings For This Task: Add Repeat Setting
Sunday at 08:00 UTC -07:00 m Rapeat Type: Hourly () Daily Weakly Manthly None (one-time)
Tuesday at 08:00 UTC -07:00 [ Doeto | Flopoal T 030 I8

& Sun Mon @ Tue Wed & Thu Fri Sat
Thursday at 08:00 UTC -07:00 m ‘Add Repaat Setting
Saturday at 08:00 UTC -07:00 m

Managing Tasks

After tasks have been added, they will show in the task list along with their basic settings. The list may be filtered to show all tasks or active tasks
only by selecting the radio buttons next to "Show:". Further filtering may be done by typing a Name or Repeat Info keyword into the "Filter Tasks"
input box above the task list.

From the task list itself, you can enable/disable tasks, view details, view history, run tasks, and delete tasks.
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Scheduler

Server Time: 2015-11-17 12:28:24 PST
Server Timezone: America/lLos_Angeles -08:00
Show:  Active © All Every day|
Name Repeat Start Repeat Info Last Run Active
IPAM Utilization Alerts 2015-Jun-26 Every day at 08:00 PST 2015-11-09 06:00:02 PST Details  View History m
Backup Dally 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m
QA 5.1.3 Halding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-16 16:00:01 PST Details  View History m m
QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-17 09:15:01 PST Details  View History m
Add Task
Filters:

Show: Select "Active" to show only active tasks (checkbox enabled under "Active" for the task), or "All" to show all tasks

Filter Tasks (Text box): To further filter the task list, type a Name or Repeat Info keyword (ie, "Backup" or "Every day") into the Filter
Tasks text box.

Task List:
Name: The task name assigned during the "Add Task" creation process.
Repeat Start: The date selected for the repeat settings to start
Repeat Info: The repeat settings chosen for the task.
Last Run: The date and time the task was last run, if applicable.

Active: To activate tasks, simply click the check box under "Active" in the task list. To deactivate a task, uncheck it. By default, tasks are
checked as active once created.

Details: This link will bring up the task details and repeat settings, which then may be edited and re-saved if needed.
View History: This link will show the log for task actions.
Run Now: The "Run Now" button will run the scheduled task when pressed, regardless of the scheduled repeat settings.

Delete: Deletes the task.

Activate / Deactivate Tasks

Click on the check box under "Active" for the task

Scheduler
Server Time: 2015-11-17 12:28:24 PST
Server Timezone: America/lLos_Angeles -08:00

Show:  Active © All Every day|

Name Repeat Start Repeat Info Last Run Active

IPAM Utilization Alerts 2015-Jun-26 Every day at 08:00 PST 2015-11-09 06:00:02 PST Details  View History m
Backup Dally 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m
QA 5.1.3 Halding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-16 16:00:01 PST Details  View History m m
QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-17 08:15:01 PST Details  View History m
Add Task

Edit a Task
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Click on the "Details" link for the task, then edit the Task Detail and Repeat Settings that appear below as needed.

Scheduler

Server Time:
Server Timezone:

Show:  Active © All
Name

IPAM Utilization Alerts
Backup Dally

QA 5.1.3 Holding - Daily

QA Test Daily

2015-11-17 12:29:24 PST
America’lLos_Angeles -08:00

Repeat Start
2015-Jun-26

2015-Nov-03
2015-Nov-03

2015-Nov-16

Repeat Info

Evary day at 08:00 PST
Every day at 20:00 PST
Every day at 18:00 PST

Every day at 11:15 PST

Last Run

2015-11-08 06:00:02 PST
2015-11-14 18:00:02 PST
2015-11-16 16:00:01 PST

2015-11-17 09:15:01 PST

Every day|
Active
Details  View History
Detalls  View History
Details  View History

View History

HHEH
nooo

Hit "Save Task" when finished to save your changes, or select "Cancel" to close the view without saving.

Schedule/Repeat Settings

Repeat Settings For This Task: Add Repeat Setting

- Every day at 11:15 PST - Repeat Type @ Hourly Daily Weekly Monthly MNone (one-time)
Every @ 5min 10 min 15 min 20min ~ 30min 60 min
Add Repeat Satting
Cancel (B '
Click on the "History" link for the task.
Scheduler
Server Time: 2015-11-17 12:28:24 PST
Server Timezone: America/lLos_Angeles -08:00
Show:  Active © Al Every dayl
Name Repeat Start Repeat Info Last Run Active
IPAM Utilization Alerts 2015-Jun-26 Evary day at 08:00 PST 2015-11-09 06:00:02 PST Details  View History [ Fun Now |
Backup Dally 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m
QA 5.1.3 Halding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-16 16:00:01 PST Details  View History m
QA Test Dally 2015-Nov-16  Every day at 11:15 PST 2015-11-17 09:15:01 PST Details [ Fun how |
Add Task

The log details for the task will be shown below. When done, click on the "Close" button to exit the view.

Delete a Task
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To delete a task, hit the "Delete" button at the end of the row in the Task List. You will be presented with message asking if you are sure you wish
to delete the task. Click on the "Delete" button next to the message to verify the deletion, or hit "Cancel" to exit without deleting.

Scheduler
Server Time:  2015-11-17 12:37:25 PST
Server Timezone: America/Los_Angeles -08:00
Show:  Active @ All Every day
Name Repeat Start Repeat Info Last Run Active
IPAM Utilization Alerts 2015-Jun-26 Every day at D8:00 PST 2015-11-09 06:00:02 PST Details  View History m
Backup Daily 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m
QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-16 16:00:01 PST Detalls  View History [ Fun Now |
QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-17 09:15:01 PST Details  View History m
Myoumroyouwammdamnmsna@ma
Add Task

Enabling the Scheduler

To enable the scheduler in a local instance, add the following to cron:
* * %% * [nath/to/php /path/to/ProVision/scheduler/task-runner.php
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2

Log

.006 IPAM Admin ~ Datalmport Users APl ~ Scheduler Log Approvals -  Exit Admin

Level Category Results Per Page
All Levels B Al Categories H 100
Search
More Options Sl Export to CSV -
Time User P Lavel &  Category Message
2019-06-
» 17T11:43:35-  Unknown 108.198.69.108 Info User Session timeout,
0700
2019-06-
b 17T11:43:35-  Unknown 108.198.69.108 Info User Session timeout,
0700
2019-06-
2 17T11:43:38-  Unknown 108.198.69.108 Info User Session timeout,
0700

The 6connect ProVision log provides detailed information on actions performed in ProVision. The Log is only available to Admin users.

To access the Log, either navigate to the Admin area of ProVision, then click the Log Tab, or follow an area-specific Log link.

Log Features

Filters and search options:

Filter the log list by selecting (or typing) the desired filter value at the top of the Log page, then click on the "Search" button.

Additional options are made visible by clicking on the "More Options" link below "Search".

Level Category Results Per Page
All Lavels > IPAM ¥ 100
Search

(oo Jo] oo .

Time User P Level Category Message
» 2019-03- ops@6connect.com  108.198.69.108 Info IPAM Holding tank processed. 7 IPv4 and 1 IPv6
19T16:20:49-0700 blocks moved to the available pool.

The following filters and options are available:

Level: Under the "Level" dropdown box, select "All Levels", "Emergency", "Alert", "Critical", "Error", "Warning", "Notice", "Info", or "Debug".
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Level

a

¥ All Levels
Emergency | —
Alert
Critical
Warning I
Notice
Info
Debug

More Options

Category: Under the "Category" dropdown box, select "All Categories”, "System"”, "API" , "Assistant”, "Device", "DHCP", "DNS", "IPAM", "NTP",
"Peering", "Reporting", "Resource Linkage", "Resource Holder", Resource", "User", or "VLAN".

Category

v All Categories
System
API
Assistant
Device
DHCP
DNS
IPAM
NTP
Peering
Reporting
Resource Linkage
Resource Holder
Resource
User
VLAN

Results per page: In the "Results per page" text box, type the desired number of log entries to see per page. By default, this value is set to 100.

Results Per Page

250|

Search: Type a search string, such as the name of a resource, then click the "Search" button.

More Options:

Additional detailed filter and search options are available under the "More Options" link.

Log ID: Retrieve a specific log entry from its log_id parameter.

IP: Search by IP of the machine that created the event in the log.

Username: Filter logs by ProVision username, or by "Unknown" user.

Time: Filter log entries by exact time created. Must be in datetime format (2016-08-14 16:41:18).

Time Minimum: The earliest day and time of log entries to show in results. Must be in datetime format (2016-08-14 16:41:18).

Time Maximum: The latest day and time of log entries to show in results. Must be in datetime format (2016-08-14 16:41:18).
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Tip

Q

Use "Time Minimum" and "Time Maximum" together to specify a specific date / time range, such as one 24 hour period:

Time Minimum (ex. 2016-07-15 16:58:19)

2016-08-14 16:41:18

Time Maximum fex. 2016-07-15 16:58:19)

2016-08-1516:41:18

Log Details:

Clicking on the blue arrow on the left side of each log entry expands the entry to show additional details pertaining to that entry.

Not all fields may be populated, and not all log types have applicable details.

@ 2016-09- ops@6connect.com Info Resource Added test-03 (#190)
15T20:44:43+0000
Key Value
id 1476
log_id 2598
type resource_id
string_value
number_value 190
text_value
date_value 2016-09-15

address_value

address_end_value

Detail fields may include:

id: The id of the log detail record.

log_id: The id of the parent log entry (the entry that was clicked to reveal details).

type: Log category value.

string_value: String details.

number_value: For resource type log entries, the number_value is the associated resource id.
text_value: API details for API type log entries.

date_value: Day of the log entry.

address_value: For IPAM type log entries, address_value is the starting integer value of the IP Block.

address_end_value: For IPAM type log entries, address_value is the ending integer value of the IP Block.

Log Chart View

To view the graphical chart version of Logs, click the "chart" toggle on the bottom right of the search fields.

Each log event will be displayed as a color-coded box. You may view log details by hovering the mouse arrow over an event box.
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All Levels

Emergency  Alert Critical

5 All Categories

Warning Notice Info Debug

Results Per Page

2018-02-13T10:05:02-0800

>>

Export Logs

Export the current log search results by clicking the "Export to CSV" button after performing your search.

Level
All Levels
Search
More Options
Time User
2019-06-
» 17T11:43:35-  Unknown
0700
2019-06-
» 17T11:43:35-  Unknown
0700
2019-06-
3 17T11:43:39-  Unknown
0700

P Level
108.198.69.108 Info
108.198.69.108 Info
108.198.69.108 Info

e
Clear | Export to CSV ’
e

a  Category Message

Session timeout,

Session timeout,

Session timeout.
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Approvals

Approvals

IPAM Admin =~ Datalmport Users API Scheduler Log Approvals » Exit Admin

Approvals Pending Approvals Permission Groups

Actions & Permissions

0 pending itemns selected.

Pending Approvals )

Filter by Action: none H Search... Q
] 11 Name 11 Family 11 Action 11 Updated 11 Submitted by Options
14629 tests. DNS Zones DELETE 2019-Feb-12 14:49:47 limited@6connect.com m m
14630 A New DNS Group DNS Groups ADD 2019-Feb-12 14:50:27 limited@6connect.com m m
14631  Example Group DNS Groups UPDATE 2019-Feb-12 14:51:21 limitecd@6connect.com m m
14632  somezone.com. DNS Zones ADD 2019-Feb-12 14:59:59 limited@6connect.com m m
14633 2abczone.com. DNS Zones BACKGROUNDPUSH 2018-Feb-12 15:00:29 limited@6connect.com m

The Approvals module stores and queues DNS actions made by selected User Groups, and sends those actions to a Pending Changes list for
administrative review. Later, an administrator (or combination of administrators) can approve or reject these stored actions.

The admin Approvals Tab contains two sub-tabs: Pending Approvals and Permission Groups, which are the primary areas to manage
Approvals items.

Currently, Approvals is available only for DNS related actions, while we gather feedback and use cases to inform possible future updates. If you
arglifiterested in providing feedback, a use case, or requests for future additions to the Approvals system, please contact feedback@6connect.
com.

Approvals
Approvals Tab - Overview
® Approvals Fundamentals (Before you Begin)
® Policies
® Family-Action Types
® User Groups
® Sample Group Scenarios
® Scenario 1: One Approver Group, with Restricted Actions
® Scenario 2: Multiple Approver Groups/Specific user, with Restricted Families
® Approval Workflows
® |nitial Setup
® Step 1 - Review Existing User Groups and Process Needs
® Step 2 - Add or Edit ProVision User Groups
® Step 3 - Assign Approval Action Settings to Groups
® Step 4 - Enable Notifications (Optional)
® Step 6 - Add Scheduler Task: "Approvals - Delete events older than 1 month
® Daily Use
® Additional Information

Approvals Tab - Overview
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Approvals Pending Approvals Permission Groups

Actions & Permissions

0 pending items selected.

Filter by Action: none $ Search Q
D It Name 11 Family 1T Action 11 Updated 11 Submitted by Options
14629 testf DNS Zones DELETE 2019-Feb-12 14:49:47 limited@6connect.com m m
14630 A New DNS Group DNS Groups ADD 2019-Feb-12 14:50:27 limited@Econnect.com m m
14631  Example Group DNS Groups UPDATE 2018-Fab-12 14:51:21 limited@6connect.com m m
14632  somezone.com DNS Zones ADD 2019-Fab-12 14:59:59 limited@&connect.com m m
14633  Zabczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:29 limitecd@&connect.com m m

The ProVision Approvals system gives administrators an additional layer of flexibility and oversight to manage which changes are allowed to DNS
items by users.

With Approvals, administrators can set group permission rules requiring that certain types of DNS changes made by a user are either 1)
automatically denied or 2) approved by an administrator. In the latter case, one or more admin group(s) must be assigned to approve those
action types.

Viewing requested changes and managing the group permission rules are both managed from the admin Approvals tab, under the Pending
Approvals and Permission Groups sub tabs.

Approvals Fundamentals (Before you Begin)

The approvals system revolves around three primary concepts: Policies, Family-Action Types, and User Groups. An understanding of all three is
necessary before setting up Approvals, and additional steps may need to be taken to ensure proper use of Approvals - such as creating
additional User Groups.

Policies

When setting up Approvals Permission Groups, a policy will need to be selected to apply to the User Group / Family-Action Type combination
selected. The set policy determines how the Approvals system handles an attempted change by a member of the associated User Group.

There are three available policies:

® Deny: The type of change is immediately denied when a member of the User Group attempts to perform that action.

® Action to be Approved: The type of change made by any user in the associated User Group will require an administrative user to
approve the change (The approver must be included under a "Must Approve" group for the same action).

® Must Approve: A user from the group must approve the action for it to be removed from the "Pending" list, and sucessfully execute. If
more than one group is assigned with the "Must Approve" policy for an action, all groups must have a user from that group approve the
action for it to execute. If the change has only been partially approved, its status will be "Pending, awaiting approval from others" and no
action will be executed until all groups have provided a response to the action.

Ensure that for any group/action set with an "Action to be Approved" policy, another group is set with "Must Approve" for the same family-action

type. Failure to provide groups for both submitter and approver may result in changes not being processed, due to not having a user assigned to
approve the request.

Family-Action Types

In Approvals, the "Action" listed in the Pending Approval information or when setting Approval Permission Groups will be one of the following
change types:

® Add: Creating a new Group, Zone, Record, or Server

® Delete: Deleting a Group, Zone, Record, or Server
® Update: Any change to an item that isn't Add, Delete, or Push - such as a settings change, renaming, or entering a value in a field.
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® Push/BackgroundPush: DNS Server Pushes - manual or scheduled

It is important to note that Action types in Approvals is related-to-but-different than CRUD permissions as set in User groups - although the "Add"
Action type and "Create" CRUD permission seem the same, the action type "Add" only applies to a specific event occurring, rather than a holistic
overarching system-level permission. In order to perform a certain Approval Action Type, a user must already have the CRUD permissions to
attempt it. The CRUD permissions determine whether the user can even view an area or attempt an action to begin with, Approvals Policies on
Action Types determine what is done with the Action after the attempted change.

Further fine-tuning of the action types for permissions is done by selecting the combination of "Family" (type of DNS item) with the Action Type.
DNS Families include DNS Servers, DNS Groups, DNS Zones, and DNS Records. Each type of action can be performed on each family, so
when setting up Approval Permission Groups you may choose to set the policy for the entire Family (ex:"All DNS Group actions"), Action (ex:"Add
actions for all DNS Families"), or just a specific combination (ex: "Only DNS group Delete").

User Groups

Approvals uses ProVision User Groups to determine which users must have a change approved, denied, or can approve others' actions.
Therefore, User Groups must be set up with the appropriate users and basic permissions under each group before using Approvals. For
information on setting up User Groups and how the basic permissions structure works in ProVision, see Users & Permissions, Global Permissions
, and Working With Users and Groups.

Before using Approvals, a review of your user and User Groups is highly recommended to ensure the following:

® That administrators who will be approving change requests are included in a Global Admin (TLR level + Admin) group, in order to access
the "Approvals" tab and perform Approve/Reject responses.

® That users included under the same User Groups are similar in terms of what types of tasks they perform and what level of Approval
oversight is needed.

* Example: If "Group A" consists of seven users - four who will need all Add and Delete actions approved, two who do not, and
their manager (who will approve their actions)- you may need to move those users under three groups: 1) A group for those
requiring action approvals, 3) a group for the users not requiring approvals, and 3) the manager associated with a Global Admin
group in order to access Approvals.

® That any user that will be performing DNS Actions with Approvals are in a User Group with appropriate 'resource’ CRUD permissions to
perform the actions subject to approval.

® Example: If a user needs zone creations approved, ensure that they have (at the very least) "Create" and "Read" resource
permissions so that they can view DNS information and create a zone!

® Consider limiting groups associated with Approvals to only those users relevant to the Approvals system, especially if using Approval
Notifications. Approval Change Notifications are emailed to all users of the associated User Group - not just the submitter / approver. Be
conscientious of colleagues' email boxes and consider which users may not appreciate being included with notifications.

Sample Group Scenarios

Below are a couple of sample scenarios to illustrate common Approval situations, with example notes on Approval Settings.

Scenario 1: One Approver Group, with Restricted Actions

One Admin group and two DNS worker groups with different levels (high - low) of oversight needed, with restrictions set for particular Action
types.

Group 1A (Admin)

® Global Admins (Full TLR User
Group Perms + Admin)

® All Admins in this group can
approve any change requests

® |t doesn't matter which Admin
user approves a request

Approval Group Settings:

® Set to policy "Must Approve" for
all DNS Family / Action types

® Tip: Click the quick select
checkbox next to each DNS
Family name to select all actions
under that family

Group 1B

® Users with minimal oversight

® Can work fully in all DNS family areas

® Only needs admin approval for DNS
Pushes

Approval Group Settings:

® Set to policy "Action to be Approved" for
"Push" and "Background Push" actions
only, under each DNS Family in Group
Assignment

Group 1C

® Users with high oversight

* Not allowed to Add or Delete any DNS item

® Needs admin approval for all DNS Push and
Updates

Approval Group Settings:

® Set to policy "Deny" for "Add" and "Delete"
actions under each DNS Family; save

® Open again, select "Update" and "Push /
Background Push" actions under each DNS
family, and set the policy to "Action to be
Approved"; save.

Expand the following link to view example images of setting the assignments for all three groups:
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These examples use the "Assign" button for the Group under the Approvals Permission Groups sub-tab, Groups page.
Scenario 1

Group A:

Group Assignment: Test Group A

Select one or more items from the checklist to apply a change policy to
this Group.
Family/Action

P v/ DNS Servers

P ¥ DNS Records

P ¥ DNS Zones

P ¥ DNS Groups

Policy

[ Must Approve Action

Users in Test Group A may approve or deny change requests submitted for
the selected Family / Action(s), for any Group requiring "Action to be
Approved" for the action(s).

Group B:
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Group Assignment: Test Group B

Select one or more items from the checklist to apply a change policy to
this Group.
¥V (| DNS Zones
] DNS Zone Add
| DNS Zone Update
(| DNS Zone Delete
¥ DNS Zone Push
¥/ DNS Zone Background Push

4

| DNS Groups

¥/ DNS Group Background Push
#/ DNS Group Push

| DNS Group Delete

| DNS Group Update

'] DNS Group Add

Policy

<«

Action to be Approved

Users in Test Group B will have the actions selected above submitted to
Pending Approvals for the change to be approved or denied. A second
Permission Group must exist with the "Must Approve Action" policy assigned
that includes the selected Family / Action(s) for the submittal to succeed.

Group C, Deny Policy:
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Group Assignment: Test Group C

Select one or more items from the checklist to apply a change policy to
this Group.
¥ [ | DNS Zones
¥ DNS Zone Add
_| DNS Zone Update
¥/ DNS Zone Delete
] DNS Zone Push
[/ DNS Zone Background Push

DNS Groups
(| DNS Group Background Push
| DNS Group Push
#/ DNS Group Delete
| DNS Group Update
7/ DNS Group Add

Policy

Deny

Users in Test Group C will have the actions selected above automatically
denied at an attempted change. .

Group C, Action to be Approved Policy:
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Group Assignment: Test Group C

Select one or more items from the checklist to apply a change policy to

this Group.

¥ || DNS Zones
| DNS Zone Add
# DNS Zone Update
| DNS Zone Delete
¥ DNS Zone Push

¥/ DNS Zone Background Push

¥ [ DNS Groups

v/ DNS Group Background Push

¥ DNS Group Push

|| DNS Group Delete

¥ DNS Group Update
DNS Group Add

Policy

: Action to be Approved

a»

Users in Test Group C will have the actions selected above submitted to
Pending Approvals for the change to be approved or denied. A second
Permission Group must exist with the "Must Approve Action” policy assigned
that includes the selected Family / Action(s) for the submittal to succeed.

These settings may also be set by Action Type instead of Group, from the Approvals Permission Groups sub-tab, Actions page.

Scenario 2: Multiple Approver Groups/Specific user, with Restricted Families

Two Admin approval groups exist: One general Approver group that can approve any action type, and a second Group containing one person,
Bob, who must sign off on any action taken under DNS Groups.

Group 2A (Admin Approvers)

® Global Admins (Full TLR User
Group Perms + Admin)

® All Admins in this group can
approve any change requests

® |t doesn't matter which Admin user
approves a request

® DNS Group changes require
multiple levels of oversight- from
both this group and Bob

Approval Group Settings:

® Set to policy "Must Approve" for all
DNS Family / Action types

® Tip: Click the quick select
checkbox next to each DNS
Family name to select all actions
under that family

Group 2B (Admin Approver Bob)

® Global Admins (Full TLR User Group Perms
+ Admin)

® Only contains one user - Bob, who
specifically must approve of any change to
DNS Groups

Approval Group Settings:

® Set to policy "Action to be Approved" for
"Push" and "Background Push" actions only,
under each DNS Family in Group
Assignment

Group 2C

® Full Access throughout DNS

* Not allowed to work with DNS Servers,
even if they might have admin level
access otherwise

® Changes to DNS Groups and DNS
Records require approval

Approval Group Settings:

® Set to policy "Deny" after quick-selecting
the DNS Servers Family; save

® Open again, quick-select the "DNS
Groups" and "DNS Records" families, then
set the policy to "Action to be Approved";
save.
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Approval Workflows

Initial Setup

The high level process to use when first setting up approvals is as follows:

1. Review User Groups and Approval Process Needs

Step 1 - Review Existing User Groups and Process Needs

When setting up Approvals for the first time, review the information in the previous section under "Approvals Fundamentals" to ensure a
basic understanding of how Policies, Actions, and User Groups relate together in Approvals.

Then, take a few minutes to think about the following questions to get a better sense of how to use Approvals with your specific
organization:

Who are the users that perform DNS tasks, and at what level?

Affects which users should be included in what User Groups

What ProVision User Group(s) are they in?

Approvals settings are applied to the User Group, not individuals - ensure users with similar oversight needs are grouped together
What actions made by a certain user group should be automatically denied, if any?

Assign the "Deny" policy to that Action/User Group combination

What actions made by a certain user group should require oversight (admin approval / rejection)?

Assign "Action to be approved" to that Action/User Group combination

Who is the admin / User Group that will make the final approval on a change?

Ensure the approver(s) is in a User Group with the "Must Approve" policy assigned for the actions requiring approval
Should any changes require multiple admins / User Groups to approve it in order to execute?

A single user from every group assigned with "Must Approve" for the action must approve the action for it to succeed

If two admins are required to both separately agree on a change, they should be under two separate User Groups assigned "Must
Approve”

What User Groups would need to receive email Approval Status notifications, and on what type of actions?

Affects whether to enable notifications and set up the scheduler task to send the notifications, and to what User Groups. When enabled,
all users of the relevant group(s) will receive the email(s)

Once your User Groups are optimized for use with Approvals, you may want to write down a quick note on which Action Types and
policies are planned for each group.
2. Edit User Groups / Create Approvals-Specific User Groups, if needed

Step 2 - Add or Edit ProVision User Groups

From here, depending on the answers to the questions in step 1, you may need to do one or more of the following from the Users tab:

a. Edit existing User Groups to add or remove users, in order to combine users who will need similar action types approved.

b. Verify the User Groups have appropriate CRUD permissions set to perform the action(s) to be approved (e.g, you may have
previously removed "Create" permissions for a group, but if the intent is now for those users to have "Add" actions approved by
an Admin, the submitter will need User Group resource "Create" permissions back!)

c. Create new User Groups specifically for use with Approvals (recommended)

d. Associate users with different, or additional User Groups (remember - users can be associated with multiple groups!)

For more information on adding and editing ProVision User Groups, see Users & Permissions, Global Permissions, and Working With

Users and Groups.
3. Assign Action and Policy Settings to User Groups
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Step 3 - Assign Approval Action Settings to Groups

From the Approvals Tab, navigate to the Permission Groups sub-tab.

IPAM Admin « VLAN Admin ~ Dataimpont Users AP Scheduler Log Approvals =  Exit Admin

Approvals Pending Approvals (| Permission Groups |

Actions & Permissions

Actlons
Permission Groups @

11 Name 11 Enabled 11 Users Last update Actions
Global Admins [ o | s 2013-Sap-09 20:38:28

Then, under the Groups page tab, find the ProVision User Group you wish to want to assign a policy to and click "Assign".

Actions & Permissions

Groups Actions

Permission Groups )

It Name Il Enabled I Users Last update Actions
Test Group C  yos | o 2019-Mar-13 18:12:00
Test Group B [ vos | 1 2019-Feb-12 15:07:17
Test Group A [ 7o | 1 2018-Feb-12 15:07:00 m

Clicking the "Assign" button for a group brings up a checklist to select what policy to apply to the group for what Family and Actions (i.e.
DNS Zone 'Add' or DNS Group ‘Update'). You can "quick-select" all actions for a DNS Family (Severs, Groups, Zones, Records) by
clicking the checkbox next to the family name, or only select individual action types for each Family.
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Group Assignment: Test Group B

Select one or more items from the checklist to apply a change policy to
this Group.
¥ (| DNS Zones
| DNS Zone Add
| DNS Zone Update
] DNS Zone Delete
«# DNS Zone Push
| DNS Zone Background Push

Y@

DNS Groups

! DNS Group Background Push
¥ DNS Group Push

|| DNS Group Delete

_| DNS Group Update

| DNS Group Add

Policy

<«

Action to be Approved

Users in Test Group B will have the actions selected above submitted to
Pending Approvals for the change to be approved or denied. A second
Permission Group must exist with the "Must Approve Action" policy assigned
that includes the selected Family / Action(s) for the submittal to succeed.

Once you've selected the applicable Family/Action combinations to apply a policy for, select either "Deny", "Action to be Approved", or

"Must Approve Action" under Policy.

When done, Click "Assign", and repeat as needed for other Policy types or User Groups.

. If using Approvals notifications, enable notifications for the appropriate Permissions Group(s)

Step 4 - Enable Notifications (Optional)

From the Approvals Tab, navigate to the Permission Groups sub-tab Groups page tab.

IPAM Admin « VLAN Admin ~ Dataimpont Users AP Scheduler Log Approvals =  Exit Admin

Approvals Pending Approvals (| wm

Actions & Permissions

sctors

Permission Groups )

Filter by grour

11 Name 11 Enabled 11 Users Last update
Giobal Adming [ s | 5 2013-S0p-09 20:38:28

Click on the group name for which you want to set notifications - the Group Permissions Detail page will provide additional information on

the group's settings.

Actions
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Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

back

Uist of actions assigned to(Global Admins:

Global Admins
Filter by Family: none

11 Family 11 Method Enable Notifications Policy Actions
DNS Servers ADD Must Approve Action § [ remove |
DNS Records ADD Must Approve Action  § =3
DNS Zones ADD Must Approve Action & m
DNS Groups ADD ] Must Approve Action [ remove |
DNS Servers BACKGROUNDPUSH Must Approve Action § =3
DNS Zones BACKGROUNDPUSH a Must Approve Action 3 =3

For any Family/Action that you want to enable notifications, click the checkbox under "Enable Notifications". All users of that group will
get email notifications when a change of the selected type(s) are made.
5. If using Approvals notifications, set up a Scheduler task for "Approvals - Process Subscription"
Step 5 - Add Scheduler Task: "Approvals - Process Subscription”
The "Approvals - Process Subscription” task processes approval request events and handles the sending of notification emails to
subscribed Approvals Groups - this task must be created and running on a regular interval in order for Approval Notification emails
to be sent.

In order to receive the most up to date information in the Approval Notifications, is recommended to create this task with a run time
of "every 5 minutes" and no end date.

For information on setting up Scheduler Tasks, see Scheduler Tab.

6. Set up a Scheduler Task for "Approvals - Delete events older than 1 month", to occasionally clear out old and obsolete Approval request
events

Step 6 - Add Scheduler Task: "Approvals - Delete events older than 1 month"

The "Approvals - Delete events older than 1 month" task deletes any Approvals history events older than 30 days.

It is recommended to set this task to run monthly with no end date, to clear out obsolete approvals items, reduce data storage
space needs, and reduce approvals page load time.

For information on setting up Scheduler Tasks, see Scheduler Tab.

Daily Use

On a day-to-day basis after initial setup, an Approvals Workflow will be similar to the following (with "Submitter" as the user whose actions require
approval, and "Approver" as the admin with the ability to approve/reject the change):

1. Submitter makes an action (either by action type or DNS Family) that requires approval
2. Submitter is notified that their action is pending approval

Alert

Your request has been sent for approval. (14630)

3. The requested change is sent to the Approvals Tab Pending Approvals list, and also to the DNS Resources Awaiting Approval
module (the submitter may see their own submitted action under "Resources awaiting approval”, but only Approvers can take approve
Ireject actions)
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The Pending Approvals list is under the Approvals Tab. It shows Approvals events (change requests) for which the user has the ability
to Approve or Deny - it does not show approval requests for all of ProVision or those for other users.

Approvals Pending Approvals Permission Groups

Actions & Permissions

0 pending items selected.

Pending Approvals )

Filter by Action: none B Search... Q
1] 11 Name 11 Family 11 Action 11 Updated 11 Submitted by Options
14620 tests. DNS Zones DELETE 2019-Feb-12 14:49:47 limited@6connect.com [ Aporove | Aeiect |
14630 A New DNS Group DNS Groups. ADD 2018-Feb-12 14:50:27 limited@Bconnect.com m m
14631  Example Group DNS Groups. UPDATE 2019-Feb-12 14:51:21 limited@Bconnect.com mm
14632 somezone.com. DNS Zones ADD 2016-Feb-12 14:58:59 limited@6connect.com m
14633 2abczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:29 om [ Avprove | Reject |

A "Resources Awaiting Approval” module will display in selected DNSv3 pages to Users with Admin / Approval permissions, if a change
has been submitted on that page that is pending approval by the User's Approval Group.

DNS Groups List

DNS Groups heip you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info Actions
Add A New DNS Group m Resource of type dnsview } Submitter : limited@6connect.com m
Update Example Group mmmwm dnsview ) Submitter : limited@6connect.com

X Default Group
DNS Zones [ =m0
Resources Awaiting Approval >

. The Approver reviews the change in either their Approvals Tab Pending Approvals list, or the DNSResources Awaiting Approval
module, and chooses to Approve or Reject the change:

Actions & Permissions

2 pang s st

Filter by Action: none 3 Q
a o I Name 11 Famity i1 Action 11 Updated 11 Submitted by
14620 tosth, DNS Zones DELETE 2018-Fob-12 14:49:47 lmitec@Bconnect.com
14830 A New DNS Group DNS Groups. ADD 2018-Feb-12 14:50:27 lmited@Gconnoct. com
14631 Example Group DNS Groups UPDATE 2019-Feb-12 14:51:21 Wmited@6connect.com
B 14832  somerone.com. DNS Zones ADD 2019-Feb-12 14:58:50 Emited@6connact.com IE’L__T;‘. m
14633  Zabczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:28 Emited@Beonnect com m m

a. If Approved, and no other groups need to approve it, then the change executes and is saved. A status change notification email
is sent, if enabled.

b. If Approved, and is waiting approval from an additional User Group, the change continues to be held as Pending, until the other
group responds (Both groups must "Approve" for the change to execute). A status change notification email is sent, if enabled,
stating that the change is awaiting another Group.

c. If Rejected, the change is not executed. A status change notification email is sent, if enabled.
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Example Notification Email:
Approval Request Status Change
LOG #108586 / Approval ID - #14528
A status change has occurred for which you are subscribed to receive notifications:

Request:
DNS Zone Delete on 2abczone.com.

Status:

Rejected by user ops@6connect.com ( Global Admins ) on 2019-02-12 13:17:54

This notification has been sent to all members of the group "QA Limited Resource Perms®.

Additional Information

See the following areas for more information on Approvals and using Approvals with DNS:

DNS Tab

Pending Approvals
Permission Groups
Scheduler Tab
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Pending Approvals

Pending Approvals

Approvals Pending Approvals Permission Groups

Actions & Permissions

0 pending items selected.

Pending Approvals )

Filter by Action: none $ Q
] 11 Name 11 Family 1T Action 1T Updated 11 Submitted by Options
14620 testd. DNS Zones DELETE 2019-Feb-12 14:49:47 limited@6connect.com [ Approve | Reject |
14630 A New DNS Group DNS Groups ADD 2019-Feb-12 14:50:27 limited@6connect.com m m
14631  Example Group DNS Groups UPDATE 2018-Fab-12 14:51:21 limited@6connect.com m m
14632 somezone.com. DNS Zones ADD 2019-Fab-12 14:59:59 limited@6connect.com m m
14633  2abczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:29 limitecd@6connect.com mm

The Approvals module stores and queues DNS actions made by selected User Groups, and sends those actions to a Pending Changes list for
administrative review. Later, an administrator (or combination of administrators) can approve or reject these stored actions.

The admin Approvals Tab contains two sub-tabs: Pending Approvals and Permission Groups, which are the primary areas to manage
Approvals items.

Currently, Approvals is available only for DNS related actions, while we gather feedback and use cases to inform possible future updates. If you
arglifiterested in providing feedback, a use case, or requests for future additions to the Approvals system, please contact feedback@6connect.
com.

® Pending Approvals

® Pending Approvals - Overview

® Working with Pending Approvals
® View / Sort Pending Approvals

View / Sort Approval History

Viewing Requests Pending by Other Groups

Viewing details on a change request

Approve / Reject a single change request

Bulk Approve / Reject

Resources Awaiting Approval Module (DNS Tab)

View / Send Request Status Change Notifications
® Delete Old Approval Events (Scheduler)

® Additional Information

Pending Approvals - Overview

The Pending Approvals sub-tab lists Pending approval requests (also referred to as change requests, approval events, or approval items) for
which the current admin user has permission to "Approve" or "Reject".

The Pending Approvals list may be sorted by Name, Family, Action Type, Updated time, or by submitted user and searched by resource name.
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Approvals

Actions & Permissions

Pending Approvals

0 pending items selected.

Pending Approvals @)

Q

14629

14630

14631

14632

14633

1t Name

tests.

A New DNS Group
Example Group
SOMEZONe.Com.

2abczone.com,

Permission Groups

11 Family
DNS Zones

DNS Groups
DNS Groups
DNS Zones

DNS Zones

Filter by Action: none

11 Action
DELETE
ADD
UPDATE
ADD

BACKGROUNDPUSH

11 Updated
2019-Feb-12 14:49:47
2019-Feb-12 14:50:27
2019-Feb-12 14:51:21
2019-Fab-12 14:59:59

2018-Feb-12 15:00:29

s Search...

11 Submitted by
limited@6connect.com

limited@6connect.com
limited@Bconnect.com

limited@6connect.com

Options

com

Approving and Rejecting change requests may be done individually, or in bulk by selecting multiple item checkboxes / clicking the "select all"
checkbox. Once selected, an option to Approve/Reject all selected items will appear. If notifications are enabled for the Group or Action, an email
will be sent notifying the request submitter of the status change.

At the bottom of the page, historical approval items for the user are shown. The user may filter their previous approval items by Executed,

Approved, Rejected, or Pending by Others (for items requiring multiple Groups to approve).

Working with Pending Approvals

View / Sort Pending Approvals

The Pending Approvals list may be sorted for any column with the sort arrow icon ().

Click on the column name to toggle between ascending / descending order for that field.

Actions & Permissions

0 pending items selected.

Filter the Pending Approvals list to only view a certain Family/Action type by selecting an option from the "Filter by Action" dropdown.

test,

A New DNS Group
Example Group
SOMEBZONE.COM.,

2abezone.com.

1t Family
DNS Zones.

DNS Groups
DNS Groups
DNS Zones
DNS Zones

11 Action
DELETE

UPDATE
ADD

BACKGROUNDPUSH

Filter by Action: none

11 Updated
2019-Feb-12 14:48:47

2019-Feb-12 14:50:27
2019-Feb-12 14:51:21
2019-Feb-12 14:59:59

2019-Feb-12 15:00:29

a

1T Submitted by
limited@6connect.com
limited@6connect.com
limitecd@6connect.com
limited@6connect.com

limited@6connect.com

w

Options
[ sppove | Foject |
[ Apprave | Rojoct |
[ #pprove | riiect ]
| Approve | Foject |

Q
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Pending Approvals )

Fitor by ActiorEZE= TN o Q
DNS Module Add
DNS Module Update
DNS Module Delete .
iD 11 Name 11 Family 11 Action IUpd  pNsS Module Push v Options
14528  2abczone.com. DNS Zones DELETE 2019-y DNS Record Add “com
DNS Record Delete m m
14588  testaddzone. DNS Zones ADD 2019-F  DNS Record Update .com
DNS Zone Add
14589  test11. DNS Zones UPDATE 2018-F  pNS Zone Update .com
DNS Zone Delete
14580 A Record DNS Records ADD WI8-H s Tana Pish .com m
14629 testh. DNS Zones DELETE 20197 DNS Module Background Push  feom Reoct
DNS Zone Background Push m -
14630 A New DNS Group DNS Groups ADD 2019-F  DNS Group Background Push  Leom m m
DNS Group Push
14631  Example Group DNS Groups UPDATE 2019-F  pNs Group Delete Leom
14632  somezone.com. DNS Zones ADD 2019-F g:: g:x: :ggate Leom m m
14633 2abczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:20 limited@6connect.com

Search the list for a specific item name by typing all or part of the name in the search box, then clicking the search icon.

Pending Approvals @)

Filter by Action: none E S0MEzZoNe x @
D 11 Name 11 Family 11 Action 11 Updated 11 Submitted by Options
14632  somezone.com. DNS Zones ADD 2019-Feb-12 14:58:59 limited@6connect.com

View / Sort Approval History

Previous Approval events applicable to the current admin user are displayed under the Approvals Historical Data section, until they are deleted or
removed by an archive process, such as the "Approvals - Delete events older than 1 month" scheduler task process.

Similar to the Pending Approvals list, it may be sorted ascending / descending by field, filtered by status, filtered by action, or searched by name.

Click on the column name to toggle between ascending / descending order for that field.

Historical Approvals Data

|

Status:| All executed % Filter by Action: none : Search Q
D 11 Family 1t Action 11 Updated 11 Submitted by
14836 test2. DNS Zones delete 2019-Feb-13 12:53:07 limited@Bconnect.com
14654 BRANDNEWzonetodelete.com. DNS Zones delete 2019-Feb-13 12:23:37 limited€Bconnect.com
14848 test11. DNS Zones delete 2019-Feb-13 12:13:26 limited€@B6connect.com

Filter the History to only view a certain status by selecting an option from the "Status" dropdown. The available options include:

All Executed - Shows historical approval events that were approved and executed.

Approved - Approval change requests approved by you, the currently logged in user.

Rejected - Approval change requests rejected by you, the currently logged in user.

Pending by others - Approval change requests that you have already responded to with an approval or rejection, but that are awaiting
responses from one or more other groups.
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Historical Approvals Data L4

Status:| All executed @ Filter by Action: none s Q
[+ It Name 11 Family 1T Action 11 Updated 11 Submitted by
14836 test2. DNS Zones delete 2019-Feb-13 12:53:07 limited@Bconnect.com
14654 BRANDNEWzonetodelete.com. DNS Zones delete 2019-Feb-13 12:23:37 limited€Bconnect.com
14848 test11. DNS Zones delete 2019-Feb-13 12:13:26 limited€@B6connect.com

Filter the History to only view a certain Family/Action type by selecting an option from the "Filter by Action" dropdown.

Historical Approvals Data L4

Status:| All executed 4| Filter by Action: none @ Search Q
[+ 1T Name 11 Family 1T Action 11 Updated 11 Submitted by
14636 test2. DNS Zones delete 2019-Fab-13 12:53:07 limited@6connect.com
14654 BRANDNEWzonetodelete.com. DNS Zones delete 2019-Feb-13 12:23:37 limited@6connect.com
14646 test11. DNS Zones delete 2019-Feb-13 12:13:26 limited@6connect.com

Search the list for a specific item name by typing all or part of the name in the search box, then clicking the search icon.

Historical Approvals Data v

Status: Al executed B Filter by Action: none : test? Mp— x
] 11 Name 11 Family 11 Action 11 Updated 11 Submitted by
14636 test2. DNS Zones delete 2019-Feb-13 12:53:07 limited@6connect.com

Viewing Requests Pending by Other Groups

Approval requests that you have approved/rejected, but which are still awaiting a response from another group, may be viewed under Historical
Approvals Data by setting the "status" filter to view "Pending by Others".

Historical Approvals Data All executed ns

Approved
Rejected
2L o Pending by others | Filter by Action: none $ Search... Q
D 11 Name 11 Family IT Action 11 Updated 11 Submitted by
14629 test6. DNS Zones delete 2019-Feb-12 14:49:47 limited@6connect.com

Viewing details on a change request

To view details on any Approvals change request, click the name for the desired item. An information box will appear with details on the change,
including status, id, creation date, family, field values, and the API Call in JSON format.
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Example Group Status: pending
1D: 14928
Created: 2019-02-20 16:27:38

Submitted by:
limited@6connect.com (To QA Limited Resource Perms)

Class:
dnsview

Method:
update

zone_host
ns.Goonnect.com.,

zone_mail
hostmaster.6connect.com.

zone_refresh
172800

zone_retry
200

Approve Reject Close

The change may be approved or rejected directly from the detail information box, or you may click "Close" to exit.

Approve / Reject a single change request

To Approve or Reject any single change request, click either the "Approve" or "Reject" button for the pending item.

Pending Approvals

Filter by Action: | DNS Group Add % Search.. Q
[[»] 11 Name 11 Family 11 Action 11 Updated 11 Submitted by Options
14630 A New DNS Group DNS Groups ADD 2019-Feb-12 14:50:27 limited@6connect.com m

Approving or Rejecting a request may be done from the Pending Approvals list, the detail view for the item, or from the DNS "Resources awaiting
approval" module.

632



DNS Groups List

DNS Groups heip you to organize all of your Zones and Servers together into a single place, With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info Actions
Add A New DNS Group Resource of type dnsview ) itter : limited @6 com
Update Example Group Resource of type dnsview ) itter : limited@ com m

¥ Default Group

DNS Zones (23 e

Resources Awaiting Approval >

Bulk Approve / Reject

Bulk Approve or Reject actions may only be done from the Approvals tab Pending Approvals list.

Select the checkboxes for the items that you want to bulk approve or deny, then click either "Approve All" or "Reject All" buttons to apply the
response to the selected requests.

Actions & Permissions

2 pending items selected. Approve Reject al
nding Approvals
Filter by Action: ncne ¢ Search Q

D It Name 11 Family 11 Action i1 Updated 11 Submitted by
tests. DNS Zones DELETE 2019-Feb-12 14:49:47 limited@6connect.com
A New DNS Group DNS Groups ADD 2019-Fab-12 14:50:27 limited@6connect.com
Example Group DNS Groups UPDATE 2019-Feb-12 14:51:21 limited@6connect.com
somezone.com. DNS Zones ADD 2018-Feb-12 14:58:59 limited@6connect.com Approva | Reject |
2Zabczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:29 limited@6connect.com m m

If you wish to select all items in the Pending Approvals list for the same response type, click the "select all" checkbox to the left of the "ID" column
name. All of your pending items will be selected, and you may choose to "Approve All" or "Reject All" from the top of the page.
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Actions & Permissions

5 pending items solect

Filter by Action: none ] Search Q

1t Name 11 Family 11 Action 11 Updated 11 Submitted by

tests. DNS Zones DELETE 2019-Feb-12 14:49:47 L] com
B 14630 A New DNS Group DNS Groups ADD 2018-Feb-12 14:50:27 i com
B 14631 Example Group DNS Groups UPDATE 2019-Feb-12 14:51:21 limited@6connect.com
14632  somezone.com. DNS Zones ADD 2019-Feb-12 14:59:59 com
14833 2abczone.com. DNS Zones BACKGROUNDPUSH 2019-Feb-12 15:00:29 kel com

Resources Awaiting Approval Module (DNS Tab)

A Resources Awaiting Approval module will display in DNSv3 areas, if a change has been submitted on that page either by the current user, or
that the current user may Approve/Deny.

Users who submitted the request will be able to view the request details, but will be unable to take any actions on the request.

Dashboard Resources ~ DNS ~ DHCP -~ IPAM ~ Peering ~ Reporting

DNSv3 DNS Groups DNS Zones

Zone List 223

Resources Awaiting Approval >
Approval Action MName Resource Data Approval Info Actions
indPush com ns1.indi net indiar net. { 2019020501 3600 Submitter :
3601 3600 3600 ) limited@6connect.com
Add com. [EETY ns1.indi net i net. 2019021200 3600 Submitter :
3601 3600 3800 ) limited@6connect.com
Delete tests, ns1.indianafiber net indianafiber.net, { 2018122101 3600 Submitter :
3601 3600 3600 ) limited@6connect.com

Admin users with Approve/Reject Ability will see Approve/Reject buttons available to immediately respond to the request.

DNS Groups List

DNS Groups help you to organize all of your Zones and Servers together into a single place. With Groups, you are able to push whole group configurations.

Resources Awaiting Approval >
Approval Action Name Resource Data Approval Info
Add A New DNS Group Resource of type dnsview ) itter : limited@6 com
Update Example Group Resource of type dnsview ) itter : limited@ com

¥ Default Group

DNS Zones (23 -

Resources Awaiting Approval >
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Details for the change may be viewed by clicking the "Details" button in the module.

P
Resource details
zone_host ns.6econnect.com.
zone_mail hostmaster.6connect.com.
zone_refresh 172800
zone_retry 900
zone_expire 1209600
zone_minimum 86400
zone_ttl 900
ns_list ['ns1.6connect.com."]
push_policy group
advanced_freelines {
disable_ms_handling 0
enable_dnssec 0

View / Send Request Status Change Notifications

Email notifications of changes in status are an optional feature that may be set up by Approval Permission Group for the desired action types.

The emails provide the current status, approval ID, links to the log event and change request details, and details on the user, time, and date.

Approval Request Status Change

LOG #106961 / Approval ID - #14630

A status change has occurred for which you are subscribed to receive notifications:

Request:
DNS Group Add on TLR

Status:

Pending by user limited@6connect.com ( QA Limited Resource Perms ) on 2019-02-12 12:50:27

This notification has been sent to all members of the group "Global Admins". To disable notifications for this group, click here.

In order to send email notifications to affected groups of a change in the status of an Approval event:

1. Notifications must be enabled for the Group, for the family-action type of the requested change
2. A scheduler task ("Approvals - Process Subscription") must be created and running to process the notification and send the email

Enabling notifications for approval events is done in the Permission Groups subtab of Approvals, see the Working with Permission Groups page
for additional information on setting up notifications.
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The "Approvals - Process Subscription” task processes approval request events and handles the sending of notification emails to subscribed
Approvals Groups. If Approvals are in use with notifications, it is recommended to create this task with a run time of "every 5 minutes" and no end
date. For details on setting up this task, see documentation for the Scheduler Tab.

Delete Old Approval Events (Scheduler)

Old Approval events may be purged from the system by enabling and running the scheduler event "Approvals - Delete events older than 1
month". This task deletes any Approvals history events older than 30 days, and It is recommended to run this task monthly to clear out obsolete
approvals items and reduce approvals page load time.

For information on setting up scheduler events, see documentation for the Scheduler Tab.

Additional Information

See the following areas for more information on Approvals and using Approvals with DNS:

DNS Tab
Approvals
Permission Groups
Scheduler Tab
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Approval Permission Groups

Approvals Permission Groups

IPAM Admin ~ Datalmport Users API Scheduler Log Approvals » Exit Admin

Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

Permission Groups @
Filter by 3,

Il Name 11 Enabled 11 Users Last update Actions
Gilobal Admins [ yos | 5 2013-Sep-09 20:38:28
Gilobal Read-Only [you 0 2013-Sep-09 20:38:28
Test Group A [ yes | 1 2019-Feb-12 15:07:00
Global Group 2 [ yes 2 2019-Feb-11 15:02:10
Test Group B [ yos | 1 2019-Feb-12 15:07:17
QA Limited Resource Perms [ you | 3 2019-Feb-07 13:59:48
GA TLR Non Admin Group {yes | 1 2019-Feb-12 15:08:37

The Approvals Tab Permission Groups subtab is where admins may view and manage assignments, actions, and settings for Approvals
permission groups.

Currently, Approvals is available only for DNS related actions, while we gather feedback and use cases to inform possible future updates. If you
arelifterested in providing feedback, a use case, or requests for future additions to the Approvals system, please contact feedback@6connect.
com.

® Approvals Permission Groups
® Permission Groups - Overview
® Groups
® Group Assignment (Assign Button)
® Group Details Page
® Actions
® Actions - View Groups Page
® Actions - Assign Groups
® Working with Approval Permission Groups
® Sort or Filter the Group List
® View/Edit Existing Assignments
® Groups Tab
® Actions Tab
® Assign a new Permission Group policy
® Assign a Policy from the Groups Tab
® Assign a Policy from the Actions Tab
® Manage Approval Notifications for Groups
® Setup the "Approvals - Process Subscription" Scheduler Task
® Enable Notifications
® Additional Information

Permission Groups - Overview
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The Permission Groups sub-tab contains areas to manage a User Group's level of approval permissions ("Policy"), and on what actions they
apply. By default, all existing ProVision User Groups are displayed under Approvals - Permission Groups. However, you may assign Approval
policies to few or as many of the groups as you want.

There are two tabs available under Permission Groups - Groups and Actions. Both tabs provide similar levels of functionality to view and assign
policies, but they differ in organization.

Use the Groups tab view if you want to:

® Assign a policy to a specific group that includes multiple action types
® View, edit, or remove the policies associated with any or all action types for a group
® Enable/disable a group's Notification setting

User the Actions tab view if you want to:

View how many or what groups are assigned policies for a specific action type

Want to confirm that an action type has group assignments covering both the "Action to be Approved" and "Must Approve" policies
View, edit, or remove policies associated with a specific action family or action type

Assign a single policy to a one or more groups for a specific family-action type

Before using the functions available from the Permission Groups page, you may wish to review the Approvals documentation page for
information on best practices for setting up User Groups for use with Approvals, policy definitions, and workflows.

Groups

In the Groups tab, each ProVision User Group is listed with details on the status, number of users, and last updated time.

Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

Permission Groups @

Il Name 11 Enabled 1T Users Last update Actions
Giobal Admins [ yos | 5 2013-Sep-09 20:38:28
Global Read-Only [ you | ] 2013-Sep-09 20:38:28 m
Test Group A m 1 2018-Feb-12 15:07:00
Global Group 2 [ you | 2 2019-Fab-11 15:02:10 m
Test Group B [ you | 1 2019-Feb-12 15:07:17
QA Limited Resource Perms [ you | 3 2013-Feb-07 13:58:49 m
QA TLR Non Admin Group {yes | 1 2019-Feb-12 15:08:37

From here, you may either click on "Assign" to assign action policies to the Group, or view/edit existing settings by clicking on the Group Name to
open the Group Details page.

Group Assignment (Assign Button)

Clicking the "Assign" button for a group brings up a checklist to select one or more actions to apply a policy to for that Group.
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Group Assignment: QA TLR Non Admin Group

Select one or more items from the checklist to apply a change policy to this
Group.

Family/Action
¥ DNS Servers
DNS Module Add
DNS Module Update
DNS Module Delete
DNS Module Push
DNS Module Background Push

Policy

v Select a policy 4
[ Deny — g
Must Approve Action
Action to be Approved

Select one or more Family/Actions to apply a specific policy to, ensure that policy is selected, and then click "Assign".

The Group assignment screen will add the new policy settings to any other existing assignments.

The_Group Assignment screen does not show existing assignments or edit existing assignments - it is a quick way to add new assignments to a
G@J

To view/manage existing group assignments, go to the Group Details page

Group Details Page

From the list of Permission Groups, click on a Group name to bring up the permission details for that Group.

Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

List of actions assigned to Global Admins:

Global Admins
Filter by Family: DNS Groups s

11 Family It Method Enable Motifications Policy Actions

DNS Groups ADD Must Approve Action #  romove |

DNS Groups BACKGROUNDPUSH ] Must Approve Action  +

DNS Groups DELETE Must Approve Action &  romova |

DNS Groups PUSH ] Must Approve Action § =3

DNS Groups UPDATE ] Must Approve Action &

Here, you may view, edit, or remove current policy assignments, and enable/disable notification emails for each action type. The list of assigned
actions for the group may be sorted by Family or Method, and filtered by Family (here: "DNS Groups").
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Actions

The Actions Tab lists the group permissions organized by Family/Action type.

Actions & Permissions

Groups Actions

List of actions grouped by family (click on famiy name to expand):

DNS Servers

DNS Records

DNS Zones

DNS Groups

Action Must Approve Actions Must Submit Actions Deny Actions Actions
Womommme 1 3
DELETE 1 1 1
40D 1 1 0

Expanding a Family shows the available actions, and a matrix of how many groups are assigned under each policy.

Actions - View Groups Page

Clicking the "View Groups" button from the Actions tab shows the list of each group assigned to that action, with the option to unassign a group
from that action.

Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

List of groups assigned to this action:

DNS Group Background Push \ backgroundPush

# Group Name Policy Actions

o Global Admins Must Approve Action
1 QA Limited Resource Perms Action to be Approved
2 QA TLR Non Admin Group Deny

Actions - Assign Groups

The "Assign Group" button on the Actions tab lets you assign a Group and Policy to that action.
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DNS Groups / add

Group

QA TLR Non Admin Group

Policy

v Select a policy v

Must Approve Action

Action to be Approved

This performs the same function as the earlier assignment window, but is organized to only assign a single group/policy to that action, instead of
assigning multiple actions to a group.

Working with Approval Permission Groups

Sort or Filter the Group List

Sort the Permission Groups list by Name, Enabled, or Users by clicking on the column name.

Actions & Permissions

Groups Actions

Permission Groups @

Filter by group...

11 Enabled I Users Last update Actions

Global Admins [ yos | 5 2013-Sep-09 20:38:28
Global Read-Only [ | [ 2013-Sep-09 20:38:28

To Filter the list, type all or part of the group name into the "Filter by Group" box, and the list will automatically narrow to show results.

Actions & Permissions

Groups Actions

Permission Groups

Global| g—— X |
| |

11 Name 11 Enabled 11 Users Last update Actions
Global Admins [ yos | 5 2013-Sep-09 20:38:28
Global Read-Only [ s | 1 2019-Mar-12 18:33:35
Global Group 2 =2 2 2019-Feb-11 15:02:10 assign
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View/Edit Existing Assignments

Viewing and editing existing assignments may be done from either the Groups tab or the Actions tab:

Groups Tab

To view details for a permission group, click on the Group Name from the Permission Groups list.

Actions & Permissions

Groups Actions

Permission Groups @

Filter by group

I1 Name I Enabled I Users Last update Actions
[yos | 5 2013-Sep-00 20:38:28
Global Read-Only [yos o 2013-Sep-09 20:38:28
Test Group A [ yos 1 2019-Feb-12 15:07:00

The Group Details page will open, displaying all Family-Action types currently assigned to the Group

Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

back

List of actions assigned to Global Admins:

Global Admins
Filter by Family: DNS Groups H
I Family 11 Method Enable Notifications Policy Actions
DNS Groups ADD Must Approve Action # [ romove |
DNS Groups BACKGROUNDPUSH Must Approve Action  + m
DNS Groups DELETE Must Approve Action &  romova |
DNS Groups PUSH ] Must Approve Action =3
DNS Groups UPDATE Must Approve Action &

Click on the "Policy" dropdown to select a different policy to apply for the action, or click the "Remove" button to remove the policy assignment

completely. Changes will be automatically applied and saved.
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Global Admins

1t Family

DNS Groups
DNS Groups
DNS Groups
DONS Groups

DNS Groups

Actions Tab

It Method
ADD

BACKGROUNDPUSH
DELETE
PUSH

UPDATE

Enable Notifications e

a

Filter by Family: DNS Groups

z

ons
Deny

¥ Must Approve Action
Action to be Approved
| LS ARGV AGIOT 1

Must Approve Action 3

Must Approve Action  §

Must Approve Action 3

You may also view or edit current assignments as organized by action, from the Actions Tab.

On the Actions page, expand a Family to view the actions under each family, and how many Groups are assigned for each policy.

Actions & Permissions

Groups Actions

List of actions grouped by family (click on famiy name to expand):

DNS Servers

DNS Records

DNS Zones

DNS Groups

Action
BACKGROUNDPUSH
PUSH

DELETE

UPDATE

ADD

Click "View Groups" to view the groups assigned for each action. To remove the policy / group assignment for the action, click "Unassign".

Must Approve Actions

1

Must Submit Actions

Deny Actions Actions

1
|
'
0
0

a
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Appro\aals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

back

List of groups assigned to this action:

DNS Group Background Push \ backgroundPush

# Group Name Policy Actions

0 Global Admins Must Approve Action m
1 QA Limited Resource Perms Action to be Approved m
2 QA TLR Non Admin Group Deny m

Assign a new Permission Group policy

Three policy settings are available to assign to a Group / Action:

® Deny : All users in the group will have the selected actions automatically denied at an attempted change.

® Must Approve Action: A User in the group must approve or deny change requests submitted for the selected Family / Action(s), for any
Group requiring "Action to be Approved" for the same action(s) in order for the change to execute. If multiple groups are set as "Must
Approve Action" for the same type of change, then the change will be held as "Pending"” or "Pending by Others" until a user from each
group approves the change request.

® Action to be Approved: Users in the group will have the selected actions submitted to Pending Approvals for the change to be
approved or denied. A second Permission Group must exist with the "Must Approve Action" policy assigned to the same action for the
submittal to succeed.

Policies may be applied from either the Approvals Groups tab, or the Action tab, depending on whether you want to assign policies/actions to a
specific group, or assign a group and policy to an action, respectively.

Assign a Policy from the Groups Tab

From Approvals Permission Groups Groups tab, Click the "Assign" button.

The Group Assignment checklist opens to select one or more actions to apply a policy to for that Group.
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Group Assignment: QA TLR Non Admin Group

Select one or more items from the checklist to apply a change policy to this
Group.

Family/Action

¥ DNS Servers
DNS Module Add
DNS Module Update
DNS Module Delete
DNS Module Push

DNS Module Background Push

Policy

v Select a policy 4

Must Approve Action
Action to be Approved

Select one or more Family/Actions, select the policy to apply, and then click "Assign".

Click the checkbox next to the family name (e.g. "DNS Servers")to quickly select all actions under that family!

Assign a Policy from the Actions Tab

From the Approvals Permission Groups Actions tab, click the "Assign Group" button for the Action you want to assign to a Group / Policy.

Actions & Permissions

Groups Actions

List of actions grouped by family (click on family name to expand):

DNS Servers

DNS Records

Action Must Approve Actions Must Submit Actions Deny Actions Actions
ADD 1 1 0

e ——
view groups [ assign group '

_————
oere 1 f 1

assign group

Select the Group(s) that you wish to assign, and select the policy to apply to the action. When done, click the "Assign" button to save.
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DNS Records / add

Group

Policy

‘ Must Approve Action <f—————

Manage Approval Notifications for Groups

Email notifications of changes in status are an optional feature that may be enabled for a Permission Group for the desired action types.

The emails provide the current status, approval ID, links to the log event and change request details, and details on the user, time, and date.

Approval Request Status Change

LOG #106961 / Approval ID - #14630

A status change has occurred for which you are subscribed to receive notifications:

Request:
DNS Group Add on TLR

Status:

Pending by user limited@6connect.com ( QA Limited Resource Perms ) on 2019-02-12 12:50:27

This notification has been sent to all members of the group "Global Admins”. To disable notifications for this group, click here.

In order to send email status notifications to groups associated with an Approval event:

1. A scheduler task ("Approvals - Process Subscription") must be created and running to process the notification and send the email
2. Notifications must be enabled for the Group, for the family-action type of the requested change

Set up the "Approvals - Process Subscription” Scheduler Task

Go to the Scheduler Tab, and verify that the "Approvals - Process Subscription" task has been created, is enabled, and is running at short,
regular intervals appropriate to the needs of the users receiving the emails (recommended to run every 5 minutes).

If the task does not yet exist:

From the Scheduler Tab, click "Add Task"

646



Scheduler

Server Time:  2019-03-19 14:46:15 PDT
Server Timezone: US/Pacific -07:00

Show: = Active All

MName Repeat Start Repeat Info Last Run Active

Enter a Name for the task (including a reference to "Approvals Notifications" is recommended for clarity), select the task as "Approvals - Process
Subscription”, and enter an End date - or leave blank to run as a 'forever' task.

Task Detail - Approvals Email Notifications
Name Approvals Email Notifications  l——

Task Approvals - Process subscription events s H

Settings No custom settings available for this task

Start 19-Mar-2019 &8
End " ——
Schedule/Repeat Settings
Repeat Settings For This Task: Add Repeat Setting
+ Every hour at :00 Hepeat Daily Weekly Monthly Nene (one-time)
- Every hour at :05 E 10 min 15 min 20 min 30 min 60 min

« Every hour at :10 m

For Repeat Settings, select how often you'd like the scheduler to check for new approvals changes and send the notification emails - every 5
minutes is recommended. Select your time interval and click "Add Repeat Setting".

When done, click "Save Task".
= Every hour at :45

= Every hour at :50

Boa

= Every hour at :55

Save Task
The Approvals Email Notification task is now set up, active, and ready to process Approvals Event changes.
Scheduler
Server Time:  2019-03-19 14:47:20 POT
Server Timezone: US/Pacific -07:00
Show: = Active All
Name Repeat Start Repeat Info Last Run Active
Approvals Email Notifications 2019-Mar-19 Every 5 minutes Task has not been run yet - Details  View History m m

For additional information on working with the Scheduler, see Scheduler Tab documentation.

Enable Notifications

Once the Scheduler task is verified created and active, notifications must be enabled for the desired Groups / Actions for the status changes to
be emailed to the appropriate Groups.
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From the Approvals Permission Groups Groups tab, Click on the Group name that you wish to enable/disable notifications for.

In the Group Details page, click the checkbox under "Enable Notifications" to enable / disable status change notifications for the Group for the

selected Family/Action types.

Approvals Pending Approvals Permission Groups

Actions & Permissions

Groups Actions

back

List of actions assigned tolGlobal Admins:

Global Admins

11 Family 11 Method

DNS Servers ADD

DNS Records ADD

DNS Zones ADD

DNS Groups ADD

DNS Servers BACKGROUNDPUSH
DNS Zones BACKGROUNDPUSH

Additional Information

Enable Notifications

a

e a8 8B

Filter by Family: none

Policy
Must Approve Action £
Must Approve Action £
Must Approve Action &
Must Approve Action 2
Must Approve Action 3

Must Approve Action &

See the following areas for more information on Approvals and using Approvals with DNS:

DNS Tab
Approvals

Pending Approvals
Scheduler Tab

>
noaann:
E
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ProVision Developer Tools

Developer Tools

6connect ProVision can integrate with your existing tools and workflow through use of the APl and CLI. The 6connect API allows you to access
the data and functions of the 6connect web tools to run advanced commands in ProVision, and supports a wide variety of update and deletion
conditions not available in the Ul.

To use the API, you will need a basic understanding of object oriented programming in PHP and the right tools installed on your system.

Table of Contents
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APl Overview

The 6Connect APl is a RESTful API to access your data in the 6Connect tools. ReST relies on stateless, client-server communication, and is
implemented using the HTTP protocol (the 6Connect APIv2 uses HTTPS). It is a simple and lightweight alternative to Web Services and can
implemented in nearly any language. The 6Connect AP| operates similarly to other popular ReST APIs you may have worked with, such as
Facebook or Twitter.

To learn more about request formatting, making requests, and the tools available, visit Making APl Requests. You can also get the PHP SDK for
PHP libraries and sample code.

Here are some important details about our ReST implementation:

® The API only comes with the full 6Connect IPAM product. If you would like to upgrade to the full version, contact sales@6Connect.com.

® All transactions are over HTTPS (SSL - port 443) only. Any transaction not using SSL will be rejected, and you will have potentially
exposed sensitive data.

® All API results are formatted in JSON. XML support is coming soon.

® APIv2 requests use standard HTTP methods such as GET, PUT, POST, PATCH, and DELETE. We suggest using POST if the length of
data in the request is over 8KB.

® You can use any language you would like to query the API.

APl v2

AP@Z Quick Links
Public APIv2 documentation is located at https://cloud.6connect.com/APIv2/.
APIv2 documentation includes:

* IPAM API

Includes actions for LIRs, IP aggregate and block management, VLAN, IP Rules, and SWIP.
® Resource API

Includes actions for managing the ProVision Resource System.

The resource API provides CRUD endpoints for resources, resource attributes, resource attachments and resource backups.
* DNSAPI

ProVision DNS API allows you to manage DNS Zones, Records, Servers, Groups and ACLS.
® Users API

Includes actions for ProVision Users, permissions and actions.
® Usergroups API

Includes actions for ProVision Groups, permissions and actions
® Scheduler API

The API Allows you to easily schedule tasks.
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® APl Composer Platform
API Composer Platform (ACP) is an additional module in ProVision to help automate frequently used combinations of calls.

APIv2 is ProVision's currently supported RESTful API version. APIv2 adds new endpoints and upgraded functionality over APIv1, through use of
HTTPS authentication, additional HTTP methods (GET, PUT, POST, etc.), and JSON payloads.

To test APIv2 queries, you may:

1. Use a browser extension REST client, such as Postman
2. Access ProVision's APIv2 Swagger documentation from your ProVision instance ( instance/dev/swagger), which provides the ability to
test inputs and responses using your ProVision instance data.
a. Continue to the section: "APIv2 - Using Swagger" at APIv2 for more details.
3. Use CURL in the command line to authenticate and execute APIv2 endpoints. See cURL documentation at https://curl.haxx.se/.
a. Continue to the section: "APIv2 - Using cURL" at APIv2 for more details.

APIv2 Swagger Documentation

Public APIv2 documentation is located at https://cloud.6connect.com/APIv2/.
Existing customers may also access APIv2 Documentation from your ProVision instance (user must have Admin permissions):
1. Log into your ProVision instance.

2. Go to the Admin area of ProVision and click on the API Tab.
3. Under "OpenAPI 3.0 Specification” click the Swagger link provided.

IPAM Admin = VLAN Admin - Dataimport Users APl Scheduler Log Approvals - Exit Admin

Please aiways refer 1o the AP1 does: hitp:/idocs playDOCIAPI+v1 lor the mos! curment information.

The bata varsion of the Reverse AP1 is managed h

OpenAPI 3.0 Specification

Bconnect has released APIZ. You can test i directly on your instance us:n

APl vl (Deprecated)

ProVision's APIv1 system has been replaced by APIV2, and is now considered deprecated.

Itis highly recommended that any customer utilizing ProVision's APIv1 for custom scripting refer to APIv2 documentation instead, and consider
upgrading existing APIv1 scripts to use APIv2.

However, APIv1 documentation will remain accessible in order to support legacy uses.

Portable Gadgets

ProVision's Portable Gadgets are drop-in code shippets that use the ProVision API to bring in data to other systems or web pages. Portable
Gadgets allow for quick data access and increased integration.

Currently, four Gadgets are available: Global Search, IPAM Search, DHCP Search, and Log. Each Gadget comes in various default option types
for display style, number of records return, or behavior. Additional client-side style customizations may be made to further integrate the gadget
with company styles.

Reverse API

ProVision's Reverse API calls and Ul elements allow for integration with outside APIs to improve workflow and create custom display content. In
the ProVision user interface, the Reverse API page allows for endpoints to be built and provides a text editor to create presentation JavaScript
commands. This JavaScript presentation code is then displayed in the Reverse AP Gadget.

Toolkit
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6connect provides customers with additional CLI modules for ProVision power users in the /tools directory.

LI

Command line interface offering basic IPAM commands, such as Add, Update, Direct Assign, Smart Assign, and Unassign.

Resource Concepts

A developer-oriented overview of ProVision's Resource System.

Table of Contents
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APIv2
APIv2

* APIV2
® API v2 Overview
® APIv2 Access Options
® APIv2 - Using Swagger
® Accessing Swagger
® Viewing APIv2 Information
® Testing/Executing Endpoints in Swagger
® APIv2 - Using cURL
® cURL syntax template for APIv2:
® cURL Examples
® Example: cURL APIv2 Authentication
® Example: cURL APIv2 POST Command
® Additional Information

APl v2 Overview

APIv2 is ProVision's currently supported RESTful API version. APIv2 improvements include:

® HTTP Basic Authentication

® Use of HTTP Methods (GET, PUT, POST, etc.)
® Supports JSON payloads

® Additional endpoints and ProVision functionality

APIv2 Access Options

To test or execute APIv2 queries, you may:

1. Use a browser extension / desktop REST client, such as Postman
a. Postman is the current industry standard: Go to https://www.getpostman.com/ to install, and visit the Postman Learning Center
for user documentation, training videos, and support help.
2. Access ProVision's APIv2 Swagger documentation from your ProVision instance ( instanceldev/swagger), which provides the ability to
test inputs and responses using your ProVision instance data.
a. Continue to the section below: "APIv2 - Using Swagger" for more details, or see the ProVision Developer Tools page for a
broader overview.
3. Use CURL in the command line to authenticate and execute APIv2 endpoints. See cURL documentation at https://curl.haxx.se/.
a. Continue to the section below: "APIv2 - Using cURL" for more details, examples, and tips.

APIv2 - Using Swagger

Accessing Swagger

Public APIv2 documentation is located at https://cloud.6connect.com/APIv2/.
APIv2 documentation includes:

* |IPAM API

Includes actions for LIRs, IP aggregate and block management, VLAN, IP Rules, and SWIP.
® Resource API

Includes actions for managing the ProVision Resource System.

The resource API provides CRUD endpoints for resources, resource attributes, resource attachments and resource backups.
* DNSAPI

ProVision DNS API allows you to manage DNS Zones, Records, Servers, Groups and ACLS.
® Users API

Includes actions for ProVision Users, permissions and actions.
® Usergroups API

Includes actions for ProVision Groups, permissions and actions
® Scheduler API

The API Allows you to easily schedule tasks.
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® API Composer Platform
API Composer Platform (ACP) is an additional module in ProVision to help automate frequently used combinations of calls.

Existing customers may access APlv2 documentation from your ProVision instance (user must have Admin permissions):
1. Log into your ProVision instance.

2. Go to the Admin area of ProVision and click on the API Tab.
3. Under "OpenAPI 3.0 Specification” click the Swagger link provided.

IPAM Admin = VLAN Admin = Dataimport Users APl Scheduler Log Approvals =  Exit Admin BY soarch o typo holp |

Please aiways refer 10 the AP docs: hiip:iidocs Boonnect. comidisplayDOC/API+v1 for the most current information.
The bata version of the Reverse AP is managed hars,

DpenAP| 3.0 Specification

Beonnect has released APIZ. You can test i directly on your -nsimu

Viewing APIv2 Information

1. On the 6connect Provision APl Swagger home page, click on the name link for the API family that you wish to browse (IPAM, Resource,
DNS, etc).

t) swagger

6connect Provision APl @ @

Explore our 6connect Provision APl families.

IPAM AP|

Includes actions for LIRs, IP aggregate and block management, VLAN, IP Rules, and SWIP.

Resource AP

Includes actions for managing the provision Resource System.

The resource AP provides CRUD endpoints for resources, resource attributes, resource attachments and
resource backups.

DNS AP|

ProVision DNS API allows you to manage DNS Zones, Records, Servers, Groups and ACLS.

Users AP|

Includes actions for ProVision Users, permissions and actions.

Usergroups API

Includes actions for ProVision Groups, permissions and actions

Scheduler AP

The API Allows you to easily schedule tasks.

AP| Compaoser Platform

API Composer Platform (ACP) is an additional module in ProVision to help automate frequently used
combinations of calls.

2. Once on an API Family page, verify that the displayed server name is correct for your instance/local server.

In most situations, only one ProVision instance/server will be displayed, with authentication already provided from your ProVision login. If
your ProVision session has ended, or the server changed, you may need to re-provide ProVision credentials by clicking the "Authorize"

button.
Server
Inupm: fapiivz ~ ]4—

3. Scroll further down the page and begin reviewing available APIv2 calls and details. Clicking on any call will expand it to view parameter
details - you can even test call responses (using your instance data) by clicking "Try it Out"!
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The detail information includes a description, parameter list (required parameters are marked with a *), and response information
default

' Jipam/lirs GETLUrs

I8 /ipam/lirs Create LR

Jipam/lirs/{id} Retrieve LR

Returns information on a single LIR,

Paramaters _Yrvll out
Name Description

id * "

string 1D of the LIR

(path)

Responses

Code Description Links

40 Invalid credentials N links

4. Some calls that involve a JSON request body payload (PUT, PATCH, etc) will display "Example Value" and "Model" information under a
"Request Body" section - additional parameter descriptions may be displayed under "Model" Information.

Clicking on "Example Value" will show an example of a JSON request body for that call.

Clicking on "Model" will display details and descriptions of the request body parameters, if available.

put_lir » {
nan string
example: Testitn
Name of the LIR resource
rir string
enample: ARTH
The RIR for the LIR. Accepted values are "ARINT, “RIPE", "LACNIC®, “AfriNIC", "APNIC™, and “1918°,
ssn {wtager {8 tated)
evamles 20782
The ASN (Autonomous System Number) for the LIR
parens_id {ntoger {$nted)
entities e
type string
sesmalel entry
Type of resource - Updating a LIR will alwarys be “entry™
saction string

of the resource ohject
5. Additional "Model" examples are available at the bottom of the page with additional descriptive information.

At the bottom of the page, click on "Models".

; Jipanfvians/{id} Retieve VLAN

BN sipantsizedfsizes Gevmansioes

- Then, click on the "Model" you
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wish to view. Some models may contain additional information that you can expand to view, such as valid values for a parameter. In the
example below, the circled "array" will display valid RIR values.

retrieve_vian_output > (...}

get_netblock_resource_hierarchy_output » (...}

oneOf_direct_assign_1 D
TeRITEr intager ($inte4]
le: 1234

The 0 af the resource the bleck i5 assigned te

waneric_code tntager (3inte4)
waample: Code ¥
User-defined block code as defined in Adwin-IPAN sattings! Seneric Code Per Nlock Mame
tir_id intager (§ineea]
wnnnple: 101
The memeric D of s LIN reseurce the Block sheuld be Linked te

rir string
Regional internet registey

waample: 2
The mearic 18 of & region

rogion_td

wnsmgle: costomer, vps
Comma-separated List of tags tn filter by, If used in conjusction with ‘search’, perferns the search sperstion sed then f1Lters results by the previced tag. Use
with tagamade te specify filter spproach.

tags_mede string
Denates bhew the “tags® parsmster s handled:

Testing/Executing Endpoints in Swagger

You may execute endpoints in Swagger by using the "Try it out" button for any call.

1. Navigate to the call that you want to try out.
2. Expand the call to view its details, then click the "Try it out" button.

“ Jipam/Llirs/{id} Retrieve UR

Returns infermation on a single LIR,

— .
Name Deseription

Jd® requied

string ID of the LIR

(path)

3. Input the desired parameters to test, and click "Execute".

n fipam/lirs/{1d} Remievev®

Returns information on a single LIR.

Nams Ouscription

ID of the LIR

1234 +———

Responses

If the call is a method that uses a JSON request body, you will have the option to edit the body text in the "Example Value" box - when
done, click "Execute".

4. The example response will display under "Responses" after being executed. The "Response" section also includes the cURL command,
Request URL, and Response Headers.
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3-dev, Boonsact. comfga-T. 1. 0-9b7 fapl /w3 [ipem/Lirs /145017 -4 "acoepts */*%

T, PUT, POST, PATCH, OFTIONS, DELETE

APIv2 - Using cURL

One option to execute an APIv2 call is to use CURL from the Command Line.

If you do not already have cURL installed, you may download it and access its documentation at https://curl.haxx.se/.

cURL syntax template for APIv2:

When using cURL, the general layout of the cURL command will be as follows:
1. Invoke cURL:

a. curl -X PATCH "https://your-instance-domain/instance-name/api/v2/config" -H "Content-Type:application/json;
charset=utf-8" -u testing@6connect.com:password -d "{\"auto_merge_limits\":\"101"}"

2. Use the Request Flag (-X):

a. curl -X PATCH "https://your-instance-domain/instance-name/api/v2/config" -H "Content-Type:application/json;
charset=utf-8" -u testing@6connect.com:password -d "{|"auto_merge_limits|\":\"101"}"

b. This specifies a custom request method to use when communicating with the HTTP server. The specified request method will be
used instead of the method otherwise used (which defaults to GET)
3. Specify the HTTP Action:

a. curl -X PATCH "https://your-instance-domain/instance-name/api/v2/config" -H "Content-Type:application/json;
charset=utf-8" -u testing@6connect.com:password -d "{\"auto_merge_limits\":\"101"}"

4. In quotes, specify the URL of the APIv2 endpoint you are executing. This should be similar to: "https://[ProVisionInstance]/api/v2/
[endpoint family-action]"

a. curl -X PATCH "https://https://your-instance-domain/instance-name/api/v2/config" -H "Content-Type:application
/json;charset=utf-8" -u testing@6connect.com:password -d "{\"auto_merge_limits\":\"101"}"

5. Use the Header Flag (-H):

a. curl -X PATCH "https://https.//your-instance-domain/instance-name/api/v2/config" -H "Content-Type:application
/json;charset=utf-8" -u testing@6connect.com:password -d "{\"auto_merge_limits\":\"101"}"

b. Denotes an extra header to include in the request when sending HTTP to a server. You may specify any number of extra
headers. Note that if you should add a custom header that has the same name as one of the internal ones curl would use, your
externally set header will be used instead of the internal one. This allows you to make even trickier stuff than curl would normally
do.

6. Add endpoint-specific data, such as specifying a JSON payload or attribute setting. This may involve one or more additional flags or
information sets, depending on the endpoint:
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a. curl -X PATCH "https://https://your-instance-domain/instance-name/api/v2/config" -H "Content-Type:application
/json;charset=utf-8" -u testing@6connect.com:password -d "{|\"auto_merge_limits|":\"101"}"

Tip!
Swagger displays cURL commands and request URLs in the execution response!
Use the "Try it Now" feature from your instance's Swagger page (Accessed from Admin API Tab APIv2 Swagger Documentation) for the

endpoint/attribute changes you wish to make, and view the cURL command for that change. Copy the command text, and use it as a template for
your next cURL execution of the command!

Responses

Curl

curl -X GET "https://2-dev.6connect.com/qa-7.3.08-obf/api/v2/resources” -H "accept: application/json"

Request URL

https://2-dev.6connect.com/qa=-7.3.8-obf/api/v2/resources

Server response

Code Details

ann

For help using Swagger to test endpoints, see "Testing Endpoints in Swagger" in this APIv2 documentation page.

cURL Examples

Example: cURL APIv2 Authentication

This example authenticates a ProVision user, so that you may perform APIv2 commands as that user.

curl -X GET "https://2-dev. 6connect.confqga-7.3.0/api/v2/config" -H "accept: */*" -u testing@connect.com

i curl -X GET "https://2-dev. 6connect.conf ga-7. 3.0/ api/v2/config" -H "accept: */*" -u testing@connect.com H
i password i

APIv2 commands are executed as the user provided, so their permissions must be set appropriately. The Swagger "execute" feature produces
CURL strings that can be used to test specific APl commands.

Example: cURL APIv2 POST Command

This example illustrates how to provide POST/PATCH data to an APIv2 command via cURL. This command updates the ProVision automerge
configuration setting:

i curl -X PATCH "https://2-dev. 6connect.con ga-7.3.0/ api/v2/config" -H "Content-Type: application/json; H
i charset=utf-8" -u testing@connect.com password -d "{\"auto_nerge_limts\":\"10\"}" H

Review the general CURL documentation at https://curl.haxx.se/ can offer greater insight into what other flags can be used.
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Additional Information

See the following areas for additional information:
® ProVision Developer Tools

* APIv2
® Public APIv2 Swagger documentation: https://cloud.6connect.com/APIv2/.
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APl vl

APl vl (Deprecated)

ProVision's APIv1 system has been replaced by APIV2, and is now considered deprecated.

It is highly recommended that any customer utilizing ProVision's API for custom scripting refer to APIv2 documentation instead, and consider
upgrading existing APIv1 scripts to use APIv2.

However, APIv1 documentation will remain accessible from the links below in order to support legacy uses.

APIv1 - Overview

The 6Connect API is a RESTful API to access your data in the 6Connect tools. ReST relies on stateless, client-server communication, and is
usually always implemented using the HTTP protocol (the 6Connect API uses HTTPS). It is a simple and lightweight alternative to Web Services
and can implemented in nearly any language. The 6Connect API operates similarly to other popular ReST APIs you may have worked with, such
as Facebook or Twitter. You simply create an HTTP GET or POST request according to our standard, send it to the server, and receive data
back.

To learn more about request formatting, making requests, and the tools available, visit Making APl Requests.
You can also get the PHP SDK for PHP libraries and sample code.

Here are some important details about our ReST implementation:

® The API only comes with the full 6Connect IPAM product. If you would like to upgrade to the full version, contact sales@6Connect.com.

® All transactions are over HTTPS (SSL - port 443) only. Any transaction not using SSL will be rejected, and you will have potentially
exposed sensitive data.

® All API results are formatted in JSON. XML support is coming soon.

® All requests are either HTTP GET or POST requests. We suggest using POST if the length of data in the request is over 8KB.

® You can use any language you would like to query the API. We currently have an SDK for PHP. Looking at the sample code would
probably help you implement it in any language though.

Making APIvl Requests

API requests can be generated within the web Ul by the APl Request Generator, or generated programmatically in any language.

An API request looks like this:
https://cloud.6connect.com/ex/apilvl/api.php?target=ipam&action=get&type=IP&mask=24

An API response is a JSON-encoded text string, and looks like this:

{"success": 1, "nmessage":"1 blocks found", "data":[{"id":"7539","oct1":"1", "

mask":" 24", "child1l":null,"child2":null,"is_assigned":"0","is_sw pped":"0", "is_aggregate":"1", "custid":"
hol di ng", "l ast _updated_tine":"2012-03-20 09: 49: 00", "description":null,"parent":null,"rir":"ARIN', "notes":"
2012-03-20 09: 49: 00", "generic_code":null,"region":null,"vlan":null,"arin_net_id":null,"arin_cust_id":null,"

arin_sw p_tine":"0000-00-00 00: 00: 00", "assigned_tinme":"2012-03-20 09: 45:12"}]1}

Instructions on decoding this return data can be found in the APl endpoint documentation pages.

Using API Keys:
When using the API without pre-established authentication to ProVision, you must include both your API Key and a specially-prepared query
hash parameter, like so:

https://cloud.6connect.com/ex/api/vl/api.php?target=ipam&action=get&type=IP&mask=24&apiKey=116-
MX15LUYY78ZZTW5&hash=8jxj4lApYmgb51Z0wBY 4tFv+WilXb5JuVpjrwupyXQo=
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API Keys can be generated from your ProVision instance by navigating to the Admin panel by using the gear icon in the upper right hand corner,
then navigating to the API tab. The API tab will present the API authentication information in the following format:

API Key: 38-TMHQV8CV2XZYC2ZS
Secret Key: 6e04e5822ce90feaa8947ded46c46878

The secret key serves as an API password and is used in the creation of the API Authentication hash. The formula for creating a API query hash
from an API query and a Secret Key is the following:

Hash = Base64Encode( Sha256HMACHash ( QueryString, SecretKey ) )
In PHP, this would be performed with the following line of code:
$hash = base64_encode(hash_hmac(‘'sha256', $_SERVER[QUERY_STRING'], $secretKey, TRUE));

Because the hash function is computed based on the query string, you must calculate a unique hash for every API request!
Example

Lets say you wanted to create a hash for the following API request:
https://cloud.6connect.com/6¢_375/api/vl/api.php?target=ipam&action=get&type=IP&mask=24

And that your API Key and Secret Key are as follows:
AP| Key: 32-5DAYTJQY2TZHOFOB
Secret Key: 48b278ec873bda4738923dbc467f8669

The first step is to append your API Key to the URL. The API Key indicates which user is executing the API query.
https://cloud.6connect.com/6¢_375/api/vl/api.php?target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTIQY2TZHOFOB

The next step is to isolate the Query String from the request URL. The Query String is everything which follows the question mark. So,
Query String: target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTIQY2TZHOFOB

The next step is to calculate the SHA256 hash of this string with your Secret Key. In PHP, this would be:

$sha256 = hash_hmac('sha256', "target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTIQY2TZHOFOB",
"48b278ec873bda4738923dbc467f8669", TRUE);

As this value has been 256-bit hashed, it will contain many unprintable characters. The solution to this is to encode it in base 64 for
transport. Again, in PHP:

$hash = base64_encode($sha256);
Calculating it out yields the completed hash:
$hash = yneSFMyxPPe+3W410kVp50K3VStatBcRRak+2ygDUWQ=
The calculated hash can then be appended to the full APl Query URL to form a completed request:

https://cloud.6connect.com/6¢_375/api/v1l/api.php?target=ipam&action=get&type=IP&mask=24&apiKey=32-
5DAYTJIQY2TZHOFOB&hash=yneSFMyxPPe+3W4I0kVp50K3VStatBcRRak+2ygDUWQ=
A Note on False Positives
1
ProVision utilizes several possible authentication schemes of which key-based API authentication is only one. Session-based, username
/password authentication is used for the majority of user interaction with the ProVision front end. Because session information is stored in
browsers cookies, a browser can be authenticated to execute API commands as long as the session is active.

Unfortunately, this can lead to confusion when using a machine-based API as the user might use an authenticated browser session to test API-
Key based API queries. These queries will always succeed regardless of whether the API Query Hash was calculated correctly as the system
defaults to Session-based authentication when it is available.

To ensure that session-based authentication is not polluting your API-Key based testing, always use a separate browser which is not logged in to
your ProVision instance to test API queries.

Other Languages

The 6Connect API can be used in just about any scripting or programming language. We have a PHP SDK that provides example code, and
several useful functions for interacting with the API. Even if you don't want to use PHP, the samples will help you create code in other languages
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APIv1 - Getting Started with the SDK

The 6connect API allows you to access to data and functions of the 6connect web tools. The SDK for PHP or Python will help you get this setup
quickly by outlining the requirements, prerequisites and provide sample code.

SDK for PHP

Prerequisites

The API only comes with a licensed 6connect ProVision application. If you would like access to a ProVision license please contact
sales@6connect.com.

Create Your API Credentials

To use the 6connect SDK for PHP, you will need a 6connect API Key and Secret Key.
To create your API Key and Secret Key:

Log into your 6connect instance (hosted or local)

Click on the Admin icon, and go into the Administration section.

Click on the "API" tab.

Select the user from the drop down you want to enable API access for, and click "Generate Keys".
The API Key and the Secret Key will now appear directly below that.

*Note that generating a new API will automatically revoke an older API Key.

6connect recommends that each user accessing the API have their own API key configured. However, you can alternatively setup APl users by
funality or roles. While the platform is flexible, you should follow your organizations security policies.

Important!

Your Secret Key is a secret! Only you and 6connect should ever know this information. It is important to keep it confidential to protect the privacy
of ybur data. Store it securely and never share this key with other users or place it on other systems. Never include the secret key in requests to
6connect, support requests to 6connect, and never e-mail it to anyone. Do not share it outside your organization. No one who legitimately
represents 6connect will ever ask you for your Secret Key.

Requirements

Aside from following the prerequisites, you will need a basic understanding of object oriented programming in PHP and the right tools installed on
your system to use the API.

Minimum Requirements
¢ PHP 5.5 or newer.
®* PHP JSON and PCRE extensions (XML will be coming soon).

® Curl PHP extension compiled with OpenSSL libraries. Click here for more information on curl.

If you aren't sure what is running on your system, you can create a php page on your system and call phpinfo() and view this page in a browser,
or run php -i on the command line.

Install the SDK

Download the file "6connect_ProVision_PHP_SDK_5_1 4.tar" from the attachments list below:

File Modified

Configure the SDK Security Credentials

Extract the zipped tar file to a directory.

Open the api-config.php located in the downloaded SDK files.

Read through the file and place in your instance name (or path for local installs), APl Key and Secret Key information as specified.
Make sure all files are in the same directory (the core class looks for a config file in the same directory by default).

Run the sample code api-examples.php!
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Important!

You must setup user API access before running the sample. See the previous section "Create Your API Credentials" for more information.

SDK for Python
Install the SDK

Download the file "6c-api-examples-python.zip" from the attachments list below:

File Modified

Configure the SDK Security Credentials

® Extract the zipped tar file to a directory.
® Open the apiclient.py located in the downloaded SDK files.
® Read through the file and place in your instance name (or path for local installs), API Key and Secret Key information as specified.
* Make sure all files are in the same directory (the core class looks for a config file in the same directory by default).
® Run the sample code api-examples.php!
Important!

You must setup user APl access before running the sample. See the previous section "Create Your API Credentials" for more information.

APIlvl Documentation (Deprecated)

API Module - Admin and Audit
API Module - DHCP

API Module - DNS

API Module - IPAM

API Module - LIR

API Module - Peering

API Module - Resource

API Module - VLAN

APIvl SDK

How Do I...
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APl Module - Admin and Audit

Admin and Audit

This section covers the functions found under the Admin section of ProVision.

ProVision's APIv1 system has been replaced by APIv2, and is now considered deprecated.

Table of Contents

Authentication Testing
Backup

Log Management
Scheduler API

Zone Templates
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Authentication Testing

® Authentication Testing
® testSSH
® testLDAP
® testSecure64

Authentication Testing

testSSH

URL lapilvl/api.php?target=auth&action=testSSH
Description Returns success or failure of a connection to an external server via SSH.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Success!"}

ERROR {'success":0, ‘'message".'error message'}
Required
Parameters Name Type Example Description

SSHServer  STRING | totally.awesome.com | IP or FQDN of server.

SSHPort NUMBER 22 Port ssh is running on.
Optional
Parameters Name Type Example Description

username STRING  jsmith Username on target server.

password = STRING ' password123 Password for user.

directory | STRING @ /tmp Directory to attempt to access after successful login.
Example [apilvl/api.php?target=auth&action=testSSH&username=jsmith&password=password123&directory=%2Fvar%2Fnamed%
URL 2F6connect%2Fqa4&SSHPort=22&SSHServer=myssh.awesome.com
testLDAP
URL /apilvl/api.php?target=auth&action=testLDAP
Description Test basic connectivity to an LDAP server. Does not test actual authenticaion against server.
Returns Examples:

SUCCESSFUL: {'success"1, 'id":'12345"}
ERROR: {'success":0, ‘'message’:'unable to add block'}>

Required
Parameters Name Type Example Description

IdapServer STRING  Idap.awesome. | IP or FQDN of the LDAP server.
com
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IdapMode = STRING SSL Options are: SSL, TLS, or None.
Optional None
Parameters
Example URL lapilvl/api.php?target=auth&action=testLDAP&IdapPort=389&IdapServer=ldap.awesome.com&ldapMode=None
testSecure64
URL /apilvl/api.php?target=auth&action=testSecure64
Description Returns success or failure of a connection to an Secure64 DNS appliance.
Returns Examples:
SUCCESSFUL  {"success":1,"message":"Success!"}
ERROR {'success’:0, ‘'message’:'error message'}
Required
Parameters Name Type Example Description
SSHServer | STRING | totally.awesome.com ' IP or FQDN of server.
SSHPort NUMBER 22 Port ssh is running on.
Optional
Parameters Name Type Example Description
username STRING ' jsmith Username on target server.
password = STRING ' password123 Password for user.
directory = STRING /tmp Directory to attempt to access after successful login.
Example URL /apilvl/api.php?target=auth&action=testSecure64&username=jsmith&password=password123&directory=%2Fvar%

IdapPort NUMBER 389 User-defined block code as defined in Admin-IPAM settings: Generic Code

Per Block Name

2Fnamed%2F6connect%2Fga4&SSHPort=22
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Backup

® Backup
® backup now

Backup

backup now

URL [apilvl/api.php?target=backup&action=now
Description Performs a manual backup to the designated location.
Returns Examples:

SUCCESSFUL: {"success":1,"message":"Backup via curl complete: "}
ERROR: {"success":0, "message":"Error Message"}>

Required Parameters

Name Type Example Description

type STRING | curl File transfer type. Acceptable values are ‘curl’ or 'scp’
Optional Parameters

Name Type Example Description

resource | INTEGER 2213 The server resource id to backup to. If left blank, backs up to the 6connect cloud.
Example URL Backup to designated server: /api/vl/api.php?target=backup&action=now&type=scp&resource_id=2213

Backup to 6connect cloud: /api/vl/api.php?target=backup&action=now&type=curl

When specifying a backup server resource ID, that server must have the Hostname, Username, and Password fields correctly provided in
PrioVision.
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Log Management

® |Log Management
®* Get

Log Management

Get

URL /api/vl/api.php?target=log&action=get
Description = Returns a list of log entries. Use optional parameters to filter the list.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Search Successful.","data":[{"logld":"31568","time": "2012-05-07 17:44:43",

,"message": "User

"o

"logLevel":"INFO","userld":"39","userName": "user@6connect.com","logCategory": "User
Doe (user@6connect.com) logged in via local authentication","ip":"107.111.0.228"}]}

ERROR {'success".0, ‘'message’:'‘error message'}
Data Detail
Name Type Example Description
log_id INTEGER 24 Unique log entry id.
time DATETIME @ 2012-05-07 22:10:07 Date and time year to second.
log_level STRING NOTICE Standard syslog log levels in verbose format (EMERG, ALERT, CRIT,
ERR, WARNING, NOTICE, INFO, DEBUG).
user_id INTEGER 11 The unique user id associated with the log entry.
username STRING user@6connect.com The unique user name associated with the log entry.
log_category | STRING IPAM The 6connect category for the log entry (User, IPAM, Resource Holder,

DNS, Peering, Assistant, NTP, Reporting).

message STRING Created new children The detailed log message.
from 1.0.0.0/24

ip STRING 107.111.0.228 The remote IP address of the user who took the action being logged.

Required
Parameters  Nope*

*There are no required parameters, but at least one optional parameter must be provided for the call to succeed.

Optional
Parameters | Name Type Example Description
block_id INTEGER 310 Id of the IPAM netblocks to which the logs belong
get_attributes  BOOLEAN 1 Display the log attributes along with the log into the client's response. (The
attributes for each log record). Valid values are 1 (true) and 0 (false).
log_id INTEGER 24 Unique log entry id.
time_min DATETIME 2015-05-07 [21: Retrieve logs starting at this Date and optional time year to second.
00:00]
time_max DATETIME @ 2015-05-07 [22: = Retrieve logs ending at this Date and optional time year to second.
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00:00]

limit INTEGER 100 Total log entries to retrieve. Default limit is 2000 records.
orderby STRING log_id Order results by log_id, time, log_level
order STRING ASC Order by ascending / descending (ASC / DESC).
offset INTEGER 50 Offset from O to retrieve log entries
username STRING user@6connect. The unique user name associated with the log entry.
com
log_category = STRING IPAM The 6connect category for the log entry (User, IPAM, Resource Holder, DNS,
Peering, Assistant, NTP, Reporting).
log_level STRING NOTICE Standard syslog log levels in verbose format (EMERG, ALERT, CRIT, ERR,
WARNING, NOTICE, INFO, DEBUG).
ip STRING 1.2.3.4 The remote IP address of the user whose action was logged
search STRING Aggregate Search for a string in the logs. It searches in 'message’, 'username’, 'time’, 'ip'
Added and 'log_category'
time DATETIME 2015-05-07 [21: Search logs from a specific time.
00:00]

Example /api/v1/api.php?target=log&action=get&block_id=310&order_by=log_id&order=DESC
URL
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Scheduler 1

This APl is in beta and subject to change.

® Scheduler

addTask
updateTask
deleteTask
executeTask
getTaskHistory
getTasks

Scheduler

addTask

URL
Description

Returns

Required
Parameters

Optional Parameters

lapilvl/api.php?target=scheduler&action=addTask

Add a new scheduled task. Request is POST-only. Params are a single JSON object:

Examples:

SUCCESSFUL: {"success":1,"message":"Message "}
ERROR: {"success":0, "message":"Error Message"}>

Name Type Example Description
user_id INTEGER @ 100 User ID
name STRING  Process Holding Tank Name given to the new

class_name @ STRING

data {
active BOOL true
repeat_items
Name Type Example
repeat_start STRING  2015-05-
06
repeat_end STRING | null
repeat_hour INTEGER 8
repeat_minute INTEGER 0
repeat_day INTEGER 1
repeat_week INTEGER 1
repeat_weekday INTEGER 1

\scheduler\Tasks\ProcessHoldingTask ' PHP-namespaced name for the task class.

Currently available:
\scheduler\Tasks\ProcessHoldingTask
\scheduler\Tasks\BackupTask
\scheduler\Tasks\DNSPushTask

Description

Date to start repeating task. Date must be in YYYY-MM-DD format.
Date to end repeating task or null. Date must be in YYYY-MM-DD
format.

Hour of day to repeat, from 0-23

Minute of that hour to repeat, from 0-59

Day of month, from 1-31

Week of month, from 1-5

Days to repeat. Sun-Sat are from 0-6 respectively
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updateTask

URL
Description

Returns

Required
Parameters

Optional Parameters

deleteTask

URL
Description

Returns

Required Parameters

lapilvl/api.php?target=scheduler&action=updateTask

Update a scheduler task

Examples:

SUCCESSFUL: {"success":1,"message":"Message"}
ERROR: {"success":0, "message":"Error Message"}>

Name Type Example Description

id INTEGER 4 ID of the task to be updated
user_id INTEGER @ 100 User ID

name STRING  Process Holding Tank Name given to the new

class_name  STRING  \scheduler\Tasks\ProcessHoldingTask PHP-namespaced name for the task class.

data {3

active BOOL true

repeat_items

Name Type
repeat_start STRING
repeat_end STRING
repeat_hour INTEGER
repeat_minute INTEGER
repeat_day INTEGER
repeat_week INTEGER

repeat_weekday INTEGER

Example

2015-05-
06

null

Currently available:
\scheduler\Tasks\ProcessHoldingTask
\scheduler\Tasks\BackupTask
\schedulen\Tasks\DNSPushTask

Description

Date to start repeating task. Date must be in YYYY-MM-DD format.

Date to end repeating task or null. Date must be in YYYY-MM-DD
format.

Hour of day to repeat, from 0-23
Minute of that hour to repeat, from 0-59
Day of month, from 1-31

Week of month, from 1-5

Days to repeat. Sun-Sat are from 0-6 respectively

/apilvl/api.php?target=scheduler&action=deleteTask

Delete a scheduler task

Examples:

SUCCESSFUL: {"success":1,"message":"Task \"New Task\" (2) deleted","data":null}
ERROR: {"success":0, "message":"Error Message"}>

Name Type Example Description

taskld INTEGER 4

ID of the task to delete
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Optional Parameters = None

Example URL [apilvl/api.php?target=scheduler&action=delete Task&taskld=2
executeTask
URL /api/vl/api.php?target=scheduler&action=executeTask
Description Execute a task immediately
Returns Examples:
SUCCESSFUL: {"success":1,"message":"Holding tank processed. 0 IPv4 and O IPv6 blocks moved to the available pool.
","data":null}
ERROR: {"success":0, "message":"Error Message"}>
Required
Parameters Name Type Example Description
taskld INTEGER 4 ID of the task to run
Optional None
Parameters
Example URL /apilvl/api.php?target=scheduler&action=executeTask&taskld=1

getTaskHistory

URL [api/vl/api.php?target=scheduler&action=getTaskHistory
Description = Get history for a specific task

Returns Examples:
SUCCESSFUL: { "success™: 1, "data™ [ { "log_id": "1005037", "time": "2015-05-07 12:29:45", "log_level": "6", "user_id": "31",
"username": "usernamehere", "log_category": "System", "message": "task_id=1 task=Process Holding Tank action=finished
message=Holding tank processed. 0 IPv4 and 0 IPv6 blocks moved to the available pool.", "ip": null }, { "log_id": "1005033",
"time": "2015-05-07 12:28:50", "log_level": "6", "user_id": "31", "username": "usernamehere", "log_category": "System",
"message": "task_id=1 task=Process Holding Tank action=finished message=Holding tank processed. 1 IPv4 and O IPv6 blocks
moved to the available pool.", "ip": null }, { "log_id": "1005030", "time": "2015-05-07 12:28:14", "log_level": "6", "user_id": "31",
"username": "usernamehere"”, "log_category": "System", "message": "Task \"Process Holding Tank\" (1) added", "ip": null } ]}
ERROR: {"success":0, "message":"Error Message"}>

Required
Parameters | Name Type Example Description
taskld | INTEGER 1 ID of the task to view
Optional None
Parameters

Example lapilvl/api.php?target=scheduler&action=getTaskHistory&taskld=1

URL
getTasks
URL [api/vl/api.php?target=scheduler&action=getTasks

Description = Gets a list of scheduled tasks and their repeat settings

Returns
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Required
Parameters

Optional
Parameters

Example
URL

Examples:

SUCCESSFUL: { "success™: 1, "data™: [ { "id": "1", "user_id": "31", "name": "Process Holding Tank", "class_name":
"\\scheduler\\Tasks\\ProcessHoldingTask", "active": true, "data": null, "last_run": "2015-05-07 12:29:45", "repeat_items": [ { "id":
"1", "task_id": "1", "repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, “repeat_year": "*", "repeat_month": "*"|
"repeat_day": "*", "repeat_week": "*", "repeat_weekday": "4", "repeat_hour": "20", "repeat_minute"; "0" }, { "id": "2", "task_id": "1",
"repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*",
"repeat_week": "*", "repeat_weekday": "5", "repeat_hour": "20", "repeat_minute": "0" }, { "id": "3", "task_id": "1", "repeat_start":
"2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week":
" "repeat_weekday": "6", "repeat_hour": "20", "repeat_minute™: "0" }, { "id": "4", "task_id": "1", "repeat_start": "2015-05-06",
"repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week": "*",
"repeat_weekday": "0", "repeat_hour": "20", "repeat_minute™: "0" } ]}, { "id": "2", "user_id": "31", "name": "New Task",
"class_name": "\\scheduler\Tasks\\TestTask", "active": true, "data": null, "last_run": "2015-05-07 12:35:41", "repeat_items": [ {
"id": "5", "task_id": "2", "repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month":
" “repeat_day": "*", "repeat_week™: "*", "repeat_weekday": "1", “repeat_hour": "21", "repeat_minute": "0" }, { “id": "6", "task_id":
"2", "repeat_start": "2015-05-06", "repeat_end"; null, "repeat_interval": null, "repeat_year": "*", "repeat_month"; "*", "repeat_day":
" "repeat_week": "*", "repeat_weekday": "2", "repeat_hour": "21", "repeat_minute": "0" }, { "id": "7", "task_id": "2", "repeat_start":
"2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*" "repeat_day": "*", "repeat_week":
" “repeat_weekday": "3", "repeat_hour": "21", "repeat_minute": "0" }, { "id": "8", "task_id": "2", "repeat_start": "2015-05-06",
"repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week": "*",
"repeat_weekday": "4", "repeat_hour": "21", "repeat_minute™: "0" }, { "id": "9", "task_id": "2", "repeat_start": "2015-05-06",
"repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week": "*",
"repeat_weekday": "5", "repeat_hour": "21", "repeat_minute™: "0"}]1}1}

ERROR: {"success":0, "message":"Error Message"}>

None

None

lapilvl/api.php?target=scheduler&action=getTasks
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Zone Templates

® Zone Templates
®* Get
® Update
® Delete

Zone Templates

Get

URL /apilvl/api.php?target=zoneTemplate&action=get
Description = Returns success or failure of a connection to an external server via SSH.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Found 1 records for template \"Awesome Template\".","data":{"templateld":"1011","
name":"Awesome Template","created":"2013-07-31 14:01:24","modified":"2013-07-31 14:01:24","userld":"
112""soa":null,"refresh":"14400","retry":"3600","expire":"604800","minimum":null,"ttI":null,"userName":"

joe@smith.com”,"records":[{"templateRecordld":"4","templateld":"1011","host":"www","type":"A","tt|":"3600","
value":"1.2.3.4","ordering":"0"}]}}

ERROR {'success".0, ‘'message’:'‘error message'}

Required None
Parameters

Optional
Parameters  Name Type Example Description

templateld NUMBER | 3 ID of the specific template to get.

Example /api/vl/api.php?target=zoneTemplate&action=get
URL

Update

URL [api/vl/api.php?target=zoneTemplate&action=update
Description = Create a new template or update an existing template.

Returns Examples:
SUCCESSFUL: {"success":1,"message":"Template updated”,"data":{"templateld":"1011","name":"Awesome Template","created":"2!
23:15:52""modified":"2013-08-05 23:15:52","userld":"112","soa":"ns1.test.net hostmaster.nsl.test.net","refresh":"14400","retry":"36(
604800","minimum":null,"ttl":false,"userName":"anna@6connect.com”,"records":"1"}}
ERROR: {'success':0, ‘message':'Error updating template: error details'}>

Required
Parameters  Name  Type Example Description

name STRING Test Template = The name of the template to be created or updated.
Optional
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Parameters = Name Type Example Description

soa STRING nsl.test. A valid SOA for the template in for format
net
hostmaster.
nsl.test.net

ttl INTEGER 86400 The TTL for the zone template, which is the default expiration time for all records withc
own TTL.

refresh INTEGER = 14400 The time period for slaves to refresh the zone.

retry INTEGER = 3600 Time that a slave should retry refreshing the zone in case of incident.

expire INTEGER @ 604800 Time for a slave to expire a zone.

mininum INTEGER 3600 The maximum caching time in the event of failed lookups.

count_records INTEGER 5 Number of host records submitted with the update. All the following parameters names

followed with their position in the count. In this example, the first record would have all
parameters for the first record followed by _1, the second record _2, and so on. This w
order all records in the template follow.

host_1 STRING The DNS record value.

tt_1 INTEGER | 3600 TTL of the specific host record.
type_1 STRING A A valid DNS record type.
value_1 IP 1.2.34 A valid IPv4 or IPv6 address.

Example api/vl/api.php?target=zoneTemplate&action=update&templateld=1011&count_records=1&name=Awesome+Template&soa=nsl.te
URL net+hostmaster.nsl.test.net

&refresh=14400&retry=3600&expire=604800&minimum=3600&value_O=undefined+undefined&host_1=wwwé&ttl_1=3600&type_1=/

2.3.4
Delete
URL lapilvl/api.php?target=zoneTemplate&action=delete
Description Deletes a DNS template.
Returns Examples:

SUCCESSFUL | {"success"1,"message":"Template \"Test Template\" delete."}

ERROR {"success":0,"message":"No template found for templateld \"1005\"."}
Required Parameters

Name Type Example Description

templateld INTEGER @ 3 ID of the template to delete.

Optional Parameters = None.

Example URL lapilvl/api.php?target=zoneTemplate&action=delete&templateld=1005
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APl Module - DHCP

DHCP Management Version 2

PraoVision's APIv1 system has been replaced by APIv2, and is now considered deprecated.

® DHCP Management Version 2
® Overview
® API Updates
® DHCP API How-To
Relate with Resources
Create DHCP IP Aggregates
Subnets and Hosts
Linking Subnets and Hosts with DHCP Servers
® Pushing Configurations
® Detailed API Specification

Overview

DHCP Management Version 2 integrates DHCP management with ProVision's resource and permissions hierarchy, as well as the IP
Management system. Individual DHCP servers can be assigned via Resource Permissions to different internal user groups, to be managed by
only the appropriate parties.

Under DHCPV?2 there is no distinct “DHCP Server” type or section — instead there is a “DHCP Module” which, when attached as a child to an
existing resource, transforms it into a DHCP-enabled device. The most common use is to take the generic “Server” Section and turn it into a
DHCP Server by attaching the DHCP Module as a child. This configuration allows users to add functionality to a basic resource and provides a
cleaner management interface.

APl Updates

The DHCPv1 API operated via calls to the DHCPServer and the DHCPEntry endpoint families. However, now that DHCPv2 is contained entirely
within the resource system, most of the API calls to manipulate DHCP data do so using the Resource family of API endpoints to modify specific
Resource attributes reserved for DHCP functionality.

DHCP APl How-To

Relate with Resources

The DHCPv2 system builds upon the ProVision Resource API. With the exception of a few configuration commands all DHCPv2 API commands
use the Resource family of API endpoints.

As described above, DHCPv2 functionality is enabled on a particular resource by attaching a DHCP Module as a child. A command to do this is
as follows:

[ProVision root]/api/vl/ api.php?target=resource&acti on=add

dat a:
nmeta[type]: dhcp_nodul e
met a[ nane] : [parent resource id] DHCP Mdul e
nmeta[ parent _id]: [parent resource id]

The special resource type “dhcp_module” indicates to ProVision that the DHCP system is enabled for the parent object. The attributes
associated with the “dhcp_module” resource govern the DHCP system's behavior.
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Updating the attributes of a DHCP Server uses a Resource Update command:

[ProVision root]/api/vl/ api.php?target=resource&action=updat e&reta[id] =2178 &net a[type] =dhcp_nodul e&fi el ds

[ _dhcp_attributes][]={"type":"ISC', "notes":"notes go here", "usernane":"usernane", "port":"port","
config_test":"/etc/init.d/ dhcpd configtest","server_stop":"/etc/init.d/ dhcpd stop","server_start":"/etc/init.
d/ dhcpd start”,"config_path":"/tnp/dhcpd. conf","option_routers":"192.168.0.0", "option_donmai n_nane_servers":"
nsl. 6connect. coni', "option_domai n_nane": "6connect. conl', "aut horitative":"1","defaul t_| ease_tine":"600","

max_| ease_time":"7200", "l ocal _port":"67","log_facility":"local 7", "password": "password", "server_ip":"
192.168.0.1","freeLines":3,"freeLinel":"free line 1","freeLine2":"free line 2","freeLine3":"free line 3"}

is familiar from other parts of ProVision. We are updating a resource of type “dhcp_module” whose resource id is 2178. The second section of
the command details the update values, starting with

which contains a JSON-encoded string of all the fields specific to a DHCP server's function. When expanded into its full object form it is
substantially easier to digest:

i "type":"1SC', H
: "notes":"notes go here", H
: "usernanme": "user nane", H
i “port":"port", i
H "config_test":"/etc/init.d/ dhcpd configtest",
: "server_stop":"/etc/init.d/ dhcpd stop”, i
"server_start":"/etc/init.d/ dhcpd start", i
: "config_path":"/tnp/dhcpd. conf", H
: "option_routers":"192.168.0.0", H
H "option_donai n_name_servers":"nsl. 6¢connect. conf, i
! "option_donmai n_nane": " 6connect . cont', :
H "authoritative":"1",
: "default_| ease_tinme": " 600", :
"max_| ease_tinme":"7200", i
: "l ocal _port":"67", H
: "log_facility":"local 7", !
i "password": "password", i
H "server_ip":"192.168.0.1", i
H "freelLines": 3,
: “freeLinel":"free line 1", ;
"freeLine2":"free line 2", :
"freeLine3":"free line 3" H

This object describes all the most common DHCP server configuration options. For a full explanation of each of the fields, see the Detailed API
Specification later in this document.

Please note that the object above must be passed to the DHCP system as a JSON-encoded string. It must be passed into the special
“_dhcp_attributes” attribute for it to be functional, as in the example URL.
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Create DHCP IP Aggregates

For details on how to manage IP aggregates using ProVision's IPAM API, see APl Module - IPAM.

Of particular interest to DHCP management is the addition of DHCP aggregates, which are sections of IP space marked as available for use by
the DHCPv2 system.

An example command to add a DHCP Aggregate is:

i [ProVision root]/api/vll api.php?target =i pamBact i on=add&bl ock=192. 168. 0. 0/ 24&rir= H
i 1918&vl an=&t ags=4&r egi on=&r esour cel d=1282&al | owSubAssi gnment s=t r ue i

The important part to note is that the IP block is being assigned to resourceld 1282, which corresponds to the DHCP Available resource. The
DHCP Available resource is a system-level resource which is used to hold all unassigned DHCP IP addresses. Every instance has its own
DHCP Available resource, whose id can be found with the following command:

New DHCP subnets and hosts draw their IPs from this pool. If there are no IPs in the DHCP Available pool new subnets and hosts will not be
able to be created.

DHCP IP aggregates are fetched, updated, split, and deleted using the standard IPAM management API endpoints. Please see the IPAM API
Documentation. for details.

Subnets and Hosts

Every DHCP configuration file consists primarily of Subnet and Host declarations, mapping out what IP addresses are available for what
purpose. In DHCPv2, DHCP Pools are reusable components that can be attached to several DHCP Servers in order to build flexible, responsive
DHCP configurations.

In ProVision DHCPv2 all DHCP Pools regardless of whether they span Subnets or individual Hosts require that a “dhcp_pool” resource be
created to govern them.

Similar to how the “dhcp_module” resource was created above, the command to create a DHCP Pool is as follows:

[ProVision root]/api/vl/ api.php?target=resource&acti on=add&net a[ t ype] =dhcp_pool &mret a[ nane] =New Subnet &f
[ _dhcp_type] [] =subnet & i el ds[ _dhcp_pool _attributes][]={"nac":"","rangeStart":"","rangeEnd":"", "freeLines":3,"
freeLinel":"Free Line 1","freelLine2":"Free Line 2","freeLine3":"Free Line 3"}

i fields[_dhcp_type][]=subnet&fiel ds[_dhcp_pool _attributes][]={"mac":"","rangeStart": : H
i freelLines":3,"freeLinel":"Free Line 1","freeLine2":"Free Line 2","freeLine3":"Free Line 3"} H
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The second half of the command behaves in a similar manner to the “dhcp_module.” The “_dhcp_pool_attributes” field holds a JSON-encoded
string which describes the dhcp_pool resource. When expanded, the JSON string becomes the following object:

"mac": ",

"rangeStart":""
"rangeEnd":"",
"freelLines": 3,
"freeLinel":"Free Line 1",
"freeLine2":"Free Line 2",
"freeLi ne3":"Free Line 3"

For a full explanation of each of the fields, see the Detailed API Specification.

Please note that the object above must be passed to the DHCP system as a JSON-encoded string. It must be passed into the
“_dhcp_pool_attributes” attribute for it to be functional, as in the example URL.

Once a dhcp_pool resource is in the system it can be updated with IP data obtained from the IP Management system. Under DHCPv2, the
DHCP system uses all the standard IPAM API endpoints and can make use of both the smartAssign and the directAssign methods. Please see
the IPAM API documentation for details.

An example command for smart-assigning a DHCP IP range from the DHCP Available resource to a newly-created dhcp_pool resource is as
follows:

i [ProVision root]/api/vl/ api.php?target=i pam&acti on=smart Assi gn& esour cel d=2180& i
i type=i pv4&mask=31&ri r=1918&assi gnedResour cel d=1282 H

In this example we are using the IPAM API endpoint to smart-assign an IPv4 /31 from the DHCP Available resource (resource id 1282) to the
newly-created dhcp_pool object (resource id 2180). This action removes this IP range from the available pool and prevents it from being used by
other parts of ProVision.

Once an IP block is assigned to a dhcp_pool it should be updated with the proper range start and range end. A Resource Update command is
used for this.

[ProVision root]/api/vl/ api.php?target=resource&acti on=updat e&mret a[ type H
Test &f i el ds[ _dhcp_type] []=subnet & i el ds[ _dhcp_pool _attributes][]={"mac":"","rangeStart":"10.10. 10.4"," H
rangeEnd": " 10. 10. 10. 5", "freeLi nes": 3, "freeLi nel": "exanpl el", "freeLi ne2": "exanpl e2", "freelLi ne3": "exanpl e3"}
&f i el ds[ _dhcp_i p_i d] []=92430&net a[ i d] =2180 :

hcp_pool & net a[ nane] =Anot her

e

The key information here is that the “ra<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>