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ProVision Installation Guide

Installing ProVision
You have 6connect ProVision and now it's time to set it up! 6¢connect offers both cloud hosted instances and local installations of ProVision.
Follow the links below for specific instructions on each instance type.

For setup assistance or additional information, you can contact our support team at support@6connect.com.

Table of Contents

® Hosted Instances Guide
® Local / VM Installation Guide



Hosted Instances Guide

Hosted Instances Guide
With a cloud hosted instance of ProVision, all you need is one of the following web browsers with an internet connection and login credentials!

Once you have confirmed that you have a supported browser and valid login, you can proceed to ProVision Getting Started, the ProVision User
Guide, or the ProVision Admin Guide to learn more about ProVision.

® Hosted Instances Guide
® 6connect Cloud Hosted Instance: Browser Requirements

® Backup and Redundancy

6connect Cloud Hosted Instance: Browser Requirements

6connect makes every effort to maintain broad compatibility across browser vendors and versions.
Web Browsers Supported:
Firefox 6+

Safari 4+

L]

L]

® Chrome 11+

® Internet Explorer 10+( IE 8+ may have some display issues)

Backup and Redundancy

Backup Schedule
Both local and hosted instances are provided with a default Scheduler task to perform a backup every 24 hours, with a 1 month retention policy.

Restoration
Is a phone call or email away. We can spin up a new instance with your preferred data set.



Local / VM Installation Guide

Installing ProVision

Local and VM installs of ProVision have specific requirements and configuration settings. Please follow the links below for detailed instructions on
how to set up your local installation of ProVision.

For setup assistance or additional information, you can contact our support team at support@6connect.com.

Table of Contents

System Requirements

Backup and Redundancy: Local / VM
ProVision Local Installation For CentOS 6
ProVision Local Installation For CentOS 7
ProVision Local Installation For Debian 7/8
ProVision Local Installation For Ubuntu
6connect Local Software Upgrades

Local Installations - Peering Setup



System Requirements

ProVision System Requirements

® 6connect Virtual Machine
® 6connect Locally Hosted Instance

6connect Virtual Machine

The Virtual Machine has a console with additional information to assist with initial setup.

Host Environment:

The optimum resource mix will be based on page views/refreshes. A larger concurrent user base with constant editing may benefit from additional
RAM.

The minimum recommended virtual environment is:

® Two processor cores

® 2GB RAM (4GB Recommended)

® 20GB Local storage (local SAS/SSD or iSCSI/FC LUN optional)

® VM format support for VMDK, OVF, OVA (Support for vSphere 5.x)
Software Environment:

Operating System: FreeBSD

Port Requirements:
Open outbound ports 443 and port 80

® cloud.6connect.com is used for license check
® checkip.dyndns.org validates the IP address of the machine to communicate with the licensing server

6connect Locally Hosted Instance

Initial application installation is included with the purchase of a license from 6connect. If modifications need to be made, we recommend
contacting 6connect prior to any changes to ensure there is no negative impact to production systems or product functionality.

Hardware Requirements:

The optimum resource mix will be based on page views/refreshes. A larger concurrent user base with constant editing may benefit from additional
RAM.

The minimum recommended hardware is:

® Dual-core Xeon class processor or equivalent (Quad-core Xeon Recommended)
* 2GB RAM (4GB Recommended)

® Local SATA storage (local SAS/SSD or iSCSI/FC LUN optional)

® Rack mount server chassis with redundant power supplies

*Virtual instances are also acceptable. We have confirmed functionality with Citrix Xen Essentials, VMware, KVM, etc.

Software Requirements:
Operating System: Linux/BSD/OSX
Base Software Needed:

® Apache 2.x: {+}http://httpd.apache.org/
® php 5.5.x: {+}http://php.net/downloads.php
® Plugin: Download Source Guardian extension from {+}http://www.sourceguardian.com/ixeds/ and install to php extensions
directory.
® MySAQL 5.6+: {+}http://www.mysql.com/downloads/

MySQL 5.6.x
Please note that after 5.1.3, MySQL 5.6.x is now required



MySQL Triggers
6connect does not support custom MySQL triggers at this time - please email support@6connect.com if you have any questions.

Port Requirements:
Open outbound ports 443 and port 80

® cloud.6connect.com is used for license check
® checkip.dyndns.org validates the IP address of the machine to communicate with the licensing server



Backup and Redundancy: Local / VM

Backup and Redundancy

Local/VM Instance

Backup Schedule
Both local and hosted instances are provided with a default Scheduler task to perform a backup every 24 hours, with a 1 month retention policy.

Restoration
Is a phone or email away. We can spin up a new instance with your preferred data set, or send you a link to download your database. Optionally,

we can even help you set it up and import your data to your new instance or assist with redundant configuration options depending on your
RPO/RTO guidelines.

Backup your Data
For local customers, you should be backing up the following items:

mysqldump

And system folders off the 6connect root:
/scans

/zones

/keys

/archive

/data



ProVision Local Installation For CentOS 6

CentOS 6

® CentOS 6
® Before You Begin
® |Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
* PHP
* MySQL
® DNS and Additional Utilities
®* DNSSEC-Tools
¢ 3) Configuring the requirements:
* SSL
® Apache
* MySQL
® 4) Optional configurations:
® Configure SELinux
® Configure IPTables
® Radius (Optional)
* SSH
® Source Guardian
® 4) Install 6connect ProVision Software:

Before You Begin

Ensure that System Requirements have been met prior to proceeding with the CentOS Configuration Guide.

Install Requirements

1) Upgrade your current packages
Upgrade your current packages.

yum update

2) Install Required Packages

PHP

All installations of ProVision require at least PHP 5.5 (and related extensions). CentOS 6 comes with PHP 5.3 by default. You can either add a

repository which provides PHP 5.5 or install PHP manually.

The Webtatic and Remi repos both have versions of PHP which are newer than those in the official repos. For this example, we'll be
using Webtatic

Add the repository:

rpm -Uvh https://mirror.webtatic.com/yum/elé6/latest.rpm
Update:

yum update

Install:
« Click here to expand...

PHP5 / Apache2 / extensions

® httpd
® php55w
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php55w-opcache
php55w-mysqind
php55w-pdo
php55w-Idap
php55w-pecl-memcache
php55w-bcmath
php55w-devel
php55w-pear

php55w-cli

Development tools for pecl / additional system packages:

curl

openssl
memcached
mod_ssl

yum install httpd php55w php55w-opcache php55w-mysglnd php55w-pdo php55w-1ldap
php55w-pecl-memcache php55w-bcmath php55w-devel php55w-pear php55w-cli curl openssl
memcached mod_ ssl

MySQL

Install MySQL to use a local database.
MySQL is included with most CentOS installs, check for it with:

yum list installed | grep mysql

The default MySqL version included with most CentOS installs will need to be upgraded to the latest version:

rpm -Uvh https://mirror.webtatic.com/yum/el6/latest.rpm

If you have an existing installation, you can replace it with:
yum install mysgl. uname -i~ yum-plugin-replace
yum replace mysgl --replace-with mysqgl55w

For a fresh install:

yum install mysgl55w mysgl55w-server

Then, re-start and configure.

service mysqgld start chkconfig mysgld on

If a new install, set the MySQL root password:
/usr/bin/mysqgladmin -u root password 'new-password'

For an existing install / upgrade, you will need to upgrade the existing tables after the restart.

mysql upgrade -u root -p

This will issue a password prompt for the user. If you don't have a root user password, remove the "-p".

DNS and Additional Utilities

5. Install the DNS and other remaining utilities:
« Click here to expand...
® curl
® openssl
® nmap



® bind-utils
® bind
® expect

yum install curl openssl nmap bind-utils bind expect

DNSSEC-Tools
Install and Compile DNSSEC-Tools

yum groupinstall 'Development Tools'

yum install openssl-devel perl-devel perl-CPAN

cd /usr/src

wget https://www.dnssec-tools.org/download/dnssec-tools-2.1.tar.gz
tar -xzf dnssec-tools-2.l.tar.gz

./configure

make

make install

3) Configuring the requirements:

SSL
Self signed certificates in CentOS 6 by default have been already installed.

If you want to change it, follow the steps below:

Note: For production install, it is HHIGHLY RECOMMENDED to use organization signed certs

Generate private key, CSR, and temporary key if one hasn't been provided.

openssl genrsa -out ca.key 1024 openssl req -new -key ca.key -out ca.csr
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt

Copy the files to the correct locations

cp ca.crt /etc/pki/tls/certs cp ca.key /etc/pki/tls/private/ca.key Ccp ca.csr
/etc/pki/tls/private/ca.csr

Make sure that you copy the files and do not move them if SELinux is enabled (which it is by default)

Edit the apache ssl config and put in the appropriate options:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/httpd/conf.d/ssl.conf

Find the lines that start with SSHCertificateFile and change them to be like:

12



SSLCertificateFile /etc/pki/tls/certs/ca.crt
SSLCertificateKeyFile /etc/pki/tls/private/ca.key

Then restart

/etc/init.d/httpd restart

Add 443 virtual hosts as needed in httpd.conf.
Apache

Allow overwrites in the apache vhosts

sed -1 's/AllowOverride None/AllowOverride All/g' /etc/httpd/conf/httpd.conf

Start Apache and make it to start on boot

chkconfig httpd on service httpd start

mod rewrite REQUIRED
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.

MySQL

Set the MySQL Configuration:

mysgl -p -e "SET GLOBAL sgl mode='NO ENGINE SUBSTITUTION';SET SESSION
sql mode='NO_ ENGINE SUBSTITUTION';"

then enter the MySQL root password when prompted.

4) Optional configurations:

Configure SELinux

RE-IP WARNING
Please remember - if you change the IP address of the your server, then you will need to update SELinux functions accordingly

Most CentOS install have SELinux enabled by default. One of its protections is to not allow httpd daemon to make network connections, we

need to disable this for license checks.

To view the SELinux configuration for http:

/usr/sbin/getsebool -a | grep httpd

To turn protection off for the httpd daemon for creating network connections:

/usr/sbin/setsebool -P httpd can_network_connect 1

13



Configure IPTables

IPTables is enabled by default on CentOS. Add a new rule to allow 443 from anywhere. Make sure that this rule is in the chain BEFORE any
blanket reject rule:

w If you are going to run iptables, click here

To list all current IPTable rules:

/etc/rc.d/init.d/iptables status

To add a rule for 443:

/sbin/iptables RH-Firewall-1-INPUT -I 5 -m state --state NEW -m tcp -p tcp --dport
443 -j ACCEPT

Note
The -1 5 is what adds the rule to the 5th chain position. You might need to change this depending on existing rules. Look at what
rules are there before running.

To save the new config:

/etc/rc.d/init.d/iptables save

OR (some versions of centOS have different iptables names, so the above won't work)

vi /etc/sysconfig/iptables

With the file open for editing, add:

-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT

Once complete - restart the iptables service:

/etc/init.d/iptables restart

Customers can alter this post install to allow only their IP space, plus the 6connect management space.

Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication.
« If you are going to use radius authentication, click here.

Install radius module:

pecl install radius echo extension=radius.so > /etc/php.d/radius.ini

SSH

Install ssh module:
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yum install libssh2-devel pecl install -f ssh2 echo extension=ssh2.so >
/etc/php.d/ssh2.ini

Source Guardian

Source Guardian is only required for ProVision versions 5.1.2 and earlier. If installing ProVision 5.1.3 or later, skip this step.

~ Click here for Source Guardian installation instructions (applies only to ProVision 5.1.2 and earlier)...
Install the Source Guardian php extension.

Download and find additional details from http://www.sourceguardian.com/ixeds/. Choose either Linux 32 or Linux 64 .tar.gz
depending on architecture.

Download the loader and put it in the appropriate place.

Place the file in your php extension directory as specified in your php.ini

Note: The PHP cli binary path must be set in the ProVision software Admin section if is different from default. By default it is /usr/bin/php.
Add extension=ixed.x.x.y.y to your php.ini

wget https://www.sourceqguardian.com/loaders/download/loaders.linux-x86 64.tar.bz2
tar -xjf loaders.linux-x86_64.tar.bz2

cp -rpPf ixed.5.5.1lin /usr/lib64/php/modules/

echo extension=ixed.5.5.1in > /etc/php.d/ixed.5.5.ini

Reload the web server

service httpd reload

PRO TIP - Loader Assistant for Source Guardian

If you have any issues with getting Source Guardian installed, and the instructions are not working in your case, please check out
http://www.sourceguardian.com/loaders/download.php - this page allows you paste in the output of your phpinfo page and then it
will tell you the steps that need to be taken for your particular use case. If you are still having issues, please contact 6connect at
support@6connect.com so one of our engineers can assist you.

4) Install 6connect ProVision Software:

1. Remove the current contents in the ProVision web folder (currently the www root) and after extract the archive contents:

tar -xf productionBuild-5.1.2-php5.5.tar -C /var/www/html

2. Change the permissions to be the web user permissions
chown -R apache.apache /var/www/html

3. Go to http://<web root>/configTest.php. If there are any configuration errors listed in red, other than in the Database and Configuration Files
section, they must be corrected.

4. Run configDir.sh <web user> from the command line as root in the web root. This will setup the directories apache user needs read/write
access to.

cd /var/www/html /var/www/html/configDir.sh apache

5. Create the default database and initial user in MySQL

6. Go to http://<web root>/configBootstrap.php. Fill in the requested information, noting any login credentials.

15



7. Create a secure directory and run configSecureKeys.sh <web user> <path to secure directory> from the command line as root. This sets up
the secure directory where your key file for password management will be stored. The secure directory should be a location outside of the web
root that is only accessible by appropriate users.

mkdir /secure ./configSecureKeys.sh apache /secure

8. Log in using the credentials that were generated in Step 6 and change your password!

16



ProVision Local Installation For CentOS 7

CentOS 7

® CentOS7
® Before You Begin
® |Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
* PHP
* MySQL
® DNS and Additional Utilities
®* DNSSEC-Tools
¢ 3) Configuring the requirements:
* SSL
® Apache
* MySQL
® 4) Optional configurations:
® Configure SELinux
® Configure IPTables
® Radius (Optional)
® SSH
® Source Guardian
® 5) Install 6connect ProVision Software:

Before You Begin

Ensure that System Requirements have been met prior to proceeding with the CentOS Configuration Guide.

Install Requirements

1) Upgrade your current packages

Upgrade your current packages.

yum update

2) Install Required Packages

PHP

All installations of ProVision require at least PHP 5.5 (and related extensions). CentOS 7 comes with PHP 5.4 by default. You can either add a
repository which provides PHP 5.5 or install PHP manually.

The Webtatic and Remi repos both have versions of PHP which are newer than those in the official repos. For this example, we'll be
using Webtatic

Add the repository:

rpm -Uvh https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm

Install PHP and extensions:
= Click here for the list of extensions...

PHP5 / Apache2 / extensions

httpd

php55w
php55w-opcache
php55w-mysqind
php55w-pdo
php55w-Idap
php55w-pecl-memcache
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® php55w-bcmath
® php55w-devel
® php55w-pear
® php55w-cli

Development tools for pecl / additional system packages:

curl

openssl|
memcached
mod_ssl

yum install httpd php55w php55w-opcache php55w-mysglnd php55w-pdo php55w-ldap
php55w-pecl-memcache php55w-bcmath php55w-devel php55w-pear php55w-cli curl openssl

memcached mod ssl

MySQL

Install MySQL/ MariaDB to use a local database.
MySQL is included with most CentOS installs, check for it with:

yum list installed | grep mysgl

« If MySQL is not installed, click here...
If it is not installed:

yum install mysgl-server service mysqld start

Set the MySQL root password:

/usr/bin/mysgladmin -u root password 'new-password'’

w To install MariaDB instead of MySQL, click here...
If you prefer to install MariaDB:

yum install mariadb-server mariadb
systemctl start mariadb

Set the root password, as currently it is not set, just hit ENTER on the current password:

mysgl secure_ installation

Set so that it starts on boot:

systemctl enable mariadb.service

DNS and Additional Utilities

5. Install the DNS and other remaining utilities:
= Click here for the list of utilities...

® curl
® openssl
® nmap

® bind-utils

chkconfig mysqgld on
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bind
expect
wget
bzip2

yum install curl openssl nmap bind-utils bind expect wget bzip2

DNSSEC-Tools
Install and Compile DNSSEC-Tools

yum groupinstall 'Development Tools'

yum install openssl-devel perl-devel perl-CPAN

cd /usr/src

wget https://www.dnssec-tools.org/download/dnssec-tools-2.1.tar.gz
tar -xzf dnssec-tools-2.l.tar.gz

./configure

make

make install

3) Configuring the requirements:

SSL
1. Self signed certificates in CentOS 7 by default have been already installed.

If you want to change it, follow the steps below:

Note: For production install, it is HHGHLY RECOMMENDED to use organization signed certs

~ Click here to expand...
Generate private key, CSR, and temporary key if one hasn't been provided.

openssl genrsa -out ca.key 1024
openssl req -new -key ca.key -out ca.csr
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt

Copy the files to the correct locations

cp ca.crt /etc/pki/tls/certs
cp ca.key /etc/pki/tls/private/ca.key
cp ca.csr /etc/pki/tls/private/ca.csr

Make sure that you copy the files and do not move them if SELinux is enabled (which it is by default)

Edit the apache ssl config and put in the appropriate options:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/httpd/conf.d/ssl.conf
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Find the lines that start with SSHCertificateFile and change them to be like:

SSLCertificateFile /etc/pki/tls/certs/ca.crt
SSLCertificateKeyFile /etc/pki/tls/private/ca.key

Then restart.

/etc/init.d/httpd restart

Add 443 virtual hosts as needed in httpd.conf.

Apache

Allow overwrites in the apache vhosts

sed -1 's/AllowOverride None/AllowOverride All/g' /etc/httpd/conf/httpd.conf

Start Apache and make it start on boot

systemctl start httpd.service
systemctl enable httpd.service

mod rewrite REQUIRED
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.

MySQL

Set the MySQL Configuration:

mysql -p -e "SET GLOBAL sgl mode='NO _ENGINE SUBSTITUTION';SET SESSION
sql_mode='NO_ENGINE SUBSTITUTION';"

Then enter the MySQL root password when prompted.

4) Optional configurations:
Configure SELinux

RE-IP WARNING
Please remember - if you change the IP address of the your server, then you will need to update SELinux functions accordingly

Most CentOS install have SELinux enabled by default. One of its protections is to not allow httpd daemon to make network connections, we

need to disable this for license checks.

To view the SELinux configuration for http:

/usr/sbin/getsebool -a | grep httpd

To turn protection off for the httpd daemon for creating network connections:
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/usr/sbin/setsebool -P httpd can_network_connect 1

Configure IPTables

IPTables is enabled by default on CentOS. Add a new rule to allow 443 from anywhere. Make sure that this rule is in the chain BEFORE any
blanket reject rule:

~ |f you are going to run iptables, click here

To list all current IPTable rules:

/etc/rc.d/init.d/iptables status

To add a rule for 443:

/sbin/iptables RH-Firewall-1-INPUT -I 5 -m state --state NEW -m tcp -p tcp --dport
443 -j ACCEPT

Note
The -1 5 is what adds the rule to the 5th chain position. You might need to change this depending on existing rules. Look at what
rules are there before running.

To save the new config:

/etc/rc.d/init.d/iptables save

OR (some versions of centOS have different iptables names, so the above won't work)

vi /etc/sysconfig/iptables

With the file open for editing, add:

-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT

Once complete - restart the iptables service:

/etc/init.d/iptables restart

Customers can alter this post install to allow only their IP space, plus the 6connect management space.

Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication.
~ |f you are going to use radius authentication, click here.

Install radius module:
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pecl install radius
echo extension=radius.so > /etc/php.d/radius.ini

SSH

Install ssh module:

yum install libssh2-devel
pecl install -f ssh2
echo extension=ssh2.so > /etc/php.d/ssh2.ini

Source Guardian

Source Guardian is only required for ProVision versions 5.1.2 and earlier. If installing ProVision 5.1.3 or later, skip this step.

= Click here for Source Guardian installation instructions (applies only to ProVision 5.1.2 and earlier)...

Install the Source Guardian php extension

Download and find additional details from http://www.sourceguardian.com/ixeds/. Choose either Linux 32 or Linux 64 .tar.gz
depending on architecture.

Download the loader and put it in the appropriate place.
Place the file in your php extension directory as specified in your php.ini
Note: The PHP cli binary path must be set in the ProVision software Admin section if is different from default. By default it is /usr/bin/php.

Add extension=ixed.x.x.y.y to your php.ini

wget https://www.sourceguardian.com/loaders/download/loaders.linux-x86 64.tar.bz2
tar -xjf loaders.linux-x86_64.tar.bz2
cp -rpPf ixed.5.5.1lin /usr/lib64/php/modules/
echo extension=ixed.5.5.1in > /etc/php.d/ixed.5.5.ini

Reload the web server

systemctl start httpd.service

PRO TIP - Loader Assistant for Source Guardian

If you have any issues with getting Source Guardian installed, and the instructions are not working in your case, please check out
http://www.sourceguardian.com/loaders/download.php - this page allows you paste in the output of your phpinfo page and then it
will tell you the steps that need to be taken for your particular use case. If you are still having issues, please contact 6connect at
support@6connect.com so one of our engineers can assist you.

5) Install 6connect ProVision Software:

1. Remove the current contents in the ProVision web folder (currently the www root) and after extract the archive contents:
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tar -xf productionBuild-5.1.2-php5.5.tar -C /var/www/html

2. Change the permissions to be the web user permissions

chown -R apache.apache /var/www/html
3. Go to http://<web root>/configTest.php. If there are any configuration errors listed in red, other than in the Database and Configuration Files
section, they must be corrected.

4. Run configDir.sh <web user> from the command line as root in the web root. This will setup the directories apache user needs read/write
access to.

cd /var/www/html
/var/www/html/configDir.sh apache

5. Create the default database and initial user in MySQL
6. Go to http://<web root>/configBootstrap.php. Fill in the requested information, noting any login credentials.

7. Create a secure directory and run configSecureKeys.sh <web user> <path to secure directory> from the command line as root. This sets up
the secure directory where your key file for password management will be stored. The secure directory should be a location outside of the web
root that is only accessible by appropriate users.

mkdir /secure

./configSecureKeys.sh apache /secure

8. Log in using the credentials that were generated in Step 6 and change your password!
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ProVision Local Installation For Debian 7/8

Debian 7/ Debian 8

® Debian 7/ Debian 8
® Before You Begin
® |Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
* PHP
* MySQL
® DNS and Additional Utilities
® 3) Configuring the requirements:
® SSL
® Apache
* MySQL
® 4) Optional configurations:
® Radius (Optional)
® Source Guardian
® 5) Install 6connect ProVision Software:

Debian 8 Users
Debian 8 currently uses PHP 5.6 and is not supported. However, it will be supported in a future release.

Before You Begin

Ensure that System Requirements have been met prior to proceeding with the Installation Guide.

Install Requirements

1) Upgrade your current packages
Upgrade your current packages.

apt-get update
apt-get upgrade
2) Install Required Packages
PHP

This step is only applicable to Debian 7 users. If you are using Debian 8, please skip this step.

All installations of ProVision require at least PHP 5.5 (and related extensions). Debian Wheezy comes with PHP 5.4 by default. You can either
add a repository which provides PHP 5.5 or install PHP manually. In this example, we are going to use 3rd party repository that also upgrades the
Apache to 2.4 as well as some other packages.

Edit sources.list:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/apt/sources.list

Add the following lines to sources.list:
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deb http://packages.dotdeb.org wheezy-php55 all
deb-src http://packages.dotdeb.org wheezy-php55 all

Install the GPG key:

wget https://www.dotdeb.org/dotdeb.gpg
apt-key add dotdeb.gpg

And update the packages list:

apt-get update

Install Apache2/PHP5/MySQL and development tools for pecl:

= Click here for the list of extensions...
PHP5 / Apache2 / extensions

apache2
libapache2-mod-php5
php5
php5-cgi
php5-cli
php5-gd
php5-curl
php5-ldap
php5-mysqind
php5-ssh2
php-pear

® php5-dev
Development tools for pecl / additional system packages:

curl

openssl|
memcached
php5-memcache

apt-get install apache2 libapache2-mod-php5 php5 php5-cgi php5-cli php5-gd php5-curl
php5-1ldap php5-mysglnd php5-ssh2 php-pear php5-dev curl openssl memcached php5-memcache

While installing you will be asked to set the MySQL root password.

MySQL
Install MySQL to use a local database.

apt-get install mysqgl-server

You will be asked to enter a root password for the mysq|l server.

DNS and Additional Utilities
Install the DNS and other utilities:

« Click here to expand...

® curl

openssl|
memcached
php5-memcache
nmap
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dnsutils
bind9uitils
dnssec-tools
expect

apt-get install curl openssl memcached php5-memcache nmap dnsutils bind9utils
dnssec-tools expect

3) Configuring the requirements:

SSL
Enable the necessary apache modules with the following command:

a2enmod php5 ssl rewrite

In order to create self signed certificates and to work properly, the hostname must be resolved properly.
Open the hosts file for editing:

vi /etc/hosts

Add a record for your hostname

yourhostname X.X.X.X

Create self signed certificate:

make-ssl-cert generate-default-snakeoil --force-overwrite

Apache

mod rewrite REQUIRED
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.

Enable the default vhost for apache

a2ensite default-ssl

Allow overwrites in the apache vhosts

sed -i 's/AllowOverride None/AllowOverride All/g'
/etc/apache2/sites-available/default*

6. Reload apache
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service apache2 reload

MySQL
MySQL Configuration:

mysql -p -
sql_mode='NO_ENGINE_ SUBSTITUTION';"

Then, enter the MySQL root password when prompted.

4) Optional configurations:

Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication
~ |f you are going to use radius authentication, click here.

1. Install radius module:
Debian 7:

Debian 7:

pecl install radius

Debian 8:

Debian 8:

apt-get install php5-radius

Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/php5/mods-available/radius.ini

Add the following lines to radius.ini:

; configuration for php radius module
; priority=20
extension=radius.so

To enable the radius module, type the following command:

php5enmod radius

e "SET GLOBAL sgl mode='NO_ENGINE SUBSTITUTION';SET SESSION
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Source Guardian

Source Guardian is only required for ProVision versions 5.1.2 and earlier. If installing ProVision 5.1.3 or later, skip this step.

« Click here for Source Guardian installation instructions (applies only to ProVision 5.1.2 and earlier)...
Install the Source Guardian php extension

Download and find additional details from http://www.sourceguardian.com/ixeds/. Choose either Linux 32 or Linux 64 .tar.gz
depending on architecture.

Download the loader and put it in the appropriate place.
Place the file in your php extension directory as specified in your php.ini
Note: The PHP cli binary path must be set in the ProVision software Admin section if is different from default. By default it is /usr/bin/php.

wget https://www.sourceguardian.com/loaders/download/loaders.linux-x86 64.tar.bz2
tar -xjf loaders.linux-x86_64.tar.bz2
cp -rpPf ixed.5.5.1lin /usr/lib/php5/20121212/

Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/php5/mods-available/ixed.ini

Add the following lines to ixed.ini (adding extension=ixed.x.x.y.y to your php.ini):

; configuration for php ixed module

; priority=20
extension=ixed.5.5.1lin

To enable the radius module, type the following command:

php5enmod ixed

Reload apache

service apache2 reload

PRO TIP - Loader Assistant for Source Guardian
If you have any issues with getting Source Guardian installed, and the instructions are not working in your case, please check out

http://www.sourceguardian.com/loaders/download.php - this page allows you paste in the output of your phpinfo page and then it
will tell you the steps that need to be taken for your particular use case. If you are still having issues, please contact 6connect at

support@6connect.com so one of our engineers can assist you.

5) Install 6connect ProVision Software:

28



1. Remove the current contents in the ProVision web folder (currently the www root) and after extract the archive contents:

tar -xf productionBuild-5.1.2-php5.5.tar -C /var/www/

2. Change the permissions to be the web user permissions

chown -R www-data.www-data /var/www

3. Go to http://<web root>/configTest.php. If there are any configuration errors listed in red, other than in the Database and Configuration Files
section, they must be corrected.

4. Run configDir.sh <web user> from the command line as root in the web root. This will setup the directories apache user needs read/write
access to.

cd /var/www/
/var/www/configDir.sh www-data

5. Create the default database and initial user in MySQL
6. Go to http://<web root>/configBootstrap.php. Fill in the requested information, noting any login credentials.

7. Create a secure directory and run configSecureKeys.sh <web user> <path to secure directory> from the command line as root. This sets up
the secure directory where your key file for password management will be stored. The secure directory should be a location outside of the web
root that is only accessible by appropriate users.
mkdir /secure
./configSecureKeys.sh www-data /secure

8. Log in using the credentials that were generated in Step 6 and change your password!
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ProVision Local Installation For Ubuntu

Ubuntu 14.04 LTS

¢ Ubuntu 14.04 LTS
® Before You Begin
® |Install Requirements
® 1) Upgrade your current packages
® 2) Install Required Packages
* PHP
* MySQL
® DNS and Additional Utilities
® 3) Configuring the requirements:
® SSL
® Apache
* MySQL
® 4) Optional configurations:
® Radius (Optional)
® Source Guardian
® SSH
® 5) Install 6connect ProVision Software:

Before You Begin

Ensure that System Requirements have been met prior to proceeding with the Installation Guide.

Install Requirements

1) Upgrade your current packages
Upgrade your current packages.

apt-get update
apt-get upgrade

2) Install Required Packages

PHP

All installations of ProVision require at least PHP 5.5 (and related extensions). You can either add a repository which provides PHP 5.5 or install
PHP manually. In this example, we are going to use 3rd party repository that also upgrades the Apache to 2.4 as well as some other packages.
Install Apache2/PHP5/MySQL and development tools for pecl:

~ Click here for the list of extensions...
PHPS5 / Apache2 / extensions

apache2
libapache2-mod-php5
php5
php5-cgi
php5-cli
php5-gd
php5-curl
php5-ldap
php5-mysqind
php-pear

® php5-dev
Development tools for pecl / additional system packages:

curl

openssl|
memcached
php5-memcache
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apt-get install apache2 libapache2-mod-php5 php5 php5-cgi php5-cli php5-gd php5-curl
php5-1ldap php5-mysglnd php-pear php5-dev curl openssl memcached php5-memcache

MySQL
Install MySQL to use a local database.

apt-get install mysgl-server

You will be asked to enter a root password for the mysql server.

DNS and Additional Utilities
Install the DNS and other utilities:

« Click here to expand...

® curl

openssl|
memcached
php5-memcache
nmap

dnsutils
bind9utils
dnssec-tools
expect

apt-get install curl openssl memcached php5-memcache nmap dnsutils bind9utils
dnssec-tools expect

3) Configuring the requirements:

SSL

Enable the necessary apache modules with the following command:

a2enmod php5 ssl rewrite

In order to create self signed certificates and to work properly, the hostname must be resolved properly.
Open the hosts file for editing:

vi /etc/hosts

Add a record for your hostname

yourhostname X.X.X.X

Create self signed certificate:

make-ssl-cert generate-default-snakeoil --force-overwrite

Apache
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mod rewrite REQUIRED
Please note that mod_rewrite is required! If it is not enabled in Apache, key elements will not work as expected.

Enable the default vhost for apache

a2ensite default-ssl

Allow overwrites in the apache vhosts

sed -i 's/AllowOverride None/AllowOverride All/g' /etc/apache2/sites-available/*

Restart apache

service apache2 restart

MySQL
MySQL Configuration:

mysqgl -p -e "SET GLOBAL sqgl mode='NO ENGINE SUBSTITUTION';SET SESSION
sql_mode='NO_ ENGINE SUBSTITUTION';"

Then, enter the MySQL root password when prompted.

4) Optional configurations:

Radius (Optional)

This section only needs to be followed if the customer will be using Radius for authentication.
~ |f you are going to use radius authentication, click here.

Install radius module:

Debian 8:

apt-get install php5-radius

Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/php5/mods-available/radius.ini

Add the following lines to radius.ini:

; configuration for php radius module
; priority=20
extension=radius.so
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To enable the radius module, type the following command:

php5enmod radius

Source Guardian

Source Guardian is only required for ProVision versions 5.1.2 and earlier. If installing ProVision 5.1.3 or later, skip this step.

~ Click here for Source Guardian installation instructions (applies only to ProVision 5.1.2 and earlier)...
Install the Source Guardian php extension

Download and find additional details from http://www.sourceguardian.com/ixeds/. Choose either Linux 32 or Linux 64 .tar.gz
depending on architecture.

Download the loader and put it in the appropriate place.
Place the file in your php extension directory as specified in your php.ini
Note: The PHP cli binary path must be set in the ProVision software Admin section if is different from default. By default it is /usr/bin/php.

wget https://www.sourceguardian.com/loaders/download/loaders.linux-x86 64.tar.bz2
tar -xjf loaders.linux-x86_64.tar.bz2
cp -rpPf ixed.5.5.1lin /usr/lib/php5/20121212

Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/php5/mods-available/ixed.ini

Add the following lines to ixed.ini (adding extension=ixed.x.x.y.y to your php.ini):

; configuration for php ixed module
; priority=20
extension=ixed.5.5.1lin

To enable, type the following command:

php5enmod ixed

PRO TIP - Loader Assistant for Source Guardian
If you have any issues with getting Source Guardian installed, and the instructions are not working in your case, please check out

http://www.sourceguardian.com/loaders/download.php - this page allows you paste in the output of your phpinfo page and then it
will tell you the steps that need to be taken for your particular use case. If you are still having issues, please contact 6connect at

support@6connect.com so one of our engineers can assist you.
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SSH
Install ssh module:

apt-get install libssh2-1-dev

then run

pecl install -f ssh2

Create module loading configuration:
(shown using the vi editor, though you may use the editor of your choice)

vi /etc/php5/mods-available/ssh2.ini

Add the following lines to ssh2.ini (adding extension=ssh2.so to your ssh2.ini):

; configuration for php ssh2 module
; priority=20
extension=ssh2.so

To enable, type the following command:

php5enmod ssh2

Reload apache

service apache2 reload

5) Install 6connect ProVision Software:

The latest version of ProVision can be found at https://cloud.6connect.com/Download/Latest/ and downloaded using the credentials
provided to you.

If you need credentials provided to you, or any other assistance, please contact our support team atsupport@6connect.com.

1. Remove the current contents in the ProVision web folder location (currently the www root) and after extract the archive contents:

tar -xf productionBuild-5.1.2-php5.5.tar -C /var/www/

2. Change the permissions to be the web user permissions

chown -R www-data.www-data /var/www
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3. Go to http://<web root>/configTest.php. If there are any configuration errors listed in red, other than in the Database and Configuration Files
section, they must be corrected.

4. Run configDir.sh <web user> from the command line as root in the web root. This will setup the directories apache user needs read/write
access to.

cd /var/www/
/var/www/configDir.sh www-data

5. Create the default database and initial user in MySQL
6. Go to http://<web root>/configBootstrap.php. Fill in the requested information, noting any login credentials.

7. Create a secure directory and run configSecureKeys.sh <web user> <path to secure directory> from the command line as root. This sets up
the secure directory where your key file for password management will be stored. The secure directory should be a location outside of the web
root that is only accessible by appropriate users.

mkdir /secure
./configSecureKeys.sh www-data /secure

8. Log in using the credentials that were generated in Step 6 and change your password!
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6connect Local Software Upgrades

Local Software Upgrades

® Local Software Upgrades
® Upgrade Methods for Local Installs of 6connect Provision
¢ Old Method
¢ Command Line
* GUI

Upgrade Methods for Local Installs of 6connect Provision

Upgrades after 4.1.20 and up

You must be running at least 4.1.20 to follow any of the upgrade methods listed below. If you are not yet at this version, upgrade to 4.1.20 using
the old upgrade process first, and then continue using the new upgrade process or contact support@6connect.com or any questions or to
schedule an upgrade to the latest version.

There are now 3 different methods to run upgrades.

Old Method

(See Upgrades prior to 4.1.19 for detailed instructions)

Download the latest 6¢connect tar file from https://cloud.6connect.com/Download/Latest/
Extract in web root.

Run the upgrade scripts located in upgrade/scripts in order of version number via php <upgrade-script.php> -v

Command Line

In upgrade/scripts run 'php upgrade.php -h' to get the help and full usage of upgrade.php. This script will automatically get the latest tar file,
create a backup, and run all the necessary upgrades between the current and latest version. The most common usage of upgrade will look like
this 'php upgrade.php -v -b </path/to/store/backup>'

GUI

In the 6connect tool, navigate to Admin. If there is a new version available, an Upgrade button will be available. Click on the Upgrade Now button
to go to the upgrade page. It will automatically download the latest version available, run all upgrade scripts, and create a log of the upgrade
process.

Upgrades prior and up to 4.1.19

IMPORTANT NOTE FOR 4.1.15 - The configDir.sh script must be run as root after the 4.1.15 tar file is unpacked and before running
upgrade-4.1.15.php.

1. Create a database backup.

mysgldump -u <user> -p<pass> <6connect database name> > /tmp/6connectDBBackup.<date>.sql

2. Create a directory backup. Even if you have offsite backup's with 6connect enabled, perform this step to ensure the most current data is saved.
tar -cvf 6¢connectFileBackup.<date>.tar /path/to/webroot

3. Move the tar file in 6connect web root.
tar -xof productionBuild-4.1.4.tar
This will place all the new files into your web root directory.

4. Run database upgrades, located in ./dev.
The simple rule of thumb is to run every database upgrade from the version after yours, to the version you want to get to. Here is the short cut list:
If upgrading from 4.1.0 or higher:

php upgrade-4.1.3.php -v

php upgrade-4.1.4.php -v

php upgrade-4.1.5.php -v

php upgrade-4.1.6.php -v

php upgrade-4.1.7.php -v

php upgrade-4.1.8.php -v

php upgrade-4.1.9.php -v

php upgrade-4.1.10.php -v

php upgrade-4.1.11.php -v
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php upgrade-4.1.12.php -v
php upgrade-4.1.13.php -v
php upgrade-4.1.14.php -v
configDir.sh <web user> (after tar 4.1.15 tar file unpacked)
php upgrade-4.1.15.php -v
php upgrade-4.1.16.php -v
php upgrade-4.1.17.php -v
php upgrade-4.1.18.php -v
php upgrade-4.1.19.php -v

If upgrading from 3.9.3:
Contact 6connect Support - support@6connect.com

5. Check directory/file permissions for the following and make sure they read/write for the web user:
archive

keys

scans

zones

data/globals.php

images/custom

configDir.sh can be run to correct any permissions issues.

Check the imports directory for read/write permission in the configured php session dir.

6. Go to http://<web root>/configTest.php. If there are any configuration errors listed, they must be corrected.

7. Login and use!

37



Local Installations - Peering Setup

Peering Setup - Local Installations:

ProVision uses a locally-hosted mirror of the PeeringDB database in order to perform non-edit Peering functions. There are a few steps to take in
order to set up your locally hosted instance to coordinate with PeeringDB information.

1) First, download the PeeringDB SQL dump file from the following location:
http://www.peeringdb.com/dbexport/peeringdb.sql

2) Then, create a new database to contain that data on your local MySQL installation. Make sure that the MySQL user configured in the
data/globals.php file is allowed to read and make changes to the local copy of the PeeringDB database.

3) Once this has been done, the ProVision global configuration file located at

[ProVision Root]/data/globals.php

must be updated with the following variable to inform ProVision of the location of this new install:

$peeringdb db name = 'peeringdb'; // name of the database in MySQL

Since this creates a local mirror of an external database it must be periodically re-downloaded to be kept up-to-date. 6connect recommends that
local system administrators add the following bash script to their crontab, set to run once a day.
w Click here for the script...

#!/bin/bash

DB="peeringdb"
DBUSER="root"
DBPASS="***x*xx*x*x"
WGET="/usr/bin/wget"

MYSQL="/usr/bin/mysql"

cd
/tmp/

SWGET
http://www.peeringdb.com/dbexport/peeringdb.sqgl

/bin/cat
/tmp/peeringdb.sql | $MYSQL -u$DBUSER -p$SDBPASS $DB

/bin/rm

/tmp/peeringdb.sqgl
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ProVision Getting Started

Welcome to ProVision!

Our Getting Started documents provide an overview of concepts to orient you to working in ProVision. Below are some of the resources available.
If you need setup assistance or additional information, you can contact our support team at support@6connect.com.

®* Welcome to ProVision!

ProVision Getting Started
ProVision User Guide
ProVision Admin Guide
ProVision Developer Tools
Additional Resources

ProVision Getting Started

First Steps - Not sure where to begin? Here are some key items to consider when setting up your first ProVision instance, high level overviews of
Resources, Permissions, and Importing data into ProVision.

Resource Concepts - The Resource Management System is a key component of ProVision. This system supports a variety of hierarchies and
metadata - understanding how these pieces can be used is important prior to importing data or setting up the application.

Workflow Concepts - ProVision has two distinct interfaces depending on the user level and task. It is important to understand how these interfaces
work together from the centralized data. This is important for user on-boarding and training of internal operations staff, developers or engineering
teams.

Ul Element Legend - ProVision has some Ul elements that you should be familiar with for easy day to day operation.

ProVision User Guide

The user guide gives you an overview on the standard Ul functions of ProVision and installed Modules.

ProVision Admin Guide

The Admin Guide provides an overview of administrative functions of the different functional areas of ProVision.

ProVision Developer Tools

The Developer Tools section has details on our API and related information - including code samples.

Additional Resources

You can also browse the Tutorials and FAQ, if you have any questions, please contact our support team at support@6connect.com.
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First Steps

ProVision First Steps

® ProVision First Steps
® Overview Video: First Steps - Part 1
® Before you Begin
® 1) What type of physical and non-physical components do you wish to track?
® 2) What is your current data structure? What is your ideal data structure?
® 3) Who needs access to what data?
® Overview Video: First Steps - Part 2
® Getting your Data into ProVision
® 1) Gather and Prep your data
® 2) Import or Manually Add Data
® A) Resources
® B) IP Aggregates and Blocks
® () Add DNS servers and zones
® 3) Add Users and Groups
® Working In Provision

Overview Video: First Steps - Part 1

This video gives a high level overview of the "Before you Begin" content on this page, as well as an introduction to ProVision's Resource System.

This video may also be viewed at https://www.youtube.com/watch?v=apJRcQv3ZQ0.

Before you Begin

We recommend that new users work through the following questions with their internal team to plan their ProVision instance:

Need Help?
Remember that 6connect's engineers are here to help. If you have questions, or want to test out some ideas, our team has worked with
a variety of data sets and can help get you started on the right path. You can reach us any time at support@6connect.com.

1) What type of physical and non-physical components do you wish to track?

Impacts: What Sections and Resources are created

An important first step is determining what items you currently are, or will be, tracking, and what relationship they have with each

other. ProVision's flexible Resource system allows you create and customize detailed entries for any type of item you may want to track:
Customers, Contacts, Data Centers, Routers, VMs, and more. These types of resources are labeled as "Sections" in ProVision. Once a section is
made, individual items (resources) may be created as a part of that Section. Each Section may have different Gadgets selected, which then
provide additional functionality on a resource entry page.

See: Working with Resources, Customizing Sections, Gadgets

2) What is your current data structure? What is your ideal data structure?

Impacts: Resource Hierarchy, Assignment Behavior

The resource hierarchy structure in ProVision allows for "child" resources to be created under a parent resource (for example: servers as children
under a datacenter resource entry, or subsidiaries under a parent company, who then share IP aggregates). The structure decided upon will
influence how resources are set up in ProVision, as well as the behaviors of functions while working with items such as IP blocks or DNS zones.

See: Working with Resources, Resource Concepts

3) Who needs access to what data?

Impacts: User and Group Permissions

In ProVision, standard user permissions are set by resource and functional area (IPAM, DNS, Peering, etc). Global Admin permissions give
access to additional functions such as configuration settings, DNS management, Importing, and Scheduler Tasks. Determine which users will
require administrative access, and which will have access to only specific resources or functional areas. You will need to get more specific later,
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but having some high level groups to work with is a great start.

See: Users & Permissions

Overview Video: First Steps - Part 2

This video gives a high level overview of the "Getting your Data into ProVision" content on this page.

This video may also be viewed at https://www.youtube.com/watch?v=2e0H1H4rTTs.

Getting your Data into ProVision

After determining your internal goals and processes, it's time to get your data into ProVision!

Start Small

When importing data into ProVision, data validation is a key step to ensure that everything is accurate. Upon importing your data, you
may see some errors that result in a stop in the import process! It is recommended that you break up your imports to both keep them
manageable and give you a chance to normalize your data prior to importing.

1) Gather and Prep your data

Determine where your data will be from:
Excel / Spreadsheets:
May be used to import: Resources, IP Aggregates/ Blocks, DNS BIND Zones

If you currently use Excel or other spreadsheet program for tracking, you will need to verify that your spreadsheets are "cleaned up"
according to the information on the Importing Your Data page under "Preparing for Data Import". Make sure that you use UTF-8 encoding,
remove extraneous blank rows, and compare your data to the data fields available in ProVision, shown under "Which Import Tool Should |
Use?". Review sample files if desired to see example formats. If you plan to track custom types of Resources by creating Sections, you will
need to create a Section with custom fields, and verify that your spreadsheet contains the same fields.

Once your verification / cleanup is complete, export your spreadsheet as a .csv file.
See: Importing Your Data, Working with Resources, Import DNS Zones

RIR

May be used to import: IP Aggregates

No advance preparation is needed for aggregates imported from RIR. ProVision's built-in importer will ask for your ORGID or an IP, and
then populate an aggregate list from that information. Simply choose which aggregates you wish to import.

See: Import Aggregate Blocks
PowerDNS Server or DynECT Server
May be used to import: DNS Zones

ProVision provides automated tools for importing DNS zones from a PowerDNS or DynECT server. However, prior to using those tools for
the first time, the server must be added to ProVision. Review the DNS Administration documentation, and add your PowerDNS or DynECT
server.

See: DNS Administration, PowerDNS Zone Import, DynECT Zone Import
Manually Adding Data

ProVision allows manual adding of data at any time. We recommend verifying that the item has not already been added beforehand (to
prevent duplicates), and keeping your desired data structure in mind.

2) Import or Manually Add Data

The order in which items are added will depend on what ProVision functional area (Resources, IPAM, DNS) you will be using, and what the
current / desired data structure is. In general, the following order is recommended:
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A) Resources

Importing or creating your resources first allows subsequent items to be associated with those resources.

Note: If you already have "Resource" data associated with your IP block data (ie, as fields in a spreadsheet with Resource Name
and Resource ID), you may choose not to create those resources ahead of time. The IP Import from CSV tool will give you an
option to create those Resources during the IP import process.

Import customers, physical devices, locations, and so forth through the Resource Import from CSV tool. If you wish for additional
customization, you can create a custom Section, add the desired fields, and import resources under that Section through the Resource
Import Tool.

Adding resources manually may be done at any time under the Resources Tab, by clicking the "Add Entry" button.

See: Working with Resources, Importing Your Data

B) IP Aggregates and Blocks
Import your IP Aggregates through the Import from RIR tool, or from a .csv file via IP Import from CSV.
The Import from CSV tool will create Top-Level Aggregates and place blocks under those aggregates based on the following method:

First, the importer will parse through the provided data, order all blocks from largest to smallest, then attempt to split the largest block out of
an existing block matching the IP space and RIR. If that fails (no larger block exists), then that block is added in the system as its own
Top-Level-Aggregate. Subsequent blocks will undergo the same process.

This method ensures that your list of IP blocks does not need to be organized in any particular order.
If your import includes a large number of small blocks (/30s, /32s), be sure you've included at least one large block which

encompasses them (/24, /22). This will ensure that the smaller blocks are neatly organized under the larger block, rather than
imported as their own Top-Level Aggregates.

See: Importing Your Data

C) Add DNS servers and zones
If using the DNS functionality in ProVision, you will need to add your servers prior to importing zones.
Add DNS Severs

Servers are added under the DNS Admin section of ProVision, under "Manage DNS Servers". Click on "New Server" and fill out the server
information.

See: DNS Administration

Information for specific server types is available under the following sections:

Configuring ISC BIND Support

Configuring DynECT Support

Configuring PowerDNS Support

Configuring Secure64 Support

Import DNS Zones

After creating the applicable servers in ProVision, you may import or manually add DNS zones.

ProVision offers three DNS zone import options, available under the Data Import tab in the Admin section. For more information on
importing DNS zones, see Importing your Data and Import DNS Zones.

BIND Zone Import

® Imports using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the zones themselves,
and an optional .csv file mapping zones to customers and DNS Servers. See: BIND DNS Zone Upload / Import

DynECT Zone Import

® |mports and syncs ALL zones on the system with those in your DnyECT instance. This means any zones in ProVision not
present in your DynECT instance will be removed and any changes lost. See: DynECT Zone Import
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PowerDNS Zone Import

® Option is available after configuring a PowerDNS server with a MySQL backend. Connects to the selected server and imports all
zones. See: PowerDNS Zone Import

Manually adding zones may be done at any time from the DNS Tab. See Working with DNS Zones - Common Tasks.

3) Add Users and Groups

In ProVision, the permissions structure is handled by assigning users to groups, then setting specific resource-level C/R/U/D permissions for that
group. It is designed to give you as much flexibility as you need to accommodate most use cases. When mapping out the permissions structure
for your organization, keep in mind who you want to access to application:

® |Internal Users and Roles (Admins, Read Only, etc.)
® Partners related to multiple specific Resources/Accounts
® Customers/Departments with limited view to only their respective Resources/Accounts

See: Users & Permissions, Users and Groups

Working In Provision

With the basic data now imported, and users set up, you (and your team) are ready to work in ProVision!

Refer to our User Guide and Admin Guide for details on standard user and admin level areas of ProVision. Or, follow the links below for additional
details grouped by specific task areas:

Concepts:

Resource Concepts
Workflow Concepts
Resources:

Working with Resources
IPAM:

IPAM Tab

Working with IP Blocks
IPAM Administration
DNS:

DNS Tab

Working with DNS Zones - Common Tasks
DNS Administration
Peering:

Peering v2

Peering - Common Tasks

Import Sessions
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Resource Concepts

The Resource System

® The Resource System

® Resource System Components
® Resources
® Section
® Entry
® Category

® Resource Hierarchy
® Additional Information:

Resource System Components
Resources
In ProVision, a “Resource” is simply an umbrella term for the components that you are tracking. Resources
may be:
® Physical assets such as servers and routers

® [ndividual people or companies (customers)
® Places holding your assets, such as Datacenters

Virtual Rack ———
Machine
Datacenter The Resource Customer
System
Circuit Contact
Servers

Section

The generic type of a resource is called a Section. General terms such as Rack, Routers, Customer, Servers, and Datacenters would be
considered Sections in ProVision.

You might have an individual server named "Test Server", but its generic type of resource is that of a “Server” — so we would associate “Test
Server” with the Section “Server”.

Think of Sections as templates for your resources. When a Section is created, you can associate specific fields and gadgets with that Section. In
the case of our "Server" section, we would want to associate fields that are common server properties, such as Make, Model, Operating System,
and Domain. Then, anytime we looked up a specific server in ProVision, we can see and update the Make, Model, OS, and Domain information.
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Resources

Sections

Entry

The Resource
System

Think of an Entry as the individual item you are tracking — it has a specific name, it might have an IP Address, a physical address, or additional

descriptive data that is associated with it.

Our "Test Server" resource is an Entry under the "Server" Section.

Resources

Sections

Entries

The Resource
System

Here, we can see that under the “Datacenter” section, we have two entries — one is the Ashburn Datacenter, the other is the Boston Datacenter.
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Under “Servers”, we have entries for “Test Server” and “Backup Server”.

Category

Another part of ProVision’s resource system is “Categories”. Categories allow you to group resources together under a name of your choosing to
further organize your resources. A category that is often used is “Customer”, grouping customer resources together

0 A1B1 .

pok /i myrouter co'l:r:\‘

virtual /  Rack

i Routers |

: - Machine | A1B16 ;

. L 7 Vi - router2.com A
Sections o iMy Custom Grouping i

/ ! "," Awesome Co.
_ _~ Datacenter . The Resource " ¢y stomer
Entries . ey ~——Boston SyStem ,/, Lab Inc.

ATT1234 | Bobsmith
Circuit Testseer | Contact
Categories ABCASS \ Servers | anenoe

\
v Backup Server
L) ’

In this example, we are grouping Racks, Servers, and Routers under the “My Custom Grouping” Category.
Creating categories is entirely optional, so you can decide internally if the additional organization is needed in your instance.
Resource Hierarchy

In ProVision, "Child" Resources can be created underneath a "Parent" resource. This functionality allows for hierarchies to be created to match
the desired organizational structure. An example of this would be to create racks and servers as children under a datacenter entry. Chart View,
available from the Resources Tab, lets you see this structure graphically.
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The structure decided upon will influence how resources are set up in ProVision, as well as behaviors of functions while working with items such
as IP Blocks or DNS zones.

Additional Information:

Working with Resources
Working with Entries
Customizing Sections
Customizing Fields

Gadgets
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Workflow Concepts

Workflow Concepts

® Workflow Concepts
® |P Assignment Lifecycle
® |P Management
® Peering
® VLAN Manager
® Standard flow (without VLAN tags):
® Optional flow (with VLAN tags):

IP Assignment Lifecycle

In ProVision, the IP assignment lifecycle starts with an available block. When assigning the block to a resource, there are multiple methods that
may be used: Smart Assign, Direct Assign, or Manual Assign (Smart Browse). Once assigned to a Resource, blocks can be further subassigned
via the same methods. When a block is unassigned, it proceeds into the Holding Tank, where blocks are held until either a set time has elapsed,
or until they are manually reclaimed to 'available' status.

IP ASSIGNMENT LIFECYCLE

Available

*  Smart Assign
* Direct Assign
Manual

*  Manual Reclaim
*  Bulk Process Holding

Sub Assign

Assigned to

Holding Resource

K—/

*  Unassign

For more information on performing tasks in this IP Assignment Lifecycle, see the following documentation sections:
Working with IP Blocks

IPAM Administration
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IP Management

IP Management is comprised of four basic functions: adding aggregates into ProVision, managing those aggregate blocks, assigning them to a
resource, and deleting the aggregates.

ProVision provides multiple ways for you to achieve each step, depending on your needs. For example, if your organization currently uses
spreadsheet data to track aggregates, ProVision provides tools that can import your existing spreadsheets for bulk updates, saving you time.
Need to just quickly assign a single IP? Direct Assign will allow you to do so with just a few clicks.

IP MANAGEMENT FLOW

Add Aggregates
From RIR

Manually
Import from spreadsheet

Delete Aggregates Manage Aggregates
Manually Editing Properties
Import from spreadsheet RIR Integration

Splitting
Re-aggregating

Assign Aggregates

Smart Assign

Direct Assign
Manually
From Import

For more information on performing tasks in this IP Management Flow, see the following documentation sections:
Working with IP Blocks

IPAM Administration

Importing Your Data

Import Aggregate Blocks

Peering

In ProVision, Peering starts with designating Routers. Routers may be added through the Resource system under a router Section, but the
simpler approach is to add a new router via the "Add Router" button under the Peering Tab. Through this dialog, Peer Groups may be added at
the same time.

After the router(s) and Peer Groups have been created in ProVision, Sessions need to be added. Sessions may be added manually through the
"Add Session" dialog in the Peering tab, or Imported from a router (requires ProVision Admin permissions). Once a session has been created, it
can be configured and managed through the Sessions list. The Peer that is associated with the session is added to the Peer Communications list,
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where communications and status may be managed.

PEERING WORKFLOW

Add Routers

From Peering “Add Router”

From Resource Section

Add Peer Groups

From Peering "Add Routaer”

Peer Group Gadget

Add Sessions

From Peering "Add Sessions”

Import From Router

Configure Sessions
1. Click Config

Config Manager

Manage
Communications
Mew Peer
Outgoing Request

Incoming Request

- e e = e el ™

-
£

’ Mew Peer

= Mark Existing
= Mark Mot Qualified

* Send Reguest
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I Rejected I
! Resat !

Il
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For more information on performing tasks under Peering, see the following documentation sections:
Peering - Common Tasks

Add Routers

Add Sessions

Import Sessions

Managing Peer Sessions

Managing Peer Communications

VLAN Manager

The VLAN Manager allows Admin users to add domains and VLANS to their ProVision instance, and associate them with IP Blocks. Optionally,
VLAN tags may be associate with ranges or individual VLANs under a domain, to help limit VLAN search results when enabling VLANSs.

Standard flow (without VLAN tags):

The workflow starts with creating a domain in the VLAN Admin section of ProVision. During creation, domains may be selected as "standard" or
"extended" domains, declaring the size of the VLAN pool from which VLANSs are available to be enabled. Next, VLANs must be enabled and
added to the domain. This is done under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the domains by clicking "Add", searching for
the desired range of VLANSs to enable from the standard / extended pool, and selecting the desired VLANSs to enable. Once enabled, VLANs may
be edited or have IP blocks associated with that VLAN. Editing VLANs and Direct / Smart Browse / Search IPs functions for adding blocks to
VLANSs are available from the Domain/ VLAN list under under the IPAM Tab -> VLAN section of ProVision by expanding the desired domain and
clicking on the VLAN link. IP blocks may also be edited individually through the IPAM gadget, IPAM Manage, and VLAN Manage areas to add
domain and VLAN information to the block.

Optional flow (with VLAN tags):

The workflow starts with creating a domain in the VLAN Admin section of ProVision. During creation, domains may be selected as "standard" or
"extended" domains, declaring the size of the VLAN pool from which VLANSs are available to be enabled. VLAN tags may be added (from the
VLAN Admin Tab -> Edit Tags submenu) before or after domain creation. Tags created in this area are available to all domains and VLANs.

If the tags created need to be added to a large range of VLANS, the next step would be to add tags to the desired range(s) of VLANs from the
VLAN Admin -> Domain "Manage" button. Domain Manage allows you to select an existing tag, type in the numeric VLAN start and end point, and
assign that tag to that entire range of VLANs under the current domain.

Once a bulk range of tags is associated with VLANSs, you can use the tag as a search criteria when adding VLANs to a domain. This is done
under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the domains by clicking "Add", using the tag name as a search field for the
desired range of VLANSs, and then selecting the desired VLANS to enable.

If tags are only desired for individual VLANSs, they may be added when editing a VLAN after the VLAN has already been added/enabled for the
domain. Editing VLANs may be accessed from the IPAM Tab -> VLAN section, then expanding the desired domain and clicking on the VLAN link,
selecting "Edit".

Next, VLANs must be enabled and added to the domain. This is done under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the
domains by clicking "Add", searching for the desired range of VLANSs to enable from the standard / extended pool, and selecting the desired
VLANS to enable. Once enabled, VLANs may be edited or have IP blocks associated with that VLAN. Editing VLANs and Direct / Smart Browse /
Search IPs functions for adding blocks to VLANs are available from the Domain/ VLAN list under under the IPAM Tab -> VLAN section of
ProVision. IP blocks may also be edited individually through the IPAM gadget, IPAM Manage, and VLAN Manage areas to add domain and VLAN
information to the block.
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VLAN MANAGER WORKFLOW

WITH VLAN TAGS (OPTIONAL)

- I I - - . . -,

/
| Create VLAN Tags Add Domain
* From VLAN Admin “Edit Tags * From VLAN Admin “Add Domain
I d " » d i dd ”
* Tags are shared across all domains * Default Domain already exists and is
| J not editable or deletable
\ i = — — — —
“i . Repeat for
& Additional
E——1 —_— " —_— — —_— —
< \ ! VLANSs and
I Add Tags to VLANs Add VLANs to Domain Domains
I * Bulk Add: Add Tags to a range of * From IPAM Tab -> VLAN -> “Add”
I VLANs From VLAN Admin “Manage”  Select Domain and VLAN range to
for the desired domain add
I * Select Tag to add, and
VLAN start and end
I number
* Individual Add: Add / Edit on a single
| d dd: Add / Ed I
VLAN from IPAM Tab -> VLAN ->
| VLANList “Edit” Add IP Blocks to VLAN
/

\———————_ 'From:
* VLAN List -> “Manage IPs”
* Per Block in IPAM Gadget

* Per Block in IPAM or VLAN
Manage

« Can Direct Assign, Browse, or Search
for IP Blocks
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Ul Element Legend

Common Icons

While working in ProVision, you will come across a number of icons regularly used to denote status, or with which you can interact to perform
tasks. Here is a brief legend to help orient you to the most common icons you'll encounter.

Interactive Icons:

&

Action Menu (Wrench Icon):

The Action Menu is used throughout
ProVision to perform actions on individual
items. Clicking on the wrench will bring up a
menu of tasks specific to that item, such as
"Edit", "View", "Delete", "Reassign", and so
on.

&

"Add" Button

Clicking on the Add button will open a menu
to add a new entry to the page, such as
adding an aggregate or adding a zone.

=3 Add Zone

Red "No Entry" Button

In its interactive state, the red "No Entry"
button may be used in ProVision to delete
an entry. Clicking on the button will expand
a menu with delete confirmation options.

=)

Are you sure you want to delete this aggregate?

All data and assignments for 10.0.0.0/8 and any of its child blocks will be deleted.

Status Icons:

Green Check:
The green check indicates a successful

result or enabled option. In Peering, it
indicates that the entry is a current Peer.

Yellow "Warning" Exclamation:
Indicates an unsuccessful result followed by
a description.

I, Mo suitable blocks found

==

Red "No Entry" Button (Status):

In Peering, the red "No Entry" status
indicates a peer that has been marked "Not
Qualified".
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ProVision User Guide

User Guide

The ProVision User Guide provides information on features accessible in the standard user tabs within ProVision. For more detailed information
on features accessible with Admin permissions, see the ProVision Admin Guide.

Table of Contents

The Dashboard
Working with Resources
DNS Tab

DHCP Tab

IPAM Tab

Peering v2

Log

Reporting
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The Dashboard
The Dashboard

The Dashboard is your first stop when logging into 6connect Provision, giving you a quick graphical status overview as well as convenient
links for reference and support. The Dashboard is comprised of modular "Widgets" that show different types of information. These Widgets
may be added, moved, edited, and customized to create personalized Dashboards.

There are two levels of Dashboards:

Default Dashboard: The Default Dashboard is a shared dashboard for all users of the ProVision instance. It may only be edited by admin
level users, but it is viewable by all users.

Individual Users' Dashboards: Additional Dashboards may be created by individual users. These dashboards are tied to the user logged in,
and are only viewable / editable by that user.

Dashboards and Permissions
Note: An individual's permission levels may limit what that user can view in both default and personal Dashboards. Although all
users can view the Default Dashboard, they may be not be able to view all elements or data inside the dashboard.

® The Dashboard
® ProVision Default Dashboard Overview:
® Activity Chart (Viewable by Admins Only):
® |P Charts:
Clock:
Status:
Resource Tree:
Contact Us:
ProVision Learning Links: (Markdown Widget)
6connect Professional Services: (iFrame Widget)
6connect Links (Links Widget):
6connect RSS (RSS Feed Widget):

ProVision Default Dashboard Overview:

Although each user may have access to or create wildly differing dashboards, below are descriptions of the Widgets available shown on the
ProVision Default Dashboard (from left to right):

Activity Chart (Viewable by
Admins Only):

lllustrates activity level for API, IPAM,
DNS, Peering, and Resource areas of
ProVision.

Select the desired ProVision area by
clicking on the radio buttons. Then,
hover over the chart, and use the
mouse scroll wheel to zoom in or out
of specific date / times. Clicking on a
bubble will show activity detail, and
resource / IP block links if applicable.

Only one Activity Chart Widget may
exist on a dashboard.

IP Charts:

lllustrates the percentage of assigned
vs unassigned hosts for 1918 / IPv4 /
IPv6 space out of the total available
hosts in ProVision viewable by the
user.
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Only one IP Charts Widget may exist
on a dashboard.

Clock:

Shows the current time and date for
the selected time zone, based on
format set by the user.

Multiple Clock Widgets may exist on a
dashboard.

Status:

General status information on number
of user / admin accounts, ProVision
version number, and a 'Coming Soon'
link to the future releases roadmap in
the the documentation.

Only one Status Widget may exist on
a dashboard.

Resource Tree:

An interactive horizontal or vertical
treeview of a selected Resource and
its children. Select a top-level
resource from the Widget's Edit
menu. Users may click and drag to
move within the Widget, as well as
zoom in and out using a scroll wheel.
Clicking on filled dots will expand the
tree to show the children of that
resource. Double-clicking on a
resource in the tree will give you the
option to navigate to the resource's
entry page.

Multiple Resource Tree Widgets may
exist on a dashboard.

Contact Us:

Provides support email, phone, and
feedback form information. Support
phone number and email address are
set from the ProVision Admin
settings. The feedback form email
address is editable within the Widget.

Only one Contact Us Widget may
exist on a dashboard.

ProVision Learning Links:
(Markdown Widget)

Pre-created Markdown Widget
containing links to commonly
referenced ProVision documentation
sections, video guides, and
walkthroughs.

The Markdown Widget is a blank
slate where users may add links, text,
or other content through use of the
Markdown language.

Multiple Markdown Widgets may exist
on a dashboard.

Default Dashboard -

+ Add Widget /* Edit Layout 4 Reset Dashboard M Save as Default Layout
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The éconnect téam has over a decade of experience =i}
* Impan Aggrogats Blocks

plementing IPvG ks and have sed the gradual
depletion of the IPv4 paradigm. Our professional services team

has helped clients increase profitability and better align their

network systems to reduce costs and headach

= Boonnect Wobsita
ProMision Documeantation Home

Leam from Our Expertise

ProVision User Guide
tslon Admin Guide

n Developes Tools

Econnoct Blag

From “power to packet,” we bring a unigue perspective to
hnology infr that brings efficiency, ledge. and
autoemation to the forefront

IPvé Training

Given the need for IPvH education, we've put together a modular
eurriculum to address the needs of the smallest enterprise to
the largest I5P. We offer extensive customization and lab
pragrams 1o ensure that what you learn in training applies to

Your current environment

Bconnect

RIPE 11 Recag

ibuting [P Best Practices 1o KGF
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6connect Professional
Services: (iFrame Widget)

Pre-created iFrame Widget accessing
the 6connect Professional Services
website.

The iFrame Widget sets a https URL
to be viewed in an iFrame, to view
stats or commonly referenced
websites.

Multiple iFrame Widgets may exist on
a dashboard.

6connect Links (Links
Widget):

Pre-created Links Widget listing
6connect ProVision company and
documentation links.

Link URL and display may be set
from within the Widget.

Multiple Links Widgets may exist on a
dashboard.

6connect RSS (RSS Feed
Widget):

Pre-created RSS Feed Widget
accessing the 6connect Blog RSS.

Shows the most recent five entries of
a selected https RSS Feed. Feed
links open in a new window when
clicked.

Multiple RSS Feed Widgets may exist
on a dashboard.
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Customizing the Dashboard

Dashboard Customization

The Dashboard is your first stop when logging into 6connect Provision, giving you a quick graphical status overview as well as convenient links for
reference and support. The Dashboard is comprised of modular "Widgets" that show different types of information. These Widgets may be added,
moved, edited, and customized to create personalized Dashboards.

There are two levels of Dashboards:

Default Dashboard: The Default Dashboard is a shared dashboard for all users of the ProVision instance. It may only be edited by admin level
users, but it is viewable by all users.

Individual Users' Dashboards: Additional personal dashboards may be created by individual users. These dashboards are tied to the user
logged in, and are only viewable / editable by that user.

Dashboards and Permissions
Note: An individual's permission levels may limit what that user can view in both default and personal Dashboards. Although all users

can view the Default Dashboard, they may be not be able to view all elements or data inside the dashboard.

Browser Compatibility
It is recommended to use the most recent versions of the Chrome or Firefox browsers when working with the dashboard. Due to

incompatibilities with Internet Explorer, the dashboard is set to read-only mode and is not editable when accessed from IE at this time.

® Dashboard Customization
® Working with Dashboards
® Viewing an Existing Dashboard
® Adding a Dashboard
® Editing a Dashboard
® To Edit the Page Layout:
® To Edit the Location of Individual Widgets:
® Saving a Dashboard
¢ Deleting a Dashboard
® Reset the Default Dashboard
® Next Step: Widgets

Working with Dashboards

Viewing an Existing Dashboard

The Default Dashboard will be the primary dashboard that appears when clicking on the Dashboard Tab. To view another, already created
dashboard, click on the dashboard name at the top left of the Dashboard page. This will open the list of existing dashboards. From there, click on

the name of the dashboard you wish to view.

O 6 Dashboard Resources~ DNS~ DHCP~ |IP

Default Dashboard - <=

Default Dashboard

Add New Dashboard +

APl ( IPAM () DNS

Adding a Dashboard

To add a new personal dashboard, click on the dashboard name at the top left of the Dashboard page. This will open the list of existing
dashboards.
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Click on "Add New Dashboard"

D 6 Dashboard Resources ~ DNS~ DHCP~ |IH

Default Dashboard - €¢—

Default Dashboard
Add New Dashboard 4
API IPAM DNS

Fill out the desired dashboard name, and choose whether the dashboard will be empty or cloned from the default dashboard. Selecting "Empty"
will provide a (mostly) blank canvas for selecting and placing Widgets from scratch; selecting "Clone" will duplicate the current state of the Default
Dashboard, which the user can then edit as desired.

Create New Dashboard

Dashboard Name

MyDashboard|

Layout@ Empty Clone Default

Note

Note: If "Empty" is selected, a default Widget will still show in the head of each page column, this is to assist in both visualizing the
current page layout and to aid in placing new Widgets. These widgets may be edited or deleted as desired during the process of
selecting layout and adding other Widgets.

For best performance of the dashboard, ensure that at least one Widget is placed in each column, or columns may be difficult to
"detect" when moving Widgets to different page areas.

MyDashboard has now been created as an "Empty" dashboard, is accessible from the dropdown list of dashboards, and is ready to set up!

.006 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

MyDaSh board - + Add Widget /* Edit Layout X Delete Dashboard

= Bconnect

! GoommectBlog 12:15:37

« ProVision Docs

2015-11-17

Editing a Dashboard

You can change the layout of your dashboard by selecting overall page layout options (for column size and location on the page), as well as move
individual widgets around the page.

To Edit the Page Layout:
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At the top of the page, click "Edit Layout".

IPAM ~ Peering + Log Reporting (8§ Search or type help

=+ Add Widget 4 Reset Dashboard M Save as Default Layout

This will bring up an option box where you can choose to rename your dashboard, and / or select a column organization structure.

Edit Dashboard

Title

MyDashboard

Layout

\

66%-33%

Title: Type in how you want your dashboard title to display.

Layout: Click on a layout option to immediately apply that layout to your dashboard. Hovering over the option will show the column
width percentages.

100% / (50% / 50%): Creates a page with a full width section at the top, and two equal sized columns below that.

33% / 66%: Creates a page with two columns, with the left column being one-third of the page width, and the right column as
two-thirds of the page width.

50% / 50%: Creates a page with two equal sized columns, split down the middle.
66% / 33%: Creates a page with two columns, with the left column as two-thirds of the page width, and the right column as
one-third of the page width.

To Edit the Location of Individual Widgets:

Individual Widgets may be moved around the page by clicking and dragging on the "Move" icon on the right side of the Widget header.

While mousing over the move icon, when the cursor changes to a hand icon, click and hold your left mouse button, then drag the widget up
or down to the desired location. To move the Widget to another column, drag the widget sideways to the column, then up to briefly hover
over a Widget already in the desired column (this "selects" the column for the Widget). Then, drop the Widget in the desired location in that
column.

Saving a Dashboard

Personal dashboards are automatically saved after making layout or Widget edits (the exception is that Widget resizing must be manually saved
-see Working with Dashboard Widgets).

Default Dashboards must be manually saved after edits for those changes to apply to all dashboard users.

Admin users can save Default Dashboard changes by clicking "Save as Default Layout" at the top right section of the dashboard page, and the
changes will be applied for all users.
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IPAM ~ Peering + Log Reporting ®W Search or type help

4+ Add Widget / Edit Layout 4 Reset Dashboard (™ Save as Default Layout

Deleting a Dashboard

Personal dashboards may be deleted by clicking the "Delete Dashboard" button at the top right of the page. Default Dashboards may not be
deleted.

+ Add Widget / Edit Layout ( ¥ Delete Dashboard

Reset the Default Dashboard

The Default Dashboard may be reset to the ProVision default dashboard by clicking "Reset Dashboard". This will remove any admin changes,
and set the Default dashboard to its original state. This action may only be made by admin users.

IPAM ~ Peering ~ Log Reporting (W Search or type help

+ Add Widget / Edit Layout

4 Reset Dashboard )M Save as Default Layout

Next Step: Widgets

Continue on to Working with Dashboard Widgets for information on each Widget, as well as how to add, move, update, and delete individual
Widgets.

® Working with Dashboard Widgets
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Working with Dashboard Widgets

Dashboard Widgets

The previous section, Customizing the Dashboard, gave a high level overview of the dashboard types, how to create new personal dashboards,
edit the dashboard layout, and remove personal dashboards. This section will give an overview of how to work with individual Widgets, and
options available in each Widget type.

Before you begin working with individual Widgets, make sure that you have reviewed the information contained in Customizing the Dashboard
and are familiar with the tasks outlined there.

® Dashboard Widgets
* Working with Widgets
® Adding Dashboard Widgets
® Move a Widget:
® Maximize / Pop-Out a Widget:
® Edit a Widget (Widget Action Menu):
® Available Widgets
Activity Chart (Admin only)
Resource Tree
IP Charts
RSS Feed
Status
Clock
Contact Us
Markdown
Links
iFrame

Working with Widgets

Adding Dashboard Widgets

To add a widget to personalize your dashboard, click on the "Add Widget" button at the top of the page.

+4 Add Widget )/ Edit Layout ¥ Delete Dashboard

Then, click on the name of the Widget you want to appear on your page. It will automatically be added into the leftmost column of your page.
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Add new widget

Activity Chart  Display latest activity
Clock Display the date and time
Contact Us  Display contact information and a simple feedback
iFrame Embed an external page into the dashboard
IP Charts Current IP Usage
Links Displays a list of links
Markdown Markdown widget
Resource Tree Displays a resource chart
RAss Feed Displays a RSS/Atom feed
Status ProVision Status

Some Widgets may only have one instance per dashboard, whereas other Widgets may be able to have multiple instances per dashboard. The
Add New Widget dialog will only show you the widgets you have available to add.

For detailed information on each individual Widget, view the Available Widgets section on this page.

Move a Widget:

Individual Widgets may be moved around the page by clicking and dragging on the "Move" icon on the right side of the Widget header.

o S

Move

While mousing over the move icon (when the cursor changes to a hand icon) click and hold your left mouse button, then drag the widget up or
down to the desired location.

To move the Widget to another column, drag the widget sideways to the column, then up to briefly hover over a Widget already in the desired
column (this "selects" the column for the Widget). Then, drop the Widget in the desired location in that column.

Maximize / Pop-Out a Widget:

Widgets can temporarily be viewed at a larger size by hitting the "Maximize" icon on the Widget header. This will "pop out" the widget information
to a larger page size for easier viewing.

Maximize

While maximized, you may interact with the widget as normal. When done, hit the "Close" button.

Edit a Widget (Widget Action Menu):
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To open the edit menu for a widget, click on the Action Menu (wrench icon) on the right side of the Widget header. A drop down menu will appear
with some of the following options:

Delete
Edit

Edit: Opens an edit widget pop up, where widget-specific options may be changed. Options may include changing the title, links,
applicable resources, and so forth depending on the particular Widget.

Resize: For Widgets able to be resized vertically, brings up a draggable black bar at the bottom of the widget. Drag the bar up or down to
the desired widget height, then select the Action Menu again and click on "Save Resize" to save and complete the size edit.

Save Resize: Available only after the "Resize" action has been used. After resizing a Widget, selecting the Action Menu again and clicking
on "Save Resize" will save the Widget size.

Delete: Deletes the widget.

Available Widgets

Activity Chart (Admin only)
Activity Chart Ba F

API IPAM DNS Peering @ Resources

27 August 2015 09 November 2015
I)"\ug 30 SEFIJ 06 Seplr 13 Seq 20 Seglj 27 chlI 04 DGIT‘ 11 OCt. 18 't:lctI 25 NmrelmberNo'.: 053

Crealed (160) . o] O O . .

Updated (141) & . .. “
Deleted (103) . 'y . .

Updated test2 (#3762) on Oct 1, 2015 at 11:54:38

lllustrates activity level for API, IPAM, DNS, Peering, and Resource areas of ProVision. The Activity Chart is only visible to Admin users. Only one
Activity Chart Widget may exist on a dashboard.

Activity Chart Actions:
Radio Buttons: Select the desired ProVision activity area to view by clicking on the radio buttons (API, IPAM, DNS, Peering, or Resources).
Chart: While hovering over the chart, you can:

Use the Scroll Wheel to zoom in or out of the date/time detail level

Double click to zoom into the next date/time detail level

Click & Drag left or right to move to an earlier or later date/time at the current zoom level

Single Click on a bubble will show the activity detail, and resource / IP block links if applicable.
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Activity Chart Edit Options:

Activity Chart

Title

Activity Chart

Title: Edits the title of the Widget shown on the header.

Resource Tree

Resource Tree

ar1.opendns.com- Q)

Anna's Test Site O
(O Bob O'Mally

6connect Labz O

br.deltatelecom.com O

Boston O

O br2.msn.com

O Quito02

Interactive graphical display of the resource structure for a parent resource.
Resource Tree Actions:

Users may:

Click & Drag to move the chart within the Widget,

Use the Scroll Wheel to zoom in or out

Click on Filled dots to expand the tree to show the children of that resource.

Double click on a resource in the tree to give you the option to navigate to the resource's entry page.

Resource Tree Edit Options:

A v
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Resource Tree
Title
Resource Tree
Orientation € Horizontal Vertical

Resource

6connect Labz v

Cancel Apply

Title: Edits the title of the Widget shown on the header.

Orientation: Select "Horizontal" to view the tree in horizontal form, with the top level resource on the leftmost side of the widget, and
children expanding to the right. "Vertical" will show the tree with the top level parent at the top of the widget, with children expanding
downward.

Resource: A text search box to select the resource that will be the top level resource for the tree.

When done editing, hit "Apply" to save your changes, or "Cancel" to exit without saving.

IP Charts

IP Charts daA f

1918 IPv4 IPv6

Q00

I Assigned [l Unassigned

lllustrates the percentage of assigned vs unassigned hosts for 1918 / IPv4 / IPv6 space out of the total available hosts in ProVision viewable by
the user.

IP Charts Edit Options:

Title: Edits the title of the Widget shown on the header.

RSS Feed
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6connect Rss Feed

6connect

» Aaron Hughes, 6connect CEO, Speaks at NANOG 65...
* ProVision 5.1.3 — Updates to the Dashboard and Dat...
» First Steps for Setting Up ProVision — Part 2 [Video]

» First Steps for Setting Up ProVision — Part 1 [Video]

» NLNOG Day 2015 Recap

Shows the most recent five entries of a selected RSS Feed. Feed links open in a new window when clicked.

RSS Feed Edit Options:

Rss Feed

Title

6connect Rss Feed

Feed url

https://iwww.6connect.com/eed/

Cancel

Title: Edits the title of the Widget shown on the header.

Feed URL: Edits the URL of the RSS Feed to show.

Status
User Accounts 23
Admins 15
Version 5.1.3.

Coming Soon i

Shows 6connect ProVision status information, including number of user accounts, number of admin accounts, current version number, and a link
to the "Coming Soon" section of the ProVision documentation.
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Status Edit Options:

Title: Edits the title of the Widget shown on the header.

Clock

15:17:09 EDT

2015-10-12

Shows the current time for the selected time zone.

Clock Edit Options:

Clock
Title
New York Time

Time pattern

HH:mm:ss z

Date pattern
YYYY-MM-DD

Timezone

Cancel

Title: Edits the title of the Widget shown on the header.

Time Pattern: Sets the desired format for the current time. Example: "HH:mm:ss z" shows hours, then minutes, then seconds, then time
zone.

Date Pattern: Sets the desired format for the current date. Example: "YYYY-MM-DD" shows 4 digit year, then month, then day.

Time Zone: The desired time zone to show the current time for.

~ Click here for detail on date / time patterns...

Time / Date Patterns
For applicable time / date patterns, see http://momentjs.com/docs/#/displaying/format/

Some common date patterns might be:
Display Pattern
Wednesday, October 10th, 2015 = dddd, MMMM Do, YYYY

10/21/2015 |
October 21, 2015 MMMM DD, YYYY
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10-21-15 MM-DD-YY

2015-10-21 YYYY-MM-DD

Some common time patterns might be:

Display Pattern
15:36:14 EDT HH:mm:ss z
3:36:12 PMEDT h:mm:ssAz
03:36:12 pm EDT = hh:mm:ss a z

15:36 -04:00 HH:mm Z

Contact Us
Contact Us $aA F

Support: support@6connect.com [£4]
Phone: +1 (650) 646-2206
Feedback: Show feedback form &+

Provides support email, phone, and feedback form information. Only one Contact Us Widget may exist on a dashboard.

Contact Us Edit Options:

Contact Us

Title

Contact Us

Feedback Email

feedback@123.tst

Title: Edits the title of the Widget shown on the header.

Feedback Email: Sets the desired email address for the feedback form.

Note: Support phone number and email address are set from the ProVision Admin settings.

Markdown

69



ProVision Leaming Links A F

Video Guides and Walkthroughs

= ProVision First Steps: Part 1

o Mew to ProVision? Watch this for some
recommended starting points and and
overview of ProVision's Rescurce System.

» ProVision First Steps: Part 2

o This continuation of our First Steps series
gives a high level overview of data import
tools available in ProVision.

= Users & Permissions Overview

o An overview of adding and editing users and
permissions from the ProVision Admin
'‘Users' tab.

Documentation Resources

» Getting Started
» First Steps
= Import Your Data

» Import Aggregate Blocks

The Markdown Widget is a blank slate where users may add links, text, or other content through use of the Markdown language. Multiple
Markdown Widgets may exist on a dashboard.

If you are unfamiliar with Markdown, check out Markdown Basics

Markdown Edit Options:



Markdown

Title

Markdown

Markdown content

|
If you are unfamiliar with Markdown, check out the Markdown Basics

Title: Edits the title of the Widget shown on the header.

Markdown Content: Area to enter the markdown content.

Links

6connect Links

« Bconnect Blog

» Bconnect Website

» ProVision Admin Guide

» ProVision Developer Tools

» ProVision Documentation Home
» ProVision User Guide

Provides a list of website links. Multiple Links Widgets may exist on a dashboard.

Link Edit Options:

Cancel Apply

71



Links

Title

Beconnect Links

Links

Bconnect Website
ProVision Documentation
ProVision User Guide
ProVision Admin Guide
ProVision Developer Too

Gconnect Blog

hitps //www.Gconnect.cor
http://docs.6connect.com
http://docs.6connect.com
hitp://docs.Gconnect.com
http://docs.Bconnect.com

https //www .6connect.cor

Title: Edits the title of the Widget shown on the header.

Links: Enter the desired link text, then the URL of the website to link. Click "Add" to add a new link, or "Remove" to remove an individual
link. Hit "Apply" to save your changes.

iFrame

e =
Q :‘5;‘. ) connect =

Support: +1(650)646-2206

Professional Services

The 6connect team has over a decade of experience implementing IPv6 networks and have
witnessed the gradual depletion of the IPv4 paradigm. Our professional services team has
helped clients increase profitability and better align their network systems to reduce

maintenance costs and headaches.

Learn from Our Expertise

From “power to packet,” we bring a unique perspective to technology infrastructure that
brings efficiency, knowledge, and automation to the forefront.

Set a https URL to be viewed in an iFrame. Useful to view stats or commonly referenced websites.

iFrame Edit Options:
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iFrame

Title

iFrame

URL

https:/Mmww.example.com

Show advanced...
Sandboxing

Allow Scripts

Not all webpages allow themselves to be embedded into iframes. If the target server has
set X-Frame-Options or CSP directives to prevent embedding, the widget will appear blank.

Cancel

Title: Edits the title of the Widget shown on the header.
URL: Sets the desired https address of the website to display in the frame
Advanced:

Sandboxing: Allow Scripts: Check to allow scripts.

Not all webpages allow themselves to be embedded into iframes. If the target server has set X-Frame-Options or CSP directives to
prevent embedding, the widget will appear blank.
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Working with Resources

Resources

® Resources
®* What is a Resource?
* How to Work with Resources?
® Additional Information

What is a Resource?

The "Resource" system is tied to the Permissions structure. What this means is that you get granular control on a resource level and can create
groups around a single resource or even groups of resources. Since Resources can inherit permissions from others - it can be an easy way to
categorize generic objects.

WARNING!

There are key Resources that are used by the System that should not be deleted. We have put in some safeguards in the Ul, but the
API can delete these resources if prompted. The resources that you should not remove are "Holding" and "Reverse". The "Available"
Resource can be renamed - simply not deleted.

How to Work with Resources?

The Resource is an entity that users can assign Network Resources to (IP blocks, hosts, DNS zones, etc.). You can also create hierarchies
between resources which allows you to leverage permissions to control who can view and interact with any given resource and its assigned
elements. Please note that you can also have Resources that do NOT have anything assigned to them regarding Network Resources. The result
of this flexible architecture is that you can work with Resources in three ways:

* Resource Entries: These are the actual Resource names. When you click the "Add Entry" button you can customize various elements of
the entry and assign the Parent Resource, Section and Category from their respective dropdown menus. You may also add a Custom ID
if desired. When done, hitting "Create" will pull up the field set for the chosen Section and allow you to enter the data for the given Entry.

Resources /Entries / Add Entry

Fundamentals Name (required) Section
Some Resource Resource Holder —
Parent Category
TLR - Uncategorized -
Custom 1D

® Resource Sections: These can be anything from "customers" to "firewalls" to "cross-connects". Since you can customize the fields for
these elements, and assign them to a Parent Section, you have flexibility in organizing the data. Check out Customizing Sections and
Customizing Fields for more details on how to fit these elements to your business.
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‘006 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

Resources /Sections

Add Section

Circuit - LAN 2 Uncategorized
Circuit - WAN 7 Uncategorized
Colfes 0 Uncateqorized
Contact 10 Uncateqgorized
Customear * Uncatagorized
Data Center 3 Uncategorized
De r 17 Uncat iz

Device B0 Uncategorized
DHCP Servers 1 Uncat zed
Firewall -] Uncateqorized
Host o Uncal ized
Load Balancer 1 Uncategorized
Location 45 Uncategorized

* Resource Categories: Categories can be used to create some filtered views for given Resources and Sections. For example, you can
create a Section called "Resource Holder" and then assign a Category "Customer". Then you can view a list of Resources that have been
assigned to Category "Customer". In the same way, you could also assign a Section called "Router" under the Parent Resource
"Corporate Datacenter" and then assign a Category "Infrastructure".

Resources / Category

Name Entries
A Random G 0
CDW 4

ate IT 0
Customer 129
Infrastructure 0
Storage 0

Want to customize Sections? Check out Customizing Sections and Customizing Fields for more details!
Some examples:

1) Service Provider

2) Managed Service Provider

3) Datacenter/Colocation Provider

4) Enterprise

Additional Information

Working with Entries
Customizing Sections
Customizing Fields
Gadgets

® XML Specifications
Contact Manager



Working with Entries

Working with Entries

The list of Resource Entries is under the Resource Tab. To access it, you may either click on the Resource Tab, or select "Entries" from the
Resource Tab dropdown menu.

® Working with Entries
® Resource Tab / Entry List User Interface
® Entry List Action Menu
Chart View
Create an Entry
Edit or Delete an Entry
Add Child Entries
Resource Clone
® To Clone an Entry

Resource Tab / Entry List User Interface

‘%6 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

Resources / Entries

El Table vlewil_u Chart view|

Verizon

Vi-Josh 4] 0 ¥
Virtual DG 1 (1] 0 Y
Wista Print o 0 J__\
vm1.foo.com 1] 0 i
Vodacom Customer 0 0 Va
vpnl.aliancedata.com 0 0 f
VAF-ABC 0 0

VRE-Blual

1) Alphabetical Filter: Entries are organized by the first letter of the name. Click on a letter to see entries starting with that letter.

2) Add Entry Button: Click to add a new entry.

3) Pagination: Click to view additional pages of Entries under the selected letter.

4) Viewing Options: Select "Table View" or "Chart View" .
Table View (shown above), lists the Entries, Allocations, and Zone Count along with color-corded Category and Section information.
Chart View graphically shows the entries in filterable, hierarchy form.

5) Search Box: This text box allows the user to enter in criteria to filter the list of Entries.

6) Category: Color-coded Category indicator. The Category name will appear upon mouseover. Clicking on the Category box when the hand icon
appears will redirect to a filtered list of entries of that Category.

7) Section: Color-coded Section indicator. The Section name will appear upon mouseover. Clicking on the Section box when the hand icon
appears will redirect to a filtered list of entries of that Section.

8) Name: A list of the Resource Entry names. Clicking on a name will take the user to that resource's individual entry page.
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9) Allocations: The number of IP blocks assigned to that resource.
10) Zone Count: The number of zones assigned to that resource.

11) Action Menu: The Action Menu (wrench icon) gives a list of additional actions to perform on the zone

Entry List Action Menu

View
Edit
Clone

Delete

[

Clicking on the Action Menu in the Entry List View will bring up the following options:
View: Opens the resource's Entry page
Edit: Opens to the resource's Edit page
Clone: Opens the clone resource page for the selected resource

Delete: Deletes the resource, if appropriate permissions exist.

Chart View

Chart View illustrates the resources created in a graphical hierarchy. Select the Top Resource from the dropdown and the top of the chart, and /
or select the Section type to further limit the view, if desired.

Expand the view of the chart by changing the Depth and Width fields to the number of resources to view in that axis, then hit "Load". You may
also maximize the view by clicking the maximize button (top right of the chart, with four arrows).
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Resources / Entries/Chart

Clicking on the Action Menu in the Chart View will bring up the following options:
View: Opens the resource's Entry page
Edit: Opens to the resource's Edit page
Clone: Opens the clone resource page for the selected resource
Delete: Deletes the resource, if appropriate permissions exist.

From Chart View, you can return to the Table View by clicking on "Table View" at the top of the chart.

Create an Entry

1) To create a new Entry, click on the "Add Entry" button from the Resource Tab / Entry List Page.

Resources /Entries ‘

e () I o e i ot e ) e ) ) () o) o i ) ) ) ) v o ) e 2

2) Fill in the Name of your new Resource Entry, select a Section (the chosen Section determines what gadgets will show on your new resource's
Entry page), the Parent Resource, Category, and enter a Custom ID number if desired. When complete, click the "Create" button. If you wish to
exit without saving your changes, click "Cancel".

This will take you to the Add Entry page.
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Resources / Entries / Add Entry

Fundamentals Name (required) Section
MyNewEntry Customer v
Parent Cateqory
TLR s Customer v
Custom ID
1023

Once the Entry is created, the Resource Entry page appears for that Resource, with the gadgets applicable to the selected Section.
Resources / Entries / MyNewEntry

MyNewEntry (1023)

ID: 3743
Section: Customer
Category: Customer

DNS

New DNS Zone -- no template -- B

Zone Delegation
Delegated Zone Slave IP Customer

Zona name IPvé4 or IPv6 3743

Zone Records Tags Entries
No zones found.

IPAM

Assign Block:
Direct Assign

XXX XYY OF XK D0CX XX IXYYY Asslgn

Smart Assign

IPvd E Size E RIR B Region Select Taas

. Tag selection mode:
© Standard - match all selected tags
Strict — match exactly the selected tags
Exclude = match blocks not tagged with
any selected tags

Show advanced options

From here, you can work with your selected Gadgets, performing tasks such as assigning DNS zones, IP Blocks, assign Contacts, and more. See
the Gadgets Page for detail on working with individual Gadgets.

Edit or Delete an Entry
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To edit or delete an Entry, go to the bottom of that resource's Entry Page, and select "Edit".
Fields

This will bring up the Edit Entry Page, where you can edit basic information such as Name, Section, Parent, Category, or Custom ID. If Fields are
associated with the Section type, those may be edited as well.

When done, hit the "Save" button. If information was added to Fields, that information will now show up on the Entry Page.

Resources / Entries / MyNewEntry / Edit

Basic Information Name (required) Section
MyNewEntry Customer v
Parent Category
TLR ¢ Customer s
Custom 1D
1023
Fields

Abuse POC Bob Smith

GIS Data No

Y
v

Some fields are hidden. Find out why.

If you wish to delete the Entry, select the "Delete" button.

Note
If an entry has children, the delete option will not be available. Child Entries must be deleted before a Parent Entry can be deleted.
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Resources / Entries / MyNewEntry / Edit

Basic Information Name (required) Section
MyNewEntry Customer v
Parent Category
TLR = Customer v
Custom ID
1023
Flelde Abuse POC | Bob Smith
GIS Data No 5

Some figlds are hidden. Find out why.,

‘ Delete '

Add Child Entries

Adding a Child Entry creates a resource underneath the current resource in the hierarchy.

To add a Child Entry, at the bottom of the Resource Entry page, click "Add Child".

Fields

Abuse POC:
Bob Smith

GIS Data:
No

This brings up the Add Entry dialog. Looking at the top navigation breadcrumbs, you can see that we are adding an Entry underneath the

resource "MyNewEntry".

Fill out the Name, Section, Category, and Custom ID (if desired), and hit the "Create" button. The Parent field is pre-selected for you.
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Resources / Entries / MyNewEntry / Add Entry

Fundamentals Name (required) Section
NewChildEntry Data Center v
Parent Category
MyNewEntry v Uncategorized v
Custom ID
12¢

Once created, the Child Entry will show in a list at the bottom of the Parent Entry page.

Fields

Abuse POC:
Bob Smith

GIS Data:
No

Edit

Child Entries

T .7 Category

NewChildEntry Data Center Uncategorized

Resource Clone

Cloning an Entry duplicates the Entry and, if desired, any Child Entries existing under it.

This feature can be used to quickly and efficiently create multiple resources with same format, field information, or similar hierarchy structure. One
example may be a datacenter with x number racks with y number of servers on each. One rack, with its servers as child entries could be created,
and then cloned until the necessary quantity is reached. As text field information is copied during the clone, changes in individual server
information would still need reviewed and updated. Think of cloning as creating a template from an existing Resource Entry.

Information Cloned: Format of the original Resource (which gadgets are enabled, location, fields), contact / tech information, field information,
and (if selected) Child Entries, and Child Entry sections, fields, and field informaiton - in general, items that are chosen or input at the entry
creation, or input into text fields.

Information not Cloned: IP Blocks, DNS Zones, uploaded documents - in general, items that are assigned to the entry rather than input into
fields.

To Clone an Entry
The Resource Clone feature may be accessed from either the Resources Tab dropdown menu, or from a Resource Entry page.

From the Resources Tab dropdown, select "Resource Clone". This will take you to the Resource Clone page.
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.006 Dashboard Resources+ DNS~ DHCP~
Customer
Resources / Entri¢ Entries

Sections

# A B c | Contacts ] K

Categories

( Resource Clone )

You may also select "Clone" from the bottom of a Resource Entry page, in which case the Entry page you clicked "Clone" from will be
automatically selected as the resource to clone.

Fields

Abuse POC:
Bob Smith

GIS Data:
No

Child Entries

T .7 Gategory

NewChildEntry Data Center Uneal rized

Once on the Resource Clone Page, enter the Resource to clone, Parent Resource, and the New Name for the clone. If you wish for all children of
that resource (and their children, if applicable) to be cloned, check the "Clone Resource Children" checkbox. When complete, click the "Clone
Resource" button.

Resources /Clone

Resource Clone
Resource to clone :

MyNewEntry v

Parent Resource :
TLR v

New Name :
MyNewEntry2|

Clone Resource Children :

Clone Resource

To repeatedly clone the resource, simply change the "New Name" field (if you want the subsequent clones to have a different name), and click
"Clone Resource" again. You may repeatedly click "Clone Resource" and each click will produce a new clone.

When done, you may click on the link provided for the most recently created clone, or hit the XXXX button to return to the parent resource.
Tip

Review the cloned resources using the chart view to see the hierarchy structure!
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Customizing Sections

Customizing Sections

You can create as many Sections as you wish (Firewall, Server, VM, Virtual Interface, etc.) and customize the fields that you care about for each
Section. For example, you may not need to track the console port for your virtual firewall, so you would simply not use that field for the "Virtual
Firewall" Section. This way you can still track the console port for your physical firewalls like normal.

® Customizing Sections

Step 1: Create a New Section

Step 2: Add a Custom Field to a Section
Step 3: Edit Custom Field Data

Step 4: Add Gadgets to your Section

Step 1: Create a New Section

Click "Add Section" from the Sections sub-tab under the Resources Tab

Resources [/ Sections

Circult - LAN 2 Uncategorized
Gircuit - WAN T Uncategorized
Coffes o Uncategorized
GContact 10 Uncateqorized

Create a new Section by specifying a Name, Parent, and Category. Then hit the "Create" button.

Resources /Sections / Create Section

Fundamentals Name (required)

My Custom Section

Parent Category
TLR 4 A Random Category

a

Create

Step 2: Add a Custom Field to a Section

Manage existing fields and add custom fields for the selected Section by clicking "Edit Section"
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Resources [/ Sections /My Custom Section

Edit Section ) Add Child Section
No Resources Available.
Add existing or Custom Fields for your Section. You can add new Custom Fields of different types (text input, text area, choice box, radios,

checkbox) by dragging and dropping the fields as well as using any existing fields that are available. See the Customizing Fields page for more
details.

Fields p
Operating System Text Input
Make A10 Networks .
cToxtArea ~ 1
3 I |
I (| 1
! Text Area 1 | 1
P T e——— o o l 1
Model 7600 Series s 1
1 1
1 Zh
Hostname b e e e e e e e e = i
Choice Box
Operating System Option one A
Radios
© Option one
Option two
Checkboxes
Option one
Option two

Step 3: Edit Custom Field Data

Select the field name and you will get an editing window to modify the parameters of the field. Custom fields may be renamed and have other
attributes updated, whereas protected system fields may have noted restrictions.
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Parent Category

TLR & Un i
v Name Open in new tab

Model

Fields p Help Text

Operating System

Options

Make A10 Networks ] .

7600 Series

ASR 9000 Series
ASR 1000 Series
6500 Series

T Series

4k

7600 Series

Text Area

Slug &
Bc-model

This is a protected System Field. Only "options™ and "help
block™ can be changed'.

s L0

Radine

Y

Hostname

Step 4: Add Gadgets to your Section

You will notice on this customization screen that you also have an area for Gadgets. Gadgets are modules of additional functionality that can be
added to the Ul of a given Resource. Simply select the Gadget you want to show for that section, hit "Add", then organize by dragging into the
order you wish them to appear on the page. Once added to the Section, Gadgets will be visible for all Resources of that Section.

Manage Gadgets
Gadgets are mini applications that can add
extra features to your resources.

There are currently no gadgets assigned

Gadgets

+ Contact Info Add
DHCP Server
DNS
IPAM
Save
Peer Groups -

Peering Sessions
AY/=]=r3
v

For a detailed list of gadgets and descriptions, see the Gadgets page.
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Customizing Fields

Working with Fields

® Working with Fields
® Creating Fields
® Editing/Removing Fields

Creating Fields

To add an existing field to a Section, select the field name from the dropdown menu and click on the "Add Field" button.

Add Existing Fields Existing Fields
It is preferable to reuse existing fields ff :
whenever possible. This improves pattern Hostname (host-name) v/ Add field

matching between resources.

To add a new custom field to a Section, simply click on the custom field type name (Text Input, Text Area, Choice Box, etc), then drag the field
over to the field list and release in the desired location. Edit the field name and options as described in Editing / Removing Fields.

Fields p
Operating System Text Input
Make A10 Networks :
Toxt Aea 1
] il -
1 [ | |
I Text Area (| 1
L e -l 1 1
Model 7600 Series A0 1
] |
1 el
Hostname b e e e e e e e e - 1
Choice Box
Operating System Option one a
Radios
© Option one
Option two
Checkboxes
Option one
Option two

Editing/Removing Fields

Once fields are added to a Section, you can click on the field name to make additional changes to the fields. Custom fields may be renamed and
have other attributes updated, whereas protected System Fields may have noted restrictions.
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Parent Category

TLR u Open in new tab

ap

r_| Name
Model
Fields p» Help Text
Operating System
Options
7600 Series
ASR 9000 Series
7600 Series ASR 1000 Series
6500 Series
T Series

Make A10 Networks

e

4

Text Area e
Slug @
6c-model

This is a protected System Field. Only “options™ and “help
block” can be changed'.

(oo [0

Radine

Y

Hostname

To rearrange the field list order, click and hold on the field name, then drag and drop into the preferred order.

To remove a field, click and hold on the field name, then simply drag and drop the field to the right side of the screen to where the "Remove Field"
prompt is visible.

Fields p
Operating System

Make A10 Networks A

P e T e Text Area

Model 7600 Series

Hostname

Remove

Operating System F i e ' d

89



Gadgets

Gadgets

® Gadgets

® What are Gadgets?

® Available Gadgets
Resource View
Contact Info
Contacts
Tech Info
IPAM
Document Storage
DNS
DHCP Management
Peering Session
Peer Groups
Peering VRF

® Reverse AP| Console

® Creating your own Gadgets

What are Gadgets?

Our gadget system is similar to the Atlassian Gadget system (and Google Gadgets). When creating or editing a Section, gadgets can be added in

a way similar to how you would add or remove a field (see Customizing Sections). Gadgets are best described as self contained webapps; w

idgets but with more power. Gadgets can have their own fields, HTML templates, and even accompanying scripts and stylesheets. They can

interface with the API to display simple information such as the Type of the Resource, or they can perform much more complex functions as

demonstrated with the IPAM gadget in the following section.

Available Gadgets

Resource View

This visual element is used on the Resource Holder Section type. The Resource view displays and provides links for the Section and Category for

the Resource.

Some Customer (1234)

Section: Resource Holder
Category: Customer

Contact Info

This visual element is used on the Resource Holder Section type. In the Contact Info Gadget, you can track information such as mailing / billing
addresses, phone number, and fax number for that Resource.

Contact Info

Phone:

Mailing Details

123 Fake St.

Suite A

A\gesome Town, CA 95053
U

Fax:

Billing Details

123 Fake St.

Suite B

A\gesome Town, CA 95053
U

edit
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Contacts

The Contacts gadget may be used on any Section type to assign a contact (from the Contact Manager) to a Resource.

To assign a contact, search for and select the desired contact in the search box, then click "Assign". The Contact will show in the list below.

Contacts

John Doe [] [#3825]

Name
Bob Smithington

Jane Doe

Contacts Action Menu:

Contacts
John Doe [] [#3825]
Name

Bob Smithington

Jane Doa

Type
base

base

Type
base

base

Role Email
Admin POC bob@fakeemail.com

Tech POC jane@fakeemail.com

Role Email
Admin POC bob@fakeemail.com

Tech POC jane@fakeemail.com

The Action Menu (wrench icon) in the contacts gadget has three options:

Set Role: Opens a dialog box to select a role to assign to the contact, add a new role, or delete an existing role.

Select Role

Admin POC

Unassign: Unassigns the contact from the resource

Add New Role

Add

View: Redirects to the contact's detail page in the Contact Manager

Delete Role

#3571
#3824

#3571
#3824

Refer to the Contact Manager page in the documentation for more detail on working with the Contacts gadget and the Contact Manager.

A Note on Permissions

The ability to view and assign a contact to a resource is restricted by the Parent assigned to the contact upon creation. If a user does
not have permissions for a contact's Parent Resource, that contact will not be able to be viewed / assigned via the gadget.

Tech Info

This visual element is used on the Resource Holder Section type. This Gadget allows you to list DNS servers, ARIN information, and

enable/disable customer privacy.
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Tech Info edit

DNS Servers
ns1:dns1.7connect.com ns2: dns2.7connect.com
ns3: ns4.
nss: ns6:
ARIN Info
Org ID: Org POC:
Net POC: Abuse
POC:
Origin AS:

Residential Customer Privacy: Disabled

IPAM

This gadget is used on the Resource Holder Section type. IPAM Gadget allows you to view, assign, and manage blocks for that resource.

For more information on assigning and managing blocks, see Working with IP Blocks - Assigning IP Space.

IPAM

Assign Block:
Direct Assign

Smart Assign
. = i T Tag selection mode:
Pvd [ sz B RR Region B | scectTags © Standard — match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with

any selected tags
Show advanced options
Filter:
IDR RIR Region All Masks Tconnect Select Tags.. I Fiter

Address Hosts LIR Region Notes Tags Assigned Updated
1.0.20.4B/28 16 2015-01-28  2015-01-28
10.0.0.0/31 — 2 Quito Por tickete 102233 Anycast,BB 2014-12-19 20141219
10.0.0.2/31 — 2 Quito Por tickete 102233 Anycast,BB 2014-12-19  2014-12-19
10.0.0.8/29 8 Anycast,BB 2014-12-05 20141205  /°
10.0.0.16/28 16 Anycast,BB 2014-12-05  2014-12-05
10.17.4.0/32 1 Vancouver Dev,Infrastructure 2015-05-20 2015-05-20 Va
10.128.0.0/32 1 Vancouver 2015-05-20 20150520 ./

Document Storage

The Document Storage gadget allows you to upload documents to a resource, and have those documents accessible to download from the
6connect cloud to your local machine. It may be enabled on any Section type.

Note: The uploader has a file size limit of 14mb, files above this size will not successfully upload.



Upload Files
First, ensure the Document Storage gadget is enable for the Section type. Then, select the "Uploader" tab under the Document Manager gadget.

Click on the "Choose Files" button, and select the file(s) you would like to upload.

Document Manager Files Uploader ‘—

Name Size Progress Status Actions

Queue progress:

Choose Files INO file chosen

The selected files will show in a list under the Uploader tab. To upload the file(s), click on either the "Upload" button adjacent to the file to upload
the individual file, or the "Upload All" button to upload all files listed. You may also choose to remove files from the upload list, or cancel.

Document Manager  Files  Uploader

Name Size Progress Status Actions
FakeManualDoc 0.00 MB @ Upload i Remove
{ ) [ Remove
muffins.xls 0.04 MB ® Upload i Remove
Queue progress:
{ @ Upload all il Remove all
- - Ml fila ~rlhAacoan
Once the progress bar is filled in, your upload is complete! Your files will show under the "Files" tab.
Document Manager Files  Uploader
Name Size Progress Status Actions
FakeManualDoc coove (D v [T fii Remove
muffins.xls 0.04 MB - v il Remove

Queue progress:

1l Remove all

Choose Files No file chosen
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Download Available Files

Successfully uploaded files are listed under the "Files" tab of the Document Manager gadget. From here, you can see the file Name, Size, Type,
Date, and available Actions.

To download a file to your local machine, ensure you are on the "Files" tab, then click on the "Download from Cloud" icon.

Document Manager  Files Uploader
Name Size Content Type Date Actions

FakeManualDoc Okb text/plain Mon Jul 08 2015 12:31:38 GMT-0500 (CDT)

-
muffins.xls 38kb text/plain Mon Jul 06 2015 12:30:10 GMT-0500 (GDT)

If a file is no longer needed, you may delete the file from the Document Manager by clicking on the Delete (trash can) icon.

DNS

This gadget is used on the Resource Holder Section type. The DNS Gadget allows you to add new Zones as well as view and manage existing
zones. For more information on DNS functions and managing zones, refer to the documentation for the DNS Tab.

DNS

New DNS Zone -= no template -- E

Zone Delegation

Delegated Zone Slave IP Customer

' ' 1182

Zone Records Tags Entries

TestZone 3 #
F

DHCP Management

This visual element is used on the Server Section type.

The DHCP Management Gadget in the "Off" configuration:

DHCP Management
DHCP Services: @ Off On

To enable the DHCP Management Gadget, select the "On" radio button next to "DHCP Services", and click the "Update" Button.

The DHCP Management Gadget in the "On" configuration:
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DHCP Management
+ Connection Configuration
+ Server Details
+ DHCP Pools
+ Create a New DHCP Pool

Each of the four sections in the DHCP Management Gadget - Connection Configuration, Server Details, DHCP Pools, and Create a New DHCP
Pool - may be expanded to change settings in each area.
For detailed information on working with the DHCP Management Gadget, see DHCP Tab - Managing DHCP Server Configurations.

Peering Session

This visual element is used on the Router Section type. In Peering Sessions Gadget, by clicking on the Action Menu (wrench icon) you can

perform basic session edit functions such as Edit, Config Manager, Email, Admin Up/ Down, and Delete. For additional information on Peering,
see Peering v2.

Peering Sessions
Updated: 2014-11-07 14:34:11

Exchange Group Source Peer Destination Type Prefixes State  Notes
Equinix Palo Alto equinix-palo-alto-v4 AS8038 — 50.240.195.137 Amazon.com AS16509 — 198.32.176.36 Peer 0/500 Idle 7
Equinix Palo Alto equinix-palo-alto-vé ASB038 — 50.240.195,137 VODAFONE AS3209 — 2001:504:d::7b Peer 0/ no max Idle

Peer Groups

The Peer Group Gadget allows you to add peer groups for IPv4 and IPv6 for a selected exchange from a router's Resource Entry page.

Peer Groups

Add Peer Group:  Salect Exchange... B rouy ©IPv4  IPvE
Exchange Peer Group Type
Equinix Internet Exchange Palo Altlo Peers 1 ipvd delete
Equinix Internet Exchange Palo Alio Peers 2 ipvd delete
Equinix Internet Exchange Palo Alto Peers 3 ipvB delete
NOTE: Peer groups listed here are for ProVision only and should reflect groups that exist on the router. Adding or deleting peer groups here will not add or delete them on the router.
To do this, simply select the exchange, type in a Peer Group name in the text box, select IPv4 or IPv6, the click "Add Group".
Peer Groups added from this gadget will be then be available to select in the "Add Session" dialog box in the Peering tab.
Peer Groups
&) Peer group added: Peers 4 - Equinix Seaftle (ipv4)
Add Peer Group:  Equinix Internet Exchange Seattle ¥ : OPvd  IPv8
Exchange Peer Group Type
Equinix Internet Exchange Palo Alto Peers 1 ipvé delete
Equinix Internet Exchange Palo Alto Peears 2 ipva delele
Equinix Internet Exchange Palo Alto Peers 3 ipvé delele
Equinix Seattle Peers 4 ipva

NOTE: Peer groups listed here are for ProVision only and should reflect groups that exist on the router. Adding or deleting peer groups here will not add or delete tham on the router.

Note
Peer groups listed in the Gadget are for ProVision only and should reflect groups that exist on the router.

Adding or deleting peer groups from the Gadget will not add or delete them on the router.

For additional information on Peering, see Peering v2.
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Peering VRF

The Peering VRF Gadget allows you to add VRFs from a router's Resource Entry page.

Enabling "VRF Support" in the Admin home page under "Peering Settings" will automatically add the VRF gadget to the router Section.

Peering Settings

ASN 8038,20940

Numbers only. For multiple ASNs, use a
comma-separated list. e.g. 1234,5678

gt

VRF Support

The VRF gadget will then be accessible in a router's Resource Entry page.

VRFs

VAF Name ASN

VRAF1 8038 delete
NOTE: Peer VAFs listed here are for ProVision only and should reflect VRFs that exist on the router. Adding or deleting VRFs here will not add or delete them on the router.

To add a VRF, type the VRF name and ASN, then hit "Add VRF".

VRFs

(] VAF added: VRF2 - AS8038

VAF2 8038

VRF Name ASN

VRF1 8038 delele
VRF2 BO38

delete

NOTE: Peer VRFs listed here are for ProVision only and should reflect VRFs that exist on the router. Adding or deleting VRFs here will not add or delete them on the router.
To delete a VRF, click on "delete" next to the VRF entry in the gadget.

Once VRFs are set up for a router, the source ASNs for the associated VRFs will appear in the Source ASN dropdown when adding or editing a
session for that router from the Peering tab.

Add Session

Type Peer ) Peer Group  peers 1 - ipva )
Exchange Equinix Palo Alto MDs
Note Max Prefixes
4
Source Destination
Router lab1-cisco - 50.240.195.15 Select peer and public IP data PeeringDB or
specify custom data for the session.
ASN v ASB038 P
'eer -
AS20940 - Peer Name
ASB038 - VRF1 Public IP Public I (from PeerinDB)
Peer
ASN
IP Address
Configure router after saving?
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Peering VRF currently only supports Cisco routers.

Reverse API Console

The Reverse API Console Gadget allows you to add endpoints from a Resource Entry page, and view customizable javascript displays set for the
selected endpoint. The Reverse API Console may be added to any type of Section / Resource, and must be enabled for a Resource for certain
rAPI processes to successfully complete.

After adding the gadget to a section, the Reverse API console will appear as whitespace with the option to add an endpoint display. Endpoints
must already be created via rAPI or through the Admin Reverse APl interface in ProVision to be selectable via the gadget.

Add Endpoint: TestPoint2 [ [

Selecting an Endpoint and clicking "Add" will allow the javascript display code (added via rAPI or the Admin Reverse APl interface) associated
with that endpoint to display on the Resource Entry page.

An example display might be integrating Observium to display server status modules and alerts for Resources with the "Server" Section:

corp.6connect.com

Section: Server
Category: Uncategorized

CPU Usage RAM Usage Port Traffic
100t T
s L T 700 k
| 90 | €00 k
20| |
| 500 k
| | 400 k
s b | 300 k ‘
d | | 200 k l
40| 70! 100 k
30 | | o Ul Ll Mkt e ' e cand
2| [ 100 k Al "T MWV I ﬁ *F&
wl | 200 k
.l | 300 k
Wed 00:00 Wed 12:00 Wed 00:00 Wed 12:00 Wed 00:00 Wed 12:00
Server Alerts Physical Storage Sensors
Checks succeeded 2015-03-13 08:50:29  /Volumes/Backup 99% Used
Checks succeeded 2015-03-13 08:40:48  / 36% Used

Recovery notification sent
Checks succeeded

Alert notification sent
Checks failed

Recovery notification sent
Checks succeeded

Alert notification sent
Checks failed

Recovery notification sent

2015-03-12 19:30:47
2015-03-12 19:30:46
2015-03-12 19:25:14
2015-03-12 19:25:13
2015-03-12 10:55:35
2015-03-12 10:55:35
2015-03-12 09:26:03
2015-03-12 09:26:03
2015-03-09 15:40:19

Remove Endpoint:

Observium RAM Graph

v Add Endpoint: Observium Storage Graph [£J m

As a completely customizable area, displays can be designed to meet individual Resource needs - create charts, alerts, command buttons, or any
other type of data that you wish to view.

Creating your own Gadgets

6connect provides XML specifications for users interested in creating their own gadgets for ProVision. See the XML Specifications section linked
below for more information.

User created gadgets are not supported at this time and the specification below could change without notice. If you want to make your
own gadget, please get in touch so we can help you

® XML Specifications
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XML Specifications

XML Specifications

THIS IS AN EXPERIMENTAL FEATURE

User created gadgets are not supported at this time and the specification below could change without notice. If you want to make your own
gadget, please get in touch so we can help you.

® XML Specifications
® XML Specification
® Implemented Tags
® Example
® Fields

XML Specification

The XML gadget specification is based on the Atlassian Gadgets.
Implemented Tags

The implemented tags and corresponding attributes are:

® ModulePrefs
Description
® title
® width - "full" or "half" are the only options for now

® ContentSources
® type - "file" uses the file given in src, "html" uses the content in the tag (eg. <Content type="html">This is the content</Content>)

® src - relative filename or url
® Source
Fields
® type - "css" or "javascript"
® src - relative filename or url
* Field
® slug
Example

<?xml version="1.0" encoding="UTF-8" ?>
<Module>
<ModulePrefs title="Contact Info" width="half" />
<Description>This gadget adds a field editor for fields related to contact info
(phone, address, ect).</Description>
<Content type="file" src="template.html" />
<Sources>
<Source type="javascript" src="script.js" />
</Sources>
<Fields>
<Field slug="6c-resourceholder-phone-main" />
<Field slug="6c-resourceholder-phone-fax" />
</Fields>
</Module>

Fields
If a gadget uses fields, you can optionally add the slug of the field in this section to hide it from the main field list.

This can be very useful and make your Resource Sections easier to work with. If the fields are not hidden, this can lead to long lists
of redundant data in multiple places and can cause confusion. However, all viewing and editing of the field will have to be done through the
gadget. If your gadget uses a field in a read-only manner, then you should not add it to the gadget's manifest because that would prevent users

from editing the field data through the standard edit page.
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Contact Manager

Contact Manager

The Contact Manager lists and imports contacts into ProVision. You can create new contacts manually, or import contacts from RIR. Contacts
may then be assigned to ProVision resources through the Contacts Gadget.

Resources /Contacts

Create Local Contact Import From RIR

[ Table view|| | Tile view|

Type Handle / Custom ID

3500 Bconnect Operations ops+arin-whois1 @ &connect.com ARIN BCONN-ARIN
3573 Blarn Osterim Svarlbard Local

3571 Bob Smithington bob@fakeemail com Local

3588 Christiaan Keet RIPE CVKE-RIPE
3594 Google Corp Network. RIPE GOOG2-RIPE
3592 Gooqgle Irefand Limited RIPE GlLa8-RIPE
3589 Ivan Drago cnesec@whodis.com Local

3591 Jason Schiller RIPE J514297-RIPE
3569 Network Abuse and Policy Observance abuse @comeast nat ARIN NAPO-ARIN
3603 Some Fconnect Admin Local

The Contact Manager is accessed from the Resource tab dropdown menu, under "Contacts"

.006 Dashboard Resources~ DNS~ DHCP~ IPAM~ P
Customer
Resources / Entri¢ Entries
Sections
# | A||B | C K/ | L M
Categories

Resource Clone

® Contact Manager
® Ul Overview
® Table View
® Tile View
® View Contact Details
® Create New Contact
® Import Contact from RIR
® 1) Select RIR/ Type
® 2) Enter Point of Contact Handle
® 3) Verify and Add
® Edit or Delete Contact
® Working with the Contacts Gadget
® Assigning a Contact to a Resource
® Assign the Contact
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® Create a Contact Role

® Assign a Role to a Contact

® Delete a Role from the Roles List
® Unassign a Contact
® View the Contact Details Page

Ul Overview

Table View

Table View shows contacts in list form, their ID number, email, contact type, and their handle /custom ID. If the contact was manually created
through the "Create New Contact" button, it will show as type "Local", whereas a contact imported from RIR will show of type "RIPE" or "ARIN".

Resources /Contacts

Create Local Contact Import From RIR

[EI Table V]B‘W]ll:‘_u Tile view|

Type Handle / Custom ID

3580 Bconnect Operations ops+arin-whols1 @ &connact.com ARIN BCONN-ARIN
3573 Blem Osterim Svarlbard Local

3571 Bob Smithinaton bob®@fakeemail.com Local

3588 Christiaan Keat RIPE CVKE-RIPE
3594 Google Corp Network. RIFE GOOG2-RIPE
3582 Google ireland Limited RIPE GlL4s-RIPE
3599 lvan Drago onesec@whodis.com Local

359 Jason Schiller RIPE J514297-RIPE
3560 Network Abuse and Policy Obsarvance abuse @comeast nat ARIN NAPO-ARIN
3603 Some 7connect Admin Local

Tile View

Tile view allows you to see all current contacts as a snapshot of basic information, based on contact type:
Base Contacts: Shows Contact Name, Email, and Phone

ARIN Contacts: Shows Contact Name, Company, Email, and Phone (if provided in ARIN)

RIPE Contacts: Shows Contact Name, nic-handle, maintained by, and phone (if provided in RIPE).

Clicking on the contact name on the header of the tile takes you to the contact's detail information page.
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Resources /Contacts / Tile View

—— s

MName Beonnect Operations Name Bjomn Dsterim Svarlbard Narme Bob Smithington
Company Beonnect, Inc. Email Email bob @ akeamail com
Email ops+arin-whois1 @Gconnect.com Phone 123-123-2345 Phone (123) 555-5555
Phone +1-408-328-6901 (Offica)

MName Christiaan Kest Name Google Corp Network Name Googte Ireland Limited
nie-hdl CVKE-RIPE nig-hal GOOG2-RIPE nic-hdl GIL4S-RIPE

mnt=ty: EAS' =MNT. mint-by: -ty

Fhone +44 307 032 5200 Phone Phone

i

Mame Ivan Drago Name Jason Bchiller Name Network Abuse and Policy Observance

Email onesec@whodis.com nic-hdl ‘..]S'I 4297-RIPE Company Comeast Cabla Communications, Inc

Phone +1-B00-DRU-1DIA mnt-by: Email ahuse@uolnca_stne[
Phone +1-202.370-5674 Phone +1-888-565-4329 (Office)
Some Tconnect Admin
Name Some Tconnect Admin
Email
Phone +1-345-234-2344
Contact Count
[ Base: 4 B ARin: 2 Ol RiPE: 4 B Lachic: o B AFRINIC: O M AFNIC: 0

At the bottom of the Tile View page, counts of current contacts by RIR as well as an image map are provided. At this time, only Base (Local),
ARIN, and RIPE contacts are supported.

View Contact Details

To view the contact details, click on the contact's name in either list or tile view. You will be taken to the contact
details page.

A Local contact created in ProVision will have modules shown for Address, Email/Phone, and Comments, as well as a list of any resources that
contact is assigned to via the Contacts gadget.

You may edit or delete a Local contact by clicking the "Edit" button at the bottom of the page.
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Resources [ Contacts / Bob Smithington

Bob Smithington

Contact Type: Local

Contact 1D: 3571

Parent: Google

Address Email Comments

Street 123 Main bob @ fakeemail.com Lorem ipsum dolor sit amet, consectetur adipiscing elit,
Suite 2 sed do eiusmod tempor incididunt ut labore et dolore

City Mobile Phone magna aliqua. Ut enim ad minim veniam, quis nostrud

exercilation ullameco laboris nisi ul aliquip ex ea
State Alabama (123) 555-5555 commodo consequat. Duis aute irure dolor in
Postal Code 12345 reprehenderit in voluptate velit esse cillum dolore eu

fugiat nulla pariatur, Excepteur sint occaecat cupidatat
non preident, sunt in culpa qui officia deserunt mollit
anim id est laborum.

Country United States

This Contact is Assigned to:

Name Section 1D
Google Resource Holder 208
Name Section 1D

A contact imported from a RIR will have its details shown as determined by the imported RIR module - this data is not editable in ProVision.

You may delete the contact by clicking the "Delete" button at the bottom of the page.

Resources /Contacts / Google Corp Network

Google Corp Network (GOOG2-RIPE)

Contact Type: RIPE
Contact Sub-typa: HRole

Point of Contact

role: Google Corp Netwark

address: Brandschenkestrasse 110, Zurich BDOZ, Switzerland
nic-hl Jo0cERIPE

mnt-by: MNT-GOOG - CORFE:

Create New Contact

You can manually create a new contact in ProVision by clicking on "Create Local Contact" under the contacts page.

Resources /Contacts

@ Create Local Contact ) Import From RIR

Fill in the contact's information for Name, Parent Resource (if desired), Phone, Custom ID, Email, Address, and Comments if desired.
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Resources /Contacts / Create

Name & Parent + Global Contact @
Name Selecl a Resource v

Parmissions (and visibility) are inharited from the resource the contact is created under (not the rasource
itis assigned to).

Phone Number Email

Phone Number Emal

Custom ID

Country

Select a country 4

Address 1

Streei address, P.O box, company name, cfo

Address 2

Apanment, suita, unit, building, 1loor, &ct.

City
City
State / County Postal Coda
Stata / Country Postal Code
MNotes / Comments

When done filling out the information fields, hit the "Create" button to save your contact.

Parent

The parent field relates the contact to a resource's permissions structure, only allowing users with permissions for that resource to view
and assign the affiliated contact(s). To allow the contact to be viewed globally in ProVision, check the "Global Contact" box above the
Parent Field.

Import Contact from RIR

To import a contact from ARIN or RIPE, click the "Import from RIR" button from the contacts page.

Resources /Contacts

Once on the the Import from RIR page, on the left hand side of the page select the RIR from which you wish to import - ARIN or RIPE.

1) Select RIR / Type
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Select RIR Search ARIN

If you select RIPE, you will also be prompted to choose whether you are importing a "Person" or "Role".

Select RIR Search RIPE

Select Type

2) Enter Point of Contact Handle

After selecting the RIR / Type (if applicable), enter the ARIN or RIPE Point of Contact Handle for the contact you are importing, then click
"Search".

Point of Contact Handle is the only search term that is valid. Attempting to search by name or keyword is not valid, and will return an
error.

Select RIR Search RIPE
RIPE 4 | =P GOOG2-RIPE
Select Type
Role .

3) Verify and Add

If the search is successful, the found contact information will display at the bottom of the screen. If this is the information you wish to add into

ProVision, click the "Yes" button on the right hand side of the page under "Would you like to add this RIPE contact to 6connect?". Otherwise, you
may hit "No" to decline adding, or cancel and return to the index.
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Select RIR Search RIPE

RIPE H GOOG2-RIPE
Select Type
Role H
Resuilts
role: Google Corp Network
address: Brandschenkestrasse 110, Zurich 8002, Switzerland
nic-hdl: GOOG2-RIPE
mnt-by: MNT-GOOG-CORP

Edit or Delete Contact

| Soarc )

Would you like to add this
RIPE contact to 6Connect?

-@

Cancel and return to index

To Edit or Delete a base contact, click on the contact's name in the contact list to go to its detail view page. From there, click "Edit".

Resources [ Contacts / Bob Smithington

Bob Smithington

Centact Type: Local

Contact ID: 3571

Parent: Google

Address Email

Street 123 Main bob@fakeemail.com

Suite 2

City Mobile Phone

State Alabama (123) 555-5555
Postal Code 12345

Country United States
This Contact is Assigned to:

Name Section

Google Resource Holder

Name Section

Comments

Loram ipsum dolor sit amat, consectatur adipiscing alit,
sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud
exercilation ullameco laboris nisi ul aliquip ex ea
commedo consequal. Duis aute irure dolor in
reprehenderit in voluptate velit esse cillum dolore eu
fugiat nulla pariatur, Excepteur sint occaecat cupidatat
nen proident, sunt in culpa qui officia deserunt mollit
anim id est laborum.

This will take you to the detail information page, where you may edit fields as desired. When done editing, hit "Save" to save your changes, or

"View" to cancel without saving and view the contacts list.
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Resources /Contacts / Bob Smithington

Name & Parent | Global Contact &
| Bob Smihington _ | Google -

Phone Number Email

| (123) 5555555 | bob@fakeemai.com |

GElllam D

Country
| United States (US) - l

Address 1
| 123 Main |

Street address, P.O box, company name, c/o

Address 2

[ sure ]
Apartment, sufte, unit, building, fioor, ect.

Chy

| Mobile |
State Postal Code

| Alabama - | 12345 |
Notes / Comments

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco faboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat
cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est laborum,

To delete the contact, click the "Delete" button while in the contact details page.

City

} Mobile

State Postal Code
‘Mabama -I | 12345
Notes / Comments

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempaor ineididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamico laboris nisi ul aliquip ex ea commado eonsequat. Duis aute irure delor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Exeepleur sint occaecat
cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est laborum.

e

Working with the Contacts Gadget

Assigning a Contact to a Resource

Contacts may be assigned to a resource through the Contacts gadget. To add a gadget to a Resource's Entry page, see Customizing Sections
and Gadgets.
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Once the Contacts gadget has been added to the desired Section, go to the Resource Entry page for the Resource you wish to assign the contact

to, and navigate to the Contacts gadget.

Assign the Contact

In the Contact Gadget, search for a contact by typing the first few letters of the contact name in the search box, then click on the desired contact.

Contacts
peell- S 0211 for & Contact
Name Type Role
Bob Smithington base Admin POC
Jane Doe base Tech POC
John Doe base

Then hit "Assign".

Contacts

Beonnect Operations [ops-+arin-whois1 @6connect.com] [#3820]

Name Type Role

Bob Smithington base Admin POC
Jane Doe base Tech POC
John Doe base

The Contact will show in the list below.

Create a Contact Role

g o

Email D

bob@fakeemail.com #3571

jane @fakeemail.com #3824
#3825

{ Assign '

Email 1D

bob@fakeemail.com #3571

jane@fakeemail.com #3824

#3825

Once a contact has been assigned, you can create and set a role for the contact by clicking on the Action Menu (wrench icon).

Contacts
Search for a Contact
Name Type Role
Bob Smithington base Admin POC
Jane Doe base Tech POC
John Doe base

Select "Set Role"

Contacts

Bconnect Operations [ops+arin-whois1@6connect.com] [#3820]

Name Type Role

Bob Smithington base Admin POC
Jane Doe base Tech POC
John Doe base

=2

Email ID

bob@fakeemail.com #3571

jane @fakeemail.com #3824
#3825

g o

Email ID

bob@fakeemail.com #3571

jane@fakeemail.com #3824
#3825

Under the "Add New Role" section, type in the desired tole name and click the "Add" button.

4

Unassign
View
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Select Role

~
b4

Add New Role Delete Role

| Tech POC |

Delete

(o)

Assign a Role to a Contact

Once a contact has been assigned, you can set a role for the contact by clicking on the Action Menu (wrench icon).

Contacts

Search for a Contact

Name Type Role Email D
Bob Smithington base Admin POC bob@fakeemail.com #3571 v
Jane Doe base Tech POC jane @fakeemail.com #3824 Z
John Doe base #3825 @
Select "Set Role"
Contacts
Geonnect Operations [ops+arin-whois1&6connect.com] [#3820] ¥
Name Type Role Email ID
Bob Smithington base Admin POC bob@fakeemail.com #3571 Vs
Jane Doe base Tech POC jane@fakeemail.com #3824 7
John Doe base #3825
Unassign
View
Under the "Select Role" section, choose the desired Role from the dropdown list, and click the "Set Role" button.
X
Select Role Add New Role Delete Role
_ Tech POC 52
(B Add Delete

Delete a Role from the Roles List

Select "Set Role"
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Contacts

Beonnect Operations [ops+arin-whois1 @6connect.com] [#3820]

g o

Name Type Role Email ID

Bob Smithington base Admin POC bob@fakeemail.com #3571 Fa

Jane Doe base Tech POC jane@fakeemail.com #3824 Ve

John Doe base #3825
Unassign
View

Under the "Delete Role" section, choose the desired Role from the dropdown list, and click the "Delete" button.
Add New Role =

Select Role

~
A

Add

Delete Role

This removes the role from the "Select Role" list.

Unassign a Contact

To unassign a contact from a resource, in the Contacts gadget click the Action Menu, then select "Unassign".

Contacts

Search for a Contact

Name
Bob Smithington
Jane Doe

Beonnect Operations,

View the Contact Details Page

Type
base
base

arin

Role
Admin POC
Tech POC

-
Email

bob@fakeemail.com

jane@fakeemail.com

ops+arin-whois1@6connect.com

#3571
#3824
#3820

To view the contact's details, click the Action Menu, then select "View". You will be redirected to the contact's detail page.

Contacts

| Search for a Contact
Name

Bob Smithington

Jane Doe

Gconnect Operations,

Type
base
base

arin

Role
Admin POC
Tech POC

=
Email
bob@fakeemail.com

jane@fakeemail.com

ops+arin-whois1@=6connect.com

#3571
#3824
#3820

Set Role
Unassign
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DNS Tab

DNS

.(%36 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

Create a DNS Zone

Enter Zone Name Select a Resource v |9
Page: « 12345678910 ...40 » (983 total) | Search Zones 1
Zone Customer Tags DNSSEC DS Records  Actions
abes-sa.com TLR 7 Va
accesscontrol.co.za TLA 10 f
accesscontrolsystems co.za TLA 9 é,,‘-
ACE-8XD0.CO.ZH TLR g .fF’L
acornfoundation.co.za TLR 8 ;-t-
o

acomioundation.org.za TLR 11 P

The DNS tab allows you to add new Zones as well as view and manage existing zones.

* DNS
® DNS Tab User Interface
® DNS Zone Action Menu
® Additional Information

DNS Tab User Interface

.006 Dashboard Resources~ DNS~ DHCP~ |IPAM~ Peering=~ Log Reporting

Create a DNS Zone ®

Enter Zone Name Select a Resource v|@

Page: 4/ 12345678910 .40 » (98310!3!)@ @ @ [Search Zones )|

Zone Customer Tags DNSSEC Ds Records  Actions
accesscontrol.co za @ 1R ® Finance DNSSEC 10 F
accesscontrolsystems. TLR g y."
BCE-8XD0.CO.Z8 TLR ] @ g‘i’
acomfoundation.co.za TLR HR @ 8 P
acomfoundation.org.za TLR 11 /—
africagolf.za.net TLR Marketing 7 y =
afiicaindependentintemetexchange.com TLR 7 ‘f:-‘f
africaindependentinternetexchange net TLR DNSSEC 7 P
africaindependentinternetexchange org.za TLR 7 f"‘—

1) Create Zone Interface: Dialog for creating a DNS zone

2) Paging: this allows for easier browsing of large lists of DNS zones

3) Clear Button: Clears out the search box text

4) Search: this text box allows the user to enter in criteria to filter the list of zones

5) The Zone list: A click-able list of zone names - if clicked, the user will be directed to the DNS zone editing page

6) The Customer list: iA click-able list of Resource names that the zone is assigned to
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7) Tags: lists the tags associated with the zone

8) DNSSEC / DS Status: The DNSSEC column will show green if the zone has been signed and pushed successfully, the DS column will provide
a status "X" to acknowledge that the zone was verified by an authenticated DNS server

9) Records: The records value is the number of zone records in the given zone

10) Action Menu: The Action Menu (wrench icon) gives a list of additional actions to perform on the zone

DNS Zone Action Menu

%

e

Edit Tags
&

View
&

Dalate
&

Daelete & Push
&

Reassign
&

Log

&
The Action menu provides a list of options that the user can select for any given zone.
1) Edit Tags: This allows to assign tag values to a zone for easier filtering.

2) View: Brings you to the View/Edit screen for the zone

3) Delete: Deletes the zone from ProVision and removes the entry in ProVision conf file on the remote server(s) (the user will also receive a
prompt to confirm they wish to complete the action)

4) Delete & Push: Deleted the zone from ProVision, removes the entry in ProVision conf file on the remote server(s) AND deletes the individual
zone file from the remote server(s) (the user will also receive a prompt to confirm they wish to complete the action)

5) Reassign: Brings up a screen to assign the zone to a new Resource

6) Log: Brings the user to the Log Tab with the results filtered for the specific zone
Additional Information

® Working with DNS Zones - Common Tasks
® Editing DNS Zones
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Working with DNS Zones - Common Tasks

Working with DNS Zones - Common Tasks

.006 Dashboard Resources~ DNS~ DHCP~ |IPAM~ Peering~ Log Reporting

Create a DNS Zone

Enter Zone Name Select a Resource - @

Page: ) 12345678910 ..40 » (983 total) Clear |Search Zones )|
Zone Customer Tags DNSSEC Ds Records  Actions
accesscontrol.co.za TLR Finance: DNSSEC 10 éf&
accesscontrolsystems.co.za TLR g é,.'-‘
BCE-8XD0.CO.Z8 TLR ] g‘i’
gcornfoundation.co.za TLR HR [:] 0,'—-
acomfoundation.org.za TLR 11 /—
africagolf.za.net TLR Marketing 7 ;r;
alricaindependentintemetexchange com TLR 7 p,:-‘f
africaindependentinternetexchange net TLR DNSSEC 7 P
africaindependentinternetexchange org.za TLR 7 f"‘—

This page details some common DNS tasks performed from the DNS tab and DNS Gadget. For tasks that require Admin access in ProVision,
see Working with DNS Zones.

® Working with DNS Zones - Common Tasks

® Creating/Adding Zones

® Editing DNS Tags
Using the DNS Gadget
Creating/Adding Zones - DNS Gadget
Zone Delegation - DNS Gadget

Creating/Adding Zones

After clicking on the main DNS Tab, at the top of the page will be the "Create a DNS Zone" Ul. To create a zone, enter the name of the zone and
select the Resource you want to assign the zone to. Click on the green plus sign to be taken to the newly created zone file. There you can edit the
zone, assign views, etc.

Create a DNS Zone

Enter Zone Name Select a Resource ~|@

Editing DNS Tags

Before you are able to add tags to a zone, the list of available tags must be set up in the Admin - DNS Admin section. See our DNS
Administration documentation for more information on managing the DNS tags list.

To add tags to a zone, first find the zone in the DNS Tab zone list. Click on the Action Menu (wrench icon), and select "Edit Tags".
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_Page: «/ 1 w» (11 total) Fesl [
Zone Customer Tags DNSSEC DS Records  Actions

aaablest.com Beonnect Intrastructure 1 P
aaatest.com Bconnect 1 Vi
aaatest.com Boonnect 1 !
AR £
sfesizons.com Apple Infrastructure 5
dane.test.dnservices.co.za TLR [ P Edit Tags
eohns test dnservices.co.za IR - )
. Delete
eohns1 test dnservices.co.za TLR -] .
’ Delete & Push
ns test .o TLR [ 2
Reassign
mydomain.lest dnsernvices.co.za ILR 4 y
Log
Test.com n 0
— &
Jestzone.com 123 Depariment LAB 1 "_‘

The "Edit Tags" interface will pop up.

Click inside the tag listing box, and select the desired tag(s) from the dropdown list. To remove a tag from the zone, click on the "x" in front of the
tag. When you are done with your edits, hit the "Update" button.

Edit Zona Tags: | (%Iniastucture) (KHF | Update
. Finance
Marketing

Using the DNS Gadget

When you have defined a Resource, you can assign the DNS Gadget to a given Section. This allows you a shortcut to DNS functionality without
having to view it in the standard DNS Tab. Then, from the Resource's Entry page, you will see the DNS gadget and associated zones. From this
interface, you can create new zones (with or without a Zone template) or assign Zone delegation specific information.

DNS

New DNS Zone - no template -- &)

Zone Delegation
Delegated Zone Slave IP Customer

Zona name IPvd ar IPvB 2151

Zone Records Tags Entries
toplife.co.za 7 F
1.83.216.in-addr.arpa 1 yb

Creating/Adding Zones - DNS Gadget

To add a new DNS Zone from the DNS Gadget, enter the zone name in the field next to "New DNS Zone", select a template if applicable, and hit
"Create Zone".
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DNS
P e
New DNS Zone aNewZone| Demo Template [l RO T ]

“

Zone Delegation
Delegated Zone Slave IP Customer

Zone name IPv4 or IPvG 2151

Zone Records Tags Entries

toplife.co.za T _,5}';.

1.83.218.in-addr.arpa 1 é‘}
Your zone will be added to the list below, and a success message will appear at the top of the gadget.

DNS (& Zone created

New DNS Zone aNewZone Demo Templata

Zone Delegation

Delegated Zone Slave IP Customer

Zone name Pv4 or IPvE 2151 Add Slave

Zone Records Tags Entries

aNewZone 3 Ve

foplife.co.za 14 f—

1.83.216.in-addr.arpa 1 f:'

Zone Delegation - DNS Gadget

To delegate a zone, enter in the delegated zone name and the slave IP, and hit "Add Slave". The Customer number is the numerical ID for the
Resource you are under, and it is automatically filled in.

DNS

New DNS Zone -- no template - [

Zone Delegation

Delegated Zone Slave IP Customer
| |
aDelegatedZone 11,234 | 2181 Add Slave
Zone Records Tags Entries
aNawZona a3 &,;3
Topiife.co.za 7 !_‘
1.83.216.In-addr.arpa 1 Va

After adding the slave, it will show under the Zone Delegation list. You can make edits to the fields at any time simply by clicking in the field and
typing your edits, then clicking the "Update" button. To Delete an entry, click the red "Delete" icon.
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DNS

New DNS Zone -- no template --
Zone Delegation

Delegated Zone Slave IP Customer

aDelegatedZone 1.23.4 2151 Update <

Zone name Pv4 or IPv6 2151 Add Slave

Zone Records Tags Entries

aNewZone 3 P
toplife.co.za 7 .p"'
1.83.216.In-addr.arpa 1 f'-

Edit Zones - DNS Gadget

Clicking on the Action Menu (wrench icon) next to a zone record and selecting "DNS View", "DNS Edit", or clicking on a zone name, will take you
to the zone view / edit page.

From this page you can edit DNSSEC, SOA, check zone status, link zones to servers, edit records, view the zone file, and view the zone history.

‘006 Dashboard Resources DNS~ DHCP~ IPAM~ Peering~ Log Reporting

toplife.co.za »

DNSSEC Disabled

TTL: 3600 Link Zone to Server:

dns.6connect.net i as  Master [+

Serial: 2014111101 m
el 1 Current Masters: Current Slaves:
Retry: 3600 powerdns & None!
Expire: 604800

Minimum: 3600
Do o chck | crck 2o L08

DNS Records View: @ Verbose ~ BIND Search by Record, Value, etc

Double-click records to edit.
1 NS toplife.co.za. maps to default.nameserver.com. TTL 3600 Automatically Added
2 NS toplife.co.za maps to nsi.ensync.net. TTL 3600
3 NS toplife.co.za maps to ns2.ensync.net. TTL 3600
4 NS toplife.co.za maps to ns3.ensync.net. TTL 3600
5 CNAME www.toplife.co.za maps to saturn.pamgolding.co.za TTL 3600
6 MX toplife.co.za maps to filter01.pamgolding.co.za. with priority 10

7 A filter01.toplife.co.za maps to 196.31.206.167 TTL 3600

Add a New a Record 223

Show Zone File

For a more detailed description on the view zone page, continue on to Editing DNS Zones.
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Editing DNS Zones

Editing DNS Zones - The Zone View Page

‘006 Dashboard Resources DNS~ DHCP~ IPAM~ Peering~ Log Reporting Qm

toplife.co.za »

DNSSEC Disabled

Link Zone to Server:

TTL: 3600 - -
dns.Gconnect.net i as  Master [

Serial: 2014111101 m

el 1 Current Masters: Current Slaves:

Retry: 3600 powerdns & None!

Expire: 604800

Minimum: 3600

" 150A | Do Ao hac | rac one [

DNS Records View: @ Verbose ~ BIND Search by Record, Value, etc

Double-click records to edit.

1 NS toplife.co.za. maps to default.nameserver.com. TTL 3600

2 NS toplife.co.za maps to nsi.ensync.net. TTL 3600

3 NS toplife.co.za maps to ns2.ensync.net. TTL 3600

4 NS toplife.co.za maps to ns3.ensync.net. TTL 3600

5 CNAME www.toplife.co.za maps to saturn.pamgolding.co.za TTL 3600
6 MX toplife.co.za maps to filter01.pamgolding.co.za. with priority 10

7 A filter01.toplife.co.za maps to 196.31.206.167 TTL 3600

Add a New a Record 223

Show Zone File

Automatically Added

Editing a Zone Record is done on the Zone View page. You can access this page two different ways:

1. From the DNS Gadget, click on the Action Menu (Wrench Icon) and select "View Zone" or "Edit Zone". This will take you directly to the

Zone View page.

2. Click on the zone name from the DNS Tab, DNS Gadget, or the DNS Admin Bulk Zone search. The name links directly to the Zone View

page.
Areas of the Zone View page include:

® Editing DNS Zones - The Zone View Page
® Zone Management:
® Enable / Disable DNSSEC
® Edit SOA
® Link Zone to Server
® Schedule Push
® DNS Zone Record Data:
® Edit a Zone Record
® Show Zone File:
® Show Zone History

Zone Management:

This area is at the top of the screen and provides direct access to confirm zone file changes.
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By clicking the "Check Zone" button, we automatically confirm that your zone is verified and highlight any problem entries. If no errors are
detected, it will result in an "OK!" message. Once verified, you have the option to Push the Zone to the specified server(s) selected. You may
disable autochecking the zone by clicking "Disable Auto Check".

*Note: When zones are written the serial number is incremented and DNSSEC refreshed (if enabled)

toplife.co.za »
DNSSEC Disabled .
T 3800 Link Zone to Server:
X dns.6connact.net as Master o
Serial: 2014111101 E 'm
Refresh: 14400 Current Masters: Current Slaves:
Retry: 3600 powerdns @ MNone!
Expire: 604800

Minimum: 3600
" 150A | Dsaie v heck | eck20s [0

If errors are detected, the relevant zone record entries will be highlighted to show the error condition and the user will be prompted to fix them
before being able to push the zone. The validation is for RFC compliance.

Enable / Disable DNSSEC

DNSSEC for a zone can be enabled / disabled by clicking on the DNSSEC status below the zone name.

“'Itlick to enable

toplite.co.. £

DNSSEC Disabled

TTL: 3600

Serial: 2014111101
Refresh: 14400
Retry: 3600
Expire: 604800
Minimum: 3600

" gt50A | Do Ao Chock | ook 2o [0

Once enabled, the message will change to either "DNSSEC Enable but not yet Pushed" or "DNSSEC Enabled" if pushed.

toplife.co.za »
DNSSEC Enabled But Not Yet Pushed

TTL: 3600

Serial: 2014111101
Refresh: 14400
Retry: 3600
Expire: 604800
Minimum: 3600

crec zone [0
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africaindependentinternetexchal

DNSSEC Enabled
TTL: 86400
Serial: 2006101300
Refresh: 7200
Retry: 7200
Expire: 604800
Minimum: 86400

a1 508 | Diao o Groo | ok zov0 [0

Edit SOA

Click on the "Edit SOA" button to make the SOA fields editable. Make your changes, then click "Save SOA" to save your changes.

toplife.co.za »
DNSSEC Enabled But Not Yet Pushed

TTL: 3600

Serial: 2015050101
Refresh: 14400
Retry: 3600
Expire: 604800
Minimum: 3600

o,
Disable Auto Check | Save SOA | Check Zone Jle/ Y]

Link Zone to Server

To Link the zone to a server, select the sever from the dropdown list, and then specify whether it should be a "Master" or "Slave". The, hit the
"Add" button. The desired server must already be created in the DNS Admin Tab.

Link Zone to Server:
dns.6connect.net as Slave £

Current Masters: Current Slaves:
services1.tcp0.com @ None!
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When done adding Master / Slave servers to the list, hit "Push Zone Now". If the push is successful, you will see an "OK!" message pop up under

the linked server list.

Link Zone to Server:
dns.Bconnect.net

E as Master

Current Masters: Current Slaves:

services1.tcp0.com @

dns.6connect.net @

[OKI]

Schedule Push

If you have Admin access, a "Schedule Push" button will be visible below the "Push Zone Now" Button. To schedule a DNS Zone push, hit

"Schedule Push".

6connex.com 2

DNSSEC Disabled

TTL: 3800

Serial: 2015062902
Refresh: 14400
Retry: 3600

Expire: 604800
Minimum: 3200

N s e o

Link Zone to Server:
dns.Bconnect.net

as Master m

Current Slaves:
None!

Current Masters: )
Secureb4 Auth Server @

Push Zone Now
Schedule Push

Select the desired UTC time and fill in the notification email address. When done, click on "Schedule Push".

6connex.com 2

DNSSEC Disabled

TTL: 3900

Serial; 2015062902
Refresh: 14400
Retry: 3600
Expire: 604800
Minimum: 3200

6 508 | Dislo o e | oo zre [0

When done, you will see a notification that a push is scheduled.

Link Zone to Server:

dns.Beonnect.net ﬂ as Master B m
Current Masters: . Current Slaves:
Secure64 Auth Server @ None!

Push Zone Now

—’ Schedule Push for: 20:00 [ UTC
q Notification email: .com

¢ Schedule Push P

It will also show in the scheduled task list on the Admin Scheduler.

0
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6connex.com 2

DNSSEC Disabled Link Zone to Server:

TTL: 3900 dns.Gconnect.net as Master m
Serial: 2015062902

Refrash: 14400 Current Masters: Gurrent Slaves:
Retry: 3600 Secure64 Auth Server @

Expire: 604800 =

Minimum: 3200 Ush Zone Now

m Disable Auto Check | Check Zone J3L4)| ﬁ Push Scheduled: 2015-06-29 20:00 UTC

You may edit or delete the scheduled push via the Scheduler, similarly to any other scheduled task.

DNS Zone Record Data:

You have two modes for viewing/editing Zone Record Data. The Verbose view and a BIND view allow for varying levels of comfort with DNS

editing tools.

The Search window also allows the user to filter the list by using multiple parameters. You can use the dropdown next to the search box to narrow

the list to a specific Record type. After a search, revert back to the default record list by hitting the "Clear" button.

DNS Records View: @ Verbose BIND B} Search by Record, Value, etc

Double-click records to edit.

1 NS5 toplife.co.za. maps to default.nameserver.com. TTL 3600 Automatically Added
2 NS toplife.co.za maps to nsl.ensync.net. TTL 3600

3 NS toplife.co.za maps to ns2.ensync.net. TTL 3600

4 NS toplife.co.za maps to ns3.ensync.net. TTL 3600

5 CMNAME www.toplife.co.za maps to saturn.pamgolding.co.za TTL 3600

6 MX toplife.co.za maps to filter0i.pamgolding.co.za. with priority 10

7 A filter01.toplife.co.za maps to 196.31.206.167 TTL 3600

Add a New B Record [

Edit a Zone Record

To Edit a Zone Record, simply double-click on it the entry and make any required edits. Use the "Wrench" icon for the action context menu to:

1) Save your changes to the zone records
2) Cancel your edits to the zone record
3) Delete the zone record

4) See Views set up (if applicable) and apply to the record.

DNS Records View: @ Verbose BIND E) Search by Record, Value, etc
Double-click records to edit.
Type Record Value Description TTL
— NS ﬂ toplife.co.za. default.nameserver.com.  Automatically Adc| 3600 2
2z NS toplife.co.za maps to ns1.ensync.net. TTL 3600 Cancel
3 NS toplife.co.za maps to ns2.ensync.net. TTL 3600 Dalate
Views

4 NS toplife.co.za maps to ns3.ensync.net. TTL 3600

Configuring Views per DNS Zone
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If Views are enabled and created on the DNS server assigned to this zone, you will also have the "Views" option that will bring up the
view assignment menu. You will be able to select the existing View(s) that you wish to apply to the zone record here. After selecting the
view, click the Action Menu (wrench icon) to save your changed. Note: If views are enabled on the DNS server assigned, but not yet
created with a View Name, no list will appear.

Type Record Value Description TTL

4

NS E toplife.co.za. default.nameserver.com.  Automatically Ad¢ 3600 Ve

DNS Views: dns.6connect.net Test View

2 NS toplife.co.za maps to ns1.ensync.net. TTL 3600

For more information on setting up Split Horizon/Views support - go here.

Show Zone File:

Click on the "Show Zone File" link to open the view.

Show Zone File

Show Zone History

This view gives you a "CLI type" view of the zone file. If views are enabled, you will see those zone files as well. Please note that this is a read
only screen.

Hide Zone File

The zone file(s) shown here represent the current fully-pushed output, in BIND format. If the records above have been edited but not yet pushed,
those changes will not be reflected here.

services1.tcp0.com (6connectGeneric)
$TTL 3600
@ IN SOAns!.dns.6connect.net. hostmaster.6connect.net. {
2015050103 ; Serial
14400 ; Refresh
3600 ; Retry
604800 ; Expire
3600) ; Minimum

; This zone was auto-generated by &connect, Inc., ProVision.

1oplife.co.za. 3600 IN NS default.nameserver.com.
toplife.co.za IN NS nsi.ensync.net.

toplife.co.za IN NS ns2.ensync.net.

toplife.co.za IN NS ns3.ensync.net.

www.toplife.co.za IN CNAME saturn.pamgolding.co.za
toplife.co.za IN  MX 10 filter01.pamgolding.co.za.
filter01 .toplife.co.za IN A 196.31.206.167

N

When done viewing the zone, you can click "Hide Zone File" to once again collapse the view.
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Show Zone History

Click on the Show Zone History link to expand the view. Note that the zone has to actually be pushed for the Zone History area to show up on the
screen.

Show Zone History

The feature allows you to revert/reload previous zone versions. Click the arrow icon to revert, or the red delete icon to delete the version.

Hide Zone History

Version Saved On 2015-05-01 16:41:02 @ 3
Version Saved On 2014-11-11 15:25:54 @ a

Note: The Restore-from-History function replaces the current zone with records and information from the selected version. DS and other
DNSSEC-signed records are *not* restored, and new keys/hashes will be generated when the restored zone is pushed.
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DHCP Tab

The DHCP Tab

Resources /DHCP Servers

& Add DHCP Server

o s

Amazon Server 1 amazon-server-1 Amazon Uncategorized
AnotherTest anothertest TLR Uncategorized
AutoAddDHCP autoadddhcp Econnect Labz Uncategorized
dhep. Beconnect.com dhepGeonnectcom-2 TLR Uncategorized
dhcpl.Beonnect.com dhepBoonnectcom Locationi Uncategorized
TestDHCP2 testdhep2 TLR Uncategorized

The DHCP Tab provides an overview of DHCP servers currently existing in ProVision, and links to the
Resource pages for those servers. In ProVision, DHCP server configurations are tied into the Resource

Manager system, so it is essential to associate servers with the proper parent Resource.

® The DHCP Tab
® Adding DHCP Servers
® Working with the DHCP Gadget
® Before You Begin:
® Attach / Enable the DHCP Gadget
® Defining DHCP Scopes - Create DHCP Aggregates
® Using an Existing Aggregate
® Managing DHCP Server Configurations
® Connection Configuration
® Server Details
® DHCP Pools
® DHCP Pool Search:
® Create a New DHCP Pool - Subnets
® Create a New DHCP Pool - Host
® Saving/Pushing DHCP Server Configurations
® Permissions

Adding DHCP Servers

To add a DHCP Server to ProVision from the DHCP Tab, click on the "Add a DHCP Server" link. The create server dialog area will open.

Resources /DHCP Servers

© Add DHCP Server

Name Slug Parent | Category
Amazon Server 1 amazon-server-1 Amazon Uncategorized
AnotherTest anothertest TLR Uncategorized

Type the server name, then under "Select Customer", choose the resource to which the DHCP server belongs. This creates a hierarchical
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relationship, with the server as a child resource under the selected parent.

When you are done providing this information, click on the green "+" icon to add the server.

Create a New DHCP Server
Enter Server Name Select Customer... &

Working with the DHCP Gadget
Before You Begin:

Attach / Enable the DHCP Gadget

Verify that the DHCP Gadget is attached to the Resource Section. Then, you can enable the gadget by selecting the radio button next to "On",
and click "Update".

DHCP Management
DHCP Services: @Off ~ On

Once enabled, the DHCP Management Gadget will show sections for Connection Configuration, Server Details, DHCP Pools, and Create a New
DHCP Pool.

DHCP Management
+ Connection Configuration
+ Server Details
+ DHCP Pools
+ Create a New DHCP Pool

Save Configuration | Push Configuration

These sections will be reviewed in detail further on in this section.

Defining DHCP Scopes - Create DHCP Aggregates

In order to use DHCP functions and add DHCP Pools, the IP blocks need to be defined in the IPAM section to create a DHCP specific aggregate.

Under the IPAM tab, select "Add Aggregate". It will open the Add Aggregate dialog.

.OCJG Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~r Log Reporting

'« Add Aggregate OiPAM VLAN > Search IPAN 9

Fill in the aggregate information, and select the "DHCP Aggregate" checkbox option as outlined below. "Allow Sub-Assignment" will be selected
automatically,so that smaller blocks may be assigned to DHCP pools.
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= ) DHCP Aggregate

Subnet

RIR

XXXy OR K300 X00¢ X0 XK RIR

Domain

Select domain...

Tags

e ) Allow Sub-Assignment

VLAN

selact vian

Region
Region

This will ensure the block is automatically added to the DHCP Available Resource, and thus usable when building DHCP Server Configurations
and defining DHCP Pools.

When done, click "Add Aggregate"

Using an Existing Aggregate

If you would like to use an existing aggregate or part of an existing aggregate, you simply need to "assign" the block to the Resource Holder
"DHCP Available".

1) From the IPAM Manage screen, click on the Action Menu, then select "Assign".

2) In the Assign Block dialog, scroll until you find "DHCP Available". Select it, then click on "Assign Block".

R Ry LORS ) R BN

VLAN Assigned To
Beomnned Labz
Brnnne Labs
Beine e

Bonnnact Labz

Brancect Laby —*

% Export Current List To C5Y

Updated

20180317
20150317

A ENAT

Exiit

Assign block  Filter by type: Al Types

Once the IP block is assigned to DHCP Available, it will be available to assign to a DHCP Pool via the DHCP Gadget.

Managing DHCP Server Configurations

Once DHCP functions are enabled for a Resource Section, you will be able to manage configurations per Resource by expanding the relevant
areas on the Resource's Entry page.
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DHCP Management
+ Connection Configuration
+ Server Details
+ DHCP Pools
+ Create a New DHCP Pool

Save Configuration | Push Configuration

Connection Configuration

In this gadget area, you may enter in the information that will be used for ProVision to communicate to the DHCP Server.

DHCP Management
+ Connection Configuration

Manual IP: 192.168.0.1 SSH

Notes: notes go here Username: username
Password: s«ssesees
Port: port

Server Details

Server details and advanced options may be entered under this portion of the gadget.

+ Server Details

DHCP Vendor: ISC DHCP Server Commands

DHCP Config File Path: /tmp/dhcpd.conf Config Test: /etc/init.d/dhcpd configtest
Server Stop: /etc/init.d/dhcpd stop
Server Start: fete/init.d/dhcpd start

Server Options
Routers:
Domain Name Servers:
Domain Name:

Advanced Options

Authoritative: Yes E
Default Lease Time: 600
Free Lines (appended to DHCP Server Config): Max Lease Time: 7200
1) free line 1 Local Port: 67
2) freeline 2 Log Facility: local7

3) free line 3

Add a new Line:

E N N N

DHCP Pools

In this area, the admin can specify what DHCP Pools are linked to the DHCP server. This includes any host reservations as well as DHCP Pools
as defined in the next section.

Use the Action menu to Link to Server, Delete, or Remove Link from Pools.

+ DHCP Pools

Linked Pools Name $ w

Bob.com [Host] !,

NewPool [Subnei] ¥ 4

Quito Lab 1 [subneq

Remove Link
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Existing Pools Name % Search

BconnectTest [subret] o Link to Server

Delete Pool

Bob.com [Host)

ChiPool {subret)

Additional edits may be made to pools by clicking on the Pool name. This allows the Pool name, assignment, and lines to be changed. Be sure to
hit "Save" after making changes.

+ DHCP Pools

Linked Pools Name # Quito w

QUIO Lab T sf—

Subnet Name: Quito Lab 1 ex: Lab #1)

Current IP Assignment: 10.8.0.0/24

Range: 10.8.0.0 to 10.8.0.255 fex: 192.168.1.30 lo 192.188.1.50)
Free Lines:

Mo lines saved.

Add a New Line: m

DHCP Pool Search:

Both Linked and Existing DHCP pools have field-specific search options to filter the DHCP pool list(s). Select the search term type from the
dropdown list, type the search term in the search box, then hit "Search".

+ DHCP Pools
Linked Pools - | Name #% | Lab

Quito Lab 1 [subnet]

For both Linked and Existing pools, search terms include:
Name: The full or partial name of the pool (ex: "Lab")

MAC: The full (ex: 00:11:22:33:44:55:66:77) or partial (:22) MAC address, for pools that were created as "Host" type. MAC address
searches must include a colon.

IP: Search by IP Block by providing the CIDR assigned to the pool. (ex: 10.0.0.0/24)

For Existing Pools, additional filter terms may be included to further filter the IP search by Region or assigned Resource.

ot a Resource ¥ | 2607:1ae0:7000::10/128 ‘ Search '

connectTest [subnet &

ar

Existing Pools r—p | P 4 | Region

After entering your search terms, click "Search", and the pool list will filter to the results.

Create a New DHCP Pool - Subnets

When Assigning a Subnet (via dropdown) the IP Assignment selection will pull the data from the DHCP Available blocks that you defined earlier.
You can use either a Smart or Direct assignment depending on your preference.

Enter the name of the Pool / Subnet, and select the assignment criteria:

For Smart Assign: select IPv4 / IPv6, Mask, then optional Region, Resource assignment, Domain, and VLAN criteria, add free lines if
desired, then click "Add Pool".
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+ Create a New DHCP Pool

Create a new | Subnet o s

=i Subnet Name: (ex: Lab #1)
=—f New P Assignment: Smart 4 IPv4 4 Mask 4 Region % || Select a Resource
Domain | 4
Free Lines:

No lines savad.

Add a New Line: m
Add Pool

For Direct Assign: select IPv4 / IPv6 and enter the block in CIDR format, add free lines if desired, then click "Add Pool".

+ Create a New DHCP Pool

Create anew Subnet [ d—

s Subnet Name: (ex: Lab #1)
——— New IP Assignment: Direct | IPv4
NSNS
Free Lines:

Nao lines saved.

Add a New Line: m
‘ Add Pool ’

P oriuraion

Create a New DHCP Pool - Host

When reserving Hostname/MAC data, change the Dropdown to "Host". This will also give you an option to assign from an existing DHCP block

(smart assign) or a specific IP address (direct assign).

Enter the name of the Hostname and MAC address, then select the assignment criteria:

For Smart Assign: select IPv4 / IPv6, then optional Region, Resource assignment, Domain, and VLAN criteria, add free lines if desired,

then click "Add Pool".

+ Create a New DHCP Pool

Create a new | Host ﬁ —_—

= Hostname: {ex: Beonnect.com)
= MAC Address: (me: 00:11:22:39:44:65:66:77)
= New IP Assignment: Smart 4 IPv4 4 Region % || Select a Resource
Domain v :
Free Lines:

No lines saved.

Add a New Line: m
Add Pool

For Direct Assign: select IPv4 / IPv6 and enter the block in CIDR format, add free lines if desired, then click "Add Pool".
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+ Create a New DHCP Pool

Create anew Host [ off—
= Hostname:

=i MAC Address: fo: 00:11:22:33:44:55:66:77)

=P New IP Asslgnment IPvd ;I_ XX XYY

Free Lines:

{ex: Bcannect.com)

No lines saved.

Add a New Line: m

Saving/Pushing DHCP Server Configurations

It is recommended that you save your configuration after changes. When you Push a Configuration the configuration is automatically saved.

Save Configuration Push Configuration

Permissions

DHCP Management integrates with ProVision's resource and permissions hierarchy, as well as the IP Management system. Individual DHCP
servers can be assigned via Resource Permissions to different internal user groups, to be managed by only the appropriate parties.
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IPAM Tab

IPAM

.%)6 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

&) Add Aggregate

Page: 1 2 3

View: ) Aggregales Recent Assignments (30 Days)

Aggregate Blocks
All - IPv4 - IPv6 - DHCP A~

Type to filter aggregate block A

“~sbattie
o
HINGTON
.

OREGON

HORTH

1.0.10.0724 MONTANA DAKOTA

1.0.20.0124
10.0.0.0/8
10.0.0.08
10.0.0.058
10.0.0.058
11.1.1.0/24
23.92.0.0/20

MINNESDTA:

SOUTH

WISCONSIN
DAKOTA b

1DAHOD,

{+

WYDMING
10WA
N HEBRASKA
om.
ited States

COLORADO KANSAS

ILLINOIS
NEVADA
UTAH

SanFlsmzisw MISSOURL

ONTARIO

wcmmzl’,
<t g0

INDIANA

'/

Default

B EEz

| Map | Satedite |

NB
Cttawa e
2 MAINE y
¥ TIA
o Ok o HOYA SCO
vorx, 18
Ly S100
Al

M
(A1

QUEBEC

NEW YORK

OHIO

WEST
VIRGINIA

KENTUCKY VIRGINIA

64.61.152.0/18

65.172.24.0/22

66.128.144.0/20

67.21.0.0/20

67.221.240.0/20

67.221.241.192/29

67.221.255.024 ==
74.82.0.0M18
109.106.182.0/19
111.111.111.0224
123.123.123.0/24
173.194.77.0/24
176.99.0.0/20
152.31.148.024
192.168.1.0/24
216.75.112.0/20
2001:3F8:./32
2001:db7:/32
2001:db8:./32
2607:F2C0:/32

CALIFORNIA o) s vegas

Losgigeles *NA
%‘ HEW MEXICO

gt LI \ TEXAS
o JV\\
\L

b Gulfof
e Kavicn

OKLAHOMA

MISSISSIPRI

LOUISIANA
Houston

1.0.10.0/24 - 1918

Utilization Resources

123 Depariment LAB 100.00%

M Available 0.00%
B Assigned 0.00%

Allocated 100.00%
@ Holding 0.00%

The IPAM tab provides a listing of aggregate blocks and tools to add and manage aggregates.

* |PAM
® Ul Overview:
® Add Aggregate:
® "Advanced" Button":
® Map View:
® Aggregate Blocks List:
® Top Level Aggregate Box:
® Working with IP Blocks
® Additional Information

Ul Overview:

Add Aggregate:

TENNES‘.iki
ARKANSAS
@

ALABAMA

NORTH
CAROLINA
SOUTH
CAROLINA

GEOAGIA

FLOR]
-

Map data ©2015 Google, INEGI = Terms of Use

Ve

Recent Assignments
No assignments

Opens a menu to add an aggregate block with options for RIR, VLAN, Tags, Region, Resource, and enabling Sub-Assignments / DHCP

Aggregate.
Subnet RIR VLAN Tags Region Resource
XYY OR 000000000000 RIR B Region B oA

DHCP Aggregate Allow Sub-Assignment

"Advanced" Button":

Opens the IPAM Manage screen for all blocks. See Working with IP Blocks - Architecting IP Address Blocks for more information on working in
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IPAM Manage.

Map View:

The IPAM aggregate map view may be enabled / disabled from the IPAM Configuration page. Once enabled, a map pin will be visible on the
IPAM Tab next to the search box.

Click on the pin to show / hide the map.

Map View Overview:

Map View will show aggregate locations / recent assignments in geographical format, based on regions assigned to those aggregates. Clicking on
a location icon will bring up a current utilization graph and a link to that aggregate's IPAM Manage page if in Aggregates view, or assignment
details if in Recent Assignments view. A default map view may be set by either selecting a predefined map area from the dropdown (US, US &
Europe, South America, All), and clicking on "Set Default View", or a custom area set by zooming / navigating to the desired map area and
clicking "Set Default View".

View: @ Aggregates Recent Assignments (30 Days) us H Set Default View
ONTARIO 5 =
QUEBEC Map | Satellite
= b Bl
< > i
S v “‘Siallle B

: ) NORTH

SHINGTON A DAKOTA

V\ftr MONTANA T | NB 0
Ottawa L\

| =] 2
;JOUOTH WISCONSIN G pT S vro MANERNOVA scoTIA

OREGON BAKOTA MICHIGAN 2 :
o IDAHO WYOMING . / NEW YORK 1
" TR Ch [+] MA CBoston

NEBRASKA CTAl
ILLINOIS olo PENN -
NEVADA ited States INDIANA %ﬂew\'urk
UTAH DE
SanFrgncisco COLORADO KANSAS  MISSOURI w‘gﬁ;ﬁlm
CALIFORNIA
Olas Vegas OKLAHON o
Los Spetes N Miami, FL (MIA)
NEW MEXICO
- hit 5172.24.0/
SanDiegox"“‘a,__‘_ 65.172.24.0/22

r ™ TEXAS
*Graph represents wiilization within the aggregate for this region

\

L I , —— —
= 2 S F\\ HousTon \/
=)
?2! \ ELOR g
= A
L% = Gulf of
! Mavirn Map data ©@2015 Google, INEGI = Terms of Use

View: Select "Aggregates" to view all available aggregates with region data, or "Recent Assignments" made within the past 30 days.

View Range Dropdown: Select a predefined area for the map view range: US, US & Europe, South America, or All.

Set Default View: Click to save the current map view range as the default view.

Aggregate Detail Box: Provides utilization data and a shortcut link to the IPAM Manage screen for that aggregate if in "Aggregates" view, or

assignment details if in "Recent Assignments" view.

Regions must be enabled, the region address field populated, and regions assigned to aggregates / blocks for the IPAM Map view to
populate data. See Edit Regions for additional detail.
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Aggregate Blocks List:

Provides a searchable listing of all aggregate blocks in the left sidebar. Selecting "All / IPv4 / IPv6 / DHCP" will filter the visible aggregates in the
center of the page.

Top Level Aggregate Box:

10.0.0.0/8 - 1918 A
Quito - Los Angeles, CA
Utilization Resources Recent Assignments
Bconnect Available 73.42% 10.5.3.2/32 Stanford University 2014-09-17
- Apple 12.50% 10.10.10.0/30 Google 2014-09-17
W Available 73.42% CDW Customer 1 6.25%  10.8.1.0/30  TestPool 2014-07-16
B Assigned 18.76% 6econnect Labz 6.25% 10.8.0.0/24 Quito Lab 1 2014-06-12
Allocated 7.81% DHCF Available 1.56% 10.0.0.56/29 ?}?:ennr:i: Nacional do 2014-04-25
Holding 0.00%

Provides detailed information on that aggregate, including percentage breakdowns, the top five Resources assigned under that aggregate, and
recent assignments.

Top Level Aggregate Action Menu (wrench icon):

Manage Aggregate
Alerts

Clean Up
Delete Aggregate

"Manage Aggregate" opens the IPAM Manage screen for blocks under that aggregate. See Working with IP Blocks - Architecting IP Address
Blocks for more information on working in IPAM Manage.

"Alerts" opens the "Manage Alerts" dialog, where you can set up an email alert to send when available space reaches less than a certain
percentage. An IPAM Alert task must be set up in the Scheduler detailing the alert schedule for the alert to send.

"Auto-Split" opens the template to split the aggregate into specific sized blocks.
"Clean Up" opens the template to merge the aggregate into specific sized blocks.
"Delete Aggregate" The provides the option to delete the aggregate.

Are you sure you want to delete this aggregate?
All data and assignments for 10.4.0.0/24 and any of its child blocks will be deleted.

Cancel
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Working with IP Blocks
For additional information on performing IPAM tasks and working with blocks, see the following sections:

Additional Information

® Working with IP Blocks
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Working with IP Blocks

Working with IP Blocks

® Working with IP Blocks
® Adding/Deleting IP Address Aggregates
® Set Aggregate Alerts
® Architecting IP Address Blocks
® Splitting/Merging blocks manually
® Splitting/Aggregating blocks with Templates
® |P Block parameters and Editing Attributes
® Edit Attributes Overview:
® Assigning IP Space
® Assigning Space from the IPAM Gadget
® Direct Assign
® Smart Browse
® Smart Assign
® Manually Assigning Space from the IPAM Manager
® Sub Assigning IP Space
® Unassigning IP Space
® View Parent Blocks in IPAM Manage

Adding/Deleting IP Address Aggregates

On the standard IPAM page there is an option to "Add Aggregate". Click on the green "Add" icon.

0 6 Dashboard Resources~ DNS~ DHCP~- IPAM~ Peering~ Log Reporting
Search IPAM..

Once clicked, you get a more detailed screen to add an aggregate block.

Subnet RIR VLAN Tags Region Resource
XXXy OR 000000 XXXK IXXKK ! RIR Region 07141
DHCP Aggregate Allow Sub-Assignment
Add Aggregate

When a block is added, you will be able to see it on the IPAM page.

204.212.240.0/21 — ARIN Vs

Utilization Resources Recent Assignments
6connect Available 100.00% No assignments

B Available 100.00%

B Assigned 0.00%
Allocated 0.00%

™ Holding 0.00%

To delete the aggregate - click on the Action Menu (wrench icon) for the aggregate in the top right corner of the box, and you will have the option
delete the aggregate.
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Manage Aggregate

Alerts

Clean Up
Delete Aggregate

After selecting the "Delete Aggregate", a message will show up in the aggregate box verifying that you would like to delete. Deleting will remove
all data and existing assignments from the aggregate and its child blocks. If certain you want to delete, click the "Delete" button. Otherwise, select
"Cancel".

Are you sure you want to delete this aggregate?
All data and assignments for 10.4.0.0/24 and any of its child blocks will be deleted.

Cancel

Set Aggregate Alerts

Aggregate alerts allows you to set up an email notification to send once an aggregate's available space hits a chosen percentage threshold.

Prior to setting the alert, verify that an IPAM Alerts task has been created in the Scheduler, detailing the alert schedule / frequency.
Alerts will not send unless the scheduled task has been created to set the desired alert frequency.

To set the alert, select the Action Menu (wrench icon) for an aggregate, and click on "Alerts".

Manage Aggregate

Clean Up

Delete Aggregate

This brings up the "Manage Alerts" dialog. Enter the email address for the alert recipient and the available space percentage at which the alert is
triggered.

When done, hit "Save Alert". You may also cancel at any time.
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Manage Alerts

Send an alert email when available space for falls below a specified level.

Email To: user@example.com
Level: 35 %
Cancel icltna

To clear an existing alert, hit "Clear Alert", and the alert information will be removed and status saved.

Architecting IP Address Blocks

Splitting/Merging blocks manually

To split a block manually - While in the IPAM Mange screen, click on the Action Menu (wrench icon) for the block you wish to modify. Then
select the "Split" function. To aggregate blocks, select "Merge" from the same menu.

Tags Used: Anycast, BB, BGP, Cable, Customer, Dev, DHCP, DNS, DSL, Infrastructure Regions Used: AFA, ASH, ASH1, ATL, Boston, MA, ... ‘

Filtered by: Assigned To: ot Aval x Search within this

Filter By:  Mask~ LR ASN = Tags~ Region+ Code VLAN~ Assigned To» Make Default

= Export Gurrent List To CSV

C Address Hosts LR Region Notes Togs DataCenter! VLAN Assigned To Updated

10.0.0.8/29 8 Los Angeles, CA Anycast, PTP Available 2015-03-05 P
= 10.0.0.8729 8 Quito Anycast, B8 Available 2014-05-13 Y

10.0.064126 84 Los Angeles, CA Anycast, PTP Availatie E v
10.0.0.64726 84 Quito Anycast, BB Available _
10.0.0,128/25 128 Los Angeles, CA Anyeast, PTP Available poey
10.0.0.128/25 128 Quito Anycast, B8 Avallable Unéssign
10.0.1.024 256 Los Angoles, CA Anyeast, FTP Available
10.02.023 512 Los Angelas, CA Anycast, PTP Available
10.02023 512 Quito Anycast, BB Availabla FIF Integrat
10.0.4.0:22 1,024 Los Angeies, CA Anycast, FTP Availabie Tempiates
10.0.4.022 1,024 Quito Anycast, BB Available Audit ONS {Alpha)
10.0.16.0/20 4,008 Quito Anycast, 88 Available £
10.0.32.018 8,182 Los Angeles, CA Anycast, TP Availabie b -

Splitting/Aggregating blocks with Templates

Templates for a block are available under the Action Menu (wrench icon) for that block. There are two templates available: Cleanup, which
auto-aggregates the block, and Auto-split.

10.0.0.0/8 — 1918 ¥ st
Quito - Los Angeles, CA
Utilization Resources Recent Assignments
Bconnect Available 73.42% 10.5.3.2/32 Stanford University 2014-08-17
y Apple 12.50% 10.10.10.0/30 Google 2014-09-17
W Available 73.42% CDW Customer 1 625%  10.8.1.0/30  TestPool 2014-07-16
B Assigned 18.76% Bconnect Labz 6.25% 10.8.0.0/24 Quito Lab 1 2014-08-12
Allocated 7.81% DHCP Available 1.56% Agencia Nacional do 04
local 10.0.0.56/29 Ginema 2014-04-25

1 Holding 0.00%

Select the desired template from the action menu.
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Manage Aggregate

Auto-Split

Clean Up

Delete Aggregate

P4

Select the Split / Clean Up size desired, and hit "Apply".

Clean Up

Clean up split blocks into larger block of size: /24

Cancel

You can also use the "Templates" option from the Action Menu on the IPAM Manage screen for the specific block.

wect Labz e -
—= v Edit
woct Lahzy — N
ng Marge -
et Labz Assign [
ible ] L
wet — :
wct —* &
on 8
Templates
e
Audit DNS (Alpha)
inle Log -
ible Email B
bla 2014-07-21 @
alia W AT 94 b

Then, select the auto split parameters from there, and hit "Apply Template".

Apply Template: 10.0.0.8/29 (10.0.0.8 - 10.0.0.15)

| Auto Split ¥ ) v Select mask..
Auto Split  Split the selected /30
size. /31

CleanUp Cleans up all sm|
select Ignore Asg /32

BN vy Torvicio Jll Done

fied size. Use Limit to limit to split out only the first n blocks of the specified

| a block. If the block contains smaller blocks which are assigned, you must
up.

IP Block parameters and Editing Attributes

When you have your IP blocks laid out, you can then modify their attributes, split them further, assign them, etc. Select the "Edit" option
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from the Action Menu for a given block to get the Edit Attributes menu.

From here you can set a variety of attributes for a given block. These values are also customizable from the Admin screen - IPAM Admin.
For more information on IPAM management , see IPAM Administration and IPAM Parameters.

]

Edit Attributes: 1.0.0.128/27 (1.0.0.128 - 1.0.0.159)
1. Assigned To: Boonnect

3 Aliow sub assignments for this black

3 RIR (41;] Ragion Generic Code Domain VLAN
1918 B Select LIR... <] Chicago, IL | ¢ ] CODE P, o 10 e
| asn
1
' Notes
2 Notes
& Select tags...

Propagate attributes o all children?

Edit Attributes Overview:

Allow Subassignments: When editing a block that has been assigned, checking this box allows for further subassignments, indicated by a
blue arrow next to the assignment in the Manage screen. Note: Subassign status cannot be changed if a block has children.

RIR / LIR / Region: Select the information from the drop down menus. LIR and Regions can be customized in the IPAM Admin section of
ProVision - see IPAM Administration and IPAM Parameters.

Generic Code: This is a customizable text field that can be used to track information specific to your needs. It can be filtered in the IPAM
Manage screen. The header, display, and enabling settings for this field are set under IPAM Configuration in the IPAM Administration
section.

Domain: The VLAN Domain to associate with the block.

VLAN: VLAN information for the block, must have domain selected to view available VLANSs.
ASN: ASN information for the block.

Notes: Freeform text field for additional information you wish to capture.

Tags: Tags can be set under Edit Tags in the IPAM Administration section.

Propagate Attributes to Children: Select this box when editing a parent block to carry through attribute changes to all children of that
block. To view parent blocks, simply ensure that top level or all masks are selected in the Filter menu in the IPAM Manage screen.

Note: The VLAN of a child cannot be different from that of its parent, so for mutil-level situations (Parent -> Child -> Grandchild), VLAN
should be updated at the top tier parent level.

After editing the desired attributes for the block, simply hit "Save".

Assigning IP Space
There are two areas where you can assign IP Space: in the IPAM Gadget for the particular Resource, or through IPAM Manage for manually

assigning a block to a resource. The IPAM Gadget allows for more detailed assignment options including Direct Assign, Smart Browse, and Smart
Assign with advanced options, and is the primary tool for space assignment.

Assigning Space from the IPAM Gadget

The IPAM Gadget is accessed from a Resource Entry page, once enabled for the Section (to add Gadgets, see Customizing Sections and
Add Gadgets to your Section).
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IPAM
Assign Block:

Direct Assign
XX OF X000 hyyy
Smart Assign

- = : Tag selection mode:
IPv4 Size E RIR B Region B Select Tags... © Standard —match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with

any selected tags
Show advanced options
Smart Assign

Filter:

Motes/CIDR.. RIR a Region E All Masks B Tconnect B Select Tags... m ‘

Address Hosts LIR Region Notes Tags Assigned Updated
1.0.20.48/28 16 2015-01-28  2015-01-28
10.0.0.0/31 — 2 Quito Por tickete 102233 Anycast,BB 2014-12-19  2014-12-19 Ve
10.0.0.2/31 — 2 Quito Por tickete 102233 Anycast,BB 2014-12-19  2014-12-19 7~
10.0.0.8/29 8 Anycast,BB 2014-12-05  2014-12-05
10.0.0.16/28 16 Anycast,BB 2014-12-05 2014-12-05
10.17.4.0/32 1 Vancouver Dev,Infrastructure 2015-05-20  2015-05-20
10.128.0.0/32 1 Vancouver 2015-05-20  2015-05-20 Yt

You have three options for assigning IP space using the IPAM Gadget:

Direct Assign

This field allows you to manually enter an IP block to assign. Enter an IPv4 or IPv6 block, and then click "Assign".

IPAM

Assign Block:
Direct Assign

23.92.0.2/31 @

The default maximum function nesting level is '100". If you experience issues resulting from recursion limits and require a
different maximum, the local admin can increase the recursion limit setting in php.ini. Refer to
http://xdebug.org/docs/all_settings#max_nesting_level.

Note

Smart Browse

Smart Browse utilizes the smart assign parameters as search filter criteria. Under the "Smart Assign" area, select the IPv4/IPv6,
Size, RIR, Region, and/or Tags that you wish to filter the available blocks list.

Smart Assign
- . Tag selection mode:
—> IPv4 3z ARIN [ Region B | *customer © Standard — match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with
any selected tags

Show advanced options
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Click on "Smart Browse" to bring up a list of IP aggregates meeting that criteria, which you can select the block(s) to assign. A green
check will show next to the block once assigned. You may assign multiple blocks per browse session.

Smart Browse )
Block Resource Tags

66.128.149.11/32 Ashburn Customer , Infrastructure , Static Assign this block
11.1.1,224/32 bri.6connect.org Customer , DSL
23.92.0.1/32 Bconnect Available Customer , DSL ©
11.1.1.226/31 bri.6connect.org Customer , DSL Assign from this block
23.92.0.2/31 Beconnect Available Customer , DSL Assign from this block
66.128.148.12/30 Ashburn Customer , Infrastructure , Static Assign from this block
23.92.0.4/30 6eonnect Available Customer , DSL Assign from this block
66.128.148.72/29 Beoonnect Available Customer Assign from this block
66.128.148.80/29 Bconnect Available Customer Assign from this block
66.128.148.88/29 Bconnect Available Customer Assign from this block
23.92.0.16/28 Bconnect Available Customer , DSL Assign from this block
66.128.149.32/27 Ashburn Customer , Infrastructure , Static Assign from this block
23.92.0.32/27 Bconnect Available Customer , DSL Assign from this block
23.92.0.64/26 6connect Available Customer , DSL Assign from this block
11.1.1.128/26 6connect Available Customer , DSL Assign from this block
23.92.0.128/26 Bconnect Available Customer , DSL Assign from this block

Smart Assign

This series of dropdowns allows you to specify the parameters for the type of IP block you want to assign, as well as tag selection
modes. Then it will look at the IPAM blocks that match your criteria to find the correct IP assignment based on availability and
relevant parameters.

Additional advanced Smart Assign options are available under "Advanced Options", including VLAN and LIR.

Smart Assign

e _ . Tag selection mode:
IPv4 30 ARN [ Region « Customer >

© Standard - match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with
any selected tags

Hide advanced options

Generic Code [J Domain| DefaultDomain x v |[VLAN| 104 x v | LR Assigned Resource o

Note: The Assigned Resource option will filter by blocks that are already assigned to the selected resource
and are set o Allow Subassignments. If no resource is selected, the filler will default to Available blocks.

&=
Once your criteria has been set, click the "Smart Assign" button.

Manually Assigning Space from the IPAM Manager

You can also assign blocks manually using the "Assign" function from the IPAM Manager screen (accessible from the IPAM Tab). Click the
Action Menu (wrench icon), then select "Assign".

142



10.0.0.0/8 (10.0.0.0 - 10.255.255.255)

Filtered by:No filters selected. Showing all blocks.

Filter By: Mask~

Address
10.0,0.0032

10.0.0.1/32
10.0.0.2052
10.0.0.3732
10.0.0.4731
10.0.0,632
10.0.0.7/32
10.0.0.8/28
10.0.0.16728
10.0.0.24/28
10.0.0.32727
10.0.0.64726

10.0.0.128725

LIR» ASN»

Hosts LIR Region

1 Lo Angales, CA
1 Less Angelas, CA
1 Los Angeles, CA
1 Lo Angeles, CA
2 Los Angeles, CA
1 Miami, FL
1 Miami, FL
a Los Angeles, CA
8 Les Angeles, CA
a Los Angeles, CA
32 Los Angeles. CA
B4 Los Angeles, CA
128 Les Angeles, CA

Tags Used: Anycast, Cable, Customer, PTP

Tagsw Region Cade~ VLAN » Assigned To» m m Make Default

Tags DataCenteri VLAN
Anycast, PTP

Anycast, PTP
Anycast, PTP
Anycast, PTP
Anycast, PTP
Anycast, Customar, PTP
Anycast, Cusiomer, PTP
Anycast, PTP
Anycast, PTP
Anycast, PTP
Anycast, FTP
Anycast, PTP
Anycast, PTP

Regions Used: Boston, MA, LAX, MIA, NYC2, PHX

3% Export Current List To CSV

Assigned To Updated
Beonnoct Labz 2015-0317 o
Beonnect Labz Edi

Spiit
Geonnect Labz
|
Beonnect Lahz —+
Halding
Beonnect Lahz
Available
Toonnest —+ Templateg

Audit DNS (Alpha)
Teonnect —+
Amazon o

Emad

Available e

Avallable 2014-07-21 @

Then, select the Resource to assign the block. A filter tool is provided to narrow the list to a particular Section type.

ddi :
ASSIgI'I block Filter by type: | All Types
07
Firewall
o7 007 Manutacturing (Resd | |p

44 Magnum Beats (Resol
6e-033 (Resource Holder Router
A + Technology Solution
Acceleron Pharma, Inc. (| Storage Controller
ADA Investment Manage . 1 o oo

Advanced Instruments

= Export Current List

Rack
| Resource Holder

| Server
- Storage Array

| Switch

Holder A

erse DNS for HYDN Prefixes (Resc
(Resource Holder)

{Resource Holder)

New York (Resource Holder)
Plus Communications Inc (Resou
y Inc. (Resource Holder)

Services, PC (Resoi

123 Enterprises (Resource Holder)
6c-009 (Resource Holder)

g-All Nine's (Resource Holder)
ABCAM (Resource Holder)
Acronis, Inc. (Resource Holder)

Adelphi Unlversity (Resouree Holder)

33rd St. Blstro (Resource Holder)

6c-026 (Resource Holder)

92ND STREET YOUNG MENS AND YOUN
Acadlan Asset Management LLC (Resou
ACS Consultant Company (Resource Hol

ADTRAN, Inc. (Resource Holder)

Pathology Service (F H

Aer Lingus (Resource Holder)

Assign Block

| cancel |

After assigning, you can further edit the block attributes or subassign space.

'Reserving' IP Space
If you need to create a 'reserved' pool from which to assign blocks, you can achieve this by creating a "Reserved" Section. Create a

Section called "Reserved", add the IPAM gadget to it, then create an Entry with that Section to be the address group. From there, use
the IPAM gadget and the IPAM Manage page to assign and unassign IP space from that pool.

For more details, see the FAQ entry: "How do | 'reserve' IP Space?"

Sub Assigning IP Space

To allow sub assignments, just check the "Allow sub assignments" check box under Edit. Once the allow sub assignments box is checked, the
block may be further split and assigned to other resources. Split blocks may also be re-claimed to the originally assigned resource and
re-aggregated. When allow sub assignments is checked, the block is counted as allocated, but not assigned - various statistics in IPAM, on the
dashboard, and reporting will reflect this. Sub assignments can be useful for tracking IPs assigned to a customer with multiple subsidaries, or

locations.

To allow sub assignments for multiple blocks at once, open the Manage screen for the aggregate. Then, select the desired blocks and click "Edit
Selected Blocks". The Multi-block edit interface will open. In that interface, select the check boxes next to "Allow sub assignments for this block"

and the "Update field" below it. Lastly, save your changes.
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Edit selected blocks Assign selected blocks
Addres!
11.1.1.00 Updating information for 2 blocks

i Allow sub assignments for this block

-~ w4 Update field
11.1.1.1¢
RIR - LIR N
- 111127  ARIN Select LIR...
- | Update field ~ Update field
11.1.1.22
Notes
111

11.1.1.22 | Update field

11.1.1.24 Select tags...
gnore — do not update tags information

Unassigning IP Space

When a block is assigned, you will have the option of unassigning the block from the resource and returning it to the Holding Tank.

To unassign the block, simply click on the Action Menu (wrench icon) for the block and select "Unassign". You may also chose "Unassign, Skip
Hold", which unassigns the block and immediately returns it to available, bypassing the holding tank. After unassigning blocks / overriding holding,
newly available blocks will be merged upon next page refresh.

iTo 1l abmed
Edit
T
abhz
s
ahy
"""
abr —¥ Unassign, Skip Hold
v

Audit DNS (Alpha)
Log

Emall

(g P S T

2014-07-21

To return IP space in the Holding Tank to the Available Pool - there are two methods:

1) Manually override the holding tank

144



= Expo
Assigned To 1 SHAe
Available £ Log
Email
Halding e Bl

2) Process the Holding Tank via the Admin screen under IPAM Admin (this will only process blocks that were present for the specified
number of days).

.006 IPAM Admin ~ DNS Admin Data Import Users APl Templates Exit Admin Qm

IPAM Lists Management: Holding Tank Management:
Edit IPAM Tags Process Holding Tank now (Set to 30 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPv6 Subnets Dropdown Add/Edit/Update LIRs

Configuration Management:
IPAM Configuration

For more information on the Holding Tank, see Holding Tank Management.

View Parent Blocks in IPAM Manage

On the IPAM Manage screen, you have an option to Filter the view by selected Subnet Mask (dropdown). By default, blocks in ProVision are
displayed at their child size, the lowest point in the block tree available for that block.

With the Filter By Masks enabled, and multiple or all masks selected, the view changes to include the "Parent" blocks, showing all masks
throughout the assignment tree.

Tags Used:  Anycast, BB, BGP, Cable, Customer, Dev, DHCP, DNS, DSL, Inf ure Regions Used: AFA, ASH, ASH1, ATL, Baston, MA, ...

Filtered by:No filters selected. Showing all blocks. Search within this aggregat

Filter By: Mask~ LA~ ASN ~ Tags~ Reglon = Code~ VLAN ~ Assigned To » m I Make Defautt

12 % Export Current List To CSV
A 12 Hosts LR  Region Notes Tags DataCenteri  VLAN  Assigned To Updated
104 :2 1 San Jose, CA Test 5678 Customer, Tower Ds213 101 Bonnect Lahz 2015-03-11 Ve
104 17 1 Los Angeles, CA Anycast, PTP geonnect Labz 20150317
106 a0 1 Quita Tost 123 DS213 101 Sconnect Labz 20150811
10.0.0.1/32 1 Los Angoles, CA Anycast, PTP fconnect Laby 0150317
10.0.02a2 1 Quito Ao Sckate 88 D5213 101 Goonnect Labz 20150811 o
10.0.0.2732 1 Los Angoles, CA Anycast, PTP Sconnect Labiz 20150317

Arassast OO Fakls Pustamas NAIC

A parent block with children will show "Has Children" in the column where assignment status is shown, and the block CIDR will show as a
clickable link.

145



Tags Used: Anycast, BB, BGP, Cable, Customer, Dev, DHCP, DNS, DSL, Infrastructure Regions Used: AFA, ASH, ASH1, ATL, Boston, MA, ...
Filtered by: Mask: 8, 9, 10, and 22 more..  » Search within this aggregate
Fiter By:| Maskv | LIRw | ASNw | | Tagsv | | Regionw | | Code~ | VLAN~ & | AssignedTow Make Default
3 Export Current List To CSV
1020018 8,192 Los Angeles, GA Anycast, PTP Has Children 2014-0947 &
10.2,0.020 4,096 Los Angales, GA Anycast, PTP Has Chikiren 20140817
G .2.0.021 2,048 Los Angales, CA Anyeast, PTP Has Children 140017
[ 1020022 1024 Los Angales, GA Anycast, PTP Has Chiidren 2014-08-17 Ve
10.2.0.023 512 Los Angeles, GA Anycast. PTP Has Chiidren 2014-087 & [ ]
10.2.0.0/24 256 NYC2 Development BiBandits.ing, 2014-09-17 Ve
10.2.1.0/24 256 Los Angeles, CA Anyeast, PTP Available 2014-00-17 >
1022023 512 Los Angeles, CA Anycast, PTP Has Children 2014-08-17 /“
T 102204 256 Los Angsies, CA Anycast, PTP Avaliable 2014-0947 &
10:2.3.024 256 Boston, MA Internal space Cable, Customer Glenlivet 20140817 &
10.23.0%24 256 Bostan, MA Interal space Cable, Customer Qatest 100 Holding 0150827
1024022 1024 Los Angsies, GA Anycast, PTP Avallable 20140947
PEE Y T a2 naa Vo dacalas As Amiaas Prm Aatakia B &
Then, the user can click on the block link once to view the additional assignments/allocations underneath it.
10.0.0.0/8 (10.0.0.0 - 10.255.255.255) Tags Used: Anycast, Cable, Customer, PTP Regions Used: Boston, MA, LAX, NYC2, PHX
Filtered by: Mask: 8,9, 10, and 22 more., = Search within this aggregate Search
Filter By: Mask~ LR~ ASN Tagsw Region v Codev VLAN Assigned To v Make Default
[ 3 Export Current List To CSV
& 100008 128 Los Angeles, CA Anyeast, PTP Has Children 2014-07-21 Ve
10.0.0.026 84 Los Angeles, CA Anycast, PTP Has Children 2014-07-21 Ve
10.00.027 a2 Los Angeles, CA Anycast, PTP Has Childran 2014-07-21 Ve ~‘
+ 10.00.028
+ 1000028
+ + 1000028
+ + 1000028
+ + + 10000030
+ + + 10000830
+ + + + 1000081
4+ + 4+ + 1000081
4+ + + + + 10.0.0.02~ Assigned to ficonnect Labz
+ o+ o+ + + 1000082
4+ + 4 4+ + 1000182
4+ + + + + 10.0.0.1/32 - Assigned to Sconnect Labz
+ + + + 1000231
+ + + + 1000231
4+ + 4+ 4+ + 1000282
4+ + 4 4 + 10.0.0.2/32 - Assigned o foonnect Labz
4+ + + + + 1000302
+ + + + + 10003732 Assigned to arl.inoc.com
+ + + 1000430
+ + + 1000430
+ + + + 10004831
Close
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Peering v2

6connect Peering

The Peering tab displays peering stats, allows you to add routers and sessions, and to manage communications and sessions for each
exchange.

‘006 Dashboard Resources~ DNS~ DHCP+- |IPAM~ Peering~ Log Reporting

Stats

General Info Technical

PeeringDB ID 2335 Exchanges 2
PeeringDB Name 6connect, Inc. Total Peers 125
Source ASNs 8038 Qualified Peers 124

Not Qualified Peers 1

Equinix Palo Alto - Palo Alto, US

Peered |4
198.32.175.0/24 — 198.32.176.0/24 — 198.32.177.0/24 — 2001:504.d../64
Qualified [N 114
Current Peers: 4 Rejected Requests: 1 Sessions Tracked: 4 U ed | 1
Qualified Peers: 114 Pending Requests: 1 Peers Without Sessions: 111 di i
Not Qualified Peers:; 1 Rejected 1

Most Recent Request: DBolical Pty Ltd - 11/07/2014
Most Recent Peer: - 05/05/2015

Two other sections are available via the drop down menu:

Peering~ Log Reporting

Routers

Logging

Routers - Links to the resource list of routers

Logging - View peering related logs

Peering Setup - Local Installations
If you are using a locally hosted instance of ProVision, verify that you have followed the instructions on the Local Installations - Peering
Setup page to set up Peering for your instance.

Table of contents

® Peering - Common Tasks
* Add Routers
® Add Sessions
® Managing Peer Sessions
® Managing Peer Communications
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Peering - Common Tasks

Peering Workflow

The ProVision peering workflow encompasses working with routers, peer groups, sessions, and managing communications.

« Click here to see the graphical workflow...

P e ]

PEERING WORKFLOW

Add Routers

From Peering “Add Routar”

From Resource Section

Add Peer Groups

From Peering "Add Router”

Peer Group Gadget

Add Sessions

From Peering "Add Sessions”

Import From Router

Configure Sessions
1-Click Config

Config Manager

Manage
Communications
Mew Peer
Outgoing Reqguest

Incoming Request

Mew Peer

= Mark Existing
»  Bdark Bied Meslifioc

et ™

148



NG R A s

= Send Reguest

Outgoing Request Incoming Request:

It Approved, Becomes = Approved
Current Peer

Rejected

o

\ * Resend Request

Below is an outline of the steps needed for a basic workflow process.

® Peering Workflow
® 1) Add Router(s)
® 2) Add Peer Groups
® With a New Router:
® With an Existing Router:
® 3) Add Session(s)
® 4) Configure Sessions
® 5) Manage Communications
* New Peer:
® Qutgoing Peer Request:
® Incoming Peer Request:
® 6) Repeat for new Routers, Sessions, and Peers.
® Peering Common Tasks

1) Add Router(s)
Associated Task(s): Add Routers

Adding a router is the fundamental base and first step of working with peering in ProVision. Routers may be added through either the "Add
Router" button in the Peering Tab, or through creating a new entry through the Resources system under the router Section.

The recommended method is to start with the "Add Router" button in the Peering Tab.

.006 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

Stats

General Info Technical

PeeringDB ID 2335 Exchanges 2
PeeringDB Name Gconnect, Inc. Total Peers 125
Source ASNs 8038 Qualified Peers 124

Not Qualified Peers 1

This dialog will also allow you to add a Peer Group at the same time, merging steps one and two together.
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Add Router

Parent Resource TLR Peer Groups
Name Exchange Equinix Internet Exchange [
>y Peer Grol
Make A10 Networks s
Model 7600 Series il Type © Pva  IPvE
Hostname Add Group
Exchange Peer Group Type
IPv4 Address
F No groups specified
IPv6 Address
Username
Password
Add Router

For a detailed breakdown of this task, see Add Routers.

2) Add Peer Groups
Associated Task(s): Add Routers, Gadgets
Associating the router with a peer group is necessary to link the router to a particular exchange. You may add

the Peer Group information either in the "Add Router" dialog or in the Peer Group Gadget prior to adding
sessions.

With a New Router:

To add a peer group through the "Add Router" dialog: After inputting the Router information, under Peer
Groups, select the exchange, type in the name of the desired Peer Group name, select whether it is IPv4 /
IPv6, and click "Add Group". Lastly, click "Add Router".

Add Router
Parent Resource  TLR Peer Groups
Name Exchange Equinix Internet Exchange B
Make A10 Networks AR
Model 7600 Series & Type ©PvdaIPVE
Hostname Add Group
Exchange Peer Group Type
Pt v No groups specified
IPv6 Address
Username
Password
Add Router

With an Existing Router:
If you need to add a Peer Group to an existing router, you may use the Peer Group gadget.

The Peer Group Gadget allows you to add peer groups for IPv4 and IPv6 for a selected exchange from a router's Resource Entry page.
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Peer Groups

Add Peer Group:  Select Exchange... B Peer Groy ©Pva  IPvE

Exchange Peer Group Type

Equinix Internet Exchange Palo Alto Peers 1 ipvd delete
Equinix Internet Exchange Palo Alio Peers 2 ipvd delete
Equinix Internet Exchange Palo Alto Peers 3 ipvé delete

NOTE: Peer groups listed here are for ProVision only and should reflect groups that exist on the router. Adding or deleting peer groups here will not add or delete them on the router.

To do this, simply select the exchange, type in a Peer Group name in the text box, select IPv4 or IPv6, the click "Add Group".
Peer Groups added from this gadget will be then be available to select in the "Add Session" dialog box in the Peering tab.
3) Add Session(s)

Associated Task(s): Add Sessions, Import Sessions

After Routers and Peer Groups have been set up, the next step is Adding Sessions to ProVision.

IPAM~ Peering~ Log Reporting

Add Router [@ Add Session

You may add a new session through the "Add Session" button in the Peering tab, or you may Import Sessions from an existing router. Importing
sessions requires Admin level permissions, and is accessed through the Data Import Tab in the Admin section of ProVision.

.006 IPAM Admin ~ DNS Admin ~ Datalmport Users APl Scheduler Exit Admin

Resource Import: IP Import:
Simple Upload/import from CSV Upload/Import from CSV
Resource Import Tool "Beta”™ Import from RIR

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import

4) Configure Sessions

Associated Task(s): Managing Peer Sessions

Once a session has been added, you will see it in the session list from the Managing Peer Sessions module. Open the Sessions manager by
clicking on the "Sessions" button for the exchange that hosts your session.
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Equinix Palo Alto - Palo Alto, US
198.32.175.0/24 — 198.32.176.0/24 — 198.32.177.0/24 — 2001:504:d::/64

Current Peers: 4 Rejected Requests: 0 Sessions Tracked: 4
Qualified Peers: 114 Pending Requests: 1 Peers Without Sessions: 111
Not Qualified Peers: 1

Most Recent Request: Bell Canada Backbone - 09/02/2014

Most Recent Peer: Biznet Networks - 02/23/2015

For a newly added session, the status will show as "Not Configured".

BGP Sessions - Equinix Palo Alto

Filterby:  Peerw Souce ASN v Destination ASN v IP Typew Session Type v State v Clear Filters
Router Last Sync
br.tester.com

corel.scz.tcp0.com
lab1-cisco
lab1-juniper 1210/2014 19:25:09

Update Session State

Source ASN Router Peer Peer ASN Peer IP Peer Group Type Rcvd/Max State Notes

8038 br.tester.com VODAFONE 3209 2001:504:d::7b Peer 00 Idie Va
8038 corel.scz.tcp0.com Nexicom Inc. 11666 198.32.176.235 pao-ipvé4 Peer  0/50 Idle e
8038 lab1-cisco Amazon.com 16509 198.32.176.36 Peer 0/0 not configured Ve

8038 lab1-juniper Biznet Networks 17451 198.32.176.60 equinix-test2  Peer 0/0 not configured Ve

You may configure the session through 1 click config or the Config Manager, accessed by clicking on the Action Menu (wrench icon) for the
session. 1 click config uses the default config settings, while the Config Manager allows you to manually create one time use unique settings.

not coanfinured e
Edit

not I

—l  Config Manager close
Email NOC
Email Policy
Email Technical
Pex Admin Up
Qu Admin Down . 26
Un Delete

5) Manage Communications

Associated Task(s): Managing Peer Communications

Once a session has been added with a peer, you will see the peer listed the communications list. Open the Peer Communications Manager by
clicking on the "Communications" button for the exchange that hosts your session.
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Equinix Palo Alto - Palo Alto, US
198.32.175.0/24 — 198.32.176.0/24 — 198.32.177.0/24 — 2001:504:d::/64

Current Peers: 4
Qualified Peers: 114

Not Qualified Peers: 1
Most Recent Request: Bell Canada Backbone - 09/02/2014
Most Recent Peer: Biznet Networks - 02/23/2015

Communications - Equinix Palo Alto

Is Peer ASN
7575

9264
@ 7836

20940
16509
714

577
9498
17451

29781

Rejected Requests: 0 Sessions Tracked: 4
Pending Requests: 1 Peers Without Sessions: 111

R —
@ cormricains Y sessins.
e ———

You will see the list of Peers, their ASNs, Name, Request Status, Notes (log), and the Action Menu (wrench icon).

Peer Name Request Notes

AARNet
Academia Sinica Network(ASNet)
Acme

Akamai Technologies
Amazon.com

Apple Inc

Bell Canada Backbone sent
Bharti Airtel Limited
Biznet Networks

Riark Nal Camnutare Ine

2014-11-07 — Session deleted: (AS8038/50.240.195.135) - (AS7836/2.3.4.1)
2014-11-07 — Session updated: (ASB038/50.240.195.135) - (AS7836/2.3.4.1)
2014-07-29 — Session updated: (AS8038/50.240.195.135) - (AS7836/2.3.4.1)
2014-07-29 — Session added: (AS8038/50.240.195.135) - (AS7836/2.3.4.1)

2015-01-14 - Session added: (AS8038/75.149.49.35) - (AS16509/198.32.176.36)

2014-12-10 — Session updated: (AS8038/50.240.195.137) - (AS714/198.32.176.237)
2014-11-07 — Session updated: (AS8038/50.240.195.137) -
(AS714/2001:504:d::714:1)

2014-11-07 — Session added: (AS8038/50.240.195.137) - (AS714/2001:504:d::714:1)

2014-08-02 - Request sent to <aaron@tcp0.com> — view

2015-02-23 - Session added: (AS8038/50.240.195.137) - (AS17451/198.32.176.60)

From here, you may manage peer requests and mark peer status through the Action Menu (wrench icon).

Mark Existing Peer

=
i

71¢ Mark Not Qualified Peer

4/

=

Send Request

%
g

4

From here the flow depends on the Peer Status and whether a request is Outgoing or Incoming.

New Peer:

For an existing peer that was just added, you can mark the peer as:

a) Mark Existing Peer
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O

lg—f'—.' Mark Existing Peer

71¢ Mark Not Qualified Peer

4fz

Send Request

' 4

This places a green check icon next to the peer in the communications list (seen below) and removes email request options.

o rulLdlla INEIWUI RS AuSLdila

@ 12322 Free SAS 2015-06-01 — Peer status set to Current Peer

O

19/ P
9 Mark Existing Peer

Fbif Mark Not Qualified Peer

or b) Mark Not Qualified

4fz

| Py

Send Request
&
This places a red icon next to the peer in the communications list and notes as not qualifed

@ 16265 Fiberring backbone 2014-12-10 — Peer Leaseweb Network not qualified -

You may also choose to send an outgoing peer request.
Outgoing Peer Request:

To send out a peer request, select "Send Request" from the Action Menu (wrench icon) . This sends an initial peering request email to the peering

coordinator for that peer. The email template pre-populates data based on peeringdb data (To address, Subject line and Peering exchange
information). You have the chance to edit the email prior to sending.
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19/ e
9 Mark Existing Peer

71¢ Mark Not Qualified Peer

4/

> Send Request =

&
Once a Request has been sent out, it can proceed two ways:
a) The request is accepted and Peering is established (becomes current peer)

b) The request is not accepted / responded to, and the "Resend Request" option becomes available, allowing you to repeat the request.
Incoming Peer Request:

If a request is received, you have a few options from which you may mark the peer from the Action Menu:

Mark Approved °

Mark Rejected

51

Reset Status

Resend Request close

a) If you accept the request, you may "Mark Approved" and Peering is established (becomes current peer).

b) You may "Mark Rejected", in which case a peer status is marked rejected.
5580 Hibernia Networks rejected 2015-06-01 — Request sent to <¢ > — view

c) "Resend Request" may be available to resend a request

d) "Reset Status" is available at various points in the communications process, if you want to reset the peer back to the beginning state and
re-establish a different status condition. This reopens the initial options from which you may select a different peer mark.

6) Repeat for new Routers, Sessions, and Peers.

To add additional Routers, Sessions, and Peers repeat steps 1, 2, or 3, and manage your newly added sessions and peer communications
similarly with steps 4 and 5.

Peering Common Tasks

Some of the commonly performed peering tasks are listed below. Click on the links for additional information.

® Add Routers
® Add Sessions
® Import Sessions
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® Managing Peer Sessions
® Managing Peer Communications
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Add Routers

Adding Routers

® Adding Routers
* Add a Router
® Adding Juniper Routers with Logical Systems

Add a Router

Navigate to the Peering tab. Select "Add Router".

IPAM~ Peering~ Log Reporting

Add Router Add Session

The Add Router dialog will pop up. Enter the router information for Parent, Name, Make, Model, Addresses, Username, Password, and Exchange.

For Peer Group, type in the name of the desired Peer Group name, select whether it is IPv4 / IPv6, and click "Add Group". Lastly, click "Add
Router".

Add Router
Parent Resource TLR B Peer Groups
Name Exchange Equinix Internet Exchange
Peer G
Make A10 Networks oo
Model 7600 Series Type ©IPv4( IPvE
Hostname Add Group
Exchange Peer Group Type
|Pv4 Address =
No groups specified
IPv6 Address
Username
Password
Add Router

Associating the router with a peer group is necessary to link the router to a particular exchange.

Please be sure to add the Peer Group information either in the "Add Router" dialog or in the Peer Group Gadget prior to adding
sessions.

Adding Juniper Routers with Logical Systems

Adding a Juniper router with Logical Systems follows the standard process listed above, with one difference - adding in the Logical Systems
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information.

When you select a Juniper router make/model, the Logical System text field will appear.

Add Router

Parent Resource  TLR

Name
Make Juniper
Model 7600 Series

Logical System

Hostname

IPv4 Address

IPv6 Address

Username

Password

Peer Groups

Exchange Equinix Internet Exchange
Peer Group
Type ©Pv4 IPvE

Add Group
Exchange Peer Group Type

No groups specified

Type the Logical Systems information for the router, then resume entering the rest of the router information and peer groups. Hit "Add Router"

when complete.
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Add Router
(&) Router added

(&) Peer group added: Peer1 - Equinix Palo Alto (ipv4)

Parent Resource = TLR
Name Juniper Lab1 Test

Make Juniper B
Model 7600 Series

Logical System test?

Hostname

IPv4 Address 50.240.195.137

IPv6 Address
Username peering
Password

Peer Groups

Exchange

Peer Group

Type

Exchange
Equinix Palo Alto

Equinix Internet Exchange

O Pva’ IPvE
Add Group

Peer Group Type
Peer1 ipv4 x

Add Router

Routers with Multiple Logical Systems

For routers with multiple associated Logical Systems, you may create duplicate router resources utilizing the same router information,

but with different logical systems entries.
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Add Sessions

Add Sessions

® Add Sessions
® Adding a Peering Session
® Adding Sessions with Logical Systems Routers

Adding a Peering Session

From the Peering tab, Select "Add Session".

IPAM~ Peering~ Log Reporting

Add Router | Add Session

In the Add Session dialog, fill out the session information including the session Type and Exchange, the Source information, Peer Group, and the
Destination. Destination IP can be pulled from the public PeeringDB information, or custom data may be specified.

If you have enabled and added VRFs to a router, the source ASNs for the associated VRFs will appear in the source ASN dropdown when adding
or editing a session for that router.

Add Session

Type Peer Peer Group Select Peer Group...
Exchange Select Exchange... MD5
Note Max Prefixes
%
Source Destination
Router Select Router... Select peer and public IP data PeeringDB or
) specify custom data for the session.
ASN ASB038
Peer Peer Name
Public IP -
Public IP (from PeerinDB)
Peer
ASN
IP Address
"~ Configure router after saving?

If you would like for the router to be automatically configured when adding your session, check the "Configure Router After Saving" box, then hit
"Save". If left unchecked, the session can always be configured later in the Peering Manager.
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Adding Sessions with Logical Systems Routers

After having added a Logical System to a router, that router + Logical System combination will be available to select in the Peering - Add Session
dialog box. Look for the router name, with the Logical System info in parenthesis (e.g. "Juniper (test)").

The Peer Group associated with that router / Logical System will automatically be selected. Continue to fill in your session information, then hit
"Save".

Add Session

Type Peer Peer Group  Peer1 - ipv4
Exchange Select Exchange... MD5
Note Max Prefixes
Pl
Source Destination
Router Juniper Lab1 Test (test2) - Select peer and public IP data PeeringDB or
specify custom data for the session.
ASN AS8038 -
Peer Peer Name

; . Public IP

Lagical System: uata Public IP (from PeerinDB)

Peer
ASN
IP Address

~ | Configure router after saving? m
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Managing Peer Sessions

Managing Peer Sessions

® Managing Peer Sessions
® The Peering Manager:
® The Peering Manager Ul:
® Action Menu (Wrench Icon) Options

The Peering Manager:

To bring up the Peering Manager, click on "Sessions" for the desired exchange in the Peering tab.

Equinix Palo Alto - Palo Alto, US
198.32.175.0/24 — 198.32.176.0/24 — 198.32.177.0/24 — 2001:504:d:./64

Current Peers: 4 Rejected Requests: 1 Sessions Tracked: 4
Qualified Peers: 114 Pending Requests: 1 Peers Without Sessions: 111
Not Qualified Peers: 1

Most Recent Request: DBolical Pty Ltd - 11/07/2014

Most Recent Peer: - 05/05/2015

Sovors

The Peering Manager Ul:

BGP Sessions - Equinix Palo Alto

Filterby: = Peerw Souce ASN v Destination ASN v IP Type v Session Typev Stalew m Clear Filters @
Router Last Sync @
lab1-cisco

Lab1-Juniper 11/07/2014 14:34:11

Update Session State

Source Router Peer Destination Peer Group Type Prfx Revd/Max ~ State  Notes

AS8038 - 50.240.195.137 Labi-Juniper Amazon.com  AS16509 - 198.32.176.36 equinix-palo-alto-v4 Peer 0/500 Idle 7
AS8038 - 50.240.195.137 Labi-Juniper VODAFONE AS3209 - 2001:504:d::7b equinix-palo-alto-v6 Peer 00 ldle £ @
AS8038 — lab1-cisco UnitedLayer AS23342 - 207.7.159.30 @ Unknown  0/0 ldle P
AS8038 - lab1-cisco AS23342 - 2607:F3A0:0:1007::1 Unknown  0/0 Idle

close

1) Filter Options: The sessions list may be filtered by Peer, Source ASN, Destination ASN, IP Type, Session Type, or State. Once you've chosen
the filter criteria, click on "Filter". Select "Clear Filters" to return to the full session list.

2) Add Session: A session can be added from the Peering Manager just like the Add Session at the top of the Peering page - the exchange field
is simply automatically filled with the current exchange.

3) Session Information: Lists session Source, Router, Peer, Destination, Peer Group, Type, Prefixes Received / Max Prefixes, State, and Notes.

4) Action Menu (Wrench Icon): Clicking on the wrench icon will bring up the following tools to manage your sessions:

Action Menu (Wrench Icon) Options
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Edit
Configure
Config Manager
Email NOC
Email Policy
L F Email Technical
Admin Up H
Admin Down

Delete
1ale

Edit: Edit session information such as Type, Exchange, Source, Peer Group, Prefixes, or Destination.
Configure: 1-click configure which uses default router configuration, username, and password settings.

Config Manager: The Config Manager allows for custom configuration commands and user-level username/ password to be entered prior to
pushing the config. This is a one time use configuration.

Email NOC: Brings up the NOC (Network Operations Center) email template. The email template pre-populates data based on peeringdb data
(To address, Subject line and Peering exchange information). You have the chance to edit the email prior to sending.

Email Policy: Brings up the policy email template. The email template pre-populates data based on peeringdb data (To address, Subject line and
Peering exchange information). You have the chance to edit the email prior to sending.

Email Technical: Brings up the technical email template. The email template pre-populates data based on peeringdb data (To address, Subject
line and Peering exchange information). You have the chance to edit the email prior to sending.

Admin Up: Ups a bgp session without removing it or adding it to the config.

Admin Down: Downs a bgp session without removing it or adding it to the config. On Cisco, Admin Down moves the session to Idle (Admin)
state, on Juniper it deactivates the session.

Delete: Sessions of type "Peer" are removed from the router when deleted in ProVision. Other sessions will only be removed from the sessions
list in ProVision.
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Managing Peer Communications

Managing Peer Communications

® Managing Peer Communications
® Communications Manager
® Action Menu (Wrench Icon) Options

Communications Manager

Navigate to the Peering tab. Select "Communications" for the desired exchange to bring up the peer communications manager.

Equinix Palo Alto - Palo Alto, US
188.32.175.0/24 — 198.32.176.0/24 — 198.32.177.0/24 — 2001:504:d::/64

Current Peers: 4 Rejected Requests: 1 Sessions Tracked: 4
Qualified Peers: 114 Pending Requests: 1 Peers Without Sessions: 111
Not Qualified Peers: 1

Most Recent Request: DBolical Pty Ltd - 11/07/2014

Most Recent Peer: - 05/05/2015 —

( Communications .

The communications manager lists the current peer communications, allowing you to mark peering status and send out peering requests from the
interface. Current peers are denoted by a green check symbol under Peer; peers that are not qualified will show a red 'no entry' symbol. Request
shows the peering request status, which may be: none, sent, accepted, or rejected. Updates made to the communications status will be logged
under Notes.

Communications - Equinix Palo Alto

Peer ASN Name Request Notes
AS7575  AARNet Va
AS9264  Academia Sinica Network(ASNet) sent 2015-05-05 — Request sent to <t .coms — view ra
AS20940 Akamai Technologies ra
©  AS16509 Amazon.com 2014-10-28 — Session added: (ASB038/50.240.195.135) - (AS16509/198.32.176.36)

2014-11-04 — Session updated: (AS8038/50.240.195.137) - (AS16509/198.32.176.36)
2014-11-04 — Session updated: (AS8038/50.240.195.137) - (AS16509/198.32.176.36)
2014-11-04 ~ Session updated: (ASB038/50.240.195.137) - (AS16509/198.32.176.36)

AST14 Apple Inc 2014-10-28 — Session updated: (AS8038/10.0.0.1) - (AS714/198.32.176.237) Vil
2014-10-28 — Session added: (AS8038/10.0.0.1) - (AS714/198.32.176.237)
AS5TT Bell Canada Backbone Va
&  AS9498  Bharti Airtel Limited 2015-05-05 — Peer not qualified Vs
AS17451 Biznet Networks P
AS22781 Black Oak Computers Inc 2014-11-04 — Peer status reset V.
2014-11-04 — Peer not qualified
AS40739 BlinkMind, Inc. Va
close

Action Menu (Wrench Icon) Options
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Mark Existing Peer
Mark Mot Qualified Peer

Send Reguest

Select the wrench icon to manage the communication status:

Mark Approved: Marks the peer as approved. Available after receiving a request response.

Mark Existing Peer: Marks a peer as an existing one and removes the email request options.

Mark Not Qualified Peer: Marks a peer as "not qualified" and removes the email request options.

Mark Rejected: Marks the peer as rejected. Available after receiving a request response.

Reset Status: Resets the status of the peer, opening up the options to mark peer as existing, not qualified, or to send email requests.
Resend Request: Resends the peering request.

Send Request: Sends an initial peering request email to the peering coordinator. The email template pre-populates data based on peeringdb
data (To address, Subject line and Peering exchange information). You have the chance to edit the email prior to sending.
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Log
Log

The 6connect ProVision log provides detailed information on actions performed in ProVision.

.(%36 Dashboard Resources = +~ DHCP~ |IPAM~ Peering~ Log Reporting

Page: « 12345678910 ... 2877 » (143842 total) All Levels [ All Categories { ]

Time User P Level Category Message

2015-04-08 08:31:22 Unknown 2602:306 ccB4:6320:290¢:d981:e845:0abd  Informational User Sassion timeout.

2015-04-08 08:31:22 ops@éconnect.com 2602:306:cc64:6320:299¢:0881:@845:eabd Informational User ops@ swmr:lnsctcmn logged in via local
authentication

2015-04-08 08:31:12 ops@6connect.com 2602:306:cc64:6320:299¢:d981:e845:eabd  Informational User Session timeout.

2015-04-08 08:31:12 Unknown 2602:306:0c64:6320:299¢:0981:@845:eab4  Informational User Session timeout.

2015-04-07 13:33:02 ops@é6connect.com 2602:306,0c64:6320:9d29:3de4:3819:41c6  Informational IPAM Asaignigsllﬁ.ﬁo.mﬁl to Internal Lab (2218) via
Smart Assign

2015-04-07 13:33.02 ops@6connect.com 2602:306 cc64:6320 9d25:3de4:38f3:41c6  Informational Resource Updated intemal-lab (#2219)

2015-04-07 13:33:01 ops@6connect.com 2602:306,0064:6320:9d20:3de4:3819:41c6  Informational Resource ‘Added internal-lab (#2219)

2015-04-07 13:31:58 ops@6connect.com 2602:306:cc64:6320:9029:30e4:3819:41¢6  Informational Resource Added internal-lab (#2218)

2015-04-07 13:31:58 ops@6connect.com 2602:306.0064:6320:9d20:3de4:38f3:41c6  Warning User Invalid AP| request: RIR is required
{ipam_smartAssign)

2015-04-07 13:31:58 ops@6connect.com 2602:306:cc64:6320:9d29:3de4:3819:41¢c6  Informational Resource Deleted internal-lab (#2218)

2015-04-07 13:28:48 ops@6connect.com 2602:306:0c64:6320:9d20:3de4:38f9:41c6  Informational IPAM Reclaimed 10.8.1.0/30 from TestPool (1452)

2015-04-07 13:28:48 ops@6connect.com 2602:306.ccB4:6320:9029:3de4:3819:41¢6  Informational FResource Deleted testpool (#1452)

2015-04-07 13:28:39 ops@6connect.com 2602:306:cc64:6320:9d20:3de4:38f0:41c6  Informational IPAM Reclaimed 13.0.0.0/24 from Blah {1482)

2015-04-07 13:28:39 ops@6connect.com 2602:306 0c64:6320:9029:30e4:3819:41¢6  Informational Resource Deleted blah (#1482)

2015-04-07 11:46:26 ops@6connect.com 2602:306.cc64:6320:9d20:3ded 3819:41c6  Informational User opsﬁ&lamémpem‘cum logged in via local
authentication

2015-04-07 11:46:25 Unknawn 2602:306 ccb4:6320:9029:3de4:3819:41c6  Informational User Session timeout.

2015-04-07 11:46:15 ops@6connect.com 2602:306,0c64:6320:9d29:3de4:3819:41c6  Informational User Session imeout.

2015-04-06 15:38:41 Unknown 76.102.18.157 Informational User Session timeout.

2015-04-06 15:38:41 Unknown 76.102.18.157 Informational User Session timeout.

2015-04-06 15:16:35 Unknown 76.102.18,157 Informational User Session timeout.

Log Features
Search: Additional Details: Filters:

® Enter the search text above the ® Filter by notification level

* Clicking on a Resource log

Message column

item provides a link to the

[Test| g_] . [
wossage | resource's entry page g

Deleted testdelgte (#2175) - 9 Alert
Added testdelete (#2175) "--....l‘I Critical
Deloted testname (#2173)
Added testname (#2173) Lﬂg Attributes Errar
Deleted test-01 (#1561) Warning
BRI R ) Mo text attributes. Motice
Deleted test-far-delete (#2167) i

Go to resource Debug

\ y

® Filter by category

¥ All Categories

® Clicking on an API log item i Hser
provides additional details about 1AM
the AP call Sesotirce
Resource Holder
Log Attributes DN5
Ay Peering
[rarget] => ipam Assistant
[action] == gat
[biock] == 10,1 245 552 AP
[apiKey] ==
[nash] == C:Rid ) NTP
)
Device
Repaorting
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Reporting

Reporting

The ProVision Reporting tab provides an overview of program statistics, as well as a way to view and download activity information.

® Reporting
® Stats
® Reports
® User Activity
® Customer List
* |PAM
Stats

Items of interest provided under stats include most recent login, number of Resources, DNS zone breakdowns, IPAM hosts, and estimated IP

runout time.

.OOS Dashboard Resources~ DNS~ DHCP~ [IPAM~

Environment

Last Login:
Last User:

Total Resources:

Total Contacts:

IPAM Stats

IPv4 Public

Total IPv4 Hosts:

Total Assigned IPv4 Hosts:
Total Available |Pv4 Hosts:
IPv4 Assigned Date Range:
IPv4 Assigned Rate :

IPv4 Projected Runout :

IPv4 1918 (Private)

Total 1218 Hosts:

Total Assigned 1518 Hosts:
Total Available 1918 Hosts:
1918 Assigned Date Range:
1918 Assigned Rate :

1918 Projected Runout :

Reports

User Activity

12/15/2014 - 10:33:27
ops@Bconnect.com
435

1

1,187,264

3,600

1,183,674

09/16/2013 — 12110/2014 (450 days)
8 hosts/day

395 years, 163 days

33,620,208

3,160,418

30,459,790

11/01/2013 — 12/10/2014 (405 days)
7,804 hosts/day

10 years, 253 days

DNS Stats

Total Zones:
Forward Zones:
Reverse Zones:
Total NS Records:

IPvE

Total IPvE Hosts:

Total Assigned IPvE Hosts:
Total Available IPvE Hosts:

IPvB Assigned Date Range:

IPvB Assigned Rate :
IPvB Projected Runout :

ag7 Total A Records: 1883
664 Total AAAA Records: 1

323 Total PTR Records: 77412
3855 Total MX Records: 745

158,456,325,028,528,675,187,087,900,672
1,209,019,206,256,502,329,311,232
158,455,116,009,322,418,684,758,589,440
11/27/2013 — 11/03/2014 (341 days)
3,545,510,868,787,396,608,000 hosts/day
122443 years, 63 days

To run a User Activity report, simply select the user from the drop down menu and a desired date range for the report. Clicking on "Show Data"
will show the User, IP, Timestamp, and Action in a table at the bottom of the page. To export the data to .csv, simply select "Download CSV".
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User Activity

User:

All Users
From: 03/29/2015
To: 04/08/2015

Dowricad 05V

Customer List

The Customer List report reflects all Resources created under the Category of "Customer". Clicking on "Show Data" will show information

collected from the Contact Info and Tech Info gadgets, parent information, and IP / zone assignment counts. To export the data to .csv, simply
select "Download CSV".

Customer List

Show Daa

IPAM

The IPAM report is highly customizable, allowing you to view information for all aggregates or selected blocks.

Required Fields: IPv4 and/or IPv6 must be selected for the report.

Optional Fields: Assigned, SWIP status, Assignment / Update dates, RIR, Assigned to Resource, Region, Tag, and Generic Code (in this case,
"Datacenter1") are all optional parameters to narrow your results.

IPAM

All Aggregates « IPv4 4 IPv6 | Assigned? ~|SWIPed/RIR Synched?

Assignment Date:  From: 04/01/2015 | To: 04/08/2015 |Clear

Last Updated: From: To: Clear

RIR Assigned to Resource Region Tag DataCenteri
_|ARIN ~onn ~ Portland, OR ~Anycast ~ DCH

RIPE ~ 123 Department LAB ~San Jose, CA BB ~ DSs213
~ILACNI

636 Waverly ~ Atlanta, GA ~ BGP ~ Generic Coc

Donrioad G5V

Clicking on "Show Data" will show bar charts for Swipped/ Non-Swipped by RIR, host and utilization stats, as well as detailed block information.
To export the data to .csv, simply select "Download CSV".
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Showing IPv4/Pv6 blocks for all RIRs and all Customer(s)

IPv4 Swipped *;:I Pllr?n-smpped By IPv6 Swipped .;' I;d;nSwipped By

IPv4
Total Hosts  Assigned  Utilization
261 259 99.23%
RIR CIDR Net Mask Is Assigned Assigned To Assign Time Is Swipped Swip Time Generic Code Region VLAN Net Handle Cust
1918 104.00/31 31 No 6connect holding  2015-04-03 15:41:45  No Quito
ARIN 15001031 31 Yes Internal Lab 2015-04-07 13:33:02 No 100
ARIN 216.83.1.0:24 24 Yes 7connectLabs  2015-04-03 17:18:10  No ASH 101
ARIN 216832082 32 Yes 7eonneciLabs  2015-04-03 17:18:41 No ASH 101
IPv6
Total Hosts Assigned Utilization
4,951,760,157,141,521,099,596,496,896  18,446,744,073,709,551,616  0.00%
RIR CIDR Net Mask Is Assigned Assigned To Assign Time Is Swipped Swip Time Generic Code Region VLAN Net Hant
ARIN  2604:0bB0::/64 64 Yes 7connectLabs  2015-04-03 17:0757 No PDX
ARIN  2604:0b60:0:1:/128 128 Yes TconnectLabs  2015-04-03 17:08:07 No PDX
ARIN  2604:db60.0:1::1/128 128 No 7connect 2015-04-03 17:0202 No PDX

Note: The default number of entries returned in the Reporting section for either html or .csv is limited to 5000 rows. If more rows are
needed, the ProVision APl may be used to retrieve larger datasets.
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ProVision Admin Guide

Admin Guide

The ProVision Admin Guide provides information on features accessible with Admin level permissions within ProVision. For more detailed
information on features accessible in the standard user tabs , see the ProVision User Guide.

Accessing the ProVision Admin section

To access the Admin area, click the gear icon at the top right section of the header from any page. From there, select "Admin". You will then have
access the Admin section tabs of ProVision, and will see the Admin Preferences page.

‘006 Dashboard Resources + DNS + DHCP ~ IPAM -~ Peering ~ Log Reporting

User Preferences
Default Dashboard - + Add Widget . Edit Layout # Reset Dashboard M Save as werauncayous

Leaving the ProVision Admin section

To leave the Admin area, simply click the "Exit Admin" link in the navigation bar. You will be redirected to the Dashboard.

.006 IPAM Admin ~ VLAN Admin > DNS Admin~ Datalmport Users APl Scheduler Exit Admin o} =

This product is licensed to and expires in 31 days. Display EULA

Application Settings Logging Options

Table of Contents

Admin Preferences
Authentication Options
IPAM Administration
VLAN Administration
DNS Administration
Importing Your Data
Users & Permissions
API| Tab

Scheduler

SWIP / RIR Integration
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Admin Preferences

Overview

%6 IPAM Admin = VLAN Admin + DNS Admin~ Datalmport Users APl Scheduler

This product is licensed tc

Application Settings Logging Options
Time Zone America/Los_Angeles kel Remote Log IP
Company Name Beonnect QA 5.1.3 Remote Log Port 3333
Generic name Customer Remate Log Method TGP B
Header Image fimages/topbar-logo.png Remote Log Backup IP
6401122;: File Mo file chosen Frariet Loy Bacg: Pon -
Support Emai suppor@econnect com L A
Support Phone +1 (B50) 646-2206 Remota Log Facility Local1 (17) [& (syslog only)

Peering Settings Authentication Options

The Admin Preferences page is the home page of the Admin section of ProVision where general platform preferences may be set.

To access it, click the gear icon at the top right section of the header. From there, select "Admin". You will then have access the Admin section
tabs of ProVision, and will see the Admin Preferences page.

® QOverview
® Video Walkthrough
® License Info
® Application Settings
® Application Settings - Local Installation
® Peering Settings
® Backup Settings
® Manual Backup - 6connect Cloud:
® Manual Backup - Alternate Server:
® Backup Settings - Local Installation
® Logging Options
® Authentication Options
® RADIUS authentication options (local install only)
® LDAP authentication
® Templates

Video Walkthrough

License Info

and expires in 31 days. Display EULA

This product is licensed tc
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This section provides basic information on your 6connect license including the option to view the EULA and check your license status.

Application Settings

Application Settings is where you provide company specific info that appears in the header and Dashboard.

Application Settings

Time Zone America/Los_Angeles x
Company Name 6connect
Generic name Customer
Header Image fimages/topbar-logo.png
64 x 38px

Choose File No file chosen
Support Email

Support Phone

Time Zone: Supported Time zones are listed here: {EXT} http://www.php.net/manual/en/timezones.php. Default value is ('America/Los_Angeles')
and can be modified at any time via the drop down menu

Company Name: Enter the preferred name for your company to be used.

Generic Name: This "short" name is used in abbreviated location for the "Customer" tab label, "Customer" and "Site" are common entries.

Header Image: Select an image file for the header

Support Email: Support Email address that displays on the Dashboard
Support Phone: Support phone number that displays on the Dashboard
Application Settings - Local Installation

Additional settings are available for local installations:
w Local installations: Click here for additional settings...

172



Application Settings

Time Zone America/Los_Angeles ﬁ
Company Name 6connect
Generic name Customer
Header Image /images/topbar-logo.png

64 x 38px

Choose File = No file chosen

Support Email support@86connect.com
Support Phone +1 (650) 646-2206
Path to PHP /usr/local/php5/bin/php (X
Path to Nmap {/usr/local/bin/nmap
Nmap Options -0G {{file}} -sn {{netblock}}

Path to PHP (Local Installation): The directory path to php location
Path to Nmap (Local Installation): The directory path to nmap location

Nmap Options (Local Installation): The directory path to nmap location

Peering Settings

Peering Settings

ASN 8038,20940

Numbers only. For multiple ASNs, use a comma-

separated list. e.g. 1234,5678
Update

VRF Support v

ASN : Enter the ASN(s) that will be used for Peering. Separate multiple ASNs with a comma.

VRF Support: Check to enable adding the VRF gadget to the router Section. Currently, only supports Cisco routers.

Backup Settings
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Backup Settings

Manual Backup
Backup Location: @ 6connect Cloud () Alternate Server

Backup now: Backup Now

For cloud users, regular backups can be set up through the Scheduler. However, prior to imports or other large changes, you may wish to
manually perform a backup.

Backup Location: The backups may be sent to the 6connect cloud, or to a specific server in the Resource system. Select the radio button for the
desired location.

Manual Backup - 6¢connect Cloud:

Select "6connect Cloud" as your backup location, then click on the "Backup Now" button. You will see a success message below the button if
successful.

Backup Settings

Manual Backup
Backup Location: @ 6connect Cloud ) Alternate Server

Backup Now

Success

Backup now:

Manual Backup - Alternate Server:

Select "Alternate Server" as your backup location, then select a server Resource that exists in ProVision to send the backup. After selecting your
server, click on the "Backup Now" Button.

Backup Settings

Manual Backup
Backup Location: ” ) 6connect Cloud @ Alternate Server

Alternate Server| Select a Resource v | —
Backup now: ‘ Backup Now '

If selecting a server Resource in ProVision for the backup, verify that the server fields Hostname, Username, and Password are filled in
and correct.

174



Backup Settings - Local Installation

Additional settings are available for local installations:
~ Local installations: Click here for additional settings...

Backup Settings

Location
mysqgldump

/usr/bin/mysql ©

File permissions: 0755

Manual Backup

Backup Location: @ 6connect Cloud Alternate Server

Backup now: Backup Now

Location of mysqldump (Local Installation): This is the location of the mysgldump directory.

Logging Options

Logging Options

Remote Log IP

Remote Log Port
Remote Log Method
Remote Log Backup IP

Remote Log Backup Port
Remote Log Backup Method
Remote Log Type

Remote Log Facility

3333
TCP &

v

UDP &
"JSON &

“Locali (17) 4) (syslog only)

Remote Log IP: Target IP address that we will send log information to

Remote Log Port: Port number for the syslog server you will send log information to

Remote Log Method: Select TCP, UDP, SSL from the dropdown for the log delivery method

Remote Log Backup IP: Target IP address for the Backup syslog server you will send log information to

Remote Log Backup Port: Port number for the Backup syslog server you will send log information to

Remote Log Backup Method: Select TCP, UDP, SSL from the dropdown for the log delivery method

Remote Log Type: Select SysLog format or JSON output

Remote Log Facility: Select the Facility - applies to syslog only
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Authentication Options

Authentication Options

60 (minutes) This value controls how long

Maximum Session Idle a session can stay idle before being forced to log

in again.
RADIUS functions are available.
Radius Enable
Radius Server Address
Radius Authentication Port 0
Radius Accounting Port 0

Radius Key
The Radius key is the Radius Server Secret.

Radius servers must be configured with the 6connect dictionary, located here.

LDAP functions are available.

LDAP Enable %

LDAP Server Address ad.6connect.com

LDAP Port 389

LDAP Security (Nore 3) BEECH

LDAP Auth DN List ¢cn=%L0OGIN%,ou=people,dc=6con
LDAP Fetch DN cn=%L0OGIN%

The DN strings used to first authenticate the 6connect user and then to retrieve their
permissions.

The string '%LOGIN%' should be inserted in place of the user's common name in
both strings.

ex: cn=%LOGIN%,ou=people,dc=6connect,dc=com
Each Auth DN string will be tried in order until a user successfully authenticates.

LDAP servers must be configured with the 6connect schema, located here.

Maximum Session Idle: This setting (minutes) controls how long a session can stay idle before being forced to log in again.

RADIUS authentication options (local install only)
Note: For implementation details, go here.
Radius Enable: Check this box to enable RADIUS functionality.

Radius Server Address: Set to the IP address of your radius server. If this is specified, it will force authentication over radius.

176



Radius Authentication Port: Set to the port for authentication. Default port is 1812
Radius Accounting Port: Set to the port for radius accounting. Default port is 1813

Radius Key: Set to the shared key of your radius server

LDAP authentication

Note: For implementation details, go here.

LDAP Enable: check the box to enable LDAP functionality.

LDAP Server Address: Set the IP address of your LDAP server.

LDAP Port: Set the port for your LDAP server

LDAP Security: Select the security method of your LDAP server - SSL, TLS or None

LDAP Auth DN/Fetch DN: These strings are used to first authentication the 6connect user and then to retrieve their permissions. The string
'%LOGIN%' should be inserted in place of the user's common name both strings. (ex: cn=%LOGIN%,ou=people,dc=6connect,dc=com)

Mapping Permissions to 6connect schema: To integrate 6connect permissions with your existing directory structure then you will need the
6connect schema. It should snap in with any existing LDAP structure and allow you to assign 6connect permissions to your existing users. You
can download a copy of the schema from this section.

Templates

Email Templates

Customer Notification

Our Provisioning Department will be in touch with the specific
information

5 days prior to your turn-up on the Network Information Sheet. If
you are not

certain of that date, please contact your Account Executive.

Thank you,
IP Analyst

Customer Notification (existing)

Gateway:
Usable 1Ps: 300000000 XXX - X0 X000 XXX XXX
Netmask: 255.255.255.xxx

These IPs are active and ready for your use.
Please contact our Hostmaster Team via

if you wish to set up reverse DNS
information for these new addresses.

This is where you can edit outgoing email templates for IP block assignments.

To edit, click inside the text area box, make the desired changes, then click the "Update" button.

After making changes to settings, clicking any "Update" button will save your changes for all sections of the page, not just the section
the update button is contained in.
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Authentication Options

Authentication

6connect ProVision~ Suite

User Name

Password

C=IOf o

&6 connect’

i

Depending on the authentication method chosen by your organization, there may be a separate authentication to login or logout of the application
via the drop down menu.

Change Order of Login Menu Dropdown
The drop down menu defaults to "local" - if you are using another authentication method, you can use the following to change the

default ordering and improve usability.
In the file data/globals.php, add a line:

define('DEFAULT LOGIN TYPE', 'ldap');

Acceptable values instead of 'ldap' are 'local', 'radius' and 'ldap".

By default, credentials are managed via the local authentication mechanism provided by 6connect. See the following sections for more detail
authentication configurations:

® | DAP Authentication
® | DAP Authentication on Windows Server
®* RADIUS Authentication
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LDAP Authentication

LDAP Authentication

To setup an LDAP server for authentication, you must perform the following three procedures:

® LDAP Authentication
® Configure the LDAP Server:
® LDAP Schema - Example
® Creating a LDAP User:
® Test the LDAP Server
® Configure ProVision for LDAP Authentication

Configure the LDAP Server:
Configuring the LDAP server involves ((adding the schema)) and adding LDAP users / groups to the server:
LDAP Schema - Example

attributetype (1.3.6.1.4.1.5023215.2.3.21 NAME 'sixConnGroup' SYNTAX
1.3.6.1.4.1.1466.115.121.1.15 ) objectclass ( 1.3.6.1.4.1.5023215.2.4.2 NAME

'sixConnectPermissionsV2' DESC '6Connect Permissions Object v2' SUP top AUXILIARY MUST (
sixConnGroup ) )

Creating a LDAP User:

SSH into your openLDAP server and create a new 'ldif' file. Example:

dn: cn=JoeSmith,ou=people,dc=6connect,dc=com
cn: JoeSmith

sn: JoeSmith

objectclass: top

objectclass: person

objectclass: sixConnectPermissionsV2
sixConnGroup: "Global Admins"
sixConnGroup: "IT Engineering"
sixConnGroup: "Sales"

sixConnGroup: "Customer Admin"
userPassword: testpass

To create a new user, make a new Idif file and change all instances of "JoeSmith" to whatever username you wish to create and update the
password. Keep all of the object class definitions as listed above. Add a sixConnGroup declaration for each ProVision user group a user is in.

After the file is created, run the following command to add the new user to LDAP server:

ldapadd -h [SERVER] -x -f [LDIF FILE] -D [ROOTDN] -w [ROOT PW] -v

Example:

ldapadd -h localhost -x -f 6connect.ldif -D "cn=Manager,dc=6connect,dc=com" -w secret -v

The user will now be active in openLDAP and can be used to login to ProVision.

Test the LDAP Server
To query the LDAP server, run the following command on any server which has openLDAP enabled:

ldapsearch -b [BASE] -h [IPADDRESS] -D [DOMAIN] -w [PASSWORD] [USER]
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Note: We have not been able to use a v6 address at with this tool, even though multiple sources say it should work.
At the end of the command where [USER] is specified, user or groups can be used (in LDAP format) to query.
Example:

ldapsearch -b "dc=6connect,dc=com" -h 50.240.195.129 -D
"cn=Mayor,ou=people,dc=6connect,dc=com" -w testpass "cn=MajorMiner"

Configure ProVision for LDAP Authentication

To configure the use of LDAP authentication with ProVision, follow the steps below.

Log into 6connect ProVision

Go to Admin -> General Settings -> Authentication

Click the LDAP Enable checkbox.

Fill in the hostname or ip address, authentication port, LDAP Security, Auth DN, and Fetch DN.
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Authentication Options

60 (minutes) This value controls how

Maximum Session Idle long a session can stay idle before being forced
to log in again.

RADIUS functions are available.
Radius Enable &

Radius Server Address

Radius Authentication Port 0
Radius Accounting Port 0
Radius Key

The Radius key is the Radius Server Secret.

Radius servers must be configured with the 6connect dictionary, located here.

LDAP functions are available.

LDAP Enable

LDAP Server Address

LDAP Port 389

LDAP Security None

LDAP Auth DN List cn=%LOGIN%,ou=people,dc=6con
LDAP Fetch DN cn=%LOGIN%

The DN strings used to first authenticate the 6connect user and then to retrieve their
permissions.

The string '%LOGIN%' should be inserted in place of the user's common name in
both strings.

ex: cn=%L0OGIN%,ou=people,dc=6connect,dc=com

Each Auth DN string will be tried in order until a user successfully authenticates.
LDAP servers must be configured with the 6connect schema, located here.

Example values in this case would be:
LDAP Enable: (Checked)

LDAP Server Address: 52.240.195.12
LDAP Port: 389 (or SSL/TLS port is 636)
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LDAP Security: None
LDAP Auth DN: cn=%LOGIN%,ou=people,dc=6connect,dc=com
LDAP Fetch DN: ¢cn=%LOGIN%

Setting default login authentication options
In the login screen, you would select the authentication method from the dropdown. If you like, you can set the default login option in the
following way:

Go to the /data/globals.php and open in vi (or other editor). Add in the following text as the last line of the file (before the closing 7>)

define('DEFAULT_LOGIN_TYPE!, 'radius');

Acceptable values are "local", "radius" and "ldap". If this line is not present in globals.php, the default option is "local".

Using SSL encryption
To use SSL encryption with LDAP, the Idap.conf file must be correctly configured on the ProVision server.

Typically, the LDAP configuration file is kept at "/etc/Idap/Idap.conf'. Make sure the following line is present:
TLS_REQCERT allow

and restart the webserver.
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LDAP Authentication on Windows Server

LDAP Authentication on Windows Server

Starting in 3.6, ProVision supports LDAP authentication (including Windows Server!). To setup an LDAP server for authentication, you must
perform the following procedures:

¢ LDAP Authentication on Windows Server
® Configuring the LDAP functions on your Windows Server
® LDAP Schema - Example
® LDAP User Example
® Test the LDAP Server
® Configure ProVision for LDAP Authentication

Configuring the LDAP functions on your Windows Server

You should confirm these steps with your LDAP admin - the purpose of this walkthrough is to provide some level of detail on how to extend LDAP
functionality to support integration with an application like ProVision.

Step 1: Prepare to extend the Schema (http://technet.microsoft.com/en-us/library/cc961754.aspx)
This is not a minor operation and requires interaction with various control modification areas of Windows Server:

® |f you have not modified the schema before, you will need to use the Active Directory Schema console on a DC (Domain Controller) to
permit write access to the DC schema.

® Since the schema object has dedicated permissions, admins must be a member of the Schema Administrator group (Schema Admins).

® Note that the DC that is holding the Schema Master Role is the only one allowed to write to it.

Step 2: Decide on method for Installing/executing Schema Extensions (http://technet.microsoft.com/en-us/library/cc961742.aspx)
If you have already used other AD integrations, this should be straightforward. We recommend using the LDIF script method

Step 3: Add and Modify a Schema Object (http://technet.microsoft.com/en-us/library/cc961575.aspx)

To add a new attribute to the schema, you first have to create a attribute object. The you will need to complete the following steps:

® Select a name for the attribute (ProVision assumes that the name will be 'sixConnGroup')
® Get a valid Object Identifier (OID) from an issuing authority (http://msdn.microsoft.com/en-us/library/ms677620.aspx)

Generate an Object Identifier
Microsoft has released a script that can generate an Object Identifier (OID):
https://gallery.technet.microsoft.com/scriptcenter/56b78004-40d0-41cf-b95e-6e795b2e8a06

Document the attribute syntax

Confirm that the attribute should be single-value

Confirm the attribute indexing behavior

Decide if the attribute needs to be distributed to the Global Catalog

LDAP Schema - Example

attributetype (1.3.6.1.4.1.5023215.2.3.21 NAME 'sixConnGroup' SYNTAX
1.3.6.1.4.1.1466.115.121.1.15 ) objectclass ( 1.3.6.1.4.1.5023215.2.4.2 NAME
'sixConnectPermissionsV2' DESC '6Connect Permissions Object v2' SUP top AUXILIARY MUST (
sixConnGroup ) )

LDAP User Example

SSH into your openLDAP server and create a new 'ldif' file. Example:
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dn: cn=JoeSmith,ou=people,dc=6connect,dc=com
cn: JoeSmith

sn: JoeSmith

objectclass: top

objectclass: person

objectclass: sixConnectPermissionsV2
sixConnGroup: "Global Admins"
sixConnGroup: "IT Engineering"
sixConnGroup: "Sales"

sixConnGroup: "Customer Admin"
userPassword: testpass

To create a new user, make a new Idif file and change all instances of "JoeSmith" to whatever username you wish to create and update the
password. Keep all of the object class definitions as listed above. Add a sixConnGroup declaration for each ProVision user group a user is in.
After the file is created, run the following command to add the new user to LDAP server:

ldapadd -h [SERVER] -x -f [LDIF FILE] -D [ROOTDN] -w [ROOT PW] -v

Example:

ldapadd -h localhost -x -f 6connect.ldif -D "cn=Manager,dc=6connect,dc=com" -w secret -v

The user will now be active in openLDAP and can be used to login to ProVision.

Test the LDAP Server

To query the LDAP server, run the following command on any server which has openLDAP enabled:

ldapsearch -b [BASE] -h [IPADDRESS] -D [DOMAIN] -w [PASSWORD] [USER]

Note: We have not been able to use a v6 address at with this tool, even though multiple sources say it should work.
At the end of the command where [USER] is specified, user or groups can be used (in LDAP format) to query.

Example:

ldapsearch -b "dc=6connect,dc=com" -h 50.240.195.129 -D
"cn=Mayor,ou=people,dc=6connect,dc=com" -w testpass "cn=MajorMiner"

Configure ProVision for LDAP Authentication

To configure the use of LDAP authentication with ProVision, follow the steps below.

® Log into 6connect ProVision

® Go to Admin -> General Settings -> Authentication

® Click the LDAP Enable checkbox.

® Fill in the hostname or ip address, authentication port, LDAP Security, Auth DN, and Fetch DN.
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Authentication Options

60 (minutes) This value controls how

Maximum Session Idle long a session can stay idle before being forced
to log in again.

RADIUS functions are available.
Radius Enable &

Radius Server Address

Radius Authentication Port 0
Radius Accounting Port 0
Radius Key

The Radius key is the Radius Server Secret.

Radius servers must be configured with the 6connect dictionary, located here.

LDAP functions are available.

LDAP Enable

LDAP Server Address

LDAP Port 389

LDAP Security None

LDAP Auth DN List cn=%LOGIN%,ou=people,dc=6con
LDAP Fetch DN cn=%LOGIN%

The DN strings used to first authenticate the 6connect user and then to retrieve their
permissions.

The string '%LOGIN%' should be inserted in place of the user's common name in
both strings.

ex: cn=%L0OGIN%,ou=people,dc=6connect,dc=com

Each Auth DN string will be tried in order until a user successfully authenticates.
LDAP servers must be configured with the 6connect schema, located here.

Example values in this case would be:
LDAP Enable: (Checked)

LDAP Server Address: 52.240.195.12
LDAP Port: 389 (or SSL/TLS port is 636)
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LDAP Security: None
LDAP Auth DN: cn=%LOGIN%,ou=people,dc=6connect,dc=com
LDAP Fetch DN: ¢cn=%LOGIN%

Setting default login authentication options
In the login screen, you would select the authentication method from the dropdown. If you like, you can set the default login option in the
following way:

Go to the /data/globals.php and open in vi (or other editor). Add in the following text as the last line of the file (before the closing 7>)

define('DEFAULT_LOGIN_TYPE!, 'radius');

Acceptable values are "local", "radius" and "ldap". If this line is not present in globals.php, the default option is "local".

Using SSL encryption
To use SSL encryption with LDAP, the Idap.conf file must be correctly configured on the ProVision server.

Typically, the LDAP configuration file is kept at "/etc/Idap/Idap.conf'. Make sure the following line is present:
TLS_REQCERT allow

and restart the webserver.
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RADIUS Authentication

RADIUS Authentication

ProVision supports 6connect vendor-specific attributes (VSAs) for use with RADIUS authentication. To use these attributes, you must perform the
following procedures:

* RADIUS Authentication
® Add the 6connect VSA to the Radius Installation

® Configure Radius Accounts
® Test Radius Accounts
® Configure ProVision for Radius Authentication

Add the 6connect VSA to the Radius Installation

To use the 6connect VSA, the attributes must be defined on the RADIUS server. Add the following RADIUS dictionary file to your RADIUS server
and name it dictionary.6connect:

ProVision 4.0 and greater:

VENDOR 6connect 36009
BEGIN-VENDOR 6connect

ATTRIBUTE 6connect user group 10 string
#A 6connect User Group to which this user belongs.

END-VENDOR 6connect

Make sure to add the following to the primary dictionary file: $INCLUDE dictionary.6connect

Configure Radius Accounts

On the Radius server, configure the user accounts that will have access to the ProVision system.
An example of a ProVision account configuration for the user file on a Freeradius system for ProVision 4.0 and greater:

Example: To add a new radius user, edit the 'users' file found at /etc/raddb/users and add a block like:

Setting up a RADIUS account

bobber Cleartext-Password := "hello"
6connect _user group = "Global Admins,Group 2,Group 1,Group Nonexistant"

The Radius server must be restarted every time you add, remove, or modify users. To restart the Radius server, use this command:
/etc/init.d/radiusd restart

Note on RADIUS attributes
There are many Radius attributes, but '6connect_user_group' is the one used by 6connect ProVision. It is a comma-separated list of all

the group names that the user belongs to.
Test Radius Accounts

For ProVision 4.0 and higher, test and response should look like the following:

To query a radius server, use the following command format:
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radtest [USERNAME] [USERPASSWORD] [SERVER] 0 [SECRET]

Example:

radtest bobber hello 208.39.140.106 0 6connect

A successful response will look like this:

Sending Access-Request of id 198 to 208.39.140.106 port 1812
User-Name = "bobber"

User-Password = "hello"

NAS-IP-Address = 67.221.240.229

NAS-Port = 0

Message-Authenticator = 0x00000000000000000000000000000000

rad recv: Access-Accept packet from host 208.39.104.106 port 1812, id=198, length=69

Attr-10 =

0x476c6£62616c2041646d696e732c47726£757020322¢c47726£757020312c47726£7570204e6£6e6578697374

A rejected response may look like this:

Sending Access-Request of id 68 to 208.39.140.106 port 1812
User-Name = "bobberbro"

User-Password = "hello"

NAS-IP-Address = 67.221.240.229

NAS-Port = 0
Message-Authenticator

0x00000000000000000000000000000000

rad _recv: Access-Reject packet from host 208.39.104.106 port 1812,

Configure ProVision for Radius Authentication

To configure the use of Radius authentication with ProVision, follow the steps below.

® Log into 6connect ProVision
® Go to Admin -> Authentication

id=68, length=20

® Ensure that Radius functions are marked as available. Radius functions are always available on 6connect cloud instances. Radius
functions are available on VM Images and Local Installations only if the relevant PHP Pear Radius Libraries have been installed.

Authentication Options

60 (minutes) This value controls how
long a session can stay idle before being forced

Maximum Session Idle
to log in again.

RADIUS functions are available.
Radius Enable

Radius Server Address

Radius Authentication Port 0
Radius Accounting Port 0
Radius Key

The Radius key is the Radius Server Secret.

Radius servers must be configured with the 6connect dictionary, located here.

® Click the Radius Enable checkbox.
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® Fill in the hostname or ip address, authentication ports, accounting port, and shared Radius key as specified.

Setting default login options
In the login screen, you would select the authentication method from the dropdown. If you like, you can set the default login option in the

following way:

Go to the /data/globals.php and open in vi (or other editor). Add in the following text as the last line of the file (before the closing 7>)
define('DEFAULT_LOGIN_TYPE!, 'radius');

Acceptable values are "local", "radius" and "ldap". If this line is not present in globals.php, the default option is "local".
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IPAM Administration

Overview

.006 IPAM Admin ~ VLAN Admin~ DNSAdmin~ Datalmport Users APl Scheduler Exit Admin Q,_

IPAM Lists Management: Holding Tank Management:
Edit IPAM Tags Process Holding Tank now (Set to 3 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown LIR Management:
Edit IPvé Subnets Dropdown Add/Edit/Update LIRs

Configuration Management:
IPAM Configuration

IPAM Administration is accessed through the Admin area of ProVision. It includes sections to manage IPAM Lists, the Holding Tank, LIR, and
IPAM Configuration.
® Overview
* |PAM Lists Management
IPAM Configuration

L]
® Holding Tank Management
® LIR Management and Use

IPAM Lists Management
These links are to the respective IPAM Parameters that are available for customization - tags, regions, and subnets. Go to the IPAM Parameters

page for more details and examples for customization.

IPAM Configuration

IPAM Configuration

Holding Tank Days 3
IPv4 Block Scanner Enable
IPv4 Block Scanner Max Block Size /24
Regions Enable
Generic Code Per Block Enable
Generic Code Per Block Display
Generic Code Per Block Name Generic Code
RIPE Database ©RIPE ' TEST
Show /32 or /128 mask for statics
Merge after unassign When enabled, PraVision will merge unassigned blocks into the
largest possible block within an aggregate
Enable Map View
Default Tag Selection Mode © Standard
Strict
Exclude
Update Back To IPAM Admin

Holding Tank Days: This is the number of days that a block will be held in "Holding" status before being available to be moved to the Available
pool, and thus ready to be assigned. By default this is initially set to 30 days.

IPv4 Block Scanner Enable: This is a beta feature that allows a user to scan a block of IPv4 space and show host counts of responding
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addresses.
IPv4 Block Scanner Max Block Size: The max size (mask) the IPv4 Block Scanner considers.

Regions Enable: Check the box to enable "Region" tags for IP blocks. This will add a "Region" column to the IPAM Manage screen. Values may
be set from "Edit IPAM Regions" under IPAM Admin - IPAM Lists Management.

Generic Code Per Block Enable: Check this box to enable this function. This will enable an additional custom field per IP Block.
Generic Code Per Block Display: Check this box to display this custom field.

Generic Code Per Block Name: This is the label that will be displayed for the Generic Code field.

RIPE Database: Select the desired database

Show /32 or /128 mask for statics: Enable to show /32 or /128 masks.

Merge after unassign: Select to automatically merge adjacent blocks when they become available after unassign.

Enable Map View: Select to enable a map view of assigned aggregates on the IPAM tab, determined by assigned region.

Default Tag Selection Mode: Set which radio button will be selected by default when working with tags in the IPAM Gadget

Holding Tank Management

When IPv4/IPv6 resources are reclaimed, they are placed into the "Holding Tank". This feature allows for a block to stay out of the available
address pools until the administrator approves it. Go to the Holding Tank Management page for more details.

LIR Management and Use

ProVision supports multiple LIRs from the Ul. This allows users to select from various LIRs when they want to update SWIP/RPSL information for
a subnet allocation. Go to the LIR Management and Use page for more details.

Additional Information:
® |PAM Parameters

® Holding Tank Management
® LIR Management and Use
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IPAM Parameters

IPAM Parameters - Overview

IPAM Lists Management is access from the Admin section of ProVision, under the IPAM Admin tab. Through this
area, admin users can update IPAM tags, regions, IPv4 subnets, and IPv6 subnets.

IPAM Lists Management:
Edit IPAM Tags
Edit IPAM Regions
Edit IPv4 Subnets Dropdown
Edit IPv6 Subnets Dropdown

® |PAM Parameters - Overview
® Add/ Edit IPAM Tags
® Add/ Edit Regions
® Add/ Edit IPv4 / IPv6 Subnet Dropdowns

Add / Edit IPAM Tags

When you are applying properties to IP blocks, you have the option to edit tags. IPAM Tags are used in a number of areas in ProVision and can
be added or edited from this screen.

To add a new IPAM tag, click on "Add Tag" at the top of the Edit IPAM Tags page.

© Add Tag

Edit List: IP Tags
Sort List Alphabetically

Value
= Anycast @
= BB @
= BGP @
= Cable @
= Customer @
=  |DHCP )
= DNS @
= DSL @
= Dev @

Then, type in the desired name value for the new tag, and hit "Add Tag".

Value

Add Tag
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To edit a tag, simply type your changes in to the text box with the tag name. Tags with unsaved changes will be highlighted until saved.

To delete a tag, click on the red "delete" symbol to the right of the tag name.

\New Tag 2|

@

When complete, be sure to click on the "Save" button to save your changes.

Add / Edit Regions

If enabled, Regions can function as a way to further define your network segments (regional tie-downs, etc.). This gives you flexibility for

allocations and assignments beyond simply using Tags. Regions are used by the IPAM Gadget, the IPAM Manage Ul, and IPAM Map View.

The Regions display includes fields for Value, Name, and Address. 'Name' is the region name that will show in the IPAM Gadget and IPAM

Manage screens, whereas 'Value' is the value that will be written to the database, used for API calls, and is also used for some filter selectors.
The Address field is used by IPAM map view to geolocate aggregates with that assigned region. Address may be in the form of a City / State /
Country or a full street address. The more accurate your address information, the more accurate map view will be with your aggregate locations.

To add a new Region item, type in a new Value and Name into the empty fields at the bottom of the list.

Edit Regions

You are editing the regions dropdown.

Order Value Name Address Action
¥ ASH1 ASH1 43330 Junction Plaza #110 Ashburn, VA 20147 2
A ¥ ASH Ashburn, VA Ashburn, VA, USA =)
A W |ATL Atlanta, GA Atlanta, GA, USA Update @
A ¥ Boston, MA Boston, MA Boston, MA, USA @
L ¥ CHP Champaign Champaign, IL, USA @
.\ ¥ [ORD Chicago, IL Chicago, IL, USA @
& ¥ Cincinnati Cincinnati Cincinnati, OH, USA 2
5 ¥ DEN Denver, CO Denver, CO, USA @
& ¥ FRF Frankfurt, GR Frankfurt Avenue, Egg Harbor City, NJ 08215, USA @
A ¥ LON London, UK London, UK 2
L ¥ LAX Los Angeles, CA Los Angeles, CA, USA @
AT Miami, FL Miami, FL, USA @
L ¥ |NYC2 NYC2 @
L W PHX Phoenix, AZ Phoenix, AZ, USA Update @
L ¥ PDX Portland, OR Portland, OR, USA @
A ¥ Quite Quito Quito, Ecuador @
L ¥ sJC San Jose, CA San Jose, CA, USA @
\ ¥ sy Silicon Valley, CA Silicon Valley, CA, USA @
L ¥ VAN Vancouver Vancouver, WA, USA €]
4 ¥ 1AD Washington DC Washington, DC, USA Update @
A |sTL St. Louis Saint Louis, MO, USA Update @

— Add Element

Reset order to
alphanumeric

Back To IPAM Admin

Then, click "Add Element.
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A W VAN Vancouver Vancouver, WA, USA

A W 1AD Washington DC Washington, DC, USA
A STL St. Louis Saint Louis, MO, USA
MKE Milwaukee -Mi\waukee‘ Wi i Add Element

Back To IPAM Admin

The new region entry will be added to the bottom of the region list. From here, you can manually set the entry's position in the list by clicking the
up/down arrows to the left of the entry.

LR T oL ¥ QA YT VENLIUYTE, YEO, W

o I
L ¥ 1aD Washington DG Washington, DC, USA @
A ¥ [sTL St. Louis Saint Louis, MO, USA @
MKE Milwaukee Mitwaukee, W1 =
Add Element
Back To IPAM Admin
You may also automatically sort into alphabetical order by clicking the "Reset Order to Alphanumeric" link at the top of the page.
Edit Regions
. . Reset order to
You are editing the regions dropdown. sinhaaviern
Order Value Name Address Action
¥ ASH1 ASH1 43330 Junction Plaza #110 Ashburn, VA 20147 Update e
A W ASH Ashburn, VA Ashburn, VA, USA Update )]
W AT Atlanta A Atlanta A 1ISA m =5

To edit a region, simply type your changes in to the text box with the region name. Then, click on the "Update" Button.

To delete a region, click on the red "delete" symbol to the right of the region name.

Add / Edit IPv4 / IPv6 Subnet Dropdowns

When assigning blocks using the "Smart Assign" function in the IPAM Gadget, the user has an option to assign an IP resource by allocation size.
ProVision supports assignments down to a single host level (/32 for IPv4, /128 for IPv6).

Note on Editing the Subnet Dropdown
Keep in mind that this is a global edit. If the values in the dropdown are changed, it will affect ALL users of the ProVision application

To add a new Subnet item, click on "Add ltem" at the top of the Edit List: IPv4 or IPv6 Subnets page.
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‘006 IPAM Admin ¥ DNS Admin  Data Import Users APl Templates

& Add ltem

Edit List: IPv4 Subnets

Sort List Numerically
Value

20

Il

23

Il

24

ll

25

i

26

27

Il

Il

28

Il

29

1l

30

Il

31

32

Back To IPAM Admin

Display
/20

/23
24
125
126
127
/28
29
/30
/31

132

© © ©0©0©0 0000 0 ©

Then, type in the desired Value and Display value for the Subnet, and hit "Add Item".

Value Display
22 f22

After adding a new item, it will show at the bottom of the list highlighted in yellow. Hit "Save" to save your changes.

Il

31

Il

32

22

Il

Back To IPAM Admin

/31
/32

/22

©
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To edit a subnet, simply type your changes in to the text box. Entries with unsaved changes will be highlighted until saved.

After adding or editing a subnet, you may wish to clean up the list order by hitting "Sort List Numerically" at the top of the page to reset the list
order including the new entry.

To delete a subnet, click on the red "delete" symbol to the right of the subnet entry.

When complete, be sure to click on the "Save" button to save your changes.
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Holding Tank Management
Holding Tank Management

How it Works

The "Process Holding Tank now" link will move any block assigned to "Holding" to its relevant "Available" pool. This command will process ALL
addresses assigned to "Holding" depending on their age. The default time for release to "Available" is 30 days. If a block has not been in the
holding tank for that specified length of time, it will not be released using this feature (it can be released manually per record at any time) . The
threshold for the number of days in the Holding Tank is set in the main Admin Preferences page and is customizable.

Process Holding Tank

5 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

Block Region DataCenter1 Tags VLAN Last Updated
10.0.1.0/24 Quito Anycast, BB 2015-03-06 11:00:05
10.5.64.0/18 Quito Customer 2015-03-06 11:01:14
10.48.0.0/12 LAX Anycast, Customer 2015-03-06 11:04:50
10.128.0.0/12 2015-03-06 11:01:47
10.144.0.0/12

2015-03-06 11:01:50

Back to IPAM Admin

When an administrator elects to process the Holding Tank, it will show the information above.

Pro-Tip!

If you need to do a bulk "empty" of the holding tank. Set the time for release to "0" days. This will allow you to process the holding tank
for all blocks that are in the Holding Tank.

Holding Tank Permissions

For blocks with subassignments, the Holding Tank can utilize ProVision's permissions structure in order to override holding. This allows the
subbassigned block to be set as assigned to the parent resource.

Using this feature requires:

1) A block (block 1) assigned to a Resource (Resource A) that allows subassignments.

2) A block (block 2) subassigned to another Resource (Resource B) from the parent (block 1).

3) A User assigned to a Group with permissions to both Resource A and Resource B, and IPAM permissions for the 6connect Holding Resource.
See Users and Groups for additional information on setting up Users and Group permissions.

Resource Permissions (Show Details)

IPAM DNS Peer Resource User

Resource

Google @

Apple C)

6connect holding = - I 8 @
Steps:

1) While logged in as the user with the above permissions, go to the IPAM manage screen for the subassigned block (block 2).

2) Select "Unassign" from the Action Menu. The 'Assigned To' column will change from showing "Resource B" to "Holding"
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3) For the same block, select "Override Holding" from the Action Menu. This is the step that setting the 6connect Holding resource permissions
allows, that would otherwise be unaccessible.

4) You will then see the 'Assigned To' field change from "Holding" to "Resource A", as the assignment is reverted to match the parent level.

Override Holding through the permissions structure is intended only for blocks that are subassigned. It is not intended for blocks that
are not subassigned. Setting holding permissions for non-subassigned blocks simply allows viewing of the block(s) in holding, and
permissions do -not- extend to allowing overrides by design.
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LIR Management and Use

Overview

ProVision supports multiple LIRs (Local Internet Registries) in a single instance. This means that you have the ability to update SWIP/RPSL
functions for a given allocation with the LIR information that you wish.

® Qverview
® LIR Setup and Use
® EditalLIR
® AddallR
* ARIN
* RIPE
* RIR Integration

LIR Setup and Use

There is an LIR Manager available from the IPAM Admin page. In the Admin section of ProVision, select the IPAM Admin tab, then "LIR
Management: Add / Edit / Update LIRs".

.006 IPAM Admin ~ VLAN Admin ~ DNSAdmin~ Datalmport Users APl Scheduler Exit Admin Qm

IPAM Lists Management: Holding Tank Management:
Edit IPAM Tags Process Holding Tank now (Set to 3 days)
Edit IPAM Regions
Edit IPv4 Subnets Dropdown
Edit IPv6 Subnets Dropdown

LIR Management:
Add/Edit/Update LIRs

Configuration Management:
IPAM Configuration

You will be taken to the LIR Manager page, showing your current LIRs. You may Add LIRs, edit the existing LIRS by hitting the Action Menu
(wrench icon), or delete LIRs through the red delete icon.

LIR Manager

Name RIR ASN MNT-BY/ORG-HANDLE Other Information

Geconnect ARIN 8038 CONNE-81 Admin POC: 6CONN-ARIN Tech POC: 6CONN-ARIN £ @
CyrusOne ARIN 85 CYR Admin POC: CYR-CON Tech POC: CYR-CON V-
ripe RIPE 2820 OSHK admin-c: none tech-c: none Vol - |

Back to IPAM Admin

Edit a LIR

Edit a LIR by clicking on the Action Menu (wrench icon) next to the entry in the LIR Manager. The Update LIR dialog will open. From here, you
can edit RIR, Name, ASN, and Org information, as well as add / delete Orgs.
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Update LIR

RIR ARIN
Name 6connect
ASN 8038
Org ID CONNE-81 @ Delete
Admin POC 6CONN-ARIN
Tech POC 6CONN-ARIN
Abuse POC 6CONN-ARIN

NET Name Prefix 6CONN

API Key FekkkkARA RN

© Add Org

Add aLIR

After clicking on the Add LIR button, you can setup the required data for the specific RIR/LIR combination:

ARIN

Adding a new LIR with ARIN selected for RIR will bring up the following fields.

Add LIR

RIR ARIN
Name

ASN

Org ID @ Delete
Admin POC

Tech POC
Abuse POC
NET Name Prefix

API Key

@ Add Org

200



Enter the Name, ASN, ORG ID, POC information, NET Name Prefix, and AP| Key. Additional Orgs may be added by selecting the "Add Org"
button.

Be sure to click the "Update" button when done to save your changes.

Press UPDATE to SAVE!
Make sure to press the Update button or else the LIR data will not save.

RIPE

Adding a new LIR with RIPE selected for RIR will bring up the following fields.

Add LIR

RIR RIPE <]
Name

ASN

Maintainer @ Delete

Password
Admin Contact

Tech Contact

&) Add Maintainer

Enter the Name, ASN, Maintainer, Password, and Contact information. Additional Maintainers may be added by selecting the "Add Maintainer"
button.

Be sure to click the "Update" button when done to save your changes.

Press UPDATE to SAVE!
Make sure to press the Update button or else the LIR data will not save.

RIR Integration

Once these have been configured, you will be able to use the RIR integration feature from the Action Menu on the IPAM Manage screen or IPAM
Gadget:
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€

Edit

Split e
Merge

i
Asgion
Unassign =

Unassign, Skip Hold

Owverride Holding

i ograin 3

Templates iz,
Audit DNS (Alpha)

Log e
Email &
AERCERTEIRRCN -
2013-10-16 Ve

RIR specific options will pop up (see ARIN example below) and give the option to either "Simple Reassign" or "Cancel".

ARIN Integration: 67.21.0.32/27 (67.21.0.32 - 67.21.0.63) X
connect
Org Handle Admin POC Net POC Abuse POC Net Name Prefix API Key
[ -] CONNE-81 6CONN-ARIN GCONN-ARIN 6CONN-ARIN 6CONN AR

Net Name: 6CONN-6C-008-67-21-0-32-27

Registrar Public Name (Simple Reassign only):

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To
override this, enter a public name to use in this field.

For additional detail, continue on to:

® ARIN LIR Setup and Use
® RIPE LIR Setup and Use
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ARIN LIR Setup and Use

LIR Setup

® LIR Setup
® Step 1: Setup the LIR information via the LIR Manager
® Step 2: Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen.
® Step 3: Update SWIP information
® Simple Re-assign

Step 1: Setup the LIR information via the LIR Manager

You will be prompted to the select the RIR

Add LIR

RIR Select RIR...
Name

ASN

Add in the requisite Org and POC information
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Add LIR

RIR ARIN

Name

ASN

Org ID @ Delete
Admin POC

Tech POC
Abuse POC
NET Name Prefix

API Key

@ Add Org

Multiple Org Support
Note that we support multiple Org Handles per ARIN entry. Simply click on the Add Org link at the bottom of the Add LIR dialog box.

Step 2: Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen.

Go into IPAM Manage or the IPAM Gadget, and assign a block. See Working with IP Blocks for additional detail.

| & Export Current List To CSV

VLAN Assigned To Updated
Bconnect Labz 2015-03-17 P
Bconnect Labz 2015-03-17 Pt
6connect Labz 2N1R.N2.17
Edit
6connect Labz \ 9
Split
Bconnect Labz —> Merge 7
scomec oz — [T
Available Unassign 7
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Step 3: Update SWIP information

Select "RIR Integration" from the Action Menu in IPAM Manage.

Edit

I~

v

Unassign
Unassign, Skip Hold

 RRmegaton
Audit DNS (Alpha)

Log =

Email

L A F

2013-10-16 Ve

It will bring up an RIR Integration dialog, dependent on the selected RIR (ARIN example shown):

i

; ARIN Integration: 67.21.0.32/27 (67.21.0.32 - 67.21.0.63) X
~ 6connect [
\
\

Org Handle Admin POC Net POC Abuse POC Net Name Prefix API Key
©  CONNE-81 BCONN-ARIN BCONN-ARIN BCONN-ARIN BCONN bkl

| NetName: 6CONN-6C-008-67-21-0-32-27

Registrar Public Name (Simple Reassign only):

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To
override this, enter a public name to use in this field.

|
|
‘ Simple Reassign

SWIP Update Functionality Details

In the case when a user already has SWIPped blocks to ARIN, 6connect checks prior to actually performing a SWIP. In the process, if
the IP block is already SWIPped, it will check for existing ARIN customer data and update the 6¢connect data to reflect what ARIN has
on file. Once that is complete, the user can then perform a de-SWIP function using ProVision.

Simple Re-assign
From ARIN.net:
Used to subdelegate IP addresses to a customer that does not need to:

® subdelegate the addresses to their own customers
® maintain their own in-addr.arpa delegation
® display their own point of contact (POC) information.

It can also be used to change the customer name and address information (but not the range) on an existing simple reassignment and to remove
simple reassignments. It is submitted by an ARIN Online user account linked to the parent organization's Admin or Tech POC, or the Tech POC
for the resource.
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RIPE LIR Setup and Use

LIR Setup - RIPE

® LIR Setup - RIPE
® Step 1: Setup the LIR information via the LIR Manager
® Step 2: Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen.
® Step 3: Update RPSL information

Step 1: Setup the LIR information via the LIR Manager

You will be prompted to the select the RIR

Add LIR

RIR Select RIR...

Name

ASN

Then add in the requisite Maintainer Object related information:

Add LIR

RIR RIPE

Name

ASN

Maintainer @ Delete

Password
Admin Contact

Tech Contact

@ Add Maintainer

Be sure to hit "Update" when done to save your changes.
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Multiple Maintainer Object Support
Note that we support multiple maintainer objects per LIR entry. Simply click on the Add Maintainer link at the bottom of the Add LIR
dialog box.

Step 2: Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen.

Go into IPAM Manage or the IPAM Gadget, and assign a block under the RIPE RIR. See Working with IP Blocks for additional detail.

| s Export Current List To CSV
VLAN Assigned To Updated
Bconnect Labz 2015-03-17 /f"
6connect Labz 2015-03-17 P ot
Bconnect Labz D04E N 17
Edit
6connect Labz _ 8
Split
6connect Labz — Merge v
scomet Loz — IR
Available Unassign v

Step 3: Update RPSL information
Select "RIR Integration" from the Action Menu in IPAM Manage.

oplit e

=

Lix

Unassign

Unassign, Skip Hold

Templates %
Audit DNS (Alpha)

Log i
Email K
AL -
2013-10-16 fb

Identify which LIR data you want to use for the netnum update, and select either "Create Inetnum" or "Cancel" to exit.
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RIPE Integration: 192.162.1.0/24 (192.162.1.0 - 192.162.1.255)

| RIPE TestLIR ¢ |

mni-by admin-c tech-c APl Key
@ MNT-BCOMNECT-TEST SIXC1000-TEST SIXC1000-TEST

Create Inetnum

L
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VLAN Administration

VLAN Manager Overview

‘006 IPAM Admin ~  VLANAdmin~ DNSAdmin~ Datalmport Users APl Scheduler ExitAdmin  Q R

& Add Domain

Domains

+ DefaultDomain
(21/1000)
(12/1000)

+ SomeOtherDomain.com

(85/4089)

(28/1000)

+lax.com
(21/1000)

+ nye.com [ureve |
(44/4083)

+ NewDomain2 m

(26/1000)

+ SomeExtendedDomain

(0/4083)

Standard Range (2-1001); Extended Range (1006-4094)

The VLAN Manager allows Admin users to add domains and VLANS to their ProVision instances, and associate them with IP Blocks. Optionally,
VLAN tags may be associated with ranges or individual VLANs under a domain, to help limit VLAN search results when enabling

VLANSs. Although some VLAN functionality occurs under the "standard user" area of ProVision (IPAM Tab), only Admin-level users may access
the IPAM -> VLAN page. Therefore, VLAN Manager processes are included under the ProVision Admin Guide.

VLAN Manager Workflow

Most of VLAN Manager workflow is split between the Admin area of ProVision (VLAN Admin Tab), and the IPAM Tab, under the VLAN submenu.
There are two types of workflow. One is the "Standard" flow, where the VLAN tag system is not used - the only primary tasks are adding domains,
VLANS, and associating the domain/VLAN pairs with IP Blocks. The second workflow is using optional VLAN tags, which requires creating the
VLAN tags and associating them with domains / VLANs during the domain / VLAN add processes.

For detailed information on each of these workflows, click below:
« Click here for detailed VLAN Manager Workflow information...

Standard flow (without VLAN tags):

The workflow starts with creating a domain in the VLAN Admin section of ProVision. During creation, domains may be selected as "standard"
or "extended" domains, declaring the size of the VLAN pool from which VLANs are available to be enabled. Next, VLANs must be enabled
and added to the domain. This is done under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the domains by clicking "Add",
searching for the desired range of VLANSs to enable from the standard / extended pool, and selecting the desired VLANSs to enable. Once
enabled, VLANs may be edited or have IP blocks associated with that VLAN. Editing VLANs and Direct / Smart Browse / Search IPs functions
for adding blocks to VLANS are available from the Domain/ VLAN list under under the IPAM Tab -> VLAN section of ProVision by expanding
the desired domain and clicking on the VLAN link. IP blocks may also be edited individually through the IPAM gadget, IPAM Manage, and
VLAN Manage areas to add domain and VLAN information to the block.

Optional flow (with VLAN tags):

The workflow starts with creating a domain in the VLAN Admin section of ProVision. During creation, domains may be selected as "standard"
or "extended" domains, declaring the size of the VLAN pool from which VLANs are available to be enabled. VLAN tags may be added (from
the VLAN Admin Tab -> Edit Tags submenu) before or after domain creation. Tags created in this area are available to all domains and
VLANS.

If the tags created need to be added to a large range of VLANS, the next step would be to add tags to the desired range(s) of VLANs from the

209



VLAN Admin -> Domain "Manage" button. Domain Manage allows you to select an existing tag, type in the numeric VLAN start and end point,
and assign that tag to that entire range of VLANs under the current domain.

Once a bulk range of tags is associated with VLANSs, you can use the tag as a search criteria when adding VLANs to a domain. This is done
under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the domains by clicking "Add", using the tag name as a search field for the
desired range of VLANSs, and then selecting the desired VLANSs to enable.

If tags are only desired for individual VLANSs, they may be added when editing a VLAN after the VLAN has already been added/enabled for
the domain. Editing VLANs may be accessed from the IPAM Tab -> VLAN section, then expanding the desired domain and clicking on the
VLAN link, selecting "Edit".

Next, VLANs must be enabled and added to the domain. This is done under the IPAM Tab -> VLAN section of ProVision. Add VLANSs to the
domains by clicking "Add", searching for the desired range of VLANSs to enable from the standard / extended pool, and selecting the desired
VLANSs to enable. Once enabled, VLANs may be edited or have IP blocks associated with that VLAN. Editing VLANs and Direct / Smart
Browse / Search IPs functions for adding blocks to VLANSs are available from the Domain/ VLAN list under under the IPAM Tab -> VLAN
section of ProVision. IP blocks may also be edited individually through the IPAM gadget, IPAM Manage, and VLAN Manage areas to add
domain and VLAN information to the block.

VLAN MANAGER WORKFLOW

WITH VLAN TAGS (OPTIONAL)

- . - . - . . -,

/
I Create VLAN Tags I Add Domain
* From VLAN Admin “Edit Tags -—— * From VLAN Admin “Add Domain
I i " d " dd 3
* Tags are shared across all domains | « Default Domain already exists and is

I J not editable or deletable

‘ — — — — — —

“1 - Repeat for
- Additional

7 \ . VLANs and
I Add Tags to VLANs i Add VLANs to Domain Domains
. Bulk Add: Add Tags to a range of I r ’ * From IPAM Tab -> VLAN -> “Add”
| ]\chAtT‘S I;rom \c’;LC'?N Admin “Manage” ] + Select Domain and VLAN range to

or the desired domain I I add
| * Select Tag to add, and i
I VLAN start and end H -
number
I *» Individual Add: Add / Edit on a single I
VLAN from IPAM Tab -> VLAN ->

| VLAN List “Edit” I Add IP Blocks to VLAN

\ - s e e e e . , * From:

* VLAN List -> “Manage IPs”
* Per Block in IPAM Gadget

« Per Block in IPAM or VLAN
Manage

= Can Direct Assign, Browse, or Search
for IP Blocks

Additional Information:

For details on performing specific tasks with the VLAN Manager, proceed to Working with VLAN.
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Working with VLAN

Working with the VLAN Manager (Standard Flow)

® Working with the VLAN Manager (Standard Flow)
® Step 1) Add Domain
® Viewing the Domain List
® Edit a Domain
®* Remove a Domain
® Step 2) Add VLANSs to a Domain (Enable)
® The IPAM VLAN Page
® Add VLANSs to a Domain (Enable)
® Edita VLAN
® Step 3) Add Blocks to VLANs
® Add/ Update Blocks to VLAN from VLAN - Manage IPs:
® Direct Add Block to VLAN:
® Browse IP Blocks to add to VLAN:
® Search IP Blocks to add to VLAN:
® Add/Update VLAN to Blocks from IP Manage or VLAN Manage:
® Add/ Update VLAN to Blocks from IPAM Gadget:
® Working with VLAN Tags - OPTIONAL
® Creating VLAN Tags
® Add VLAN Tags to VLANs
® Add Tag to an Enabled VLAN
® Add Tag to a Range of the VLAN Pool

Step 1) Add Domain

Users will already have a non-editable Default Domain created, which may house VLANs entered under the previous VLAN text field, however,
you may choose to create new domains. To create a new VLAN domain, navigate to the VLAN Admin Tab, in the Admin area of ProVision, and
click on "Add Domain".

.006 IPAM Admin + VLAN Admin* DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q

&2 Add Domain

Domains

+ DefaultDomain

21/ 1000)

Enter the domain name, and select whether it is standard or extended - Standard has a range of VLAN IDs from 1-1005; Extended from
1006-4094.

NOTE: The ProVision Ul and API has restricted usage of VLANs 1 and 1002-1005 in tagging and selecting or searching VLANSs.

Domain Name NewDomain Range | Standard :lm

Click "Add", and your new domain will be added to the Domain list below.

Viewing the Domain List

1 -

(21 / 1000)

If a domain already has VLANs enabled for it, clicking on the "+" sign in front of the domain name will expand the domain list to show enabled
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VLANS.

The numbers in parentheses under the domain name (21/1000) indicate the quantity of enabled VLANSs over the available pool of VLANS to select
from. There are 5 VLANs (1, 1002-1005) which are reserved, and not included in the count.

Edit a Domain

The Default Domain is not editable, however users may edit the name of user-created domains. Once a domain has been created, users may not
edit the range (standard / extended) of a domain - if a domain is created with a mistaken range, it must be deleted and re-created.

To edit a domain, click on the "Manage" button next to the domain name.

+ lax.com
(21 / 1000)

Then, edit the name as desired and hit "Save".

Domain Name[NewDoma‘ma

Remove a Domain

To edit a domain, click on the "Manage" button next to the domain name.

1 -

+ lax.com
(21 / 1000)

Then, edit the name as desired and hit "Save".

Step 2) Add VLANSs to a Domain (Enable)
After creating domains, VLANSs need to be added (enabled) for that domain out of the pool of available VLANSs.

The IPAM VLAN Page

Go to the IPAM Tab, and then either select VLAN from the IPAM dropdown menu, or click "VLAN" from the radio buttons that appear on the IPAM
page.

DNS~ DHCP~ IPAM~ Peering~ Log Reporting

IPv4
IPv8
56 7
Logging
Utilization = Reporting be

sconnect

.006 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

This takes you to the IPAM - VLAN page, which shows an overview of Domains and VLANSs on the left sidebar (click the + next to the domain
names to see the enabled VLANs under each domain), and similar to the IPAM page, shows IPAM Utilization data for each Domain / VLAN pair.
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Clicking on the wrench will open "VLAN Manage", which has the same type of functionality for IP blocks as IPAM Manage, but organized under
the scope of that VLAN.

Add VLANs to a Domain (Enable)

In the IPAM - VLAN page VLAN sidebar, click "Add".

.006 Dashboard Resources~ DNS~ DHCP~ IPAM~ Peedng~ Log Reporting

IPAM  @VLAN
VLANPage: 1 234 567 89 10 11 12 13 14 15 16 17 18 19 20 21 22 23
VLANs i Add
+ DefaultDomain DefaultDomain — 10 — No blocks assigned
10 -
15-
16 -
by DefaultDomain ~ 15 ~ /
;g ¥ Utilization Resources Recent Assignments
101 - 123 Department LAB 75.78% 1.0.10.44/30 7econnect Labs 2015-11-23
102 - . Teonnect 12.80% 1.0.10.130/32 Bar 2015-11-23
104 - I Avalable 0.00% Bconnect Labz 625%  1.0.10.120/32 Bar 2015-11-23
105 Newtihme W Assigned 25.78% Ba 313%  1.0.0.128%2 Ba 2015-11-23
106 - ThislsAName 9 d T . gk g e
107 - Allocated 74.22% Jeonnect Labs 1.56% 1.0.10.36/32 Bar 2015-11-23
75- T -4
}72 5 cus = ! Holding 0.00%
177 -
178 -
996 -
997 -
998 - % .
899 - CORP-DMZ DefaultDomain — 16 — No blocks assigned
1021 - Cust123
+ Bconnect.com
+ SomeOtherDomain.com
+ Uinicoena:com DefaultDomain — 17 — No blocks assigned
+ lax.com
+ nyc.com

+ SomeExtendedDomain
NewDomain2
% DefaultDomain — 18 — No blocks assigned

This changes the sidebar into a VLAN search module. Select the desired domain, range of VLANSs to view, and click "Search".

Add VLANs Cancel
Domain:
» NewDomain2
Range of 1D:
50 - 75
Tags:
26 VLANs found.

Note: If VLAN Tags have already been applied to a range of VLANs, you may also include VLAN tag criteria in your search. If tags have
not been created or applied to a range of VLANSs, searching by tags will not return results.

Below the search criteria, the results list will show VLANs meeting your criteria.

Select the desired VLANSs to enable for the domain - you may either select all VLANSs in your results list, or check VLANSs individually.
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NewDomain2

Select All
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
RA

‘ Enable Selected
~—

When done selecting the VLANS, click "Enable Selected VLANSs". The selected VLANs will now be enabled for the domain, show in Domain /
VLAN lists, and be available to edit or add blocks to. To add more VLANs to another domain, click "Reset" and repeat the process. If done, hit the
"Cancel" button at the top of the Add VLAN module, and you will return to the main IPAM - VLAN page view.

Edit a VLAN

You can edit a VLAN by clicking on the VLAN in the VLAN List sidebar, then selecting "Edit".

+ NewDomain2
50 -
51 -

Gl

5 Manage IPs
56 -
57 -
58 -
59 -
60 -

R1 -

You cannot change the Domain of the VLAN, but you can add a descriptive text name, or apply a VLAN tag (if using the tag system).
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Edit VLAN
Blocks loaded.

VLAN Tags:

Domain NewDomain2

Namel CORP-2| I

After making your changes, click the "Save" button. The named VLAN will now show both VLAN number and name when viewing Domain / VLAN
lists or when working with blocks.

Step 3) Add Blocks to VLANs
After VLANs have been enabled for domains, you can associate those VLANs with IP blocks.

Add / Update Blocks to VLAN from VLAN - Manage IPs:

While in the IPAM Tab -> VLAN Page, expand the desired domain and click on a VLAN. Then select "Manage IPs".
+ NewDomain2
50 -
51 -

~anD o

Cdit
#ersgors |
56 -

57 -
58 -
59 -
60 -

~a

This opens up a window where IP Blocks may be associated to the VLAN. From here, you can "Direct Assign" a block to the VLAN, "Browse
Assign" blocks, or Search for a block to add to the VLAN.

Direct Add Block to VLAN:

Directly add a known, available IP Block by typing in the CIDR, then hitting "Add IP Block".
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X
Blocks loaded.

Add Block to VLAN:

Enter IP or List available blocks Assigned IP Blocks
1.0.20.144/28

Search for IP Blocks

Pva Size RIR Region

P Tags:

Tag selection mode:
© Standard — mateh all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with any selected tags

When complete, the block will be added to the "Assigned IP Blocks" list on the right of the window, with the option to remove if desired.

x
Blocks loaded.
Add Block to VLAN:

Enter IP or List avallable blocks Assigned IP Blocks

) e 1.0,20.144/28 remave
XXX XYY OF XX XX Xyyy

Search for IP Blocks

IPv4 Size RR [  Region

IP Tags:

Tag selection mode:
Standard — match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with any selected tags

Browse IP Blocks to add to VLAN:

Browse blocks available to add to the VLAN by clicking on the "List available blocks" link above the IP block input box.
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Blocks loaded.

Add Block to VLAN:

Add IP Block

Search for IP Blocks

Size

IPv4

IP Tags:

Tag selection mode:

° Standard — match all selected tags

Enter IP @r List available blocks

RORCKOCKX

RIR

ﬂ Region E

Strict — match exactly the selected tags
Exclude — match blocks not tagged with any selected tags

Assigned IP Blocks

This opens a window similar to the "Smart Browse" used in assigning IPs to a resource - just select IPv4, IPv6 blocks, or Resources to browse
from the radio buttons at the top of the list.

When you have selected the block to add, click "add to VLAN".

rl

The selected block will automatically fill in the block input box - just hit "Add to IP Block" below the input to finalize the addition.

Assign IP

Show: o IPv4
Address
1.0.10.36/32

1.0.10.37/32
1.0.10.48/28
1.0.10.144/28
1.0.10.192/27
1.0.20.144/28
1.0.20.176/28
1.0.20.195/32
1.0.20.208/28
8.8.3.0/24
8.8.8.0/25
B.15.3.2/32
10.0.0.0/12
10.0.0.0/26
10.0.0.2/32
10.0.0.3/32
10.0.0.6/32
10.0.0.8/28
10.0.0.16/28
in N nas/o7

Cancel

TlPve

Resources

RIR
ARIN

ARIN
1918
ARIN
1918
1918
ARIN
ARIN
1918
1918
ARIN
ARIN
1918
1918
1918
1918
1918
1918
1918
1018

Region

Tags
AAA,Customer
AAA,Customer

BBB
Customer

DHCP

AAA
AAAPTP
Customer,Dev
AAAPTP
AAAPTP

AAA PTP
AAA PTP

Code

CODE
CODE
CODE

add to VLAN
add to VLAN
add to VLAN
add to VLAN

add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
add to VLAN
arld in VI AN
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Blocks loaded.

Add Block to VLAN:

Enter IP or List available blocks Assigned IP Blocks

1.0.20.144/28

Search for IP Blocks
Pva Size RR  [J  Region

P Tags:

Tag selection mode:
© standard — match all selectad tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with any selected tags

When complete, the block will be added to the "Assigned IP Blocks" list on the right of the window, with the option to remove if desired.

Blocks loaded.

Add Block to VLAN:
Assigned IP Blocks

e 1.0,20.144/28 remave

Enter IP or List availlable blocks

XCXNYY O Xoox o dyyy

Search for IP Blocks
IPv4 Size RIR Region

IP Tags:

Tag selection mode:
Standard — match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with any selected tags

Search

Search IP Blocks to add to VLAN:

Select search criteria of IPv4 / IPv6, size, RIR, Region, or Associated Tags / Tag selection mode to create a filtered list of IP blocks meeting that
criteria. Then, click "Search".
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x
Blocks loaded.
Add Block to VLAN:
Enter IP or List available blocks Assigned IP Blocks
7 1.0.20.144/28 remove
X HXOYY O XXX X :xlyyy
Add IP Block
Search for IP Blocks
- IPv4 132 ARIN Region
IP Tags:
- i,xéusmo'r'n'ef,i
Tag selection mode:
i © standard - match all selectad tags
| Strict — mateh exactly the selected tags
de —~ match blocks not tagged with any selected tags
‘ Search '
This opens a window with filtered results matching your criteria.
When you have selected the block to add, click "add to VLAN".
. X
| AssignlIP L
Address RIR Region Tags Code
5V 1.0.10.36/32 ARIN AAA,Customer add to VLAN
1.0.10.37/32 ARIN AAA, Customer add to VLAN
tav 11.1.1.227/32 ARIN Customer,DSL add to VLAN
rx| 23.9200/32 ARIN Customer,DSL
23.92.0.1/32 ARIN Customer,DSL
m 66.128.149.8/32 ARIN Customer,Infrastructure,Static
66.128.149.9/32 ARIN Customer,Infrastructure, Static add to VLAN
wl 66.128.149.10/32 ARIN Customer, Infrastructure, Static add to VLAN
66.128.149.11/32 ARIN Customer, Infrastructure, Static add to VLAN
mer
ann
ard
-me
le -
Cancel

The selected block will automatically fill in the block input box - just hit "Add to IP Block" below the input to finalize the addition.
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Blocks loaded.

Add Block to VLAN:

Enter IP or List available blocks Assigned IP Blocks
1.0.20.144/28 remove
23.92.0.1/32

Add IP Block |

Search for IP Blocks
IPv4 /a2 ARN B}  Region =
IP Tags:
("= Customer |
Tag selection mode:
Standard — match all selected tags

Strict — match exactly the selected tags
Exclude — match blocks not tagged with any selected tags

When complete, the block will be added to the "Assigned IP Blocks" list on the right of the window, with the option to remove if desired.

Add / Update VLAN to Blocks from IP Manage or VLAN Manage:

When editing a block in either IP Manage (IPAM Tab -> Action Menu (wrench) -> Manage), or VLAN Manage (IPAM Tab - VLAN -> Action Menu
(wrench)) , you can select an existing domain and VLAN to associate to the block.

From either of the Manage screens, click on the Action Menu (wrench icon) for the desired block, the select "Edit".

DefaultDomain : 101 - Tags Used: AAA, BB, Customer, DHCP, Dev, Management, PTP, VMware, VPN Regions Used: ASH, CHP, DEN, FRF, LAX, ...

% Export Current List To CSV

Address Hosts uR Region Notes Tags ‘Generic Code VLAN Assigned To Updated
10.0.0.0/8
1000081 2 Champaign, Il Notos harn AAA, BB CODE 0 Soonnget Labd 20151123 P
10.0.02681 2 Champaign, il Notes horo AAA BB ‘CODE 0 Toonneot —+
10.00.08 S
10.0.0.532 1 Los Angeles, CA 1 AAR, PTP CODEZ 10 Ani's Tes: Site *
Unassign
182.168.1.0724 ¥
192.168.1.032 1 Franidunt, GR Dav, Vitware 10 PoakTostSorvae ki shaste
Templstes
182,168.1.1/32 1 Franklud, GR Dov, VMware 101 akTostSorve: Aucit DN (Alpha)
162.168,1 2732 1 Derver, CO Notes Here Dev, Viware 101 Bconnect Labz (Be-001) Log =
Emad
192,168.1.3/2 1 Denver, CO Notas Hers Dov, VMware 101 neet Labs 1 anives ra
162.168,1.4/30 4 Frankfurt, GR Dav, YMwarn 0 Hoiding 201511-23 s
192,168.1.6/20 B8 Demver, CO Dav, Viwara 10 Soonnget Laby (6c-001) 2051123 Vs
162.168.1.1672 1 Frankfurl, GR Dev, Vihware 101 123 Department LAB 20151124 &
182.168.1.17832 1 Ashbum, VA "0 Datas Cowbovs 2015-11-24 Fa
182.168.1.181 2 Frankfurt, GR Dav, Vitware 101 Teonnest Laby — 20151124 Vel
182.168.1.2070 4 Frankfun, GR Dev, Vihware 10 750nnect Labs — 2015-11-24 Vs
192.188.1.2429 B Frankfun, GR Dav. VWtware o Tconnesi Labs — 2016-11-24 -
189 18R + 2227 a2 Feankton RR Mo Vidwearen 1 Tormnnonnt L aba 2014.06.35 >

In the Edit Attributes page for the block, change the Domain to the desired item, then select the VLAN. Hit save when done.
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Edit Attributes: 10.0.0.2/31 (10.0.0.2 - 10.0.0.3)

Assigned To: Teonnect

3 1 Aliow sub assignments for this biock

3 RR LR
1918 2] Select LIA...

ASN

Reglon
Champaign, IL B

Generic Code
CODE

Notes
Notes here

Select tags...
xAAA | [ BB

1 Propagate stiributes 1o gl children?

1 Cancel

=Ryt o

VLANSs and Child Blocks

SomeOtherDomain.com = ¥ 3

iy e e e e

ARTE AT AR

NOTE: Child blocks whose Parent blocks already have an assigned Domain / VLAN, may not have domains and VLANs changed to be
different than the Parent Block's values. If you attempt to save domain / VLAN changes to a child block under this situation, an error will

occur.

i.e., Parent and Child IP Blocks must have matching Domain / VLAN values.

Add / Update VLAN to Blocks from IPAM Gadget:

You may also add / edit Domain /VLAN information when editing a block in the IPAM Gadget. From the IP block's Action Menu (wrench icon),

select "Edit".
1.0.10.64/32 1 Ashburn, VA
1.0.10.66/31 — 2 Ashburn, VA BB,BBB
1.0.10.68/30 — 4 Ashburn, VA Cable
1.0.10.72/29 — 8 Ashburn, VA BBB,BGP,DSL
1.0.10.80/28 — 16 Ashburn, VA
1.0.10.86/27 — 32 Ashburn, VA
1.0.10.131/32 1 Denver, CO NOTES

2015-11-18

2015-11-18
2015-11-23
2015-11-24
2015-11-23
2015-11-18
2015-11-18
2015-11-23

Then, in the Edit Attributes menu that pops up, select the desired Domain / VLAN information, and click "save".

1.0.10.68 - 1.0.10.71

Allow sub assignments for this block

Region _ Generic Code
Ashburn, VA
Domain VLAN
| DefaultDomain x v x v

NewName

P /

o Vs

Select Tags
| xCable |

Working with VLAN Tags - OPTIONAL

VLAN tags provide further organizational / search criteria when searching for VLANSs to enable.
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Creating VLAN Tags

Create VLAN Tags from the VLAN Admin Tab, in the Admin area of ProVision, and select "Edit Tags" from the dropdown.

‘006 IPAM Admin + VLAN Admin ~+ DNS Admin ~  Data Import

Domain Setup

To add a new VLAN tag, click on "Add ltem" at the top of the Edit List: VLAN Tags page.

& Add item

Edit List: VLANs

Sort List Alphabetically
Value

CUST-ID-123

&) Add Domain

Domains

© ©

CUST-ID-1234

CUST-ID-321

PTP-CORP

= PTP-Cust1

Back To VLAN Admin

© 0 ©

Then, type in the desired name value for the new tag, and hit "Add ltem". The new tag will be added to the list below.

Value
NewTag|

&

To edit a tag, simply type your changes in to the text box with the tag name. Tags with unsaved changes will be highlighted until saved.

To delete a tag, click on the red "delete" symbol to the right of the tag name.
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]

PTP-Cust1 =

MewTag =

Sava

Back To VLAN Admin

When complete, be sure to click on the "Save" button to save your changes.

Once VLAN tags have been created, they will be available to add to VLAN ranges and use in the "Add VLAN" search function.

Add VLAN Tags to VLANs

VLAN tags may be added to VLANSs in two ways: Editing an already-enabled VLAN (VLAN Edit), or by assigning the tag to a range of VLANs from
the Domain VLAN pool (un-enabled VLANs, which are then available to search by VLAN tag to enable).

Add Tag to an Enabled VLAN

Edit an existing, already enabled VLAN by clicking on the VLAN in the VLAN List sidebar, then selecting "Edit".

+ NewDomain2
50 -
51 -

Gt

5 Manage IPs
56 -
57 -
58 -
59 -
60 -
R1 -

Apply a VLAN tag from clicking in the "VLAN Tags" box, and selecting one or more VLAN Tags.

Edit VLAN
Blocks loaded.

VLAN Tags:

[ xNewTag | [ x CUST-ID-321 |

CUST-ID-123

CUST-ID-1234

PTP-Cust1

@ &2

After making your changes, click the "Save" button. Tagged VLANs will be viewable in the VLAN Chart a single tag points under VLAN Admin -
Domain Manage.

Add Tag to a Range of the VLAN Pool
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You can also tag a range of the (un-enabled) VLANSs in a domain's VLAN pool. Then, when moving on to enable a set of VLANs for a Domain,
you can select those VLANSs by tag.

Go to the VLAN Admin Tab in the Admin area of ProVision. Then, next to the desired domain, click "Manage".

(=t oy

+ SomeExtendedDomain ‘ Manage l Remove

(0/4089)

This brings up the page to edit the domain or view a chart of VLAN tags (y axis) to VLANSs in the available pool (x axis).
Bulk assign tags to ranges by:

1. Select tag to assign in dropdown below chart
2. Type desired VLAN start and end for range
3. Click "Add Tag Range" to set and save.

Domain Name SomeExtendedDomain E

Selected Tag: CUST-ID-1234 200-1200
NewTag (1/4094)

PTP-Custl (0/4094)

PTP-CORP (1/4094)

=

CUST-ID-123 (243 /4094)
o

CUST-1D-321 (209/4094)

° P P L SFLFEFEF PP LEFFFELLPELEFSLS LSS
v T N N ot n 15 y A x % 4 oy s X % % ™
Select Desired Tag VLAN Start Point VLAN End Point

CuUsT-ID-321 ~ 3000

Pad e

4. Hovering over the range in the chart will bring up a menu to allow for untagging individual VLAN points or the full range

4000

Domain Name SomeExtendedDomain

Selected Tag: CUST-ID-321 3000-4000

NewTag (1/4094) ﬁ Hover Menu
PTP-Custl (0/4094) 2: 3317, 3317
unta,
PTP-CORP (1/4094) Untag individual VLAN g

point (here: 3317) range 3000 - 4000 [untag)
CUST-ID-321 (209/4094) P P

CUST-ID-123 (243/4094)
D

O D D P D DD PP P g D H D P
L LS LFPLP LSS FSLSSFSS PSS
) L. L% 4 LS 4t 1\ e V B e B By T+ L
CUST-ID-321 ~ | 3000 4000 Add Tag Range

5. Untagging a single point will split the tag range into two separate ranges that behave independly.
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Domain Name SomeExtendedDoma

Selected Tag: CUST-ID-321 3000-3749 Split Range results after
NewTag (302/4094) — untagging a single VLAN
PTP-Custl (0/4094) CUST-ID-321: 3247 / \

untag J \
PTP-CORP (1/4094) range 3000 - 3749 (untag)

CUST-ID-321 (1209/4094)

CUST-ID-123 (243/4094)
<

PELEELF L LSS S S S eSS

A¥ A

v ||from to Add'l'hgnm'ga .

6. After making desired changes, hit the save button to save and exit.

Once assigned, the tags show as a property of the VLAN block in the VLAN edit menu and may be used for VLAN Searches / Assignments.
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DNS Administration

DNS Administration

‘%6 IPAM Admin =  VILAN Admin ~ DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q

Manage DNS Servers DNS Defaults and Tools
J s Global DNS Zone Defaults
Server: Selact Server DNS Tags
DNS PTR Auto Generation Management
DNS Record Types

DNS View ACL Management
Bulk DNS Change Tools

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

Secure64 Auth Server 0 Zones DNS Export Functions
cache.6connect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tcp0.com 0 Zones Generate zip file of all zones
ns1.6clabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11.57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testvm02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

DNS Administration is accessed through the Admin area of ProVision. The DNS Admin tab contains four different functional areas: Manage DNS
Server, DNS Zone Transfers, DNS Defaults and Tools, and DNS Export Functions. The DNS Admin dropdown menu provides shortcuts to many
of the DNS Tools as well as DNS templates.

DNS Admin + Data Import Users

Global Defaults

ye Edit Tags

t S¢ PTR Record Management m
ACL Management

Bre Bulk Change Tools

Templates

8 Zones |

® DNS Administration
® Manage DNS Servers
® Views
® Adding a View
® Adding ACLs to Views
® DNS Zone Transfers
® How to transfer zones:
® DNS Defaults and Tools
® Global DNS Zone Defaults
® DNS Settings
® DNS Global Defaults / Default SOA Values
® Default Nameservers
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DNS Tags
DNS PTR Auto Generation Management
DNS Record Types
DNS View ACL Management
Bulk DNS Change Tools
® Global DNS Settings (Local Installation Only)
® DNS Export Functions
® Generate/ Show all DS records for DNSSEC
® Generate zip file of all zones
® Additional Information:
® |mporting DNS Zones
® System Information for Local Installations
® Additional Sections:

Manage DNS Servers
This is where you configure DNS servers to transfer zones to from the ProVision platform. ProVision currently supports the following DNS server
types: BIND, PowerDNS (using a bind backend), DynECT, and Secure64. The fields available for configuring servers are as follows:

Manage DNS Servers

Server: dns.6connect.net-dns.6connect

Display Name: dns.6connect.net

FQDN or IP: dns.Gconnect.net ex: ns1.dns.Gconnect.net or 216.239.32.10
Default: Do Not Add to New Zones .

Transfer Type: ISC BIND >

Server Type: Master -

SOA: ex: ns1.dns.6connect.net. hostmaster.6connect.net.
Username: dnsuser

Password: ~ sesesenee

Port: 22

Eﬁ?ﬂiﬁy: fvar/zones

g:{;?’d Conf fzones

Pre Command:

Post Command: rndc reload

Enable Views: Yes

4k

Server: The name of the server.

Display Name: Name you want the server to display.

FQDN or IP: The FQDN or ip address of the DNS server.

Default: Specify if the server should be added to new zones by default or not.

Transfer Type: SCP, Secure64, Secure64 Signer, and DynECT. Note that the SCP method should be used for PowerDNS with a Bind
backend.

Server Type: Specify if the server is a master or slave. Different configuration files are created master vs. slave on the Bind,
PowerDNS/Bind, and Secure64 platforms.

SOA: Start of Authority, should be in the format "SRI-NIC.ARPA. HOSTMASTER.SRI-NIC.ARPA.". For more information, see the RFC:
http://tools.ietf.org/html/rfc1033

Username: Login/username for the target DNS server. The specified account needs to be valid, and have write permission to the remote
directory and execute permission for any pre/post commands.

Password: Password for the target account. All passwords are stored encrypted in the database.

Port: Port to contact the target server on. This is port used for SSH on Bind and Secure64 server types.
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Remote Directory: The target directory to transfer zone files to on the DNS system.
Named Conf Path: The path to other zones on the Bind systems.
Pre Command: Any valid system command on the target DNS system. This command will be run before any files are transferred.

Post Command: Any valid system command on the target DNS system. This command will be run after any files are transferred. For
example, on a Bind system you would need to run "rndc reload" to reload the zones.

Enable Views: Select Yes or No to enable / disable views. You must click "Update Server" to show the view options.

The "Test Config" button will attempt to login to the target system and write to the target directory. If any failures are encountered, an error
will be written with some detail. If the test is successful, the word "Success!" will show verifying that files can be transferred. This does not
test if the user can execute pre/post commands. This needs to be checked manually.

Views

Enable Views: Yes

4p

Views:
test1 @
Included IPs: Gconnect Internal @

Add IP List: 2] Acd |
Add Key: val: m

test2 @

Included IPs: Gconnect External Comcast @

Add IP List: BE)
Add Key: Val: m

Add a New View
View Name: Add a New View

Description: Add New View

Enable Views: Select Yes to enable views on a particular server. You must click "Update Server" to show the view options.
To enable your Bind server to use zones transferred from 6connect, you must add the following to your named.conf.
include "/var/named/zones/6connect_named.conf";

When views are enabled on a server, all zones/records attached to a server are immediately put into the default view 6connectGeneric that
contains a match any rule. For example, here is a sample of the named.conf include generated by ProVision:

view "6connectGeneric" in {
match-clients { any; };
zone ...
zone ...

b

All views attached to a server are displayed under the "Views" label. When you enable views on a Bind server, you must wrap all other
zones in named.conf or any includes in view statements. The include line for the 6connect conf file should also be move above any other
view statements. An example is below:

include "/var/named/zones/6connect_named.conf";
view "hints" {

match-clients { any; };
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zone "." {type hint; file "named.root";};
b9
view "zones-outside-of-6connect" {
match-clients { some-acl; };

zone ....

Adding a View

To add a view just type in the view name, and a description (for reference only), then click "Add new view". The config files transferred to
the server will automatically be built according to the server type.

Enable Views: Yes H
Views:

Add a New View
View Name: Add a New View

Description: - '

Test Config | Update Server | Delete Server

Adding ACLs to Views

You can select an existing IP List to create a view ACL. For a Bind server, this creates a corresponding line in the config: match-clients {
6connect_Internal; }; The 6connect_ is prefixed to all IP lists inserted by ProVision.

"Add Key" and "Val" are fields to provide additional options for DNS Views.

For additional information on working with views, see Configuring Split Horizon / Views.

DNS Zone Transfers

This section lists every server configured in the platform, along with how many zones are assigned to the server.

How to transfer zones:

Check the boxes and click the 'Push' button to transfer zones to the target server.

DNS Zone Transfers:

dns.6connect.net 0 Zones
services1.tcp0.com 0 Zones
ns1.sc2000.net 0 Zones
test.server 0 Zones
6connect Test Server 1 Zones
ns1.6¢clabs.com 0 Zones
ns2.6¢clabs.com 0 Zones
powerdns 2 Zones
Example Server 1 Zones

Push Zones to Selected Server

DNS Defaults and Tools
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DNS Defaults and Tools

Global DNS Zone Defaults

DNS Tags

DNS PTR Auto Generation Management
DNS Record Types

DNS View ACL Management

Bulk DNS Change Tools

This section provides a collection of links for other useful DNS functions including setting Global DNS defaults, DNS Tags, PTR Auto Generation
Management, DNS Record Types, DNS View ACL Management, and Bulk DNS Change Tools. Many of the tools are also accessible from the
DNS Admin dropdown menu.

DNS Admin ~ Datalmport Users
Global Defaults

Jo Edit Tags

t S¢ PTR Record Management m
ACL Management

are Bulk Change Tools

Templates

8 Zones

Global DNS Zone Defaults

DNS Settings
Provides DNS settings options.

Allow Duplicate Reverse Zones: Check to enable / disable allowing duplicate reverse DNS zones. If duplicate reverse zones already
exist, those zones must be removed before disabling duplicates. If a zone has duplicates, a link appears in the top right corner of that
zone's ViewZone page.

DNS Global Defaults

Settings

Allow Duplicate Reverse
Zones
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DNS Global Defaults / Default SOA Values
Provides default configuration settings options.
Default TTL: in seconds, default value is 3600
Default Refresh: in seconds, default value is 14400
Default Retry: in seconds, default value is 3600
Default Expire: in seconds, default value is 604800
Default Minimum: in seconds, default value is 3600

Default SOA: Server Of Authority and hostmaster contact. E.g. ns1.domain.com. hostmaster.domain.com.

Default Nameservers
This function controls the list of DNS servers used for pre populating DNS records with NS records.

The checked servers are automatically added to any new zone files created.

Default Nameservers

The checked servers are automatically added to any new zone files created.

Server Add to New Zone Uses
¥ ns1.dns.6connect.net 5 0 @
% ¥ ns2.dns.6connect.net 0 @
. ¥ ns3.dns.6connect.net 5 0 @
% ¥ ns4.dns.6connect.net 0 @
\ ¥ ns1.dns.bind.com 5 0 @

default.nameserver.com 983

Add Default Nameserver

To remove a server from default status, uncheck the box under "Add to New Zone". Servers with "0" Uses may be deleted by hitting the red
delete icon.

DNS Tags

Under DNS Tags (Or "Edit Tags" from the DNS Admin dropdown), you can manage the tag list that is available to apply to DNS zones.
See Working with DNS Zones for detailed information on managing DNS Tags.

DNS PTR Auto Generation Management

ProVision can be configured auto-generate missing IPv4 PTR records in reverse zones based on the template provided on this page. This
feature is limited to zones which cover /24 sized blocks (no RFC 2317 support yet).

The variables '$oct1', '$oct2', '$oct3', '$oct4' are used to specify the first through fourth octet's of the PTR IPv4 address.
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Reverse DNS - Automatic PTR Record Generation Settings

ProVision can be configured aute-generate missing IPv4 PTR records in reverse zones based on template below. At this time this feature is limited to
zones which cover /24 sized blocks (no RFC 2317 support yet).
The variables '$oct1’, "$oct2', 'Soct3’, 'Soctd' are used to specify the first through fourth octet's of the PTR IPv4 address.

Generate missing IPv4 PTR records by default
PTR Host Template $oct4

PTR Value Template $oct4.unassigned.awesome.com.

DNS Record Types

Edit DNS Record Types
The "Edit DNS Record Types" will allow you to manage what types of DNS records can be added in the system. The default values are:

* A, AAAA, MX, PTR, CNAME, NS, DIRECTIVE, DNAME, DNSKEY, DS, INCLUDE, IPSECKEY, COMMENT, TXT, KEY, SOA,

and SRV
® The complete list of valid record types can be found the RFCs. Wikipedia provides a nice reference:

http://en.wikipedia.org/wiki/List_of_DNS_record_types

See Working with DNS Zones for detailed information on managing DNS Record Types.

DNS View ACL Management

DNS View ACL Management
® Manage ACLs for use in DNS Views.

See Configuring Split Horizon / Views for detailed information on using DNS View ACL Management.

Bulk DNS Change Tools

Bulk Zone Assignment

The Bulk Zone Assignment function allows you to assign multiple zones to a resource in one step. The system will perform a wild card style
match for any text in the search box and return all matching zones and display them in a list. You can then assign all the zones found to a
resource as either a master or slave.

Bulk Zone Assignment

Search for Zone:

test m

Matched Zones:
atestzone.com
dane.test.dnservices.co.za
ecohns.test.dnservices.co.za
eohns1.test.dnservices.co.za
ech-ns.test.dnservices.co.za
mydomain.test.dnservices.co.za

Assign to:  Select Server [ as Master E

Bulk Record Changes

The Bulk DNS Editor allows an Admin to perform "find and replace" functions across all DNS zones. Enter Record Host, Record Type,
and/or Record Value information and select "Search Records". It will match the host and/or record type and/or record value across the
entire zone database. Unless the "Strict Comparison" box is checked, it will use wildcard style matches for the host and record values. You
can then replace the data for the results by using the fields below.
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Bulk Record Changes

WARNING. This is a power user tool.

Record Host Record Type Record Value Strict Comp

mydomain.test ki Search Records
Zone Name Host Type Value
mydomain.test.dnservices.co.za mydomain.test.dnservices.co.za. NS default.nameserver.com.
mydomain.test.dnservices.co.za mydomain.test.dnservices.co.za. NS ns3.ensync.net.
mydomain.test.dnservices.co.za mydomain.test.dnservices.co.za. NS ns2.ensync.nef,
mydomain.test.dnservices.co.za mydomain.test.dnservices.co.za. NS ns1.ensync.net.

Update ALL of the above with new data:
Host Type TTL Value

Global DNS Settings (Local Installation Only)

The "Global DNS Settings" link is only viewable with the local installation version of ProVision.

DNS Global Settings

DNS Tools
checkzone path /usr/sbin/named-checkzone ©
File permissions: 0755
rndc path /usr/sbin/rndc ©
dig path Jusr/bin/dig ©
DNSSEC Tools
zonesigner path /usr/local/bin/zonesigner @
dnssec-dsfromkey path /usr/sbin/dnssec-dsfromkey @

DNSSEC validation server ad.6connect.com

Nonauthoritative nameserver required.

Checkzone path: Path to checkzone

rndc path: Path to rndc

dig path: Path to dig

zonesigner path: Path to zonesigner
dnssec-dsfromkey path: Path to dnssec-dsfromkey

DNSSEC validation server: Address of DNSSEC validation server, required to be a non-authoritative name server.

DNS Export Functions

This section provides links for export functions.
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Generate/ Show all DS records for DNSSEC

® This link will generate/show output all DS records in the database. This is provided to easily bulk upload all DS keys to your domain
registrar.

Generate zip file of all zones

® This link generates a single .zip file containing all zones for download. Once a zip file has been generated, a quick link is provided at the
bottom of this section with datestamp to be downloaded later if needed.

Additional Information:

Importing DNS Zones

ProVision offers three DNS zone import options, available under the Data Import tab in the Admin section. For more information on importing DNS
zones, see Importing your Data and Import DNS Zones.

BIND Zone Import

* Imports using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the zones themselves, and
an optional .csv file mapping zones to customers and DNS Servers.

DynECT Zone Import

® |mports and syncs ALL zones on the system with those in your DnyECT instance. This means any zones in ProVision not present in your
DynECT instance will be removed and any changes lost.

PowerDNS Zone Import

® Option is available after configuring a PowerDNS server with a MySQL backend. Connects to the selected server and imports all zones.

System Information for Local Installations

Zones are stored in the 6¢connect web root under /zones.

DS keys are stored in the 6¢connect web root under /keys.

Additional Sections:

For more information on DNS and configurations, see the following sections:

Working with DNS Zones
Configuring ISC BIND Support
Configuring DynECT Support
Configuring PowerDNS Support
Configuring Secure64 Support
Configuring Split Horizon/Views
Configuring DNS Templates
Configuring DNSSEC

DNS Audit Tools (Alpha)
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Working with DNS Zones

Working with DNS Zones - List Management

This page describes in detail some of the common list management tasks that may be performed in the DNS Admin section.

® Working with DNS Zones - List Management
® Add/Edit DNS Tags
® Managing DNS Record Types

Add / Edit DNS Tags

Access the DNS Tags link under DNS Defaults and Tools in the DNS Admin Tab. It is also available from the DNS Admin dropdown menu,
under "Edit Tags".

‘%6 IPAM Admin ~  VLAN Admin ~ DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q E

Manage DNS Servers DNS Defaults and Tools
Server: Select Server i Defaults
U= n Aulo Generation Management
DNS Record Types

DNS View ACL Management
Bulk DNS Change Tools

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

SecureB4 Auth Server 0 Zones DNS Export Functions
cache.6connect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tep0.com 0 Zones Generate zip file of all zones
ns1.6¢clabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11:57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testym02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

When you are working with DNS Zones in the DNS Tab, you have the option to add tags to further categorize the zone. DNS Tags are used in a
number of areas in ProVision and can be added or edited from this screen.

To add a new DNS tag, click on "Add Item" at the top of the Edit DNS Tags page.

&) Add ltem

Edit List: DNS Zone Tags

Sort List Alphabetically
Value

Finance

— HR

Marketing

© 000

Il

DEV

Back To DNS Admin

Then, type in the desired name value for the new tag, and hit "Add ltem".
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Value
Ops|

To edit a tag, simply type your changes in to the text box with the tag name. Tags with unsaved changes will be highlighted until saved.

To delete a tag, click on the red "delete" symbol to the right of the tag name.

= DEV &
= Ops | @

Back To DNS Admin

When complete, be sure to click on the "Save" button to save your changes.

Managing DNS Record Types

Access the DNS Record Types link under DNS Defaults and Tools in the DNS Admin Tab.

.%6 IPAM Admin ~  VLAN Admin ~ DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q

Manage DNS Servers DNS Defaults and Tools
] Global DNS Zone Defaults
Server: Select Server B DNS Tags
DI neration Management

ONS Record Types
nagement
Bulk DNS Change Tools

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

Secure64 Auth Server 0 Zones DNS Export Functions
cache.6connect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tcp0.com 0 Zones Generate zip file of all zones
ns1.6¢clabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11.:57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testvm02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

The list of DNS Record types used in DNS Zone areas may be customized on this page.

To add a new DNS Record type, click on "Add Tag" at the top of the Edit DNS Zone Records page.
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&) Add Item

Edit List: DNS Zone Records

Sort List Alphabetically
Value

A

I

= AAAA
__ CNAME
= COMMENT

= DIREGTIVE

I

DNAME

© 0 © © © © ©

= DNSKEY

Then, type in the desired name value for the new tag, and hit "Add Item".

Value
NewRecordType

To edit a record type, simply type your changes in to the text box with the type name. Types with unsaved changes will be highlighted until
saved.

To delete a record type, click on the red "delete" symbol to the right of the type name.

= SRV @

= TXT @

= NewRecordType @
Save

Back To DNS Admin

When complete, be sure to click on the "Save" button to save your changes.
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Configuring ISC BIND Support

Configuring ISC BIND Support

® Configuring ISC BIND Support
® Getting Started
® Adding a BIND Server to ProVision

Getting Started

You will need a user who can log in to the DNS server and make changes to the directory in which the zones are being stored. Additionally, it is
often useful for this user to have the ability to restart the DNS server. The login and password for this user will be required to configure this server
on the DNS Admin page.

6connect Zone files are written out in the following format:
/path/to/zone/directory/viewName/zoneFirstLetter/zonefile.zone

If no views are configured, or if views are expressly disabled, then the default viewName "6connectGeneric" is used. The zoneFirstLetter is the
first letter of the zone name, so the subdirectory 'microsoft.com.zone' is placed in would be /m/.

All 6connect-managed Zones are managed by a dedicated 6connect configuration file named 6connect_named.conf. This file is created to act a
supplementary conf file to work in concert with any existing named.conf which might exist. To include the 6connect configuration file, edit
named.conf and append the following line:

include "/path/to/conf/directory/6connect_named.conf";
You must remember to include the 6connect configuration file or none of the changes managed by 6connect ProVision will take effect!

It is also important to note that if your existing named.conf file contains zones within Split Horizon views, then the 6connect-managed zones must
also be view-enabled. Likewise, if existing zones are not grouped into views, then views must be disabled on ProVision.

Adding a BIND Server to ProVision

Go to the DNS Admin tab and under Manage DNS Servers, click "New Server"

.%6 IPAM Admin ~ VLAN Admin ~ DNS Admin~ Dataimport Users APl Scheduler Exit Admin QE

Manage DNS Servers DNS Defaults and Tools
Server: Select Server £ New Server g:\?g?;g:;s Zone Defaults

DNS PTR Auto Generation Management
DNS Record Types

DNS View ACL Management

Bulk DNS Change Tools

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

Secure64 Auth Server 0 Zones DNS Export Functions
cache.6connect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tcp0.com 0 Zones Generate zip file of all zones
ns1.6elabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11.57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testvm02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

Select "ISC BIND" as the Transfer Type, and fill in the server information fields. For detailed descriptions of the fields, see New Server dialogue
section on the DNS Admin page.
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Manage DNS Servers

Server Name: Edit Server

FQDN or IP:

Default: Add to New Zones
Transfer Type: ISC BIND
Server Type: Master

LB | 3

i

SOA: ex: ns1.dns, Beonnect.net. hostmaster.6connact.net,
Username:
Password:

Port:

Remote
Directory:
Named Conf
Path:

where to put the zone files

path 1o zones within named.conf

Pre Command: command executed before push

Post Command: command executed after push

Tos G

The "Test Config" button will attempt to login to the target system and write to the target directory. If any failures are encountered, an error will be
written with some detail. If the test is successful, the word "Success!" will show verifying that files can be transferred. This does not test if the
user can execute pre/post commands. This needs to be checked manually.

When done, click on the "Add Server" button to save your server information.
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Configuring DynECT Support

Configuring DynECT Support

® Configuring DynECT Support
® Adding a DynECT Server to ProVision

Adding a DynECT Server to ProVision

Go to the DNS Admin tab and under Manage DNS Server, click "New Server"

‘%6 IPAM Admin ~  VLAN Admin ~ DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q

Manage DNS Servers DNS Defaults and Tools
3 - Global DNS Zone Defaults
Server: Select Server &] New Server DNS Tags
DNS PTR Auto Generation Management
DNS Record Types

DNS View ACL Management
Bulk DNS Change Tools

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

SecureB4 Auth Server 0 Zones DNS Export Functions
cache.Bconnect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tepO.com 0 Zones Generate zip file of all zones
nsi.6clabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11:57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testvm02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

Select "DynECT" as the Transfer Type, and enter your Dyn username, password, and customer name along with the server information fields. For
detailed descriptions of the fields, see New Server dialogue section on the DNS Admin page.

Additionally, if you are deploying any DNSSEC-enabled zones, you will also need to provide a valid DynECT DNSSEC contact. See Dyn
documentation for details on DNSSEC contacts.

Manage DNS Servers

Server Name:

FQDN or IP:

ap

Default: | Add to New Zones
Transfer Type: [ DynECT

Ll
-

Customer Name:
Username:

Password:

DNSSEC

Contact: DynECT Contact Nickname

When complete, hit the "Add Server" button.
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Once ProVision begins managing DynECT zones, only the ProVision tool should be used to make and manage changes to zones. If
zone changes are made to DynECT directly they will be overwritten the next time ProVision syncs, causing errors. Only edit zones
using ProVision.
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Configuring PowerDNS Support

Configuring PowerDNS Support

® Configuring PowerDNS Support
® Environments supported
® Overview
* BIND Backend
* MySQL Backend

Environments supported

® PowerDNS version 3.0 or above on the target server(s)
® BIND or MySQL backend

Overview

Step 1: Setup your PowerDNS Server

In the DNS Admin tab, Under "Manage DNS Servers", select "New Server", then add the information for your PowerDNS server. See Manage
DNS Servers for detailed field information.

Manage DNS Servers

Server: powerdns-208.39.104.108 New Server

Display Name: powerdns
FQDN or IP: ex: ns1.dns Goonnect.net or 216.239.32.10

Default: | Do Not Add to New Zones
Transfer Type: PowerDNS

a»

4k

Server Type: Master
Backend Type: MySQL 3 .

SOA: ns1.dns.6connect.net. hostmaster.i ex: ns1.dns Bconnect.net. hastmaster 6cannect net.
Username: Bconnect
Password: = seesssases

DB Username: Beconnect
DB Password: ssrassases
DB Port; 3306

DB Name: africa

Step 2: Import your PowerDNS zones
While in the Admin section, navigate to the Data Import Tab. Select the "Power DNS Zone Import" link.

To import your data, simply choose your PowerDNS server and click "Import".
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This operation will pull all zones on the target server.
This operation may take quite some time.

Choose a server: wa

Import

Step 3: Edit/Push your zones to PowerDNS

Navigate back to the In the DNS Admin tab, and under "DSN Zone Transfers, select the check box next to the PowerDNS server zones that you
want to push, then click "Push".

DNS Zone Transfers:

dns.6connect.net 1 Zones
servicesl.tcp0.com 3 Zones
ns1.sc2000.net 1 Zones
test.server 1 Zones
6connect Test Server 3 Zones
ns1.6¢clabs.com 0 Zones
ns2.6clabs.com 1 Zones
powerdns 2 Zones A
Example Server 4 Zones

Push Zones to Selected Server

BIND Backend

Note on SSH
The integration does not require a remote database connection, but it does require an SSH account and a writable directory. The SSH
account must have access to the server. This account will also be used for DNSSEC functionality within PowerDNS.

MySQL Backend

Note on SSH
The integration requires a remote database connection, so will need a mysqgl user with permissions for remote administration. We highly
recommend using ACLs to ensure that configuration only occurs from intended sources.

For DNSSEC functionality, you will need a standard SSH user account withing your PowerDNS user group

Please note that Views are not supported with the MySQL backend

Only BIND and MySQL backends are supported.
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Configuring Secure64 Support

Configuring Secure64 Support

® Configuring Secure64 Support
® Step 1: Create an nsd.conf file under the root directory / of your S64 Auth server
® Step 2: Make a directory for 6connect ProVision to push zone files to on the Secure64 DNS Server
Step 3: Setup and Configure 6connect ProVision for your Secure64 DNS Server
Step 4: Test the Secure64 DNS Server configuration
Step 5: Assign any imported/existing zones to your Secure64 DNS Server(s)
Step 6: Push Zones to Secure64 Server(s)
Step 7: Verify DNS Zone push on Secure64 Server(s)
Step 8: Validate Zone data in Your Infrastructure

A note on Ports
Bconnect uses port 22 to communicate with Secure64 infrastructure - please ensure that this is addressed in any ACLs/firewalls

The initial setup of the Secure64 Authoritive server is as follows:

Step 1: Create an nsd.conf file under the root directory / of your S64 Auth server

DO THIS
Make sure to add the line include: 6connect_nsd.conf to the nsd.conf file

Output/Input

[authdnsadmin@Secure64DNS ]# cat nsd.conf
server:
ip-address: 50.198.192.141

axfr-logfile: /axfr log/axfr.log
axfr-logfile-flush-count: 1
axfr-logfile-max-size: 100000
axfr-logfile-max-size: 10

request-logfile: /request log/request.log
request-logfile-flush-count: 10
request-logfile-max-size: 1000000
request-logfile-max-files: 10

include: 6connect nsd.conf

Step 2: Make a directory for 6connect ProVision to push zone files to on the Secure64 DNS Server

[authdnsadmin@Secure64DNS ]# mkdir testl2
[authdnsadmin@Secure64DNS ]# ls

/:

322 2013-08-19 06:07:42 nsd.conf

<DIR> 1024 2013-08-16 17:30:12 testl2
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Step 3: Setup and Configure 6connect ProVision for your Secure64 DNS Server

Go to the 6connect Admin area and click on the DNS Admin Tab. Click on the "New Server" button.

‘%6 IPAM Admin ~ VLAN Admin ~ DNS Admin~ Dataimport Users APl Scheduler Exit Admin Q

Manage DNS Servers DNS Defaults and Tools

Server: Select Server gﬁg?}%ﬁs Zone Defaults

DNS PTR Auto Generation Management
DNS Record Types

DNS View ACL Management

Bulk DNS Change Tools

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

Secure64 Auth Server 0 Zones DNS Export Functions
cache.6connect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tcp0.com 0 Zones Generate zip file of all zones
ns1.6elabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11.57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testvm02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers:

Then fill in the information for your Secure64 server (including any relevant SOA information):

Manage DNS Servers

Server Name: Secure64 Server 50.198.192.141 Edit Server

FQDN or IP: 50.198.192.141

Default: | Add to New Zones 3

Transfer Type: | Secure64 Authority |

Server Type: | Master |

SOA: ns1.dns.6connect.net. hostmaster.|| ex: ns1.dns Beonnect.net. hostmaster.6connect. net.
Username: SlXconnect

Password: srsssene

Port: 22

gﬁ;";;?y: ftesti2 where fa put the zone files

E:{REd Conk ftest12 path lo zones within named.conf

Step 4: Test the Secure64 DNS Server configuration

Press the Test Config button for the DNS Server you setup.
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Manage DNS Servers

Server Name:  Secure64 Server 50.198.192.141

FQDN or IP: 50.198.192.141

Default: [ Add to New Zones &)

Transfer Type: | Secure64 Authority |

Server Type: | Master =

SOA: ns1.dns.6connect.net. hostmaster.|| ex: ns1.dns Sconnect.net. hostmaster.6connect. net.
Username: SlXconnect

Password: LIL L

Port: 22

g:ig';:gw: ftesti12 where o put the zons files

E:{EEd Coné ftest12 path to zones within named.conf

‘ Test Config | Add Server

A success or error message will show.

Click Add Server to add this server as a permanent entry in the dropdown menu. This server will now be available for assigning DNS zones to.

Manage DNS Servers

Server Name:  Secure64 Server 50.198.192.141

FQDN or IP: 50.198.192.141

Default: [ Add to New Zones &)

Transfer Type: | Secure64 Authority |

Server Type: | Master ¥

SOA: ns1.dns.6connect.net. hostmaster.|| ex: ns1.dns Sconnect.net. hostmaster.6connect. net.
Username: SlXconnect

Password: LIL L

Port: 22

g:ig';:gw: ftesti12 where o put the zons files

E:{EEd Coné ftest12 path to zones within named.conf

e e~
Test Config | Add Server )
——

Step 5: Assign any imported/existing zones to your Secure64 DNS Server(s)

Select the "Bulk DNS Change Tools" link under the DNS Defaults and Tools section of the page. It is also available under the DNS Admin
dropdown menu.
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.%6 IPAM Admin ~  VLAN Admin ~ DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q

Manage DNS Servers

Server: Select Server

DNS Zone Transfers:

dns.6connect.net 0 Zones
DynECT Server 0 Zones
Secure64 Auth Server 0 Zones
cache.6connect.com 0 Zones
nalinmk.com 3 Zones
services1.tep0.com 0 Zones
ns1i.6clabs.com 3 Zones
ns2.6clabs.com 3 Zones
PowerDNS Server 0 Zones
DNS(BIND) Test Server 3 Zones
ubuntu-testvm02 3 Zones
504TestServer 3 Zones
powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

Bulk Zone Assignment

Search for Zone:

Matched Zones:
atestzone.com
dane.lesl.dnservices.co.za
eohns.test.dnservices.co.za
eohns1 fest.dnservices.co.za
eoh-ns.test.dnservices.co.za
mydomain.test.dnservices.co.za

Assign to: Select Server

Search Tip

No character in the search area indicates a search for all zones

Bulk Zone Assignment
Search for Zone:

testzone m

Matched Zones:
alestzone.com

Assign to: Secure64 Server 50.198.192.141-50.198.192.141 E as Master

Step 6: Push Zones to Secure64 Server(s)

Y o saro

as Master

DNS Defaults and Tools

Global DNS Zone Defaults

DNS Tags

DNS PTR Auto Generation Management
DNS Record Types

DY S s

ment

Bulk DNS Change Tool

DNS Export Functions

Show all DS records for DNSSEC
Generate zip file of all zones

Download Previous Zip: zones.zip - Last
Updated: 11-02-2015 12:11:57

Search for all available zones or enter in a value to find specific existing zones in the system. Click the "Match" button to see results.

Select the Secure64 server under Assign To, choose whether as a Master / Slave, and hit "Assign" to assign the above zones to this server.
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Under DNS Zone Transfers, verify the server and the zones to transfer. To view the zone names, click on the # Zones link next to the server.

Check the # Zones box and click on the Push button to transfer the zones to this server.

DNS Zone Transfers:

dns.6connect.net 1 Zones
services1.tcpl.com 3 Zones
ns1.sc2000.net 1 Zones
test.server 1 Zones
6connect Test Server 3 Zones
ns1.6clabs.com 0 Zones
ns2.6clabs.com 1 Zones
powerdns 2 Zones
Example Server 4 Zones
Secure64 Server 50.198.192.141 1 Zones [ @——
DNS Zones

atestzone.com

Push Zones to Selected Serve

The system will present the following live progress bar.

' o

Pushing Server 1 of 1: 50.198.192.141

Transterring Zone Flle Testzone2 com.zone...

Towards the bottom of the progress status will be the final indication of success or errors to correct.

Step 7: Verify DNS Zone push on Secure64 Server(s)

The result of the Push can be checked/verified by checking the Secure64 server as follows:

Verifying Zone pushes

ssh to 50.198.192.141

Login using the designated login account and password
Enable cachednsadmin

Is

Now, verify that the "788 2013-08-21 12:35:04" 6connect_nsd.conf file now exists.

[authdnsadmin@evall38.secure64.com]# 1ls
/:

6728 2013-08-13 00:15:30 nsd.conf

8416071 2013-08-21 12:35:07 nsd.db

788 2013-08-21 12:35:04 6connect_nsd.conf
<DIR> 1024 2013-08-21 12:34:50 testl2

You can verify the Push contents by doing a cat of the 6connect_nsd.conf

248



[authdnsadmin @ Secure64DNS]# cat 6¢connect_nsd.conf
AutoGenerated by 6connect ProVision. Do not manually edit.
zone:

name: atestzone.com

zonefile: /test12/6connectGeneric/m/atestzone.com.zone
zone:

name: Testzone2.com

zonefile: test12/6connectGeneric/m/Testzone2.com.zone

In the example above, two Zones have transferred.

To look at the contents of each zone you can cd to the proper directory /test12/6connectGeneric and find the zone files in an alphabetical
directory structure as follows:

[authdnsadmin@ Secure64DNS]# cd 6connectGeneric
[authdnsadmin@ Secure64DNS]J# cd test12

changed to test12
[authdnsadmin @ Secure64DNS]# Is

ftest12/:

<DIR> 1024 2013-08-16 19:43:21 6connectGeneric
[authdnsadmin@ Secure64DNS]# cd 6connectGeneric
changed to 6connectGeneric
[authdnsadmin @ Secure64DNS]# Is
ltest12/6connectGeneric/:

<DIR> 1024 2013-08-16 17:30:13 e

<DIR> 1024 2013-08-16 17:30:16 m

<DIR> 1024 2013-08-16 18:49:21 d

<DIR> 1024 2013-08-16 19:43:23 s
[authdnsadmin@ Secure64DNSJ# cd m

changed to m

[authdnsadmin@ Secure64DNS]# Is
/test12/6connectGeneric/m/:
[authdnsadmin@eval138.secure64.com]# Is

5192 2013-08-21 15:35:01 atestzone.com.zone
6758 2013-08-21 15:35:02 Testzone2.com.zone
[authdnsadmin@ Secure64DNS]#

Step 8: Validate Zone data in Your Infrastructure

Finally, do a dig of the zones to verify the DNS configuration has been successfully deployed.

Using dig to validate your Secure64 Server installation
[authdnsadmin@eval138.secure64.com]# dig @50.198.192.141 atestzone.com
; <<>> DiG SourceT 3.x <<>> @50.198.192.141 atestzone.com

;; Got answer:

;; >>HEABER<< opcode: QUERY, status: NOERROR, id: 59591

;; flags: gr aa rd; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0

;; QUESTION SECTION:

;atestzone.com. IN A

;; AUTHORITY SECTION:

atestzone.com. 3600 IN SOA ns1.dns.6connect.net. hostmaster.6connect.net. (2013082102 10800 3600 604800 38400 )
[authdnsadmin@eval138.secure64.com]#

For any questions regarding the integration of Secure64 products into 6connect ProVision, please email 6connect at support@6connect.com, or
Secure64 at support@secure64.com
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Configuring Split Horizon/Views

Configuring Split Horizon/Views

® Configuring Split Horizon/Views
® Create a List in the List manager
® Define and Assign a View to the DNS Server
® Assigning other Directives
® Assign a View to a DNS Zone Record

WARNING
If you see a view named "_6connectDefault" - DO NOT DELETE IT.

Create a List in the List manager

The List manager is accessed from the DNS Admin tab. Click on the "DNS View ACL Management" link under DNS Defaults and Tools. It is also
available under the DNS Admin dropdown menu.

‘%6 IPAM Admin ~  VLAN Admin ~ DNS Admin~ Datalmport Users APl Scheduler Exit Admin Q

Manage DNS Servers DNS Defaults and Tools
5 Global DNS Zone Defaults
Server: Select Server 2] New Server DNS Tags

DNS PTR Auto Generation Management
NG G

' e mam Poe
DNS View ACL Management

DNS Zone Transfers:

dns.6connect.net 0 Zones

DynECT Server 0 Zones

Secure64 Auth Server 0 Zones DNS Export Functions
cache.6connect.com 0 Zones

nalinmk.com 3 Zones Show all DS records for DNSSEC
services1.tcp0.com 0 Zones Generate zip file of all zones
ns1.6¢clabs.com 3 Zones Download Previous Zip: zones.zip - Last
ns2.6clabs.com 3 Zones Updated: 11-02-2015 12:11:57
PowerDNS Server 0 Zones

DNS(BIND) Test Server 3 Zones

ubuntu-testym02 3 Zones

504TestServer 3 Zones

powerDNS-2-pdns_ns_co_za 3 Zones

Push Zones to Selected Servers: m

You will be presented with the options to Create a New List and also Manage Lists. To create a list, enter in the descriptive information and
ensure that the Code dropdown is marked "IPLIST".

Create a New List

Name Code Description

Example IPLIST g% an example list @

Press the Eye icon and you will be presented with en editing area to populate IP data including an option for the data delimiter (you can also do
this from the Manage Lists section). Click on the Pencil icon to save your changes, the List will then be moved to the Manage Lists section
below.
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Create a New List
Name Code Description
Example IPLIST an example list @

Initial Population
Delimiter: [space]

192.168..1.0/24 10.10.1.0/24

The List will now be available from the Manage Lists display area and can now be assigned to a Server View.

Manage Lists

MName Code Description Aclions
Example IPLIST an example |ist L@
Iltem Value Actions
192.168..1.0/24 FAOAY
10.10.1.0/24 Vel - R B 4

b

Define and Assign a View to the DNS Server

In the Admin screen, go to the DNS Admin Tab.
Under "Manage DNS Servers", select a server and check "Enable Views". You will then have the option to define a View.
Enable Views: | Yes ¢ ——

Views:

Add a New View
View Name: Add a New View

e vows | To ort

Enter identifying information for the View you are creating and click the "Add New View" button.

Views:

Add a New View
View Name: MyView

Description: !n new view (i Add New View

Once the View is created, you can select the IP List that you want to assign to this View from the dropdown menu, and then press the "Add"
button. Here, we have selected our "Example" list to add.
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Views:
MyView (a new view) @
———P Add IP List: Example [

Add Key: val: m

Add a New View
View Name: add a New View

Description: Add New View
To oty

Assigning other Directives

With the IP List assigned, you can either assign additional Key/Value pairs or add another IP List to apply to the View.

Views:
MyView (a new view) @
Included IPs: Example @

Add IP List: 2] Add |
Add Key: Val: [ Add |

A Note on Directives
For example, if you wanted to allow recursion, you would simply enter "allow-recursion" as a Key, with a Value of "on".

Assign a View to a DNS Zone Record

When viewing a DNS Zone, ensure that the Zone is linked to a the server with a DNS View enabled. Then, under the "DNS Records" section,
double-click on the zone record to edit it. Click on the Action Menu (wrench icon) and select "Views".

DNS Records View: @ Verbose ~ BIND [ search by Record, Value, et Clear
Double-click records to edit.
Type Record Value Description TTL
NS B axia.co.za. default.nameserver.com.  Automatically Ad( 3600
Save
2 NS axia.co.za. maps to nsi.ensync.net. TTL 86400 Added by | Cancel 1porter
3 NS axia.co.za. maps to ns2.ensync.net. TTL 86400 Added by | Delete 1porter
4 NS axia.co.za. maps to ns3.ensync.net. TTL 86400 Added by I“morter
5 A  www.axia.co.za. maps to 196.23.47.17 TTL 14400 Added by PowerDNS MySQL Importer

It will bring up the DNS Views menu where you can select the View from the dropdown menu to apply to the zone record. Click on the Action
Menu (wrench icon) and select "Save" to save your changes.

DNS Records View: @ Verbose  BIND Search by Record, Value, etc
Double-click records to edit.
Type Record Value Description TTL
NS B axia.coza. default.nameservercom. | Automatically Ade 3600

DNS Views: ns1.sc2000.net MyView c@
Save

2 NS axia.co.za, maps to nsi.ensync.net. TTL 86400 Added by PowerDNS MySQL Importer
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Push the zone out like normal and the View should be applied as expected. You can also preview the zone from the "Show Zone" area of the
screen that will be visible once you push the zone out successfully. This will also display the History for the zone if a rollback is necessary.
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Configuring DNS Templates

Configuring DNS Templates

® Configuring DNS Templates

® Overview

® DNS Templates

® Ul Overview

® DNS Template Ul:

Create a New Template
Edit a Template
Delete a DNS Template
Using DNS Templates

Overview

When creating a new DNS zone, the user can specify a zone template to use. Templates are setup from the DNS Admin dropdown menu, under
"Templates".

DNS Admin = Data Import Users

Global Defaults

je Edit Tags

t S« PTR Record Management m
ACL Management

are Bulk Change Tools

Templates

8 Zones

DNS Templates

Once on the DNS Templates page, you will see a list of existing DNS Templates, and below that, an area to Add / Edit a template. Unless an
existing template has been selected, the template editing area will default to "Add Template" for creating new templates.
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DNS Templates

nsi.dns.6connect.net. hostmaster.6connect.net.

Serial Refresh Retry Expiry
14400 3600 604800

Zone Records
Host: TTL Type Priority Value
<)

Save Template

Name Records Created By
Anna's Template 7
Demo Template 2
Equinix 2
Microsoft 1
testing 2
VM Turnup 10
Add Template
Name
SOA Record

Modified

2013-05-07 12:20:35
2012-08-21 12:38:14
2013-05-01 14:35:04
2014-04-10 13:50:14
2012-08-21 09:35:54
2013-01-14 19:21;52

Minimum
3600

o QCo0e

Ul Overview

DNS Templates

@, ®

Anna's Templa1e®
Demo Template

Name Records Created By

Modified

@ 2013-05-07 12:20:35
2012-08-21 12:38:14

DNS Template Ul:

1) Name: Name given to the template

2) Records: Number of Zone Records associated with the template

3) Created By: Template creator

4) Modified: Last date of modification

5) Edit: Click to bring up the template detail below and edit information

6) Delete: Click to delete the DNS templat

Create a New Template

To create a new template, verify that the edit template area header says "Add Template".

Enter in your new template name, SOA information, and default zone records. When adding records, click the green "plus" icon when adding

record information to save your record and add another.

255



Add Template

Name
New Template |

SOA Record

ns1.dns.6econnect.net. hostmaster.6connect.net.

Serial Refresh Retry

Expiry Minimum
14400 3600 604800 3600
Zone Records
Host: TIL Type Priority Value
Www.awesome.com. 3600 A ﬂ 196.23.50.20 @
B @

‘ Save Template .

N —
When complete, hit "Save Template". Your template will then be added to the list above.

Edit a Template

To edit a template, select the pencil icon next to the desired template.

DNS Templates

Name Records Created By Modified

Anna's Template 7 2013-05-07 12:20:35
Demo Template 2

s @
2012-08-21 12:38:14 O 2

When editing a DNS template, the edit template area will change its header to say "Editing (template name)". You can then specify the data in the
fields below. After making your changes, click "Save Template".
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Editing Demo Template

Name
Demo Template

S0A Record

ns1.dns.6connect.net. hostmaster.6connect.nat.

Serial Refresh Retry Expiry Minimum
14400 3600 604800 3600

Zone Records

Host: TTL Type Priority Value
1234 A cnn.com. @AY
8.8.8.8 A wWww @av
)
e e . ..
Save Template ’ | Cancel
kil
[ IN Soa nsl.dns.6connect.net. hostmaster.6connect.net. (
<SERIAL> : serial
14400 ; refresh
3600 ; retry
604800 : expire
3600 ; minimum
)
1.2.3.4 IN A Cnn.cem.
8.8.8.8 IN A www
Zone record data is specified and can be added/deleted/re-ordered via the icons on the right.
Zone Records
Host: TTL Type Priority Value
1.2.3.4 [ A & enn.com. e AV
8.8.8.8 [ A = W e A Y
| t] @

Save Template | cancel |

As the admin edits entries in the Template screen, the window below will be updated to show the zone file.

e IN S0A nel.dns.6connect.net. hostmaster.é6connect.net. (
“<SERIAL> ; serial
14400 ; refresh
3600 ; retry
604800 ¢ expire
3600 ¢ minimuam
)
1.2.3.4 IN A Chn .com.
8.8.8.8 IN A W

Delete a DNS Template

To delete a template, simply click on the red delete icon next to the template name.
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DNS Templates

Name

Records
Anna's Template T
Demo Template 2

Using DNS Templates

From the DNS Gadget, when creating a new DNS zone, select the DNS Template from the dropdown that you would like to use

DNS

New DNS Zone newzone.com

Created By

'! Create Zone

Modified
2013-05-07 12:20:35

2015-05-05 14:36:41
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Configuring DNSSEC

Configuring DNSSEC

® Configuring DNSSEC
® For BIND server(s)
® For DynECT
® For Secure64 and PowerDNS

DRAFT - working on this and will be adding some images/visuals...

Enabling DNSSEC for a zone via ProVision GUI
How to enable DNSSEC (per zone) via the ProVision GUI

Make sure DNSSEC is enabled on the DNS server(s) you will be pushing zones to (see below)
run configTest.php to make sure that your directories/permissions are correct
Set external server for Authenticated Data verification (DNS Admin setting)
Create/Edit a zone like usual
Link the zone to a DNS server(s) as needed
Enable DNSSEC for the zone (image)
Push zone successfully
You will now have a “DS Records” section on the zone page (image)
Upload these values to your Zone Registrar (image - label fields)
" DS Record #, Key Tag, Algorithm, Digest Type, Digest
Confirm values are saved at the Zone Registrar
Check DNSSEC status of zone
" ProVision GUI (image)
® DNSSEC column
" Means that DNSSEC has been enabled for the zone
" DS column
" Red X means DS keys have been generated only
" Green AD means DS keys have been generated AND the Authenticated Data has been verified by
the external server (DNS Admin setting)
= External sites
" http://dnssec-debugger.verisignlabs.com/
" http://dnsviz.net/

For BIND server(s)

To enable DNSSEC on BIND9 you need to modify named.conf.options with following parameters in the options { } section:

dnssec-enable yes:
dnssec-validation yes:
dnssec-lookaside auto;

These parameters may already be enabled in some Linux distributions by default, so please confirm before making changes.

Your DNSSEC implementation may need other options for your environment - please contact support@6connect.com if you have ny

Please note that you will need to restart the BIND service after these changes.

For DynECT

Coming soon

For Secure64 and PowerDNS

DNSSEC Signatures

In this scenario, 6connect ProVision uses the DNSSEC signing functions of the respective environment we write the zones to. We are
evaluating how to properly integrate DNSSEC functions to ProVision for these platforms. Please contact support@6connect.com if you
have feedback or specific questions.
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DNS Audit Tools (Alpha)

DNS Audit Tools (Alpha):

The DNS audit tools perform a simple audit of both forward and reverse DNS.

The tool set includes Ul, APl end points, and a command line interface. The audit results include the DNS as found in the 6connect ProVision
database, the results from a resolver, and if there is a conflict in these two pieces of information.

® DNS Audit Tools (Alpha):
® Accessing the Audit Tools: Ul
® Accessing the Audit Tools: API
® Audit DNS - Execute
® Audit DNS - getStatus
® Accessing the Audit Tools: CLI
® Additional Information

Accessing the Audit Tools: Ul

1) Access the Ul version of the Tool by going to the desired block in IPAM Manage, click on the Action Menu (wrench), then select "DNS Audit
(Alpha):

LAR —* 2015401-28 ra
g Edi1
Split
LAB —»
Agoregate
LAE —*
Assign
LAB —
LAR —
LAR —*
LAR — Tamplalas
Audit DNS
vo—
Leg
LAR — y
Email
LAR — (TR Z
LAB —» 2015-01-28 @

This takes you to the DNS Audit page for the block.

‘006 Dashboard Resources~ DNS~ DHCP~- |IPAM~ Peering~ Log Reporting

Alpha Release
DNS Audit for 199.176.60.128/25

2) From there, select the "Audit Forward DNS" or "Audit Reverse DNS" buttons to provide a list of IPs, the Reverse Values, Conflict Status, and
Resolved Host(s).
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Alpha Release
DNS Audit for 209.183.188.0/28

Audit Forward DNS || .Audit Reverse DNS

IP Bconnect Reverse Conflict Resolved Host(s) of IP
209.183.188.2 Blyco?2.lycoming.edu. No 209.183.188.2
209.183.188.3 6Blyco3.lycoming.edu. No 209.183.188.3

Accessing the Audit Tools: API

Access the tools via the API through the use of:

api/vi/auditDNS/execute.php
api/v1/auditDNS/getStatus.php

Examples:

api/v1/api.php ?target=auditDNS&action=execute&type=forward&block=209.183.188/28&jobld=1424218758
api/v1/api.php ?target=auditDNS&action=execute&type=reverse&block=209.183.188/28&jobld=1424218758

Audit DNS - Execute

URL api/v1/api.php?target=auditDNS&action=execute
Description Audits a DNS CIDR block
Returns Examples:

SUCCESSFUL:  {"success":1,"message":"DNS Lookups Started."}

ERROR: {"success":0, "message":"error message"}
Required Parameters
Name Type Example Description
type STRING | forward Type of DNS lookup. Valid values are "forward" or "reverse".

block | STRING  209.183.188/28 CIDR of the DNS block to audit

jobld | INTEGER 1424218758 Job ID

Example URL api/v1/api.php?target=auditDNS&action=execute&type=forward&block=209.183.188/28&jobld=1424218758
api/v1/api.php?target=auditDNS&action=execute&type=reverse&block=209.183.188/28&jobld=1424218758

Audit DNS - getStatus

URL api/v1/api.php?target=auditDNS&action=getStatus
Description = Displays the audit results table information

Returns Examples:

SUCCESSFUL: = {'state":"Completed","processName":"audit_reverse_dns.php","message":"Lookup process
complete.","percentage":"1","processed":"16","processld":"27483","meta":[{"ip":"209.183.0","reverseDNSRecord

ERROR: {"success":0, "message":"error message"}
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Required
Parameters  Name Type Example Description

block  STRING | 209.183.188/28 CIDR of the DNS block to audit

jobld  INTEGER 1424218758 Job ID.

Example /api/v1/api.php?target=auditDNS&action=getStatus&block=209.183.188/28&jobld=1424218758
URL

Accessing the Audit Tools: CLI

To access the Audit Tools via the command line:
For Forward DNS: "php audit_forward_dns.php -b " plus the CIDR you wish to audit

Example:
php audit_forward_dns.php -b 209.183.188/28

For Reverse DNS: "php audit_reverse_dns.php -b " plus the CIDR you wish to audit

Example:
php audit_reverse_dns.php -b 209.183.188/28

Additional Information

DNS Audit Tools: Additional File and Example Information
~ Click here to expand...
* Ul:
audit_dns.php

Example:
https://cloud.6connect.com/myinstance/audit_dns.php ?block=209.183.188.0/28

* API:
Files:
api/v1/auditDNS/execute.php
api/v1/auditDNS/getStatus.php

Examples:
api/v1/api.php ?target=auditDNS&action=execute&type=forward&block=209.183.188/28&jobld=1424218758
api/v1/api.php ?target=auditDNS&action=execute&type=reverse&block=209.183.188/28&jobld=1424218758

® Command Line:
Files:
tools/audit_foward_dns.php tools/audit_reverse_dns.php

Examples:
php audit_forward_dns.php -b 209.183.188/28
php audit_reverse_dns.php -b 209.183.188/28
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Importing Your Data

Preparing for Data Import

Before importing your data into ProVision, there are a few steps we recommend in order to make the import process as smooth as possible:

® Preparing for Data Import
® Step 1: Normalize your Data
® Step 2: Prep your Data
® Step 3: Import your Data
® Data Import Overview: Which Import Tool Should | Use?
Resource Import
Import Templates
Peering Import
IP Import
DNS Import
Additional Information

Step 1: Normalize your Data

Prior to importing your data, there is a key step of Data Normalization to ensure that information is accurate. If you need assistance with parsing
your data prior to importing, 6connect can help with our Data Analyst service. Email us at support@6connect.com for more information.
You can also use off the shelf tools like Microsoft Excel, MySQL, or Google Refine if you intend to take on the task of data cleanup in house.

Data Encoding Format
To ensure correct importing of any special characters, make sure to use UTF-8 encoding for your CSV file!

Step 2: Prep your Data

You can download data import templates from the Dashboard Tab or Data Import Tab. We recommend that you open the CSV import templates
and get familiar with the data fields that you can import into the platform.

* For Company information you can import relevant data including mailing/billing address information as well as ARIN specific SWIP
fields, and specific DNS servers.
® For Contact information you can import contact records assigned to a given Company. We support typical fields for this data including
Name, multiple email fields, phone numbers as well as Timezone and Role (Roles can be customized from the IPAM Admin Tab).
® For IPv4 Block information you can import the following fields:
« Click here to expand...
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Step 2: Define Columns

The Import process requires you 1o er
Mask column. There can be multiple b

W
Allow Subassignments E ¢
ASN P B
CIDR String 232
Customer Handle 234
Gananc Code
P 23.2
Mask 23.2
Mat Handie
HNotes 23.2
Org 0 23.2
Region 23.2
Resowrce Holder IO
FHasawnee 1D !
Aesource Mamea
HIR
Tags
WLAM

~a - - = -—

Allow Subassignments option
When importing the field "Allow Subassignments" - the parameters accepted are "TRUE", "1", "Y", "yes"

Step 3: Import your Data

Get to the Data Import Tab from the Admin button to import your data. For larger data import runs, feel free to contact 6connect at any time for
assistance at support@6connect.com.

.006 IPAM Admin ~ VLAN Admin ~ DNS Admin ~ Datalmport Users APl Scheduler Exit Admin QE

Resource Import: IP Import:
Simple Upload/import from CSVY Upload/impart from CSV
Resource Import Tool *Beta™ Import from RIR

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/Import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

Data Import Overview: Which Import Tool Should | Use?

Resource Import

Simple Upload / Import from CSV: Use this tool if you have a simple .csv file of customer / contact information, such
as Name, Address, Billing Address, Phone numbers, POC, etc. See Resource Import from CSV for more
details.
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This tool supports the following fields:
« Click here to expand...

Baling Straat 1
Billing Streat 2
Ballimg City
: Billing Stais
Balling Zip
Balling Country
Cusiom Fledd
+ Customer id ]
Email 1

Iﬂc

Email 2

Mail Sereat 1
M ail Streat 2
Mail Gty
Mall Stata
Mail Zip

Mail Coumiry

Name

st POC

Org Id

Org POC

f Urigin ASN
Phona

\ Fax

Resource Import Tool: The Resource Import tool is designed for importing .csv files for any Resource type (company, physical devices,
contacts, customers, etc), and allows for customized headers through integrating ProVision's Section fields. It also allows for data editing within
the tool. Use the Resource Import Tool if you have resource data that does not fit under the Simple Upload / Import from CSV field options, and
can equate that data to an existing or newly created Section.

Additional Information
A tutorial / walkthrough for this tool is available at the Resource Import Tool page.

Import Templates

This section links sample files for selected ProVision import tools. These may be viewed as an example of .csv setup for their respective
importers, or used for tutorials.

They are:
All Import Samples - Links to the CSV import templates page of the documentation, showing all available import template .csv files.

IP Import Sample File - Download the IP-import-sample_v1.csv file, used in the |P_Import: Upload / Import from CSV Tool.

Customer Sample Import - Download the customer-import-sample.csv file, used in the Resource Import: Simple Upload / Import from CSV Tool.

Peering Import

Import BGP Sessions: This section imports peering sessions from a selected exchange and router. Routers must be created prior to using this
importer. See Adding Routers and Importing Sessions for additional information.

IP Import

Upload / Import from CSV: Use this tool if you have a .csv file of IP block information, such as CIDR, Mask, ASN, RIR, etc.
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This tool supports the following fields:
= Click here to expand...

Step 1: New Import

|

Allow Subassignmeants
ASN
CIDR String
Customer Handle
Geananc Code
IP
Mask
Mat Handle
Notes
Org ID L B
Region itig
Resource Holder ID
+ Resource D =%
Resource Name
RIR
Tags
VLAM

T

Import from RIR: This tool automatically lookups your ARIN or RIPE information based on the IP address you are connected to. Once it identifies
the blocks assigned to your company, you can import both 1918 aggregates as well as public IP space from ARIN and RIPE. See Import
Aggregate Blocks for more detail on this tool.

DNS Import

BIND Zone Upload / Import: Imports DNS zones using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of
the zones themselves, and an optional .csv file mapping zones to customers and DNS Servers. This is the simplest and most commonly used
import method. Refer to Import DNS Zones for more information.

PowerDNS Zone Import: This tool is available after configuring a PowerDNS server with a MySQL backend. The PowerDNS Import connects to
the selected server and imports all zones.

DynECT Zone Import: Imports and syncs ALL zones on the system with those in your DynECT instance. This means any zones in ProVision not
present in your DynECT instance will be removed and any changes lost. See Configuring DynECT Support for information on setting up a
DynECT server in ProVision.

Additional Information

For more details, see:

Resource Import from CSV
Resource Import Tool
Import Sessions

IP Import from CSV

Import Aggregate Blocks
Import DNS Zones
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Resource Import from CSV

Simple Upload / Import from CSV

The Simple Upload / Import from CSV tool is used if you have a simple .csv file with customer / contact information, such as Name, Address,
Billing Address, Phone numbers, POC, etc. It is accessed from the Data Import Tab from the Admin section of ProVision.

.006 IPAM Admin ~ VLAN Admin + DNS Admin ~ Datalmpot Users APl Scheduler Exit Admin Q,

Resource Import: IP Import:
Upload/import from CSV
Resource Import Tool *Beta™ Import from RIR
Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

To import your customer / contact information, follow the following steps:

Before you Begin: Prepare your Data for Import

Step 1: Create a new Resource / Customer Import Job
Step 2: Define Columns

Step 3: Reviewing Data

Step 4: Execute Import

Before you Begin: Prepare your Data for Import

The Simpl | / Import from CSV tool requires only a .csv file for importing.

Be sure to review "Preparing Data for Import" on the Importing your Data page before you begin. Verify that your .csv is correctly parsed and
cleanly formatted with your customer/contact information (using your choice of the available field list shown below), and is UTF-8 encoded for best

results.

This tool supports the following fields:
« Click here to expand...
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Biling Straet 1
Billing Streat 2
Billing City
: Billing Slate
Balling Zip
Billing Country
Custom Fledd
« Customear id H
Emuail 1
Email 2
M ail Strest 1
Mail Streat 2
Mail City
Mail Stata
Mall Zip
Mail Coumiry

L =

Name

et POC

Org id

O PO

i Origin ASH
Phona

\ Fax

Step 1: Create a new Resource / Customer Import Job

Navigate to the Data Import Tab from the Admin button. Select "Simple Upload / Import from CSV" under "Resource Import".

.006 IPAM Admin = VLAN Admin + DNS Admin ~ Datalmport Users APl Scheduler Exit Admin QE

Resource Import: IP Import:
imple Upload/import from CSV Upload/impart from CSV
Resource Import Tool *Beta” Import from RIR
Import Templates: DNS Import:
All Import Samples BIND Zone Upload/Import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

Create a Job Name and Description for the import. This is especially useful to keep track of progress in cases the data arrives from multiple
sources, or will require multiple stages of manual review.

Select the .csv file that you prepared above by selecting the "Choose File" button, and browsing to the correct file location. Then hit "Start Import".
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Customer Import
Existing Jobs

Step 1: New Import
The Customer Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are
encoded with UTF-B for best results.

Job Name: Description:
Sample Customer Import Sample Customer Import Choose File customer-imp...-sample.csv | o0

File must be in CSV Format.

Working with Large or Multiple Data Sets
Although you cannot add new files to an existing job, for jobs with multiple sources for data (which may have different formatting), you

can simply create separate jobs and descriptions for each source - no need to manually combine the data into one file before importing.
The Import tool's mapping and editing functions will allow for the data to be reconciled in ProVision.

For large data sets where multiple stages of manual review might be needed, you can create a new job using the same set of data files
in order to work in parallel on a different portion of the data.

After importing, the new job will appear under the "Existing Jobs" section. To continue working with this job, select it from the list (by clicking on
the link) and the next step will appear on the page.

Customer Import

Existing Jobs
Sample Customer Import last modified 15-04-2015 2:59 PM @ ‘_

Step 1: New Import
The Customer Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are
encoded with UTF-8 for best results.

Job Name: Description:

Choose File No file chosen
File must be in CSV Format.

Step 2: Define Columns

Using the dropdown menu above each data field, select the appropriate definition for each of the imported columns. Phone and Fax may have
multiple columns associated with the data. Other columns which do not apply under the available definitions should be left as blank, and will be

skipped during the upload process.

Make sure that you have defined all desired fields by using the scroll bar below your data to view additional columns.

When completed, hit "Next".

269



Step 2: Define Columns

The Import process requires you to enumerate the function of the columns in the provided CSV. The 'Customer Id' field is your internal customer
identification system and can be referenced elsewhere.

Customer Id Name [ Pnone Ev a Mall Street 1
Unique ID Name Phone Billing Street 1 Mail_street_1
6c-004 BitBandits,Inc. 408-555-2341 Billing Streat 2 123 Flagle St.
6¢-005 PJS Motorsports 408-555-2341 Billing Gity 367 Maple Ave
6c-006 Samsung International 756-344-3241 Bl State 672 Avenue of the Amerid
6c-007 Sony Online Filing £p 23429 Franklin Ave
6c-008 Acer Worldwide Billing Country 765 Stevens Creek Bivd

Publishers Clearinghouse Gustom Fleld
g MNetwork . Customer Id 123 Brandywine ave

6c-010 Cisco Systems 987-234-2341 E:::: ; 36 Tasman Drive
Mail Street 1

Mail Strest 2

Mail City [ Next |
Mail State

Mail Zip

Mail Country

Name

Met POC

Org Id

Org POC

Origin ASN

Fax

Step 3: Reviewing Data

After supplying the file and defining columns, a review step is provided. Records with errors will show as color coded, and can be filtered to be
viewed by All, Valid, Warnings, Invalid, or Ignored.

From here, the records can be edited or ignored. Select "Ignore" for records that you do not wish to import at this time. Records that are Ignored
or Invalid will automatically be skipped.

Header Rows
If your .csv has a header row as the first line, that row will be shown as the first record in review data as well. Simply click "Ignore" on
the first record to disregard the row.
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Step 3: Review Data
Please review the data for correctness. Invalid and ignored rows will be skipped.

View: [ AT __|[__Valid ][ _Warnings__|[__Invaid__][__Tgnored ]

( Name

A customer already exists with this name!

[ BitBandits,Inc. A customer already exists with this name! | Edit )
[PJS Motorsports [ Edit | j
[Samsu ng International j
[Sony Online [ Edt | j
[Acar Worldwide A customer already exists with this namel =3 )
[Publishers Clearinghouse Network EJ
[Clsco Systems A customer already exists with this name! | Edit | )
[J uno Networks [ Edit | j
[APclSchneider A customer already exists with this name! | Edit )
[Sungard Inc. ED j
[Terremark Worldwide [ Edit | j

Hitting the "Edit" button for the record provides options to change or add information for available fields.

After editing, hit "Save", and continue reviewing / editing data as desired.

( Name: Safeway m m
Customer Id: 6c-016 Custom Field: éAdding Custom Entry l
Phone: Fax:
Email 1: Email 2:
Mail Street 1: 674 Flaring Way Mail Street 2:
Mail City: Los Angeles Mail State: CA
Mail Zip: 769283 Mail Country:  US
Billing Street 1: Billing Street 2:
Billing City: Billing State:
Billing Zip: Billing Country:
Net POC: Org Id:
Org POC: Origin ASN:

e

Step 4: Execute Import

When the review step is completed, hit the "Execute Import" button. A progress bar will appear to show progress and note errors if they occur.
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When the bar reaches 100%, the import is complete.

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously successful will be passed over. Successful import rows will be marked as such.

Current Step: Finished!
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Resource Import Tool

Importing Resources

® Importing Resources
® The Resource Import Tool
® Before You Begin
® Opening the Resource Import Tool
® The Resource Import Tool Ul
® Resource Importer Walkthrough

The Resource Import Tool

The Resource Import Tool (in beta) allows you to import resource data from a .csv file into ProVision. In the Resource Import Tool, you can open
one or more user-created .csv spreadsheets, perform basic editing functions if needed, associate the data to a specific Section, and correlate the

data columns to specific Section Fields.

In ProVision, since Resources can be any desired entity, and Sections can be anything from "customers" to "firewalls" to "racks", you have total
flexibility in what type of data to import with the Resource Importer to meet your specific company needs. Check out Working With Resources,
Customizing Sections, and Customizing Fields for more details on how to fit these elements to your business.

Before You Begin

There are a few items that you will need have set up prior to using the Resource Importer Tool. Ensure that you have:

The .csv document you wish to import saved with UTF-8 encoding. Windows, Mac, and Linux type .csv files are supported.

A header row for the data in the .csv.

The .csv file should be "clean", that is, only contain the data to be imported and a header row for that data.

A Section created in ProVision with fields that correlate to the import data. For example, if you wish to import a list of contact information,
there will need to be a Section in ProVision created for "Contacts", with fields such as "First Name", "Last Name", "email address",
"Phone number", and so on. To create a new Section, or edit an existing Section, refer to Working With Resources, Customizing
Sections, and Customizing Fields.

If the above preconditions are not met, the Resource Importer Tool may not be able to correctly read the .csv file or complete
the import. Verify UTF-8 .csv encoding, a clean dataset with a header row, and that an appropriate Section exists in ProVision

prior to import.

Best Practice
To ensure a fast and straightforward resource import, best practice is to verify ahead of time that your .csv data is correct and

contains all the necessary column information for the Section. This includes a top-level Name and Unique ID, as well as a
column per Section field. Data edits and column adjustments can be performed inside the Resource Importer Tool if necessary,
but will require additional time and steps.

Opening the Resource Import Tool

To open the Resource Import Tool, navigate to the Data Import Tab from the Admin button to import your aggregate blocks. Select "Resource
Import Tool" under "Resource Import".
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DNS Admin ~ Datalmport Users APl Scheduler Exit Admin

Y Searchortypotelp

O 6 IPAM Admin ~  VLAN Admin ~
o0

Resource Import: IP Import:

Simple Upload/Import from CSV Upload/import from CS5V
& Eesource Import Tool ‘Beta: > Import from RIR
Import Templates: DNS Import:

All Import Samples BIND Zone Upload/import

IP Import Sample File
Customer Import Sample File

Peering Import
Import BGP Sessions

The Resource Import Tool Ul

PowerDNS Zone Import
DynECT Zone Import

When you first open the Resource Importer, you will be given the option to view a short on-screen guide to using the tool. After stepping through
the guide and/or exiting out of it, the tool will look like this:

Resource Importer  File Insert Data Help Exit Import Tool

Section Grids

Open Files

Local Grids

Completed Imports

On the top are standard menu options of "File", "Insert", and Data" and "Help". Under those menus, you may see greyed-out functions listed.
Those functions are items under development, or not available to use at the current Importer step.

On the left side of the screen is a listing of currently opened files:

Sections Grids lists grids currently open that were created from a ProVision Section

Open Files lists the current user created .csv spreadsheets that are open

Local Grids lists any grids that were created in the tool itself, instead of opened from an external file

Completed Imports show imports which have been completed and imported into ProVision

If, at any time, you need to leave the Resource Importer Tool, select the "Exit Import Tool" in the top right corner of the screen, and you will be
taken back to the ProVision Dashboard.

Exiting the Resource Importer Tool prior to completing the import process will result in the current open grids being discarded.

Resource Importer Walkthrough

For a step by step walkthrough of the Resource importer, continue on to the Resource Importer Walkthrough , which shows how to import a
sample contact list and perform minor editing tasks.

Resource Importer Walkthrough - Step 1 Upload your .csv data file
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Resource Importer Walkthrough - Step 2 Open a Template Grid from an existing Section

Resource Importer Walkthrough - Step 3 Reorder .csv columns to match the Section Grid column order
Resource Importer Walkthrough - Step 4 Edit Data as Needed

Resource Importer Walkthrough - Step 5 Drag rows from the .csv Grid to the Section Grid

Resource Importer Walkthrough - Step 6 Import into ProVision
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Resource Importer Walkthrough - Step 1

Importing Resources

Before You Begin
Ensure that you are familiar with the overview and "Before you Begin" requirements listed on the Resource Import Tool page.

For this tutorial, we will be using the Contact Import Sample .csv available on the Import Templates page as an example, and associating it to an
existing Section called "Contact" having the fields: First Name, Last Name, Email, 2nd Email, Phone, 2nd Phone, Mobile Phone, Role, and Time
Zone. To create this Section, or edit an existing Section, refer to Working With Resources, Customizing Sections, and Customizing Fields.

In order to illustrate the abilities of the Resource Importer to edit data and adjust for formatting issues, the Contact Import Sample .csv is used
intentionally leaving a few less-than-ideal conditions (much like you may encounter in real life) such as leaving typos, having an extra data
column, and missing a needed column. If you follow the "Before you Begin" requirements and "Best Practice" notes, however, you may be able to
skip any editing or column adjustment steps.

When you are ready to begin, open the Resource Importer and proceed to Step 1.

Step 1: Upload your .csv data file

Under the "File" Menu, select "Open .csv". Browse to and select your UTF-8 encoded data file.

Resource Importer  File ~  Insert

Section Grids New Job

Open Job

Save Job Ctrl+5
Open Files

Cpen CSV...

Export C3V

Open File

| Choose File | CONtact-impor...ample_v1.csv

After hitting "OK", your file should be visible in the workspace, as well as listed under "Open Files" like this:
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Resource Importer Data Exit Import Tool

Section Grids ey
contact-import-sample_v._- | 4
# [ ]| = UniguelD « First Name w Last Name w Title w email  email2 = Phone w Phon
Open Files 0 | | 6c-004 Aaron Hughes cTC aaron@6connect... | support@6Gconne...  1-408-555-1212 1-408-£
1 | 6¢-004 John Parker Sales john@gmail.com 234.634.1234 BBE-cal
contact-import- 2 60-004 Tom Taylar Janitor tiaylor@toms.cam 503-555-1256 866-55
sample vi.csv — 1 1 1 1 1 1
! = 6c-007 Bob Smith VP Ops bsmith@apple.com BB8-call-now 703-55
s 4 =] 6c-008 Maurice Carmichael Marketing mc@mail.com BE6-555-1134 BBE-nic
Local Grids 1 :
5 ] 6c-009 Vince Bunch Marketing vbunch@happyp... ops@happyplace... 703-555-1111 234-55
6 ] | 6c010 Mark Tompson Product Manager tompson@t.net BB8-nice-war 354-55
T @] Bc-011 Herald Waters Engineer hwaters@is.co.uk 234-555-6678 17 145
Completed Imports 5 -
B8 =] G012 Michael Sanders Project Manager pm@mybusiness... 354-555-1235 234-23
a O 6013 JI Keller Operations jillkeller@anathe. .. 17 145 125124 44 123
10 = 6014 Sarah Campbell Account Executive | sa.camp@intel.net 234-234 1234 BBE-cal
O 6015 Amanda Kingson Sales akingston@sellin... 44 123655512 B66-55

After opening your .csv grid, proceed to Step 2 - Open a template grid from an existing Section
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Resource Importer Walkthrough - Step 2

Importing Resources

Step 2: Open a Template Grid from an existing Section

Under the "Data" menu, select "Create Sheet from Section".

Create Sheet from Section

Import active Sheet to ProVision

contact-impori-s

# ] | = Unigt Nam
Sort sheet by column Name, A — Z
0 | | 6c004
= Sort sheet by column Name, Z — A
1 [ 6c-004
2| [ 6004 | goneh..
2 |:| G007 ouu b= LA

The Resource Browser will pop up, showing the list of Sections currently available in Provision. Clicking on the "Details" button will show the fields
for that Section.

Resource Browser

Y S R.AITH ST 1T

Virtual Interface
virtual-interface

Rack

rack

Router
router

Switch

switch

Resource Holder
resource-holder

Contact
contact

Scanlet Result
scanlet-result

Verify that the Section and available fields match the type of data you are trying to import. In this case, the Section "Contact" has the fields that
correlate to our spreadsheet data.

Select "Create Grid" to create a grid based off this Section.
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Resource Browser

B
Contact

First Name - [text)
Last Name = [text)
Email - (text)
Phone - [text)
2nd Phone - (text)
2nd Email - {text)
Mobile Phone - {text)
Role - [cholcebox)

Time Zone - (text)

When the Section Grid has been created, required fields will show in blue font with (required) after the header, in this case, "Name" is a required
field. The "Custom ID" field is metadata allowing for a unique ID to be associated with each entry, but is not necessary for a successful import.
The remainder of the headers directly match the Section's fields.

Resource Importer  File Insert Data Help Exit Import Tool
Section Grids i A —

contact-import-sample_v... | Contact [0 rows] L+
Contact = ) ; h h

# | [ = Name (required) = Custom ID w FirstName = LastName = Email w Phone « 2nd Phone| » 2nd Email | » Mobile Pho « Role
Open Files

contact-import-
sample_vi.csv

Local Grids

Completed Imports

After you have opened your Section Grid, proceed to Step 3: Reorder .csv columns to match the Section Grid

279



Resource Importer Walkthrough - Step 3

Importing Resources

Step 3: Reorder .csv columns to match the Section Grid column order

One of the most important steps is to reorder the columns from the .csv data to match the order of the Section Grid headers - think of the importer
as copying and pasting the csv data into the "Contact" Section grid- we want to ensure that the data is under the correct headers!

Click on the column header to Drag and Drop to the desired location:

£ | [J|= UnigueID n Last Mame @v |

0 | Be-004 Hughes Aaron
1 = Ge-004 Parwer John
2 | Gc-004 Taylar Tom
3 | [ | €c007 Smith Baob

Click back and forth between the tabs to verify the column order, then click on a header and drag and drop into the desired order. This moves not
only the header, but also the data below it.

Common Column Editing Questions
What if just my column headers are in the wrong place?

What if | have too many / too few columns in my .csv to match the Section Grid?

If you see any of these issues, proceed to Step 4 - Edit data as needed.

Otherwise, if your columns match up perfectly and none of the data needs editing, skip to Step 5 - Drag rows to the Section Grid
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Resource Importer Walkthrough - Step 4

Importing Resources

Step 4: Edit data as needed
As you may have noticed in Step 3, with this example we have a couple of columns that don't quite match up to the Section Grid. The "Title"

column in the .csv data is an additional column we are not tracking in our Section. Also, although we have a "First Name" and "Last Name", we
are missing a data column for the top-level "Name" required in the Section Grid.

Common Editing Questions:
® What if | have too many / too few columns in my .csv to match the Section Grid?

® What if | see a typo in the .csv data?
® What if just my column headers are in the wrong place?

To hide extraneous column information:

Right click on a header and deselect the check box for the column you wish to hide. In this case, we want to hide "Title".

| MEnu

contact-import-sample v... Contact [0 rows] +
# | = UniquelD = First Name = Last Name = email W = Phane
Go-004 Aaron Hughes aaron@é&connes MuUnique ID = 1-406-555-1212

1 6c-004 John Parker john@gmail.com| BFirst Name 234.634.1234
[#Last Mama

2 | 6c004 Tom Taylor naylnr@mms.& St 503-555-1256

3 | 6c-007 Bob Smith bsmith@apple.c{ FAeman B88-call-now

4 | 6c-008 Maurice Carmichael me@mail.com | Hemail2 BO66-555-1134

5  6c-009 Vince Bunch vbunch@happyg 2Phene o... 703-555-1111
MPhone 2

6 | 6c-010 Mark Tompsan tompson@it.net BRA-nice-wor
#Phone Cell

T | 6011 Herold Waters hwaters@is.co.U @rsle 234-555-66T6

8  6c012 Michael Sanders pm@mybusines; MTimeZone 354-555-1235

9  6c013 Ji Keller jil keller@anothe o oo 17 145 125124

10 | 6c-014 Sarah Campbell sa.campi@intel.n [Bynchronous resize 234-234 1234

11 | G015 Amanda Kingson akingstan@sellin. .. 44 123 55512

To Edit Data in the Resource Importer
Data in the grids can be edited directly by clicking on the cell(s). In our example, we can see that "Amanda Kingson" should really be "Amanda

Kingston". Let's fix that! Click in the cell, type in the edit you wish to make, and then click outside of the cell to exit edit mode. To edit a full row of
data, you can right click on the row, select "Edit" row, and make multiple changes in the form box.

281



E [l | » Unique ID
0 [ 6c-004
1 [ 6c-004
2 [ 6c-004
3 [ 6c007
4 [ 60008
5 [ 6c-009
6 [ 6010
7 | | 6011
8 [ 6c012
9 [ 6c013
10 [ 6c014
1M1 & 8015

e

contact-import-sample v

= First Name
Aaran
John
Tom
Bob
Maurice
Vince
Mark
Herold
Michael
Ji
Sarah

Amanda

If a column header is over the wrong data:

If just the header is in the wrong spot (doesn't match the data below it), you can move just the column header in the Resource Importer, without

moving the data below it.

Contact [0 rows]

= Last Mame
Hughes
Parker
Taylar
Smith
Carmichael
Bunch
Tompson
Waters
Sanders
Keller

c

= email w email2

azsron@éconnect.... suppor@bconne...

john@gmail.com
ttaylor@toms. com
bsmith@apple.com

me@mail.com

vbunch@happypa... ops@happyplace.. ..

tompson@tt.net
hwaters@@is.co.uk
pmi@mybusiness....
jill. keller@another...

sa.camp@intel.net

| Kingston

)dngston@sellin...

1) Right click on a row of the grid to edit and select "Set Columns":

menu

contact-import-sample v...— +
# | [ |~ UniquelD = Firs
0 [ GcO04 Aaron
1 ] Gc-004 John
T rurmn

Move to tab el

M Delete selected row(s)

# Edit row

= Phone
1-408-555-1212
234.634.1234
503-555-1256
B88-call-now
B66-555-1134
703-555-1111
888-nice-wor
234-555-66T78
354-555-1235
17 145125124
234-234 1234
44 123 56512

2) In the "Change Column Header" dialog box, drag and drop the column header(s) into the desired order. Remember, this only moves the
headers, not the data below them! Then, hit "OK".
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Change Column Header

If your .csv data is missing a data column needed for the Section grid:

In our case, the .csv data is missing the required "Name" column for the Section grid. Think of the "Name" as the information you would want to
search for in Provision. We wouldn't want to search just for "Bob" or "Smith" when looking down a list of names, so under the "Name" column, we
need to see the full first and last names, like "Bob Smith".

Currently, our options to fix this are:

1) Edit the .csv directly in your spreadsheet program: (Recommended) Simply revise the .csv to include another column for "Name", and re-open
the .csv in the importer. The benefit to this method is your .csv file will be set up as a template for future imports.

Or:

2) In the Resource Importer, temporarily hide the extra column in the Section Grid: Make the columns between the .csv and the Section Grid
match exactly by temporarily hiding the column (in this case, "Name") in the Section Grid, proceed to move the data into the Section grid
(see Step 5), then unhide the "Name" column and manually add the data as needed prior to completing the import.
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contact-import-sample_v...

# | = Name (required)

Aaron Hughes
1  Amanda Kingston
2 Bob Smith
3  Herold Waters
4 | Jill Keller
5 | John Parker
6 Mark Tompson
7 ||
8
g
10
11

n Custom 10 -

6c-004
6c-015
6007
6c-011
6c-013
Gc-004
6c-010
6c-008
6012
Bc-014
G004
Bc-009

| menu |

Contact [12 rows) [+
First Name - Last Mame| » Email = 2nd Email
Aaron Hughes aaron{@ec... SUpport@...
Amanda Kingston akingston. ..
Bob Smith bsmith@a...
Herold Waters hwatersi...
Jil Keller jillkeller@. ..
John Parker john@am...
Mark Tompsaon tompson. ..
Maurice Carmichael  mc@mail....
Michael Sanders pmiEmyb. ..
Sarah Campbell sa.camp...
Tom Taylar ttaylon@to. ..
Yince Bunch vbunch@... ops@hap...

When edits and adjustments are complete, move to Step 5 - Drag rows to the Section Grid

= Phone
1-408-555...
44 123 55...
B88-call-now
234-555-6...
17 145 12...
234.634.1...
BE8-nice-...
BEB-5585-1...
354-555-1...
234-2341...
503-855-1...
703-555-1...

T

14
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Resource Importer Walkthrough - Step 5

Importing Resources

Step 5: Drag rows from the .csv Grid to the Section Grid

Once you have set the columns to match exactly between the .csv Grid and the Section grid, it's time to pull in the data from one to the other.

Simply click the checkboxes for the rows you wish to import (or use the "Select all" checkbox at the top), click anywhere on the row, and drag &
drop onto the Section Grid tab ("Contact"). The tool will tell you how many rows you are moving as you drag them.

Resource Importer  File Insert Data Help

Section Grids men
contact-import-sample v —
Contact # | & | UniquelD 7 First N
o Aaron
Open Files 16 Jonn
2 T Tom
contact-import- o
sample_v1.csv AnlibdiSo T i
4 & 6c-008 Maurice
) 5 6c-009 Vince
Local Grids CJ
6 @& 60010 Mark
7 & 6e0m Herold
8 6c-012 Michael
Completed Imports ¥
9 & 60013 Jil
10 o 6c014 Sarah
1 & 6e015 Amanda

Contact [0 rows]

Drag H...

Dragging 12 row(s)

s rnBTHE

Hughes

Parker
Taylor
Smith

Carmichael

Bunch

Tomps:

0N

Waters

Sanders

Keller

Campbell

Kingston

= email = email2
aaron@éconnect....  support@6conne...
John@gmail.com

ttaylon@toms.com

bsmith@apple.com

mc@mail.com

vbunch@happypa... ops@happyplace....

tompsoni@tt.net
hwaters@is.co.uk
pm@mybusiness....
JilLkeller@another. ..
sa.camp@intel.net

akingston@sellin...

= Phone 2
1-408-555-1212

= Phone
1-408-555-1212
234.634.1234
503-555-1256
B888-call-now
B866-555-1134
703-585-1111
888-nice-wor
234-555-6678
354-555-1235
17 145 126124
234-234 1234
44 123 5556 12

Click on the "Contact" tab when you are done, and you will now see your data in there, instead of the original .csv.

Exit iImport Tod

= Phone Cell
1-408-555-1212
BB8-call-now
BB66-555-1134
703-6656-1111
B88-nice-wor
234-555-66T8
354-555-1235
17 145 125124
234-234 1234
44 123 555 12
B88-call-now
BB66-5566-1134

If you had to hide columns in the Section Grid prior to moving the .csv data, verify that all columns are visible and the required data filled in. In this
case, we filled in the "Name" Column that was missing in the original .csv.

Resource Impo File Insert Data Help
Section Grids
contact-import-sample v...
Contact # [ |~ Name (required)
0 [ | Aaron Hughes Gc-004
Open Files 1 [ John Parker Bc-004
2 | ) | Tom Taylor 6¢-004
contact-import- = -
sample_v1.csv 30 | Bob Smith 6c-007
4 [ Maurice Carmichael | 6c-008
i i | | Vince Bunch 6¢-009
Local Grids L
6 [  Mark Tompson 6c-010
7 [ | Herold Waters Be-011
8 [ | Michael Sanders 6c-012
Completed Imports =
9 | ) | il Keller Gc-013
10 ) | Sarah Campbell 6c-014

[ | Amanda Kingston| 6c-016

Centact [12 rows]

Aaron
John
Tom
Bob
Maurice
Vince
Mark
Herold
Michael
Jil
Sarah

Amanda

| menu

+

w Custom ID » First Name « Last Name - Emai

Hughes
Parker
Taylor
Smith
Carmichael
Bunch
Tompson
Waters
Sanders
Keller
Campbell

Kingston

aaron@ée... | support@...
john@gm...
ttaylor@to...
bsmith@a...
me@mail.....
vbunch@... | ops@hap...
tompson...

hwatersi@i. ..

pm@myb...

filkeller@...

Sa.camp...

akingston...

After moving your data into the Section grid, proceed to Step 6 - Importing into ProVision.

w 2nd Email |« Phone

1-408-555...
234.634.1...
503-555-1....
B88-call-now
BE6-555-1...
703-656-1...
B88-nice-...

234-555-6...
354-556-1...
17 145 12...
234-234 1.
44 123 65...

= 2nd Phone| » Mobile Pha - Role

1-408-555...  1-40B8-555... Technical

B68-call-now Technical

B66-555-1... Technical
703-555-1... | Technical
B88-nice-...  Abuse
234-5656... Sales
354-555-1... | Billing
17 14512... | Billing
234-2341... Sales
44 123 55... Technical
BB&-call-now Technical
B66-666-1... Technical

Exit Import Tool

w Time Zone
PT

ET

ET

ET

GMT

cT

PT
PT
PT
PT
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Resource Importer Walkthrough - Step 6

Importing Resources

Step 6: Import into ProVision

When all of the data is under the Section Grid tab, and any required field data filled in, you can import the data into Provision! From the Data
menu, select "Import active Sheet into ProVision". You will see an import progress bar. Once complete, you data will be in provision, filled into the
Section fields for your chosen Resource.

Resource Importer  File Insert Data ~  Help Exit Import Tool
Section Grids Create Sheet from Section — 5
= menu |
contact-import-s—ro0 1 active Sheet to ProVision L i
Contact # ] | » Nami = Last Name|w Email w» 2nd Email | » Phone = 2nd Phone! » Mobile Pho » Role = Time Zone
Sort sheet by column Name, A — 2Z T T T T T T T
0 [ Aaronk Hughes aaron@6c... | support@... | 1-408-555... | 1-408-555... | 1-408-555... | Technical PT
Open Files = Sort sheet by column Name, Z — A t t t t t t t
pe 1 ) JohnPe Parker john@am... 234.634.1... B88-call-now | Technical ET
2 | (| TomTa Search, Taylor ttaylor@to... 503-555-1... B866-555-1... | Technical ET
contact-import- = s b - 1 : ] ] ] ) ) . )
sample_v1.csv fe ™| Bob Smius UL ouu Smith | bsmith@a... | | aBS-—raiI-nﬂw. | 703-555-1... | Technical | ET
4 | [ Maurice Carmichael  6¢-008 Maurice Carmichael = mc@mall.... 866-555-1... 888-nice-... | Abuse GMT
% 5 —| | Vince Bunch 6c-009 Vince Bunch vbunch@... | ops@hap... | 703-555-1... 234-555-6... | Sales CT
Local Grids o | | | @ | opsdhap... | | | | |
6 [ Mark Tompson Gc-010 Mark Tompson tompson... B&8-nice-... 354-555-1... | Billing PT
7 [ Herold Waters 6c-011 ' Herold Waters | hwaters@i.. | 2345556, 1714512 Biling PT
8 ~| Michael Sanders Gc-012 Michae! Sanders m@myb... 354-6566-1... 234-234 1... | Sales PT
Completed Imports s Pt
9 [ JiKeller Gc-013 Ji Keller Jjill.keller@... 17145 12... 44 123 55... | Technical PT
10 [ Sarah Campbel 6c-014 | Sarah | Campbell  sacamp.. | | 234234 1... | 886-call-now Technical | PT
11 ) Amanda Kingston 6c-015 | Amanda | Kingston | akingston... | | 44 123 55... | | B866-555-1.... | Technical | PT

286



Import Sessions

Importing Sessions

® Importing Sessions
® Peering Import
® Select Groups and Sessions

Peering Import

Importing peering sessions requires Admin-level permissions, and is accessible only from the Admin section of ProVision.

From the Admin section of ProVision, navigate to the Data Import Tab. Under Peering Import, select Import BGP Sessions. This will take you to
the Peering Import section of ProVision.

.006 IPAM Admin = VLAN Admin » DNS Admin ~ Datalmport Users APl Scheduer Exitadmin O EEEEEIETIED

Resource Import: IP Import:
Simple Upload/Import from CSV Upload/import from CS5V
Resource Import Tool *Beta™ Impaort from RIR

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/Import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

First, select the desired exchange and router. Routers with Logical Systems information will show up as the router name with the Logical System
info in parenthesis (e.g. "Juniper (test)"). Then click "Load Sessions".

Peering Import
Exchange Equinix Internet Exchange Palo. 5] Router Juniper Lab1 Test (test2) [

Peer Group and Sessions will then display below your selections.

Select Groups and Sessions

The available peer Groups and Sessions will display below your selected exchange and router. If edits need to be made to the session prior to
import, simply click on the wrench icon to edit fields, then click "Done".

Lastly, select the check box next to each Session to import (or the check box at the top to select all sessions) and click "Import Selected
Sessions". Successful imports will then display with a green check mark at the beginning of the row.
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Peering Import

Exchange Equinix internet Exchange Palo . Router Juniper Lab1 Test (test2) B

Importing sessions from Juniper Lab1 Test (test2) (50.240.195.137) at Equinix Palo Alto.

2 sessions found. 0 already imported or added.

Peer Groups

Name Type

equinix-test2 ipvd
Sessions

[/} Type Source ASN Peer

& Peer 221133 Limelight Networks

& Peer 221133 Internap (formerly Voxel)

‘ Import Selected Sessions '

The next step is to configure and manage your sessions.

Peer ASN

22822
29791

Peer IP
198.32.176.9
198.32.176.59

Group
equinix-test2

equinix-test2

Logical System
test2

test2

Clear
State
idle Va
Idle &

Clear
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IP Import from CSV

Simple Upload / Import from CSV

The Upload / Import from CSV tool is used if you have a simple .csv file with IP block information, such as CIDR, Mask, ASN, RIR, etc. It is
accessed from the Data Import Tab from the Admin section of ProVision.

.006 IPAM Admin =  VLAN Admin + DNS Admin ~ Datalmport Users APl Scheduler Exit Admin Q

Resource Import: IP Import:
Simple Upload/import from CSV Upload/impaort from CSV
Resource Import Tool *Beta™ Import from HIN
DNS Import:
BIND Zone Upload/import

PowerDNS Zone Import
DynECT Zone Import

Import Templates:
All Import Samples
IP Import Sample File
Customer Import Sample File

Peering Import
Import BGP Sessions

To import your IP block information, follow the following steps:

¢ Simple Upload / Import from CSV
* Before you Begin: Prepare your Data for Import
® Step 1: Create a new Resource / Customer Import Job
Step 2: Define Columns
Step 2.5: Missing References
Step 3: Reviewing Data
Step 4: Execute Import

Before you Begin: Prepare your Data for Import

The Upload / Import from CSV tool requires only a .csv file for importing.

Be sure to review "Preparing Data for Import" on the Importing your Data page before you begin. Verify that your .csv is correctly parsed and
cleanly formatted with your IP block information (using your choice of the available field list shown below), and is UTF-8 encoded for best results.

This tool supports the following fields:
w Click here to expand...
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Step 2: Define Columns

The Import process requires you 1o er
Mask column. There can be multiple b

W
Allow Subassignments E ¢
ASN P B
CIDR String 232
Customer Handle 234
Gananc Code
P 23.2
Mask 23.2
Mat Handie
HNotes 23.2
Org 0 23.2
Region 23.2
Resowrce Holder IO
FHasawnee 1D !
Aesource Mamea
HIR
Tags
WLAM

Step 1: Create a new Resource / Customer Import Job

Navigate to the Data Import Tab from the Admin button. Select "Upload / Import from CSV" under "IP Import".

.006 IPAM Admin ~ VLAN Admin + DNS Admin ~ Datalmpot Users APl Scheduler Exit Admin

Resource Import: IP Impoxt:
Simple Upload/Import from CSV Upload/import from CS5V
Resource Import Tool *Beta® Import from RN

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

Create a Job Name and Description for the import. This is especially useful to keep track of progress in cases the data arrives from multiple
sources, or will require multiple stages of manual review.

Select the .csv file that you prepared above by selecting the "Choose File" button, and browsing to the correct file location. Then hit "Start Import".
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IP Import

Step 1: New Import
The IP Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are encoded with

UTF-8 for best resulis.

Job Name: Description: R
Example IP Import Example IP Import Choose File  |P-import-Sm...QA Test.esv | St

File must be in CSV Format.

Working with Large or Multiple Data Sets
Although you cannot add new files to an existing job, for jobs with multiple sources for data (which may have different formatting), you

can simply create separate jobs and descriptions for each source - no need to manually combine the data into one file before importing.
The Import tool's mapping and editing functions will allow for the data to be reconciled in ProVision.

For large data sets where multiple stages of manual review might be needed, you can create a new job using the same set of data files
in order to work in parallel on a different portion of the data.

After importing, the new job will appear under the "Existing Jobs" section. To continue working with this job, select it from the list (by clicking on
the link) and the next step will appear on the page.

IP Import

Existing Jobs
Example IP Import last modified 15-04-2015 4:39 PM & 4—

Step 1: New Import
The IP Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are encoded with
UTF-8 for best results.

Job Name: Description:

Choose File Mo file chosen
File must be in CSV Format.

Step 2: Define Columns

Using the dropdown menu above each data field, select the appropriate definition for each of the imported columns. CIDR or IP/Mask fields must
be provided. Notes, Tags, and Regions may have multiple columns associated with the data. If you do not have a defined RIR column, you must
select a default RIR to associated the blocks to. Other columns which do not apply under the available definitions should be left as blank, and will

be skipped during the upload process.

Make sure that you have defined all desired fields by using the scroll bar below your data to view additional columns.

When completed, hit "Next".
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Step 2: Define Columns

The Import process requires you to enumerate the function of the columns in the provided CSV. There must be either a CIDR column or both an IP and a
Mask column. There can be multiple Notes, Tags, and Regions fields. Either a defined RIR column or a Default RIR is required.

Resource Holder ID ﬁ P E Mask E v g RIR
Allow Subassignments
ID IP Block subnet Dl s RIR
544 10.5.3.2 32 G ic Cod ARIN
eneric Code
P
Mask
Net Handle ault RIR:
Notes
Org ID
Region
Resource Holder ID
Resource ID
Resource Name
RIR
Tags
VLAN

Step 2.5: Missing References

If references exist in your data that do not currently exist in ProVision (such as new tags or resources) the import tool will alert you to the missing
references, and give you the option to create those references in ProVision. If you wish to add these elements, select the checkboxes next to the
element and click the "Add (Element name)" button below.

Step 2.5: Missing References

The importer has detected references which do not currently exist in the system. Rows referencing non-existant data cannot be imported. Please select the
valid entries from the sections below and they will be added to the system before the formal import begins.

Tags
[Tese

In this example, we get a notification that we are missing a tag named "Tags". However, we know by looking at our data that is simply an item that
was part of the header line in the .csv, so we want to bypass this step.

Header Rows
If your .csv has a header row as the first line, that row may give information that produces a missing reference notice. If this is the case,
simply uncheck that item and add only the desired references.

Step 3: Reviewing Data

After supplying the file and defining columns, a review step is provided. Records with errors will show as color coded, and can be filtered to be
viewed by All, Valid, Warnings, Invalid, or Ignored.

From here, the records can be edited or ignored. Select "Ignore" for records that you do not wish to import at this time. Records that are Ignored
or Invalid will automatically be skipped.

Header Rows
If your .csv has a header row as the first line, that row will be shown as the first record in review data as well. Simply click "Ignore" on
the first record to disregard the row.
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Step 3: Review Data

Please review the data for correctness. Invalid and ignered rows will be skipped.

View: [ All [ Valid ] Warnings  |[ [nvalid |[ Ignored | [ Hide |
Invalid CIDR String. RIR does not appear in internal —
IP Block/subnet :: RIR RIR list. Tag 'Tags' does not appear in internal Tags
list.

(1 0.2.3.0/24 :: 1918

(10.5.3.2!32 :: ARIN

Hitting the "Edit" button for the record provides options to change or add information for available fields.

After editing, hit "Save", and continue reviewing / editing data as desired.

( Resource: Test1 v m b
CIDR: 10.2.3.0/24 RIR: 1818 E
Region: Boston, MA il Org ID:
Tags: Customer,Cable Notes: Internal space
VLAN: Subassignments:
Asw: Guicomr
Generic Code: |Generic Code Data Net Handle:
LS .

Step 4: Execute Import

When the review step is completed, hit the "Execute Import" button. A progress bar will appear to show progress and note errors if they occur.

When the bar reaches 100%, the import is complete.

Step 4: Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or were
previously successful will be passed over. Successful import rows will be marked as such.

Current Block: Finished!
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Import Aggregate Blocks

Import Aggregates

Navigate to the Data Import Tab from the Admin button to import your aggregate blocks. Select "Import from RIR" under "IP Import".

.006 IPAM Admin =  VLAN Admin + DNS Admin ~ Datalmport Users APl Scheduler Exit Admin Q

Resource Import: IP Import:
Simple Upload/import from CSV Upload/impart from CSV
Resource Import Tool *Beta®
Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

® Import Aggregates
® Step 1: Lookup from Source IP
® Step 2: Import your aggregate blocks
® Step 3: Customizing

Step 1: Lookup from Source IP
We automatically lookup your ARIN or RIPE information based on the IP address you are connected to:

Welcome to 6connect's Network Automation Platform!

| believe your organization name is: AT&T Internet Services

| believe your ARIN ORGID is: SIS-80

If you know your organizations ARIN ORG D, enter it below:

If this is incorrect, please enter an IP address from your network and | will attempt to figure out your aggregates:

Inquire again

If you have another source IP that you would like to use for the lookup function, you can edit the IP and click on the "Inquire Again" button.
If the organization name and ORGID are correct, then click on the "Confirm" button to go to the next screen.

Step 2: Import your aggregate blocks

Once we have identified the blocks assigned to your company, you can import the aggregates by pressing the "Add Aggregate" buttons. This
page allows you to add both 1918 aggregates as well as public IP space from ARIN and RIPE.
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Welcome to 6connect's Network Automation Platform!
This is IPv6 & IPv4 non-1918 space | have discovered

Found IPv4 block: 104.48.0,0/12 ARIN 104480012 @
Found IPv4 block: 208.188.0.0/14 ARIN 208.188.0.0/14 @
Found IPv4 block: 207.193.0.016 ARIN
Found IPv4 block: 209,184.0.0/16 ARIN Add Aggregate
Found IPv4 block: 216.60.0.0/14 ARIN
Found IPv4 block: 63.170.248.0/25 ARIN
Found IPv4 block: 64.216.0.014 ARIN Add Aggregate

If you will be using RFC1918 space, you will likely want to add from
this list:

RFC1918 block: 10.0.0.0/8 1918 100,008 ©
RFC1918 block: 192.168.0.0/16 1918 192.168.0.0/16 &
RFC1918 block: 172.16.0.0M12 1918 172.16.0.0M12 @

If you will be using Shared Transition Space, add:
RFCE598 block: 100.64.0.0/10 6598 Add Aggregate

When done adding aggregates, hit the "Continue to ProVision" button at the bottom of the page. You will be redirected to the IPAM tab to manage

the aggregates as desired.

Continue to PraVision.

Step 3: Customizing

With your aggregates added, you are now ready to customize the tool and import additional data! From here, you can manage your aggregates
under the IPAM tab, edit administration functions under IPAM Admin, or import resources using the Resource Import Tool.
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Import DNS Zones

Importing DNS Zones

.006 IPAM Admin ~ VLAN Admin ~ DNS Admin ~ Datalmport Users APl Scheduler Exit Admin Q_

Resource Import: IP Import:
Simple Upload/import from CSV Upload/import from CSV
Resource Import Tool *Beta® Import from RIR

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

ProVision offers three DNS zone import options, available under the Data Import tab in the the Admin section of ProVision:

BIND Zone Import

® |mports using the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the zones themselves, and
an optional .csv file mapping zones to customers and DNS Servers.

PowerDNS Zone Import
® Option is available after configuring a PowerDNS server with a MySQL backend. Connects to the selected server and imports all zones.
DynECT Zone Import

® |mports and syncs ALL zones on the system with those in your DnyECT instance. This means any zones in ProVision not present in your
DynECT instance will be removed and any changes lost.

Continue to the following sections for details on performing each import method:

® BIND DNS Zone Upload / Import
® PowerDNS Zone Import
® DynECT Zone Import
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BIND DNS Zone Upload / Import

BIND DNS Zone Import

The BIND DNS Zone Upload / Import tool uses the named.conf configuration file tied to the zones you are uploading, a .zip or .tar file of the zones
themselves, and an optional .csv file mapping zones to customers and DNS Servers.

The following steps are used when importing BIND DNS zones:

® BIND DNS Zone Import

® Preparing your DNS Zones for Import

¢ |mporting your DNS Zones (BIND)

® Video Walkthrough

Step 1: Create a new DNS Import Job
Step 2: Map Data Columns (Optional)
Step 3: Reviewing Data
Step 4: Execute Import

[ ]
[ ]
[ ]
[ ]
Preparing your DNS Zones for Import
If your zone data is currently in BIND format - this is very straightforward.

There are three components for the upload process:

1) The named.conf configuration file tied to the zones you are uploading (required)

This tells the importer the Zone Name and where the zone file is written. It could be as simple as a multi-line file:

Simple DNS Config File

zone "my-zone.com" { type master; file "my-zone.com.zone"; };
zone "my-other-zone.com" { type master; file "my-other-zone.com.zone"; };
zone "my-third-zone.com" { type master; file "my-third-zone.com.zone"; };

or could be more complex like this file structure directory:

Complex DNS Config File

zone "my-zone.com" { type master; file "/usr/local/zones/my-zone.com.zone'"; };
zone "my-other-zone.com" { type master; file

"/usr/local/zones/more/my-other-zone.com.zone"; };
zone "my-third-zone.com" { type master; file "/usr/local/zones/more/even

more/my-third-zone.com.zone"; };

This configuration file can be taken directly from the DNS server, and can be in either ISC BIND or NSD format. The system auto-detects which
one is being supplied.

For a sample Simple Config: conf.conf

2) A ZIP or TAR file of the DNS zones themselves (required)

This is as it sounds - a file archive where we can find the zones and it should match the configuration file uploaded in Step 1.

Zone Order
These zone files can be in any order, or in sub-directories, so long as the configuration file (Step 1) correctly points to them

For a sample simple ZIP: zones.zip

3) Match CSV for assigning DNS Zones to Resources (optional)

This file allows the administrator to "assign" zone files to a given Resource. If you have Imported a group of Resources, they have Resource IDs
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associated with them. You can then import DNS zones and assign them to those Resource IDs. When complete, you will be able to pull up the
Resource Record and see the DNS Zones associated to that Resource ID.

Sample CSV File

my-zone.com,test-01,fun stuff, 174.23.14.4, 174.23.14.9
my-otherzone.com,test-02,great stuff, dnsl.dns.net, dns2.dns.net
even-reverse-zones.arpa,test-03,amazing stuff

Note the columns are the "Zone Name", the "Resource ID", "Notes", "Master Server", "Slave Server"

Importing DNS Server Linkages
When importing zones, you can use the "Master Server" and "Slave Server" columns to assign zones to specified DNS Servers. Please
note that the IP address or FQDN of the DNS Server is supported in this field.

To successfully map to a DNS server, that server must already exist within Provision.

For a sample CSV: config.csv

Importing your DNS Zones (BIND)

Video Walkthrough

Step 1: Create a new DNS Import Job

Navigate to the Data Import Tab from the Admin button to import your data. Select "BIND Zone Upload/Import" under "DNS Import".

.006 IPAM Admin ~  VLAN Admin ~  DNS Admin ~ Datalmport Users APl Scheduler ExitAdmin  Q (I

Resource Import: IP Import:
Simple Upload/import from C8V Uploadfimport from CSV
Resource Import Tool *Beta® Import from RIR

Import Templates: DNS Import:
All Import Samples & _BIND Zone Upload/imporl_—>
IP Import Sample File PowerDNS Zone Import
Customer Import Sample File DynECT Zone Import

Peering Import
Import BGP Sessions

Create a Job Name and Description for the import. This is especially useful to keep track of progress in cases the data arrives from multiple
sources, or will require multiple stages of manual review.

Select the appropriate Configuration File (required), Archive File (required), and CSV File (optional) that you prepared above by selecting the
"Choose File" button(s) under each section, and browsing to the correct file location. Then hit "Start Import".

298



New Import

The DNS Import accepts an archive file of zones (ZIP or TAR) in both flat and hierarchical formats. You may also submit a CSV file mapping zone names
to custorner ids and DNS servers. Please make sure the archive file has an appropriate file extension, and that all files are encoded in UTF-8.

Job Name: Sample Zone Import Description: Sample Giti Zones
Configuration File: Archive File: CSV File:
Choose File conf.conf Choose File zones.zip Choose File config.csv
Required: a configuration file in BIND or Required: a ZIP or TAR of your zones. Optional: a CSV file mapping zones to
NSD format. customers and DNS Servers.

Working with Large or Multiple Data Sets

Although you cannot add new files to an existing job, for jobs with multiple sources for data (which may have different formatting), you
can simply create separate jobs and descriptions for each source - no need to manually combine the data into one file before importing.
The Import tool's mapping and editing functions will allow for the data to be reconciled in ProVision.

For large data sets where multiple stages of manual review might be needed, you can create a new job using the same set of data files
in order to work in parallel on a different portion of the data.

After importing, the new job will appear under the "Existing Jobs" section. To continue working with this job, select it from the list and the next step
will appear on the page.

Existing Jobs

Sample Zone Import last modified 17-04-2015 1:03 PM @ "_

New Import

The DNS Import accepis an archive file of zones (ZIP or TAR) in both flat and hierarchical formats. You may also submit a CSV file mapping zone names
to customer ids and DNS servers. Please make sure the archive file has an appropriate file extension, and that all files are encoded in UTF-8.

Job Name: Sample Zone Import Description: Sample Citi Zones
Configuration File: Archive File: CSV File:

Choose File No file chosen Choose File Mo file chosen Choose File No file chosen
Required: a configuration file in BIND or  Required: a ZIP or TAR of your zones. Optional: a CSV file mapping zones to
NSD format. customers and DNS Servers.

Step 2: Map Data Columns (Optional)

If you chose to load an optional match CSV file to assign DNS Zones to Resource, a mapping step will be available. Otherwise, proceed to Step
3: Reviewing Data.

For DNS imports, four column definitions are available: Zone, Resource ID, Server Master IP, and Server Slave IP. Using the dropdown menu,
select the appropriate definition for each of the imported columns. Zone and Resource Holder ID should each only have a single column
selected, however, any number of columns may be defined as Server Master IP or Server Slave IP. Other columns which do not apply under the
available definitions should be left as blank, and will be skipped during the upload process.

When completed, hit "Next".
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Define Columns
The Import process requires you to enumerate the function of the columns in the provided CSV.

Zone ﬁ Resource Holder ID Server Master IP E v

Zone Name Resource Id Notes Master Server Resource Holder ID

Zone

citi.com test-01 fun stuff 208.39.106.184
i Server Master IP
citibank.com test-02 great stuff 208.39.106.99 Sarver Slave |P

citigroup.com test-03 amazing stuff 208.39.106.184 £UD.03. 1UD.0E ‘

Step 3: Reviewing Data

After supplying the file set and defining columns (if applicable), a review step is provided. The configuration file is broken into individual jobs,
scanned for errors, and shown by row (in batches of 100) to be reviewed. Zones with errors will show as color coded. and can be filtered to be
viewed by All, Valid, Warnings, Invalid, or Ignored. From here, the zone can be edited or ignored.

Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ Al |[ Valid |[ Warnings | Invalid || Ignored |
(Zone: citi.com Resource Holder: test-01 )
B
A specified DNS
Zone: citibank.com Resource Holder: test-02 Server does not
exist.
4
N
A specified DNS :
Zone: citigroup.com Resource Holder: test-03 Server does not
exist.
>
Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or
were previously successful will be passed over. Successful import rows will be marked as such.

To fix errors, hit "Edit" on the zone record.

Editing the zone provides options to alter the Resource Holder, enable DNS servers, and redefine Master and Slaves.

After editing, hit "Save", and continue reviewing / editing data as desired.
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{7 ) ™
Zone Name: citibank.com Resource Holder:  testo2. B | View |

DNS Servers: Enabled Server Name Master Slave

dns.6connect.net (dns.6connect.net)
services1.tcp0.com (services.tcp0.com)
ns1.s62000.net (ns1.sc2000.net)
test.server (192.168.1.234)
6connect Test Server (208.39.106.184)
ns1.6clabs.com (ns1.6¢labs.com)
ns2.6clabs.com (ns2.6¢clabs.com)
powerdns (208.39.104.106)

Example Server (208.39.106.184) (-]
TestServer1 (1.2.3.4)

b _d

Step 4: Execute Import

When the review step is completed, hit the "Execute Import" button. A progress bar will appear to show progress and note errors if they occur.

Review Data

Please review the data for correctness. Invalid and ignored rows will be skipped.

View:[ Al |[ Vvalid |[ Warnings |[ Invalid ][ Ignored |
[Zone: citi.com Resource Holder: test-01 i ,-

[Zcme: citibank.com Resource Holder: test-02 | Edit ]
[Zune: citigroup.com Resource Holder: test-03 m ]

Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have warnings, or
were praviously successful will be passed over. Successful import rows will be marked as such.

When the bar reaches 100%, the import is complete.

Import Data

When you have reviewed the data import job for accuracy, hit the Execute Import button. All rows which are disabled, invalid, have wamings, or
were previously successful will be passed over. Successful import rows will be marked as such.

Current Block: Finished!
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PowerDNS Zone Import

PowerDNS Zone Import

The PowerDNS Zone Import Option is available after configuring a PowerDNS server with a MySQL backend. It connects to the selected server
and imports all zones.

® PowerDNS Zone Import
® Step 1: Verify PowerDNS server setup
® Step 2: Import your PowerDNS zones

Step 1: Verify PowerDNS server setup

To import PowerDNS zones, first ensure the PowerDNS server has been set up under DNS Admin - Manage DNS Servers and configuring a
PowerDNS server.

.O6 IPAM Admin ~ DNS Admin ~ Datalmport Users APl Scheduler Exit Admin

Manage DNS Servers

Server Name: Edit Server

FQDN or IP:
Default:  Add to New Zones 3
Transfer Type: + ISC BIND j
Server Type: Secure64 Authority .
Secure64 Signer E
S0A: DynECT ex: ns1.dns.6connect.net. hostmaster.6connect.net.

Username: PowerDNS

Hidden Master

Password:

Port:

H?mme ) where to put the zone files
Directory:

g:{nm Conf path to zones within named.conf
Pre Command: command executed before push
Post Command: command executad after push

Step 2: Import your PowerDNS zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "Power DNS Zone Import" link.
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Users APl Scheduler Exit Admin Q,

O 6 IPAM Admin ~  VLAN Admin + DNS Admin ~  Data Import

®0

Resource Import: IP Import:
Simple Upload/Import from CSV Upload/import from CS5V
Resource Import Tool *Beta® Import from RIR

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import
IP Import Sample File PowerDNS Zone Import

DynEl one Import

Customer Import Sample File

Peering Import
Import BGP Sessions

Then, to import your data simply choose your PowerDNS server and click "Import".

This operation will pull all zones on the target server.
This operation may take quite some time.

Choose a server: 208.39.104.106

Import
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DynECT Zone Import

DynECT Zone Import

The DynECT Zone Import Option imports and syncs ALL zones on the system with those in your DnyECT instance. This means any zones in
ProVision not present in your DynECT instance will be removed and any changes lost.

® DynECT Zone Import

® Step 1: Verify DynECT server setup
® Step 2: Import your DynECT zones

Step 1: Verify DynECT server setup

To import DynECT zones, first ensure the DynECT server has been set up under DNS Admin - Manage DNS Servers and configuring a DynECT
server.

.006 IPAM Admin ~ DNS Admin + Datalmport Users APl Scheduler Exit Admin

Manage DNS Servers

Server Name: Edit Server

FQDN or IP:

Default: Add to New Zones -
Transfer Type: ' ISC BIND )
Server Type: Secure64 Authority :‘ :

Secure64 Signer
SOA: DynECT ax: ngl.dns.6connect.net. hostmaster.6connect.net.
Username: PowerDNS

Hidden Master
Password:

Port:

Remaote
Directory:

Named Conf
th to zones within named.conf
Path: pa

whare to put the zone files

Pre Command: command executed before push

Post Command: command executed after push

Step 2: Import your DynECT zones

Once server setup has been verified, navigate to the Data Import Tab in the Admin section. Select the "DynECT Zone Import" link.
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.006 IPAM Admin ~ VLAN Admin + DNS Admin ~ Datalmpot Users APl Scheduler Exit Admin Q,

Resource Import: IP Import:
Simple Upload/Import from CSV Upload/import from CS5V
Resource Import Tool *Beta® Import from RIR

Import Templates: DNS Import:
All Import Samples BIND Zone Upload/import

IP Import Sample File PowerDh gpe Import

Customer Import Sample File DynECT Zone Import
Peering Import

Import BGP Sessions

Then, to import your data simply choose your PowerDNS server and click on "Click here to begin the transfer".

This operation will replace zones currently held on the 6Connect platform with versions held by the
DynECT server.

This operation may take quite some time.

Click here to begin the transfer.

305



Users & Permissions

Overview

Users & Permissions is accessed from the Admin screen under the Users tab. Here, you will find tools for adding and managing permissions
groups, users, and running queries for verifying a user's specific permissions.

‘006 IPAM Admin ~  VLAN Admin ~ DNSAdmin - Datalmport Users APl Scheduler ExitAdmin  Q RN

Groups

Name Enabled Users

Global Admins Yes 14

Global Read-Only Yes 0 P - |
TLR Yes 1 Z
Global Group 3 Yes 1 Fa
Global Group 4 Yes 0 s @
123 Department LAB Yes 1 P

Users

The Permissions Structure

The Permissions structure in ProVision is designed to give you as much flexibility as you need to accommodate most use cases. When mapping
out the permissions structure for your organization, keep in mind who you want to access to application:

¢ |Internal Users and Roles (Admins, Read Only, etc.)
® Partners related to multiple specific Resources/Accounts
® Customers/Departments with limited view to only their respective Resources/Accounts

Permissions | = £ Admins
Ny £ > Analysts »
System | ZENR  Admin 3
!,' '\‘ ‘. (Global — All) Read‘oniy z
! Partner Co. % ‘.‘ (Global —R) ,:'
g Teamn N (R Sl T
U | ,__—f—"?t"d_l;;rtner Co N S Internal Global et S o
sers ; J “t~.____ Groups e i
b X (Multiple—Al) /& TTSSsssnceancenns S Eeionih
( 4 L i A
A : . Permissions System Customerl ;
\ Partner X o (Customer1-— All) ’."
4 o Ve Clstomer/
‘.. LocalNet Reps ! o Dept Groups o
v SN Jane Doe o
‘\‘ LocalNet E i ATeam GOOgle P
N (Multiple—All) [/ 1 7
& S IPAM Group (Google—All) |
B 2r o (Global-IPAM)
Resources | _— _

& Access - g
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In this diagram, we have created groups for each of those scenarios — we have internal groups, Partner Groups, and Customer groups. Each of
these groups has access to different resources, permission levels, and users assigned to them.

The components of the Permissions System include:
Users: A User is a single login account that accesses ProVision. Users are assigned to Groups.

Groups: A Group is a set of permission conditions that apply to selected Users. Allowed Resources and access levels (C/R/U/D
permissions) are set inside the Group.

Resources & Access: Inside a Group, Resource access may be set to Global (applies to all Resources), or to the Resource level (applies
to only the selected Resources). For each Resource selected, access permissions can be set with C/R/U/D permissions under each
ProVision functional area (IPAM, DNS, Resource, Peering).

As a whole, this makes up the ProVision permissions system. The Permissions system allows you to fine-tune access to resource data to be as
detailed as you need.

Video Overview

Permission Levels

Global Permissions

When you see a reference to a "TLR" - that is a "Top Level Resource". This Is the primary Resource under which all other resources fall under.
ProVision currently only allows a single level of administrator permissions: Global Administrator.

Users with "Admin" access can assign/modify permissions for other users.

See Global Permissions for more details on configuring these elements.

Resource Permissions

An administrator can also set respective permissions for a given Resource (single or multiple). These permissions fall under Groups. So a Group
is configured for the given group of Resource permissions, and then the User account is added.

See Users and Groups to learn how Resource Permissions are assigned.

See Resource Permissions for more details on configuring these elements.

Table of contents:

Global Permissions
Resource Permissions
Users and Groups
Verifying Permissions
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Global Permissions

Global Permissions

Global Permissions apply to the "TLR" or "Top Level Resource" within ProVision. By default, ProVision includes two groups with Global
Permissions access - Global Admins and Global Read-Only. Initial Users are typically placed in the "Global Admins" group, and have
administrative access to the entire platform. Global Read-Only users have full access to the platform, but with only read permissions.

Administration of these permissions require Administrative privileges. As an Admin, the user can then assign global permissions to groups and
users. Depending on the requirement, the user can also have Resource specific permissions depending on how their group is configured.

Global Permission Details

Global groups are visible under the "Groups" section of the Users tab. In addition to the two default Global groups, new Global groups may be
created through the "Add Group" button.

Under the resource selector, chose the "Top-Level (Global Access)" Resource, and then check permissions as desired.

Group Information

Marme 'New Global Group|

Enabled

Resource Permissions (Show Details)
IPAM DNS Peer Resource User
Resource
Top-Level (Globa ﬂ Q}
C: Create R: Read U: Update D: Delete

Add More Group Permissions

Global groups may also be edited just like standard groups, through selecting the Action Menu (Wrench Icon) to bring up the group information
details. Groups may be deleted by selecting the red circle icon.

Groups

Global Admins Yes 1

Global Read-Only Yes 0 O =
TLR Yes 2 &

Group details are the same for Global groups as for non-global groups, excepting that the resource selected is Top-Level (Global Access). You
may choose to edit the name, enable/disable the group, show or hide C/R/U/D permission details, and view users assigned to that group. Be sure
to save any changes after editing.
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Group Information Group Users

Name Global Read-Only No users in this group.
Enabled

Resaource Permissions (Hide Details)

IPAM DNS Peer Resource User
Resource C RUPD CRUD C R UD C R UD CRUD SWIP Admin
Top-Leval (Global Access) B [/} @

C: Create R: Read U: Update D: Delete

Add More Group Permissions

Details on each global permission option is as follows:

Global Permission Description

Create Ability to create records of a certain type

Read Ability to read records of a certain type

Update Ability to update existing records of a certain type

Delete Ability to delete records of a certain type

Functional Description

Area

IPAM IP Address Management functionality - this covers the IPAM Tab in addition to the IPAM "Gadget" that can be present in
Resources.

DNS DNS Zone/Zone Record Management functionality - this covers the DNS Tab in addition to the DNS "Gadget" that can be
present in Resources.

Peering Peering functionality - covers the Peering Tab, both the Communication Manager and the Session Manager.

Resources Resource functionality - this controls access for Resources depending on either the TLR or the individual Resource.

User User/Group management - this controls access for User and Group functions within the administrative area for ProVision.

SWIP* This affects the SWIP/RPSL integration for ARIN/RIPE. This way a user can either be enabled to have this capability or not.

Admin* This controls whether a user is a administrator for the global ProVision application.

*

SWIP and Admin functions are only visible when Show Details is selected
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Resource Permissions

Resource Permissions
Resource Permissions apply to designated Resources within ProVision. Rather than allowing a user full access to the ProVision platform, you can
choose to limit a user's access to only certain resources or functional areas.

Administration of these permissions require Administrative privileges. As an Admin, the user can then assign resource permissions to groups and
users.

Resource Permission Details

Resource Permission groups are visible under the "Groups" section of the Users tab. New groups may be created through the "Add Group"
button.

Under the resource selector, chose one or more resources for which you want to define permissions, and then check permissions as desired.
Additional Resources may be added to the list by clicking on "Add more Group Permissions".

Here, we show making a group called "Some Lab Group", whose users we want to be able to access two resources: 6connect Labz and 7connect
Labs. These users will be working extensively in IPAM and Resources, so we give them full access to those areas of ProVision.

Group Information Group Users
Name Some Lab Group Mo users in this group.
Enabled

Resource Permissions (Show Details)

IPAM DNS Peer Resource User

Resource
Bconnect Labz e @
Tconnect Labs |5 ]

Add More Group Permissions

Save

However, we also want them to view DNS information, but not edit it. We click on "Show Details" to fine-tune the permissions, and then check the
"R" column under DNS. Lastly, we hit "Save" to save our changes.

Group Information Group Users
IName Some Lab Group No users in this group.
Enabled

Resource Permissions (Hide Details)

IPAM DNS Peer Resource User
Resource C R UD C RUD C R UD € R UD C R UD SWIP Admin
6connect Labz 2
|
7connect Labs ﬁ @

C: Create R: Bead U: Update D: Delete

Add More Group Permissions

Save
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Details on each resource permission option is as follows:

Resource Permission Description

Create Ability to create records of a certain type

Read Ability to read records of a certain type

Update Ability to update existing records of a certain type

Delete Ability to delete records of a certain type

Functional Description

Area

IPAM IP Address Management functionality - this covers the IPAM Tab in addition to the IPAM "Gadget" that can be present in
Resources.

DNS DNS Zone/Zone Record Management functionality - this covers the DNS Tab in addition to the DNS "Gadget" that can be
present in Resources.

Peering Peering functionality - covers the Peering Tab, both the Communication Manager and the Session Manager.

Resources Resource functionality - this controls access for Resources depending on either the TLR or the individual Resource.

User User/Group management - this controls access for User and Group functions within the administrative area for ProVision.

SWIP* This affects the SWIP/RPSL integration for ARIN/RIPE. This way a user can either be enabled to have this capability or not.

Admin* This controls whether a user is a administrator for the global ProVision application.

*

SWIP and Admin functions are only visible when Show Details is selected
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Users and Groups

Managing Users and Groups

Users and Groups are managed from the Admin area of ProVision, under the Users tab. Both Global and Resource level groups are shown.

‘006 IPAM Admin ~  VLAN Admin ~ DNSAdmin - Datalmport Users APl Scheduler ExitAdmin  Q RN

Groups

Name Enabled Users

Global Admins Yes 14

Global Read-Only Yes 0 V- |
TLR Yes 1 Vs
Global Group 3 Yes 1 Fa
Global Group 4 Yes 0 s @
123 Department LAB Yes 1 s

Users

® Managing Users and Groups

® Users Overview
® Creating/Editing User Accounts
® Setting/Resetting User Passwords
® Removing a User

® Groups
® Default Groups
® Add or Edit a Group
® Removing a Group

Users Overview

A User is defined as a single login account that accesses ProVision. In the Users section, users may be added, edited, assigned to groups, have
password information reset, or be removed.

Users

Username Name Groups

noperms@86connect.com na perms LimitedPerms 0 & @
ops@6connect.com Beonnect Support Global Admins 8 & @
peercreateonly@6connect.com peercreate only peercreateonly 0 & @
peerdeleteonly@6connect.com peerdelete only peerdeleteonly - =
peerreadonly @6connect.com peerread only peerreadonly b & @
peerupdateonly @6connect.com peerupdate only peerupdateonly 0 & @

Creating/Editing User Accounts

Add Users by click on the "Add User" button at the bottom of the "Users" section of the page. The Edit User dialog will pop up.

You can bring up the same dialog to edit a user's information by clicking on the Action Menu (wrench icon) at the end of the row for the user.
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Users

Username Name Groups

noperms @Bconnect.com no perms LimitedPerms 0 £ @
ops@6connect.com 6connect Support Global Admins 8 & @
peercreateonly @6connect.com peercreate only peercreateonly ] e @
peerdeleteonly@6connect.com peerdelete only peerdeleteonly 0 & @
peerreadonly @6Bconnect.com peerread only peerreadonly 0 & @

peerupdateonly @6connect.com peerupdate only peerupdateonly 1 =
¢ Add User .

When creating or editing User accounts, you will be presented with the following options.

You may enter or edit the Username, First Name, Last Name, whether to enable help bubbles, and select one or more permissions groups to
which to assign the user.

Usernarme peercreateonly@6con
First Name peercreate
Last Name only
Disable help bubbles?
Groups _noperms
| peerreadonly
i peerupdateonly
peercreateonly
w peerdeleteonly
~|SAL Admin de DNS
Save

When assigning users to multiple permissions groups, be sure to review the group permission details to ensure that they do not conflict
with eachother!

Setting/Resetting User Passwords

When you click on the padlock icon, you will be presented with options to set a new password and/or send a password reset email to the intended
user account.

peerdeleteonly @6connect.com peerdelete only peerdeleteonly o & @

peerreadonly @6connect.com peerread only pearreadonly Do @

peerupdateonly @6connect.com peerupdate only peerupdateonly s @
Add User

From here, you can choose a new password, or use the automatically generated random password.

If you select the checkbox next to "Send email?", email fields will appear that may be edited as desired. When complete, hit "Send".
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Reset Password

New Password: HVpo92ul
Send email?
From:

Beonnect Support <ops @6connect.coms

T peerupdate only <peerupdateonly @6conne
Sucjec Reset credentials for: peerupdateonly @6connect.com (https:
Message: Dear peerupdate only,

éconnect Support <ops@6connect.com> has
requested your credentials be reset for
6connect ProVision at https://1-
dev.6connect.com/ga-5.1.0.

Your username is:
peerupdateonly@6connect.com
Your new password is: HVpo92ul

Login at: https://l-dev.6connect.com/ga-
5.1.0

Fla im tla Wammell 2 mmm fa dles s sad aled

Removing a User

To remove a user from the Users list, click on the red circle "delete" icon next to that user.

peerdeleteonly @ Gconnect.com peerdelate only peerdeleteonly b &~ @
peerreadonly@6connect.com peerread only peerreadonly 0 -~ @
peerupdateonly @6connect.com peerupdate only peerupdateonly o £

Groups

ProVision administrators can also create permission groups to assign users to. This allows more control over user roles.
A Group has four elements associated with it:
Users: The Users that are assigned to the group, and will be limited by the selected permissions.
Resources: Resources access may be set to Global (applies to all resources), or to the level of individually selected resources.

Functional Area: The ProVision functional area (IPAM, DNS, Resources, Peering, etc) for the selected resource(s) that permissions are
set under.

Permission Level: Create, Read, Update, and Delete (C/R/U/D) permissions may be set under each functional area for each resource
selected.

314



AR

Functional

Area
BNS

Read-

Permission Group
Level

My  Resources

e nme Co

o0 Smin

Users

In the example above, the group “MyGroup” allows the users Bob Smith and Jane Doe to only read IPAM and DNS data for the Resource
“Awesome Co”.

Through the use of these four elements, Groups can create permissions structures that are as flexible as you need.

Default Groups

Two default groups are available initially in ProVision:

® Global Admin
® Global Read-Only

These Global groups allow for access to the entire ProVision platform. You may add additional Global groups by creating a new group using the
Top Level (Global Access) Resource. You may also add detailed resource level group permissions by selected individual resources.

For more detail on top-level and resource permissions, see Global Permissions and Resource Permissions.

Overlapping group and user permissions
Permissions are inherited based on the hierarchy of the objects, unless you specify a different permission!
Add or Edit a Group

New Groups can be created by ProVision administrators by pressing the green "Add Group" button. To edit a group, you may click on the Action
Menu (wrench icon) for the group.

Groups

Global Admins Yes 1

Global Read-Only Yes 0 V-
TLR Yes 2 &
Global Group 3 Yes 2

Global Group 4 Yes 0 s @
123 Department LAB Yes 1

After hitting the "Add Group" button or wrench icon, the Group Information screen will pop up.
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Group Information

Name

Enabled

Resource Permissions (Show Details)

IPAM DNS Peer Resource User
Resource

Top-Level (Globa ﬁ =]

C: Create R: Read U: Update D: Delete

Add More Group Permissions

Add in the name of the new group, and set the permissions for that group by defining the resource(s) in the dropdown menu, checking the
functional areas that you want accessible. Click "Show Details" to fine tune the functional areas into Create/Read/Update/Delete level

permissions.

To add permissions for additional Resources, click "Add More Group Permissions", select the Resource, and check the desired permissions.
To delete a Resource from the permissions list, simply click the red icon.

In the example below, we make a group called "Some Lab Group", whose users we want to be able to access two resources: 6connect Labz and
7connect Labs. These users will be working extensively in IPAM and Resources, so we give them full access to those areas of

ProVision. However, we also want them to view DNS information, but not edit it. We click on "Show Details" to fine-tune the permissions, and then
check the "R" column under DNS.

Group Information Group Users
Name Some Lab Group No users in this group.
Enabled ]

Resource Permissions (Hide Details)

IPAM DNS Peer Resource User
Resource C RUD C RUD C R UD C RUD C RUD SWIP Admin
6connect Labz ﬁ =)
7connect Labs [ (/) /] 2

C: Create R: Bead U: Update D: Delete

Add More Group Permissions

Click "Save" when complete. After adding the group, you can add users to the group by selecting the group when editing a user account.

Removing a Group

To remove a user from the Users list, click on the red circle "delete" icon next to that user.
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Groups

Global Admins
Global Read-Only
TLR

Global Group 3
Global Group 4

123 Department LAB

Yes
Yes
Yes
Yes
Yes

Yes

o N o

p—y

a Y% M el M N

L @
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Verifying Permissions

Verifying Permissions
® Verifying Permissions

® Check User Permissions
® User Permissions Chart

Check User Permissions

Users & Permissions is accessed from the Admin screen under the Users tab. Here, you will find tools for adding and managing permissions
groups, users, and running queries for verifying a user's specific permissions.

To verify the permissions of a certain user, simply select their user account from the dropdown menu, the resource you are checking against, and
click on the green "Query" button.

The resulting output will display the detailed permissions for that user and resource combination, as well as list groups effecting the user.

Check User Permissions
User: peerreadonly@6connect.com kJ Resource: TLR

IPAM DNS Peer HResource User
CRUD C R UD CRUD CRUD C R UD SWIP Admin

Groups effecting this user on this resource: peerreadonly
C: Create R: Read U: Update D: Delete

User Permissions Chart

The User Permissions Chart is accessed from the bottom of the Users tab page. Click "Go to Chart" and the chart page will open.

Users Permissions Chart
Go to chart

You can graphically view the permissions level of a user by selecting their user name and group from the dropdowns at the top of the chart. The
resulting chart will be color coded depending on permissions level.
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User Permissions - Chart View

User: testuser@6connect.com Groups: LimitedPerms
4,18 ) arl.voxit]
svi2. tripadvisassem-O
Mlanta Datacenie—O) g
O Pete Testing i C12 uGtreamety={_)
Q icon-bg.png — O Virual OO
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sion options. Nodes with a solid color have explicit permissions set. Nodes with an outline inherit their permissions from their parents.

Double click nodes to open
I ns. Read only.

Full permissions. Par

Single clicking on a filled circle resource node will expand and collapse the node.

Double clicking on a resource will open up the Edit Permissions box, where CRUD permissions may be updated for allowed Resources. Check /
Uncheck the desired permissions level, and click save.

Permission Settings

Create
Read
Update
Delete i
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API Tab

API Tab

The API tab allows you to create and manager API keys for users. It also provides links to APl documentation and beta Reverse API
management.

To create a key, simply select the user, and click on "Generate Keys". The Name, Username, API Key, Secret Key, and Created date information
will be added to the list below.

.006 IPAM Admin~ VLAN Admin + DNS Admin + Datalmport Users APl Scheduler Exit Admin Q

The API request generation is a beta feature. We can't guarantee it will be correct or up to date - just generally helpful for understanding URL formatting.
Please always refer to the API does: http://docs.6connect.com/display/DOC/API+v1 for the most current information.

The beta version of the Reverse AP| is managed here.

APl Keys
User: | admin _ .
i
Nams Usemame APl Koy Secret Key Created

To revoke a user's key, click "Revoke" at the end of their entry.

Created

. gsdmnz 12:26
01/31/14 09:52
1 pMm

_0D6/05/14 0D1:38 ez m—=—0]

For detailed information on working with API features, please refer to ProVision Developer Tools and APl v1.

Table of Contents:

® Reverse API 1
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Reverse API 1

Reverse API User Interface

This is a beta feature

®* Reverse API User Interface
® Add a New Endpoint
® Delete an Endpoint
® Edit an Endpoint

The Reverse API endpoint builder is accessed from the Admin section of ProVision, under the API tab.

.006 IPAM Admin~  VLAN Admin + DNS Admin + Datalmport Users APl Scheduler Exit Admin Q

The API request generation is a beta feature. We can't guarantee it will be correct or up to date - just generally helpful for understanding URL formatting.
Please always refer to the API does: htip://docs.6connect.com/display/DOC/API+v1 for the most current information.

The beta version of the Reverse AP is managd @

APl Keys
Name Usermame APl Koy Secret Key Created

Clicking on the link circled above will take you to the Reverse API Endpoint Builder interface.
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The Revese API system is a beta feature.

Reverse APl Endpoint Builder

Endpoint: Add a New Endpaint [

Name:

Call:

Presentation Javascript:

i
2

The Reverse API system will perform the system call described above and supply its raw data
to the function below, along with a jQuery reference to the output div.

The presentotion function should parse the return data according to its particular format,
interpret and arrange that data, make any necessary secondary calls, and construct the final
output in the given Div.

The language used is Javascript. A full jQuery install is available.

Test Call on: Select a Resource ~ || _Test

Delete Endpoint  Save Endpoint

Add a New Endpoint

To add a new endpoint

1) Select "Add a New Endpoint" next to "Endpoint".

Reverse API Endpoint Builder
Endpoint: Add a New Endpaint ‘_

Name:

Call:

2) Type in the desired endpoint name and call

Reverse APl Endpoint Builder
Endpoint: Add a New Endpoint

Name:

Enter Name tf————————

Call:
Enter Call

A
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3) Review / Edit the presentation Javascript as desired for your output

Presentation Javascript:

1

i /*

3 The Reverse API system will perform the system call described above and supply its raw data
4 to the function below, along with a jQuery reference to the output div.

5

6 The presentation function should parse the return data according to its particular format,
i interpret and arrange that dato, make any necessary secondary calls, and construct the final
8 output in the given Div.

9

10 The language used is Javascript. A full jQuery install is available.

Ll S

12

13 - endpoint = functien(data, outputDiv) {

14
15 // presentation code goes here
16

17 };

4) Save your new endpoint

Test Call on: Select a Resource v Test

Delete Endpoint ( Save Endpoint ')

5) Test the call on a selected Resource by selecting a Resource from the dropdown, then hitting the "Test" button.

Test Call on: —_— Select a Resource

Delete Endpoint = Save Endpoint

Note: The selected Resource must have a Reverse API gadget enabled section! See Customizing Sections and Gadgets for
information on enabling gadgets for a section.

Delete an Endpoint

1) Select the endpoint name next to "Endpoint".

Reverse API Endpoint Builder
Endpoini: Add a New Endpoint B —

Name:

Call:

2) At the bottom of the screen, click "Delete Endpoint"

Test Call on: Select a Resource v ] Test

( Delete Endpoint ) Save Endpoint
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Edit an Endpoint

1) Select the endpoint name next to "Endpoint".

Reverse API Endpoint Builder
Endpoint: Add a New Endpoint ‘_

Name:

Call:

4) Save the endpoint

Test Call on: Select a Resource v | Test

Delete Endpoint (¢ Save Endpoint
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Scheduler

Scheduler

.%6 IPAM Admin ~ VLAN Admin ~ DNS Admin ~ Datalmport Users APl Scheduler Exit Admin

Scheduler

Server Time:  2015-11-28 15:46:19 PST
Server Timezone: America/Los_Angeles -08:00

Show: @ Active All Fittar tasks

Name Repeat Start Repeat Info Last Run Active
Backup Daily 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m
DNS Zone - Single Server 2015-Jul-16 Sunday at 15:00 PST 2015-11-28 13:00:01 PST Datails  View History m

Tuesday at 15:00 PST
Thursday at 15:00 PST
Saturday at 15:00 PST

QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-20 16:00:01 PST Details  View History m

i

Bit Bandits Daily Push 2015-Nov-03 Menday at 16:00 PST 2015-11-27 14:00:01 PST @  Details View History m
Tuesday at 16:00 PST
Wednesday at 16:00 PST
Thursday at 16:00 PST

Friday at 16:00 PST
Weekly Holding 2015-Nov-10 Every 1 weeks at 08:00 PST 2015-11-24 06:00:01 PST Details  View History m m
QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-27 09:15:01 PST @  Details View History m

The Scheduler tab allows you to manage and schedule repeating tasks in ProVision.

® Scheduler
® Available Task Types
® Add Task
® Enter Task Details
® Add Repeat Settings
® Verify Repeat Settings and Save
® Managing Tasks
® Activate / Deactivate Tasks
® Edit a Task
® View Task Log
® Delete a Task

Available Task Types

Four predefined task types are available through the scheduler:

Process Holding Tank - Removes IP Blocks from the Holding Tank and returns them to the available pool.

DNS Zone Transfer - Pushes zone updates to the DNS servers. Select pushes to apply to all zones on all servers, all zones on one server, or
one particular zone.

Backup - Performs a data backup to the 6connect cloud servers, or to a selected resource server existing in ProVision.

IPAM Alerts - Set a time / frequency for IPAM aggregate alert emails to be sent to alert recipients. Alert recipient email and available space
threshold percentage is set through the action menu for individual aggregates under the IPAM Tab.

Add Task

To add a new scheduled task, hit the "Add Task" button below the Scheduler task list. You will then see the Task Detail Settings area.
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.%6 IPAM Admin ~ VLAN Admin ~ DNS Admin ~ Datalmport Users APl Scheduler Exit Admin

Scheduler

Server Time:  2015-11-28 15:46:19 PST
Server Timezone: America/Los_Angeles -08:00

Show: @ Active All Filtar tasks

Name Repeat Start Repeat Info Last Run Active
Backup Daily 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m m
DNS Zone - Single Server 2015-Jul-16 Sunday at 15:00 PST 2015-11-28 13:00:01 PST Datails  View History m

Tuesday at 15:00 PST
Thursday at 15:00 PST
Saturday at 15:00 PST

QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-20 16:00:01 PST ©  Details View History m

i

Bit Bandits Daily Push 2015-Nov-03 Menday at 16:00 PST 2015-11-27 14:00:01 PST @  Details View History m
Tuesday at 16:00 PST
Wednesday at 16:00 PST
Thursday at 16:00 PST
Friday at 16:00 PST

Weekly Holding 2015-Nov-10 Every 1 weeks at 08:00 PST 2015-11-24 06:00:01 PST ®@  Details View History m

Hi

QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-27 09:15:01 PST @  Detals View History m

Enter Task Details

Under "Task Detail", fill in the following fields:
Name: Create a name for your task
Task: Select a pre-created task from the dropdown menu.
Process Holding Tank Settings: When selecting the Process Holding Tank task, you will have the following setting options:
Email From / Email To: Enter an email address to send task notifications from, and the desired recipient. This is an optional setting.
DNS Zone Transfer Settings: When selecting the DNS Zone Transfer task, you will have the following setting options:

Select Action Type / Select Server: When selecting the DNS zone transfer task, you can choose the action type to a) push all zones to all
servers b) push all zones on a single server (then select server) or ¢) push one zone (then select zone).

Backup the Database Settings: When selecting the Backup task, you will have the following setting options:
Email From / Email To: Enter an email address to send task notifications from, and the desired recipient. This is an optional setting.

Location: Choose "Cloud" to save the backup to the 6¢connect cloud, or "Server" to save to a specified server resource already defined in
ProVision. If "Server" is selected, choose the server resource from the dropdown list.

Start: The start date you wish the task to begin repeatedly occurring. By default, the current day is entered.

End: The date you wish repeat settings to end.
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Task Detail - Holding Tank

—— Name: Holding Tank
— Task: Process Holding Tank [
— Settings: Email From:

Email To:
—>Start: 2015-05-26
—End: 2015-05-30

(For a task to run only once, use the same date for repeat start and end)

Schedule/Repeat Settings
Repeat Settings For This Task: Add Repeat Setting
No repeat items set for this task Repeat Type: & Hourly Daily Weekly Maonthly MNone (one-time)
Every © 5min 10 min 15 min 20 min 30 min 60 min
Add Repeat Setting
Cancel Save Task
Tip

To create a task that only runs one day, use the same date for start and end.

Add Repeat Settings

Add repeat settings for your tasks. First, select your repeat type - hourly, daily, weekly, monthly, or none (one time). The type that you select will
prompt different additional setting options.

Schedule/Repeat Settings

Repeat Settings For This Task: Add Repeat Setting
No repeat items set for this task ——— Repeat Type: Hourly @ Daily Weekly Monthly None {(one-time)
—— Aepeat Time: os:00
_ Sun Mon Tue Wed @& Thu Fri Sat
Add Repeat Setting

Repeat Type options and details:

Hourly: Selecting the hourly repeat type will then prompt for the number of repeat times per hour - every 5,10, 15, 20, 30, or 60 minutes. All
minute selections start from the top of the hour. For example, if every 20 minutes is selected, the task will run at :00, :20, :40 during each hour.

Daily: Selecting the daily repeat type will prompt for the specific time to repeat the task, and which days you wish the task to occur. The Repeat
Time is based on a 24 hour clock set at UTC time. To assist in any time zone conversions, the current UTC time is shown at the top of the
scheduler page.

Weekly: Selecting the weekly repeat type prompts for the specific time to repeat the task as well as frequency by week. Weekly tasks occur on
the day selected as the start date. Using the weekly option, you may choose from a range of weekly (every 1 week) to once every two months
(every 8 weeks).

Monthly: Selecting the monthly repeat type prompts for a repeat time and a day. For the day option, you can either choose a specific day (ie, the
15th of each month) or a relative day (the 1st Friday of each month).

For Monthly repeat settings, verify that the calendar day you select the task to occur exists! For example, if you select the 5th Saturday
of each month, the task will repeat only in months which have 5 Saturdays and skip all other months.

None (one-time): Select the time and day that you wish the single occurrence task to run.

After you have selected your Repeat Setting options, click the "Add Repeat Setting" button.

Verify Repeat Settings and Save

When you add repeat settings, they will appear under the "Repeat Settings For This Task" area. Verify your settings, and if desired, you may
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delete individual repeat settings by hitting the "Delete" button.

When complete, hit the "Save Task" button to finalize your changes and add your new task to the task list.

Schedule/Repeat Settings

Repeat Settings For This Task: Add Repeat Setting

Saturday at 08:00 UTC -07:00

Sunday at 08:00 UTG -07:00 m Repeal Type: ~ Hourly @Daily ~— Weekly ~ Monthly — None (one-time)
Repeat Time: 08:00 &
Tuesday at 08:00 UTC -07:00 Pe B
Sun Mon @ Tue Wed @ Thu Fri Sat
Thursday at 08:00 UTC -07:00 Add Repeat Setting

Managing Tasks

After tasks have been added, they will show in the task list along with their basic settings. The list may be filtered to show all tasks or active tasks
only by selecting the radio buttons next to "Show:". Further filtering may be done by typing a Name or Repeat Info keyword into the "Filter Tasks"
input box above the task list.

From the task list itself, you can enable/disable tasks, view details, view history, run tasks, and delete tasks.

Scheduler

Server Time: 2015-11-17 12:29:24 PST
Server Timezone: America/Los_Angeles -08:00

Show:  Active @ All Every day|

Name Repeat Start Repeat Info Last Run Active

IPAM Utilization Alerts 2015-Jun-26 Every day at 08:00 PST 2015-11-09 06:00:02 PST Details  View History m
Backup Daily 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST Details  View History m
QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-16 16:00:01 PST Details  View History m
QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-17 09:15:01 PST Details  View History m
Add Task

Filters:

Show: Select "Active" to show only active tasks (checkbox enabled under "Active" for the task), or "All" to show all tasks

Filter Tasks (Text box): To further filter the task list, type a Name or Repeat Info keyword (ie, "Backup" or "Every day") into the Filter Tasks text
box.

Task List:

Name: The task name assigned during the "Add Task" creation process.
Repeat Start: The date selected for the repeat settings to start

Repeat Info: The repeat settings chosen for the task.

Last Run: The date and time the task was last run, if applicable.

Active: To activate tasks, simply click the check box under "Active" in the task list. To deactivate a task, uncheck it. By default, tasks are checked
as active once created.

Details: This link will bring up the task details and repeat settings, which then may be edited and re-saved if needed.
View History: This link will show the log for task actions.

Run Now: The "Run Now" button will run the scheduled task when pressed, regardless of the scheduled repeat settings.

328



Delete: Deletes the task.

Activate / Deactivate Tasks

Click on the check box under "Active" for the task

Scheduler
Server Time: 2015-11-17 12:29:24 PST
Server Timezone: America/Los_Angeles -08:00

Show:  Active © All

Name Repeat Start Repeat Info

IPAM Utilization Alerts 2015-Jun-26 Every day at 08:00 PST
Backup Daily 2015-Nov-03 Every day at 20:00 PST
QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST
QA Test Daily 2015-Nov-16 Every day at 11:15 PST

Edit a Task

Last Run
2015-11-08 06:00:02 PST

2015-11-14 18:00:02 PST

2015-11-16 16:00:01 PST

2015-11-17 09:15:01 PST

Active
Details
Datails
Details

. Details

Every day
View History m Delete
vowrisoy (I
View History Delste

Click on the "Details" link for the task, then edit the Task Detail and Repeat Settings that appear below as needed.

Scheduler
Server Time:  2015-11-17 12:29:24 PST
Server Timezone: America/Los_Angeles -08:00

Show:  Active @ All

Name Repeat Start Repeat Info

IPAM Utilization Alerts 2015-Jun-26 Every day at 08:00 PST
Backup Daily 2015-Nov-03 Every day at 20:00 PST
QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST
QA Test Daily 2015-Nov-16 Every day at 11:15 PST

Last Run
2015-11-09 06:00:02 PST

2015-11-14 18:00:02 PST

2015-11-16 16:00:01 PST

2015-11-17 09:15:01 PST

Active
Details
/] Details
Details

Every day|
View History [ Run Now | Deleta
T -

View History

Hit "Save Task" when finished to save your changes, or select "Cancel" to close the view without saving.

Schedule/Repeat Settings
Repeat Settings For This Task:

« Every day at 11:15 PST

Cancel

View Task Log

Add Repeat Setting
Repeat Type @ Hourly Daily Weekly
Every@ 5 min 10 min 15 min

Add Repeat Setting

Monthly

30 min

None {one-time)

60 min

g
8

E
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Click on the "History" link for the task.

Scheduler
Server Time: 2015-11-17 12:29:24 PST
Server Timezone: America/Los_Angeles -08:00

Show:  Active © All Every dayf

Name Repeat Start Repeat Info Last Run Active

IPAM Utilization Alerts 2015-Jun-26 Every day at 08:00 PST 2015-11-09 06:00:02 PST Details  View History [ Run Now | [
Backup Daily 2015-Nov-03 Every day at 20:00 PST 2015-11-14 18:00:02 PST @  Details View History m Delete
QA 5.1.3 Holding - Daily 2015-Nov-03 Every day at 18:00 PST 2015-11-16 16:00:01 PST Details  View History
QA Test Daily 2015-Nov-16 Every day at 11:15 PST 2015-11-17 09:15:01 PST Details m Delste

The log details for the task will be shown below. When done, click on the "Close" button to exit the view.

Run history for QA Test Daily

Timestamp Level Message

2015-11-17 11:15:01 PST INFO task_id=98 task=QA Test Daily action=finished ge=TestTask 0
2015-11-16 11:15:01 PST INFO task_id=98 task=QA Test Daily action=finished message=TestTask::execute()
2015-11-16 11:05:08 PST INFO Task "QA Test Daily" (98) added

Close

Delete a Task

To delete a task, hit the "Delete" button at the end of the row in the Task List. You will be presented with message asking if you are sure you wish
to delete the task. Click on the "Delete" button next to the message to verify the deletion, or hit "Cancel" to exit without deleting.

Scheduler

Server Time:
Server Timezone:

Show:  Active @ All

Name

IPAM Utilization Alerts
Backup Daily

QA 5.1.3 Holding - Daily

QA Test Daily

2015-11-17 12:37:25 PST
America/Los_Angeles -08:00

Repeat Start
2015-Jun-26

2015-Nov-03
2015-Nov-03

2015-Nov-16

Repeat Info

Every day at 08:00 PST
Every day at 20:00 PST
Every day at 18:00 PST

Every day at 11:15 PST

Are you sure you want to delete this h

Add Task

Enabling the Scheduler
To enable the scheduler in a local instance, add the following to cron:
***** Ipath/to/php /path/to/ProVision/scheduler/task-runner.php

Last Run
2015-11-09 06:00:02 PST

2015-11-14 18:00:02 PST
2015-11-16 16:00:01 PST

2015-11-17 09:15:01 PST

Details

Details

Details

Details

Every day

View History
View History
View History

View History
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SWIP / RIR Integration

Overview
ProVision supports updating SWIP/RPSL functions for ARIN and RIPE blocks through simple reassigns using the RIR Integration action.

® Qverview
® RIR Integration
®* When do | use RIR Integration and Why?
® What is Simple Re-assign?
* Workflow
® 1) LIR Setup
® 2) Assign IP blocks to the ARIN or RIPE RIRs
® 3) RIR Integration
® ARIN/ Update SWIP
® RIPE /Update RPSL

RIR Integration

When do | use RIR Integration and Why?

From ARIN.net:

Organizations that receive space allocations from ARIN, either directly or as a downstream customer, must provide reassignment information
back to ARIN. This information must be sent within seven days of the reassignment so that the WHOIS database may be maintained. ARIN also
uses utilization history, projected requirements, and other information in order to make future space allocations.

From RIPE.net:

All RIPE assignments and allocations must be registered in the RIPE Database. This is necessary to ensure uniqueness and to support network

operations.

Only allocations and assignments registered in the RIPE Database are considered valid. Registration of objects in the database is the final step in
making an allocation or assignment. Registration data (range, contact information, status etc.) must be correct at all times (i.e. they have to be
maintained).The RIPE community's policies require LIRs to register an inetnum object in the RIPE Database for their own infrastructure and
customers' networks. LIRs must ensure registration information is correct and up to date at all times.

What is Simple Re-assign?
From ARIN.net:

Used to subdelegate IP addresses to a customer that does not need to:

® subdelegate the addresses to their own customers
® maintain their own in-addr.arpa delegation
¢ display their own point of contact (POC) information.

It can also be used to change the customer name and address information (but not the range) on an existing simple reassignment and to remove
simple reassignments. It is submitted by an ARIN Online user account linked to the parent organization's Admin or Tech POC, or the Tech POC

for the resource.

Workflow

1) LIR Setup

ProVision supports multiple LIRs (Local Internet Registries) in a single instance. This means that you have the ability to update SWIP/RPSL
functions for a given allocation with the LIR information that you wish. LIRs are set up and managed from the IPAM Admin area of ProVision, and

thus require Admin level permissions to set up.
While setting up the LIR, the POCs / Contact fields that are filled in will later be used for the RIR Integration.
For detailed step by step instructions, see:
LIR Management and Use
ARIN LIR Setup and Use
RIPE LIR Setup and Use
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2) Assign IP blocks to the ARIN or RIPE RIRs

Assign an IP block to a Resource using the IPAM Gadget or the Assign function from the IPAM Manage screen. See Working with IP Blocks for
additional detail.

3) RIR Integration

Once LIRs have been configured, and blocks assigned under the applicable RIR, you will be able to use the RIR integration feature from the
Action Menu on the IPAM Manage screen or IPAM Gadget.

Depending on the RIR associated with the block, either an ARIN or RIPE Integration box will pop up.

ARIN / Update SWIP

Select the desired LIR, verify the Net Name / Public Name if desired, and hit "Simple Reassign" or "Cancel".

ARIN Integration: 67.21.0.32/27 (67.21.0.32 - 67.21.0.63)

Bconnect
Org Handle Admin POC Net POC Abuse POC Net Name Prefix APl Key
[ -] CONNE-81 BCONN-ARIN BCONN-ARIN 6CONN-ARIN BCONN HT—

Net Name: 86CONN-6C-008-67-21-0-32-27

Registrar Public Name (Simple Reassign only):

By default, when ARIN blocks are SWIPed the customer name in the WHOIS database will be set to the assigned resource name. To
override this, enter a public name to use in this field.

L
For detailed step by step instructions, see:

ARIN LIR Setup and Use

RIPE / Update RPSL

Identify which LIR data you want to use for the netnum update, and select either "Create Inetnum" or "Cancel" to exit.

RIPE Integration: 192.162.1.0/24 (182.162.1.0 - 1892.162.1.255)

RIPE Test LIR :

mnt-by admin-c tech-c AP| Key

@ MNT-6CONNECT-TEST SIXC1000-TEST SIXC1000-TEST

Create Inetnum | Cancel |

For detailed step by step instructions, see:

RIPE LIR Setup and Use
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ProVision Developer Tools

Developer Tools

6connect ProVision can integrate with your existing tools and workflow through use of the APl and CLI. The 6connect API allows you to access
the data and functions of the 6connect web tools to run advanced commands in ProVision, and supports a wide variety of update and deletion

conditions not available in the Ul.

To use the API, you will need a basic understanding of object oriented programming in PHP and the right tools installed on your system.

Table of Contents

* APIv1

® CLI (Alpha)

® Toolkit

® Resource Concepts 1
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API v1

API v1

1 - Overview

2 - Making APl Requests
3-SDK - PHP

API Module - Admin and Audit
API Module - DHCP

API| Module - DNS

APl Module - IPAM

API Module - LIR

API Module - Peering
API Module - Resource
API Module - VLAN

How Do I...

Reverse API
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1 - Overview

6connect API - Overview

The 6Connect API is a RESTful API to access your data in the 6Connect tools. ReST relies on stateless, client-server communication, and is
usually always implemented using the HTTP protocol (the 6Connect APl uses HTTPS). It is a simple and lightweight alternative to Web Services
and can implemented in nearly any language. The 6Connect API operates similarly to other popular ReST APIs you may have worked with, such
as Facebook or Twitter. You simply create an HTTP GET or POST request according to our standard, send it to the server, and receive data

back.

To learn more about request formatting, making requests, and the tools available, visit Making AP Requests.
You can also get the PHP SDK for PHP libraries and sample code.

Here are some important details about our ReST implementation:

® The API only comes with the full 6Connect IPAM product. If you would like to upgrade to the full version, contact sales@6Connect.com.

¢ All transactions are over HTTPS (SSL - port 443) only. Any transaction not using SSL will be rejected, and you will have potentially
exposed sensitive data.

® All API results are formatted in JSON. XML support is coming soon.

® All requests are either HTTP GET or POST requests. We suggest using POST if the length of data in the request is over 8KB.

® You can use any language you would like to query the API. We currently have an SDK for PHP. Looking at the sample code would

probably help you implement it in any language though.

336



2 - Making API Requests

6connect API - Making APl Requests

API requests can be generated within the web Ul by the APl Request Generator, or generated programmatically in any language.

An API request looks like this:
https://cloud.6connect.com/ex/api/vi/api.php?target=ipam&action=get&type=IP&mask=24

An API response is a JSON-encoded text string, and looks like this:

{"success":1, "message":"l blocks found",
"data":[{"id":"7539","octl":"1","oct2":"2","0oct3":"3","octd":"0", "mask":"24","childl" :null
"is aggregate":"1","custid":"holding","last updated time":"2012-03-20
09:49:00","description":null, "parent":null, "rir":"ARIN", "notes":"2012-03-20

09:49:00", "generic _code":null, "region":null, "vlan":null,"arin net id":null,"arin cust id":
00:00:00", "assigned time":"2012-03-20 09:45:12"}]}

Instructions on decoding this return data can be found in the API endpoint documentation pages.

Using API Keys:
When using the API without pre-established authentication to ProVision, you must include both your API Key and a specially-prepared query hash

parameter, like so:
https://cloud
.6connect.com/ex/api/v1/api.php?target=ipam&action=get&type=IP&mask=24&apiKey=116-MX15LUYY78ZZTW5&hash=8jxj4|ApYmgb5IZC

API Keys can be generated from your ProVision instance by navigating to the Admin panel by using the gear icon in the upper right hand corner,
then navigating to the API tab. The API tab will present the API authentication information in the following format:

API Key: 38-TMHQV8CV2XZYC2ZS
Secret Key: 6e04e5822ce90feaa8947ded46c46878

The secret key serves as an API password and is used in the creation of the API Authentication hash. The formula for creating a API query hash
from an API query and a Secret Key is the following:

Hash = Base64Encode( Sha256HMACHash ( QueryString, SecretKey ) )
In PHP, this would be performed with the following line of code:

$hash = base64_encode(hash_hmac('sha256', $_SERVER['QUERY_STRING', $secretKey, TRUE));

Because the hash function is computed based on the query string, you must calculate a unique hash for every API request!

Example

Lets say you wanted to create a hash for the following API request:
https://cloud.6connect.com/6¢c_375/api/vi/api.php?target=ipam&action=get&type=IP&mask=24

And that your API Key and Secret Key are as follows:
API Key: 32-5DAYTJQY2TZHOFOB
Secret Key: 48b278ec873bda4738923dbc467{8669

The first step is to append your API Key to the URL. The API Key indicates which user is executing the API query.
https://cloud.6connect.com/6¢_375/api/v1/api.php?target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTJQY2TZHOFOB

The first step is to isolate the Query String from the request URL. The Query String is everything which follows the question mark. So,
Query String: target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTJQY2TZHOFOB

The next step is to calculate the SHA256 hash of this string with your Secret Key. In PHP, this would be:

$sha256 = hash_hmac('sha256', "target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTJQY2TZHOFOB",
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"48b278ec873bda4738923dbc467{8669", TRUE);

As this value has been 256-bit hashed, it will contain many unprintable characters. The solution to this is to encode it in base 64 for
transport. Again, in PHP:

$hash = base64_encode($sha256);
Calculating it out yields the completed hash:
$hash = yneSFMyxPPe+3W4|0kVp50K3VStatBcRRak+2ygDUWQ=
The calculated hash can then be appended to the full API Query URL to form a completed request:

https://cloud.6connect.com/6¢c_375/api/vi/api.php?target=ipam&action=get&type=IP&mask=24&apiKey=32-5DAYTJQY2TZHOFOB

A Note on False Positives

ProVision utilizes several possible authentication schemes of which key-based API authentication is only one. Session-based,
username/password authentication is used for the majority of user interaction with the ProVision front end. Because session
information is stored in browsers cookies, a browser can be authenticated to execute APl commands as long as the session is active.

Unfortunately, this can lead to confusion when using a machine-based API as the user might use an authenticated browser session to
test API-Key based API queries. These queries will always succeed regardless of whether the APl Query Hash was calculated
correctly as the system defaults to Session-based authentication when it is available.

To ensure that session-based authentication is not polluting your API-Key based testing, always use a separate browser which is not
logged in to your ProVision instance to test API queries.

Other Languages

The 6Connect API can be used in just about any scripting or programming language. We have a PHP SDK that provides example code, and
several useful functions for interacting with the API. Even if you don't want to use PHP, the samples will help you create code in other languages.
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3-SDK - PHP

6connect API - Getting Started with the SDK

The 6connect API allows you to access to data and functions of the 6connect web tools. The SDK for PHP or Python will help you get this setup
quickly by outlining the requirements, prerequisites and provide sample code.

® 6connect API - Getting Started with the SDK
® SDK for PHP
® Prerequisites
® Requirements
® |Install the SDK
® SDK for Python
® |Install the SDK
® Need More Information?

SDK for PHP

Prerequisites

The API only comes with a licensed 6connect ProVision application. If you would like access to a ProVision license please contact
sales@6connect.com.

Create Your API Credentials
To use the 6connect SDK for PHP, you will need a 6connect APl Key and Secret Key.
To create your API Key and Secret Key:

® Log into your 6connect instance (hosted or local)

® Click on the Admin icon, and go into the Administration section.

¢ Click on the "API" tab.

® Select the user from the drop down you want to enable API access for, and click "Generate Keys".
® The API Key and the Secret Key will now appear directly below that.

*Note that generating a new API will automatically revoke an older API Key.

6connect recommends that each user accessing the API have their own API key configured. However, you can alternatively setup API
users by functionality or roles. While the platform is flexible, you should follow your organizations security policies.

Important!

Your Secret Key is a secret! Only you and 6connect should ever know this information. It is important to keep it confidential to protect
the privacy of your data. Store it securely and never share this key with other users or place it on other systems. Never include the
secret key in requests to 6connect, support requests to 6connect, and never e-mail it to anyone. Do not share it outside your
organization. No one who legitimately represents 6connect will ever ask you for your Secret Key.

Requirements

Aside from following the prerequisites, you will need a basic understanding of object oriented programming in PHP and the right tools installed on
your system to use the API.

Minimum Requirements

® PHP 5.5 or newer.
®* PHP JSON and PCRE extensions (XML will be coming soon).
® Curl PHP extension compiled with OpenSSL libraries. Click here for more information on curl.

If you aren't sure what is running on your system, you can create a php page on your system and call phpinfo() and view this page in a browser,
or run php -i on the command line.

Install the SDK

Download the file 6connect-PHP-SDKv2.tar.gz

Configure the SDK Security Credentials
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Extract the zipped tar file to a directory.
Open the api-config.php located in the downloaded SDK files.

Make sure all files are in the same directory (the core class looks for a config file in the same directory by default).
Run the sample code api-examples.php!

Important!

You must setup user API access before running the sample. See the previous section "Create Your API Credentials" for more information.

SDK for Python

In Progress
This section is in progress. More information will be added as we improve and refine our new Python SDK!

Install the SDK

Download the file 6connect-Python-SDK.zip

Configure the SDK Security Credentials

® Extract the zipped tar file to a directory.
® Open the apiclient.py located in the downloaded SDK files.
® Read through the file and place in your instance name (or path for local installs), APl Key and Secret Key information as specified.
® Make sure all files are in the same directory (the core class looks for a config file in the same directory by default).
® Run the sample code api-examples.php!
Important!

You must setup user API access before running the sample. See the previous section "Create Your API Credentials" for more information.

Need More Information?

If you need more general information on the API, try the API Overview.
If you need information on methods available via the API, look at the API Reference.
The SDK also contains a README file with other useful information particular to php.

Read through the file and place in your instance name (or path for local installs), API Key and Secret Key information as specified.
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API Module - Admin and Audit

Admin and Audit

This section covers the functions found under the Admin section of ProVision.

Table of Contents

Authentication Testing
Backup

Log Management
Scheduler 1

Zone Templates
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Authentication Testing

® Authentication Testing
® testSSH
® testLDAP
® testSecure64

Authentication Testing

testSSH

URL /api/v1/api.php?target=auth&action=testSSH
Description = Returns success or failure of a connection to an external server via SSH.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Success!"}

ERROR {'success":0, 'message':'error message'}
Required
Parameters  Name Type Example Description
SSHServer STRING  totally.awesome.com  IP or FQDN of server.
SSHPort NUMBER 22 Port ssh is running on.
Optional
Parameters  Name Type Example Description
username = STRING  jsmith Username on target server.

password = STRING ' password123 = Password for user.

directory  STRING = /tmp Directory to attempt to access after successful login.

Example /api/v1/api.php?target=auth&action=testSSH&username=jsmith&password=password123&directory=%2Fvar%2Fnamed%2F6conn
URL

testLDAP

URL /api/v1/api.php?target=auth&action=testLDAP

Description Test basic connectivity to an LDAP server. Does not test actual authenticaion against server.
Returns Examples:

SUCCESSFUL: {'success’:1, id":'12345"
ERROR: {'success':0, ‘'message':'unable to add block'}>
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Required
Parameters Name Type Example Description

IdapServer STRING  Idap.awesome.com  IP or FQDN of the LDAP server.

IdapPort NUMBER 389 User-defined block code as defined in Admin-IPAM settings: Generic
Code Per Block Name
IdapMode = STRING SSL Options are: SSL, TLS, or None.
Optional None
Parameters
Example URL /api/v1/api.php?target=auth&action=testLDAP&IdapPort=389&IdapServer=ldap.awesome.com&ldapMode=None
testSecure64
URL /api/v1/api.php?target=auth&action=testSecure64

Description = Returns success or failure of a connection to an Secure64 DNS appliance.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Success!"}

ERROR {'success':0, 'message':'‘error message'}
Required
Parameters = Name Type Example Description
SSHServer  STRING  totally.awesome.com ' IP or FQDN of server.
SSHPort NUMBER 22 Port ssh is running on.
Optional
Parameters  Name Type Example Description
username  STRING  jsmith Username on target server.

password STRING password123 Password for user.

directory  STRING = /tmp Directory to attempt to access after successful login.

Example /api/v1/api.php?target=auth&action=testSecure64&username=jsmith&password=password123&directory=%2Fvar%2Fnamed%2F6
URL
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Backup

® Backup

® backup now

Backup

backup now

URL
Description

Returns

Required Parameters

Optional Parameters

Example URL

/api/v1/api.php?target=backup&action=now
Performs a manual backup to the designated location.
Examples:

SUCCESSFUL: {"success":1,"message":"Backup via curl complete: "}
ERROR: {"success":0, "message":"Error Message"}>

Name Type Example Description
type STRING  curl File transfer type. Acceptable values are 'curl' or 'scp'
Name Type Example Description

resource INTEGER 2213 The server resource id to backup to. If left blank, backs up to the 6connect cloud.

Backup to designated server: /api/vi/api.php?target=backup&action=now&type=scp&resource_id=2213

Backup to 6connect cloud: /api/vi/api.php?target=backup&action=now&type=curl

When specifying a backup server resource ID, that server must have the Hostname, Username, and Password fields correctly provided

in ProVision.
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Log Management

® Log Management

* Get

Log Management

Get

URL
Description

Returns

Required
Parameters

/api/v1/api.php?target=log&action=get

Returns a list of log entries. Use optional parameters to filter the list.

{"success":1,"message":"Search Successful.","data":[{"logld":"31568","time": "2012-05-07 17.:44:43",

"logLevel":"INFO","userld":"39","userName": "anna@6connect.com","logCategory": "User","message": "Anna
Claiborne (anna@6connect.com) logged in via local authentication","ip":"107.111.0.228"}]}

{'success':0, 'message':'error message'}

Examples:
SUCCESSFUL
ERROR

Data Detail
Name Type
logld INTEGER
time DATETIME
logLevel STRING
userld Integer
userName | STRING
logCategory = STRING
message STRING
ip STRING
None

Example

24

2012-05-07 22:10:07
NOTICE

11
anna@6connect.com
IPAM

Created new children
from 1.0.0.0/24

107.111.0.228

Description
Unique log entry id.
Date and time year to second.

Standard syslog log levels in verbose format (EMERG, ALERT, CRIT,
ERR, WARNING, NOTICE, INFO, DEBUG).

The unique user id associated with the log entry.
The unique user name associated with the log entry.

The 6connect category for the log entry (User, IPAM, Resource Holder,
DNS, Peering, Assistant, NTP, Reporting).

The detailed log message.

The remote IP address of the user who took the action being logged.
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Optional

Parameters  Name Type Example Description
likeFlag BOOL 1 When 1, string searches are done via LIKE with wildcards at both ends.
When 0, strict comparison is used.

logld INTEGER @ 24 Unique log entry id.

timeStart DATETIME 2012-05-07 Retrieve logs starting at this Date and optional time year to second.
[21:00:00]

timeEnd DATETIME 2012-05-07 Retrieve logs ending at this Date and optional time year to second.
[22:00:00]

limit INTEGER 100 Total log entries to retrieve. Default limit is 1000 records.

offset INTEGER 50 Offset from 0 to retrieve log entries

userName | STRING anna@e6connect.com = The unique user name associated with the log entry.

logCategory = STRING IPAM The 6connect category for the log entry (User, IPAM, Resource Holder,
DNS, Peering, Assistant, NTP, Reporting).

logLevel STRING NOTICE Standard syslog log levels in verbose format (EMERG, ALERT, CRIT, ERR,
WARNING, NOTICE, INFO, DEBUG).

ip STRING 1234 The remote IP address of the user whose action was logged

block STRING 1.2.3.4/8 Used to return any actions performed on the specified block.

Example /api/v1/api.php?target=log&action=get
URL
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Scheduler 1

This API is in beta and subject to change.

® Scheduler
® addTask
® updateTask
® deleteTask
® executeTask
® getTaskHistory
® getTasks
Scheduler
addTask
URL /api/v1/api.php?target=scheduler&action=addTask
Description Add a new scheduled task. Request is POST-only. Params are a single JSON object:
Returns Examples:
SUCCESSFUL: {"success":1,"message":"Message "}
ERROR: {"success":0, "message":"Error Message"}>
Required
Parameters Name Type Example Description
user_id INTEGER | 100 User ID
name STRING  Process Holding Tank Name given to the new

class_name @ STRING  \scheduler\Tasks\ProcessHoldingTask PHP-namespaced name for the task class.
Currently available:
\schedulenTasks\ProcessHoldingTask
\scheduler\Tasks\BackupTask
\schedulenTasks\DNSPushTask

data {3
active BOOL true

repeat_items

Optional Parameters

Name Type Example Description

repeat_start STRING  2015-05-06 Date to start repeating task. Date must be in YYYY-MM-DD format.

repeat_end STRING  null Date to end repeating task or null. Date must be in YYYY-MM-DD
format.

repeat_hour INTEGER 8 Hour of day to repeat, from 0-23

repeat_minute INTEGER 0 Minute of that hour to repeat, from 0-59

repeat_day INTEGER 1 Day of month, from 1-31

repeat_week INTEGER 1 Week of month, from 1-5

repeat_weekday INTEGER 1 Days to repeat. Sun-Sat are from 0-6 respectively
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updateTask

URL
Description

Returns

Required
Parameters

Optional Parameters

deleteTask

URL
Description

Returns

Required Parameters

/api/v1/api.php?target=scheduler&action=update Task

Update a scheduler task

Examples:

SUCCESSFUL: {"success":1,"message":"Message"}
ERROR: {"success":0, "message":"Error Message"}>

Name Type Example
id INTEGER | 4

user_id INTEGER | 100
name STRING

class_name | STRING

Process Holding Tank

data {

active BOOL true
repeat_items

Name Type Example
repeat_start STRING  2015-05-06
repeat_end STRING | null
repeat_hour INTEGER 8
repeat_minute INTEGER 0
repeat_day INTEGER | 1
repeat_week INTEGER 1
repeat_weekday INTEGER 1

Description
ID of the task to be updated
User ID

Name given to the new

\schedulen\Tasks\ProcessHoldingTask = PHP-namespaced name for the task class.

Currently available:
\schedulen\Tasks\ProcessHoldingTask
\scheduler\Tasks\BackupTask
\scheduler\Tasks\DNSPushTask

Description

Date to start repeating task. Date must be in YYYY-MM-DD format.

Date to end repeating task or null. Date must be in YYYY-MM-DD
format.

Hour of day to repeat, from 0-23
Minute of that hour to repeat, from 0-59
Day of month, from 1-31

Week of month, from 1-5

Days to repeat. Sun-Sat are from 0-6 respectively

/api/v1/api.php?target=scheduler&action=delete Task

Delete a scheduler task

Examples:

SUCCESSFUL: {"success":1,"message":"Task \"New Task\" (2) deleted","data":null}
ERROR: {"success":0, "message":"Error Message"}>

Name Type

Example Description

taskld INTEGER 4

ID of the task to delete
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Optional Parameters = None

Example URL /api/v1/api.php?target=scheduler&action=delete Task&taskld=2

executeTask

URL /api/v1/api.php?target=scheduler&action=executeTask

Description Execute a task immediately

Returns Examples:
SUCCESSFUL: {"success":1,"message":"Holding tank processed. 0 IPv4 and 0 IPv6 blocks moved to the available pool.
" "data":null}

ERROR: {"success":0, "message":"Error Message"}>

Required
Parameters Name Type Example Description
taskld | INTEGER 4 ID of the task to run
Optional None
Parameters
Example URL /api/v1/api.php?target=scheduler&action=executeTask&taskld=1
getTaskHistory
URL /api/v1/api.php?target=scheduler&action=getTaskHistory

Description = Get history for a specific task

Returns Examples:
SUCCESSFUL: { "success": 1, "data": [ { "log_id": "1005037", "time": "2015-05-07 12:29:45", "log_level": "6", "user_id": "31",
"username": "usernamehere", "log_category": "System", "message": "task_id=1 task=Process Holding Tank action=finished
message=Holding tank processed. 0 IPv4 and 0 IPv6 blocks moved to the available pool.", "ip": null }, { "log_id": "1005033",
"time": "2015-05-07 12:28:50", "log_level": "6", "user_id": "31", "username": "usernamehere", "log_category": "System",
"message": "task_id=1 task=Process Holding Tank action=finished message=Holding tank processed. 1 IPv4 and 0 IPv6 blocks
moved to the available pool.", "ip": null }, { "log_id": "1005030", "time": "2015-05-07 12:28:14", "log_level": "6", "user_id": "31",
"username": "usernamehere", "log_category": "System", "message": "Task \"Process Holding Tank\" (1) added", "ip": null } ] }
ERROR: {"success":0, "message":"Error Message"}>

Required
Parameters  Name Type Example Description
taskld  INTEGER 1 ID of the task to view
Optional None
Parameters

Example /api/v1/api.php?target=scheduler&action=getTaskHistory&taskld=1
URL

getTasks

URL /api/v1/api.php?target=scheduler&action=getTasks
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Description

Returns

Required
Parameters

Optional
Parameters

Example
URL

Gets a list of scheduled tasks and their repeat settings

Examples:

SUCCESSFUL: { "success": 1, "data": [ { "id": "1", "user_id": "31", "name": "Process Holding Tank", "class_name":
"\scheduler\Tasks\\ProcessHoldingTask", "active": true, "data": null, "last_run": "2015-05-07 12:29:45", "repeat_items": [ { "id":
"1", "task_id": "1", "repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*",
"repeat_day": "*", "repeat_week": "*", "repeat_weekday": "4", "repeat_hour": "20", "repeat_minute": "0" }, { "id": "2", "task_id": "1",
"repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*",
"repeat_week": "*", "repeat_weekday": "5", "repeat_hour": "20", "repeat_minute": "0" }, { "id": "3", "task_id": "1", "repeat_start":
"2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week":
"t 'repeat_weekday": "6", "repeat_hour": "20", "repeat_minute": "0" }, { "id": "4", "task_id": "1", "repeat_start": "2015-05-06",
"repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week": "*",
"repeat_weekday": "0", "repeat_hour": "20", "repeat_minute": "0" } ] }, { "id": "2", "user_id": "31", "name": "New Task",
"class_name": "\scheduler\Tasks\\TestTask", "active": true, "data": null, "last_run": "2015-05-07 12:35:41", "repeat_items": [ {
"id": "5", "task_id": "2", "repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month":
™" "repeat_day": "*", "repeat_week": "*", "repeat_weekday": "1", "repeat_hour": "21", "repeat_minute": "0" }, { "id": "6", "task_id":
"2", "repeat_start": "2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day":
™ "repeat_week": "*", "repeat_weekday": "2", "repeat_hour": "21", "repeat_minute": "0" }, { "id": "7", "task_id": "2", "repeat_start":
"2015-05-06", "repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week":
"t 'repeat_weekday": "3", "repeat_hour": "21", "repeat_minute": "0" }, { "id": "8", "task_id": "2", "repeat_start": "2015-05-06",
"repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week": "*",
"repeat_weekday": "4", "repeat_hour": "21", "repeat_minute": "0" }, { "id": "9", "task_id": "2", "repeat_start": "2015-05-06",
"repeat_end": null, "repeat_interval": null, "repeat_year": "*", "repeat_month": "*", "repeat_day": "*", "repeat_week": "*",
"repeat_weekday": "5", "repeat_hour": "21", "repeat_minute": "0" }]1} ]}

ERROR: {"success":0, "message":"Error Message"}>

None

None

/api/v1/api.php?target=scheduler&action=getTasks
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Zone Templates
® Zone Templates
* Get

® Update
® Delete

Zone Templates

Get

URL /api/v1/api.php?target=zoneTemplate&action=get
Description ' Returns success or failure of a connection to an external server via SSH.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Found 1 records for template \"Awesome Template\".","data":{"templateld":"1011","narr
14:01:24","userld":"112","soa":null,"refresh":"14400","retry":"3600","expire":"604800","minimum":null,"ttI":null,"us¢

ERROR {'success':0, 'message':'error message'}

Required None

Parameters
Optional
Parameters  Name Type Example Description
templateld NUMBER | 3 ID of the specific template to get.
Example /api/v1/api.php?target=zoneTemplate&action=get
URL
Update
URL /api/v1/api.php?target=zoneTemplate&action=update

Description = Create a new template or update an existing template.

Returns Examples:
SUCCESSFUL: {"success":1,"message":"Template updated","data":{"templateld":"1011","name":"Awesome Template","created":"2
23:15:52" "modified":"2013-08-05 23:15:52" "userld":"112","soa":"ns1.test.net
hostmaster.ns1.test.net","refresh":"14400","retry":"3600","expire":"604800","minimum":null,"ttl":false,"userName":"anna@6connect.c
ERROR: {'success':0, 'message":'Error updating template: error details'}>

Required
Parameters  Name Type Example Description

name STRING Test Template The name of the template to be created or updated.
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Optional

Parameters  Name Type Example Description
soa STRING ns1.test.net A valid SOA for the template in for format
hostmaster.ns1.test.net
ttl INTEGER @ 86400 The TTL for the zone template, which is the default expiration time for all
TTL.
refresh INTEGER = 14400 The time period for slaves to refresh the zone.
retry INTEGER 3600 Time that a slave should retry refreshing the zone in case of incident.
expire INTEGER @ 604800 Time for a slave to expire a zone.
mininum INTEGER 3600 The maximum caching time in the event of failed lookups.
count_records INTEGER 5 Number of host records submitted with the update. All the following parame

followed with their position in the count. In this example, the first record wo
for the first record followed by _1, the second record _2, and so on. This wi
the template follow.

host_1 STRING The DNS record value.

ttl_1 INTEGER @ 3600 TTL of the specific host record.

type_1 STRING A A valid DNS record type.

value_1 IP 1.23.4 A valid IPv4 or IPv6 address.
Example api/v1/api.php?target=zoneTemplate&action=update&templateld=1011&count_records=1&name=Awesome+Template&soa=ns1.te
URL

&refresh=144008&retry=3600&expire=604800&minimum=3600&value_0=undefined+undefined&host_1=www&ttl_1=3600&type_1=/

Delete
URL /api/v1/api.php?target=zoneTemplate&action=delete
Description Deletes a DNS template.
Returns Examples:

SUCCESSFUL | {"success":1,"message":"Template \"Test Template\" delete."}

ERROR {"success":0,"message":"No template found for templateld \"1005\"."}
Required Parameters

Name Type Example Description

templateld | INTEGER | 3 ID of the template to delete.

Optional Parameters = None.

Example URL /api/v1/api.php?target=zoneTemplate&action=delete&templateld=1005
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API Module - DHCP

DHCP Management Version 2

¢ DHCP Management Version 2
® Overview
® API Updates
* DHCP API How-To
Relate with Resources
Create DHCP IP Aggregates
Subnets and Hosts
Linking Subnets and Hosts with DHCP Servers
¢ Pushing Configurations
® Detailed API Specification

Overview

DHCP Management Version 2 integrates DHCP management with ProVision's resource and permissions hierarchy, as well as the IP
Management system. Individual DHCP servers can be assigned via Resource Permissions to different internal user groups, to be managed by

only the appropriate parties.

Under DHCPv2 there is no distinct “DHCP Server” type or section — instead there is a “DHCP Module” which, when attached as a child to an
existing resource, transforms it into a DHCP-enabled device. The most common use is to take the generic “Server” Section and turn it into a
DHCP Server by attaching the DHCP Module as a child. This configuration allows users to add functionality to a basic resource and provides a
cleaner management interface.

API Updates

The DHCPv1 API operated via calls to the DHCPServer and the DHCPEntry endpoint families. However, now that DHCPv2 is contained entirely
within the resource system, most of the API calls to manipulate DHCP data do so using the Resource family of APl endpoints to modify specific
Resource attributes reserved for DHCP functionality.

DHCP API How-To

Relate with Resources

The DHCPv2 system builds upon the ProVision Resource API. With the exception of a few configuration commands all DHCPv2 APl commands
use the Resource family of API endpoints.

w How to attach the DHCP Module as a child
As described above, DHCPv2 functionality is enabled on a particular resource by attaching a DHCP Module as a child. A command to do this
is as follows:

[ProVision root]/api/vl/api.php?target=resource&action=add
data:
meta[type]: dhcp module

meta[name]: [parent resource id] DHCP Module
meta[parent id]: [parent resource id]

The special resource type “dhcp_module” indicates to ProVision that the DHCP system is enabled for the parent object. The attributes
associated with the “dhcp_module” resource govern the DHCP system's behavior.

Updating the attributes of a DHCP Server uses a Resource Update command:
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[ProVision root]/api/vl/api.php?target=resource&action=update&meta[id]=2178
smeta[type]=dhcp module&fields[ dhcp attributes][]={"type":"ISC", "notes":"notes go
here", "username":"username", "port":"port", "config test":"/etc/init.d/dhcpd
configtest", "server stop":"/etc/init.d/dhcpd stop", "server start":"/etc/init.d/dhcpd

start","config path":"/tmp/dhcpd.conf","option routers":"192.168.0.0","option domain na

line 1","freeLine2":"free line 2","freeLine3":"free line 3"}

This command appears rather complicated, but can be broken apart into reasonable pieces. The first section:

target=resource&action=update&meta[id]=2178&meta[type]=dhcp module

is familiar from other parts of ProVision. We are updating a resource of type “dhcp_module” whose resource id is 2178. The second section

of the command details the update values, starting with

fields[ dhcp attributes][]=

which contains a JSON-encoded string of all the fields specific to a DHCP server's function. When expanded into its full object form it is

substantially easier to digest:

"type":"ISC",

"notes":"notes go here",

"username": "username",

"port":"port",

"config test":"/etc/init.d/dhcpd configtest",
"server stop":"/etc/init.d/dhcpd stop",
"server_start":"/etc/init.d/dhcpd start",
"config path":"/tmp/dhcpd.conf",

"option routers":"192.168.0.0",

"option domain name servers":"nsl.6connect.com",
"option_domain name":"6connect.com",
"authoritative":"1",
"default lease time":"600",
"max_lease_time":"7200",

"local port":"67",

"log facility":"local7",

"password": "password",

"server ip":"192.168.0.1",

"freeLines":3,

"freeLinel":"free line 1",
"freeLine2":"free line 2",
"freeLine3":"free line 3"

This object describes all the most common DHCP server configuration options. For a full explanation of each of the fields, see the Detailed

API Specification later in this document.

Please note that the object above must be passed to the DHCP system as a JSON-encoded string. It must be passed into the special
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“_dhcp_attributes” attribute for it to be functional, as in the example URL.

Create DHCP IP Aggregates
For details on how to manage IP aggregates using ProVision's IPAM API, see API Module - IPAM.

Of particular interest to DHCP management is the addition of DHCP aggregates, which are sections of IP space marked as available for use by
the DHCPv2 system.

~ How to add a DHCP Aggregate
An example command to add a DHCP Aggregate is:

[ProVision root]/api/vl/api.php?target=ipam&action=add&block=192.168.0.0/24&rir=
1918&vlan=&tags=&region=&resourceld=1282&allowSubAssignments=true

The important part to note is that the IP block is being assigned to resourceld 1282, which corresponds to the DHCP Available resource. The
DHCP Available resource is a system-level resource which is used to hold all unassigned DHCP IP addresses. Every instance has its own

DHCP Available resource, whose id can be found with the following command:

[ProVision root]/api/vl/api.php?target=resource&action=get&slug=dhcp-available

New DHCP subnets and hosts draw their IPs from this pool. If there are no IPs in the DHCP Available pool new subnets and hosts will not be
able to be created.

DHCP IP aggregates are fetched, updated, split, and deleted using the standard IPAM management API endpoints. Please see the IPAM
API Documentation. for details.

Subnets and Hosts

Every DHCP configuration file consists primarily of Subnet and Host declarations, mapping out what IP addresses are available for what purpose.
In DHCPv2, DHCP Pools are reusable components that can be attached to several DHCP Servers in order to build flexible, responsive DHCP

configurations.
In ProVision DHCPv2 all DHCP Pools regardless of whether they span Subnets or individual Hosts require that a “dhcp_pool” resource be created

to govern them.
~ How to create DHCP Pools
Similar to how the “dhcp_module” resource was created above, the command to create a DHCP Pool is as follows:

[ProVision root]/api/vl/api.php?target=resource&action=add&meta[type]=dhcp pool

&meta[name ]=New
Subnet&fields[ dhcp type][ ]=subnet&fields[ dhcp pool attributes][]={"mac":"","rangeStar

Line 1","freeLine2":"Free Line 2","freeLine3":"Free Line 3"}

The first half of this command is relatively straightforward:

target=resource&action=add&meta[type]=dhcp pool&meta[name]=New Subnet

This section informs the API that we wish to create a new, empty “dhcp_pool” resource whose name is “New Subnet.”
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nonn

fields[_dhcp type][ ]=subnet&fields|[_ dhcp pool attributes][]={"mac":"","rangeStart":"",
"rangeEnd":""
2" ,"freeLine3":"Free Line 3"}

,"freeLines":3,"freeLinel":"Free Line 1","freeLine2":"Free Line

The second half of the command behaves in a similar manner to the “dhcp_module.” The “_dhcp_pool_attributes” field holds a
JSON-encoded string which describes the dhcp_pool resource. When expanded, the JSON string becomes the following object:

{

n nonmn

mac
"rangeStart":
"rangeEnd":"",
"freeLines":3,
"freeLinel":"Free Line 1",
"freeLine2":"Free Line 2",

"freeLine3":"Free Line 3"

nn
4

For a full explanation of each of the fields, see the Detailed AP| Specification.

Please note that the object above must be passed to the DHCP system as a JSON-encoded string. It must be passed into the
“_dhcp_pool_attributes” attribute for it to be functional, as in the example URL.

Once a dhcp_pool resource is in the system it can be updated with IP data obtained from the IP Management system. Under DHCPv2, the
DHCP system uses all the standard IPAM API endpoints and can make use of both the smartAssign and the directAssign methods. Please
see the IPAM API documentation for details.

« How to smart-assign a DHCP IP range from the DHCP Available resource to a dhcp_pool resource

An example command for smart-assigning a DHCP IP range from the DHCP Available resource to a newly-created dhcp_pool resource is as
follows:

[ProVision root]/api/vl/api.php?target=ipam&action=smartAssign&resourceId=2180&
type=ipvé4&mask=31l&rir=1918&assignedResourceId=1282

In this example we are using the IPAM API endpoint to smart-assign an IPv4 /31 from the DHCP Available resource (resource id 1282) to the
newly-created dhcp_pool object (resource id 2180). This action removes this IP range from the available pool and prevents it from being
used by other parts of ProVision.

Once an IP block is assigned to a dhcp_pool it should be updated with the proper range start and range end. A Resource Update command
is used for this.

[ProVision root]/api/vl/api.php?target=resource&action=update&metaltype]=dhcp pools&
meta[name ]=Another
Test&fields[ dhcp type][ ]=subnet&fields[ dhcp pool attributes][]={"mac":"","rangeStart"

The key information here is that the “rangeStart” and the “rangeEnd” fields in the JSON-encoded ' dhcp_pool_attributes' attribute have been
populated with the beginning and end of the IP range assigned by smart-assign. Also note that a new field is being populated as
'_dhcp_ip_id', which contains the IPAM id of the newly-assigned IP block.

When assigning dhcp_pools covering a single host the steps are much the same, but the 'mac' field in the '_dhcp_pool_attributes' object must
be populated with the MAC address of the host in question.

Linking Subnets and Hosts with DHCP Servers
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DHCP Pools exist as re-usable components which can be individually assigned to any number of DHCP Servers in order to assemble flexible
DHCP Configurations. Once created, a DHCP Pool is not attached to any DHCP Server in the system. DHCP Pools must be linked to a server
for the pool to be included in DHCP configuration pushes.

~ How to link a dhcp_pool and a DHCP Server
An example of building a link between a dhcp_pool and a DHCP Server is:

[ProVision root]/api/vl/api.php?target=resource&action=addLink&resource id1=2178&
resource_id2=1452&relation=dhcpPoolLink

The Resource Linkage system controls which DHCP Pools are associated with a given DHCP Server. In the case of linking a DHCP Pool to
a DHCP Server, the relation used is “dhcpPoolLink”. This is a directional link, so it is important that resource_id1 and resource_id2 do not get
confused.

relation: "dhcpPoolLink"
resource _idl: the id of the dhcp module this pool is being linked to
resource_id2: the id of the dhcp pool being linked

It is very important that resource_id1 not be confused with resource_id2. The link will not function with the values reversed.

To undo the above and break a DHCP Pool link, use the same command but substitute “deleteLink” for the action “addLink”.

[ProVision root]/api/vl/api.php?target=resource&action=deleteLink&resource id1=2178&
resource_id2=2179&relation=dhcpPoolLink

Pushing Configurations

Pushing configuration files and restarting a DHCP server is a fairly straightforward process.

« How to push configuration files
Once the server has been configured according to the previous sections, hitting the following API endpoint will trigger a DHCP push:

[ProVision root]/api/vl/api.php?target=dhcp&action=push&id=2178

The “id” in the above string is the id of the dhcp_module resource attached to the server you whose configuration is to be pushed. The API
return payload will contain success or failure codes, as well as a description of any errors which might have occurred.

When a DHCP configuration file is pushed an SSH connection is opened to the configured server using the user, password, and port supplied
to the '_dhcp_attributes' attribute on the dhcp_module resource. If the system successfully connects, it will assemble a DHCP configuration
from the information given to the dhcp_module's '_dhcp_attribute' attribute and then parse and add in all linked dhcp_pool resources.

After the assembled file has been transferred to the DHCP server it will be placed in the location given by 'config_path' on the dhcp_module,
and then the command described in 'config_test' will be run to determine whether or not this new file parses correctly. If 'config_test' is blank
or omitted, this step is skipped.

If the file parses correctly the DHCP will be stopped and restarted according to the 'server_stop' and 'server_start' commands on the DHCP
module. If there are errors at any point the system backs out, replaces old config files, and reports the errors via the 'message’ return field of
the API call.

Detailed API Specification
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A detailed listing of API endpoints related to DHCP Servers, Pools, and Links can be found here:

® API Module - DHCPv2
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API Module - DHCPv2

®* DHCPv2 Module

get all DHCP-enabled resources

create a new DHCP-enabled resource

update a DHCP-enabled resource with new configuration info
remove DHCP functionality from a resource

get all DHCP Pools

create a new DHCP Pool resource

update a DHCP Pool

delete a DHCP Pool

assigning an IP address or blocks to a DHCP Pool
get all DHCP Pool linkages

add a new DHCP Pool linkage

delete DHCP Pool linkages

push a DHCP config

DHCP search

¢ Data Attributes

_dhcp_attributes
_dhcp_pool_attributes

DHCPv2 Module

The DHCPv2 system is built upon the Resource API, so actions relating to DHCP tasks are largely expressed in terms of Resource actions.

This section describes common DHCP tasks and how they are accomplished via the DHCPv2 system.

get all DHCP-enabled resources

Description | Finds all resources from section 'dhcp_module,' which indicates that their parents are DHCP-enabled. Adding in other

URL

Resource-Get API parameters can filter this list further.

/api/v1/api.php?target=resource&action=get&type=dhcp_module
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Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Search successful","data":[{"id":"1432", "name":"1392 DHCP Module"
,"slug":"1392-dhcp-module”, "type":"dhcp_module", "parent_id":"1392", "category_id":null,
"attr"{"_dhcp_attributes":"{\"type\":\"ISC\", \"'notes\":\"\", \"username\":\"\", \"port\":\"\",
\"config_test\":\"VetcVinit.dVdhcpd configtest\", \"server_stop\":\"VetcVinit.dVdhcpd stop\",
\"server_start\":\"VetcVinit.dVdhcpd start\", \"config_path\":\"\", \"option_routers\":\"\",
\"option_domain_name_servers\"\"\", \"option_domain_name\":\"\", \"authoritative\":\"1\",
\"default_lease_time\":\"600\", \"'max_lease_time\":\"7200\", \"local_port\"\"67\", \"log_facility\":\"local7\",
\"password\":\"\", \"server_ip\":\"10.0.0.0\", \"freeLines\":0}", "_dhcp_config_id":"33"}}], "result_count":1,
"found_count":1}

ERROR: {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER ' ID of the dhcp_module resource

name STRING  The name of the dhcp_module

slug STRING  The unique reference string for this resource

type STRING  Always 'dhcp_module

parent_id INTEGER ' The resource to which the dhcp_module is attached

category_id INTEGER ' The category to which this dhcp_module is associated
result_count | INTEGER | How many dhcp_modules are returned in this search.

found_count ' INTEGER How many dhcp_modules were found in this query, without pagination.

Attributes:
Key Type Description
_dhcp_attributes  JSON A JSON-encoded string containing all the specific configuration parameters which govern this

DHCP server. An expansion of the JSON object is given below in the Data Attributes section.

_dhcp_config_id | INTEGER | A reference to the DHCP Config file written within the system. This field is maintained by the
DHCPv2 system itself and should not be set externally.

create a new DHCP-enabled resource

Description = A resource becomes a DHCP-enabled by adding a special "dhcp_module" resource as a child. This action is identical to a normal
Resource Create command.

URL /api/v1/api.php?target=resource&action=add&meta[type]=dhcp_module&meta[name]=2163 DHCP
Module&meta[parent_id]=2163
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Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Resource added","data":{"id": 2165,"name" :"2163 DHCP Module","slug":
"2163-dhcp-module-2","type" "dhcp_module","parent_id": 2163,"category_id": null,"attr":[]}}

ERROR: {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER ' ID of the newly created dhcp_module

name STRING  The name of the dhcp_module

slug STRING | The unique reference string for this resource
type STRING | Always 'dhcp_module'

parent_id INTEGER ' The resource to which the dhcp_module is attached

category_id INTEGER @ The category to which this dhcp_module is associated

update a DHCP-enabled resource with new configuration info

Description = Modifying an existing dhcp_module uses the identical commands as all other Resource-Update actions. An example of configuring

URL /api/v1/api.php?target=resource&action=update&meta[id]=2178 &meta[type]=dhcp_module&fields[_dhcp_attributes][]={"type":"ISC"
start","config_path":"/tmp/dhcpd.conf","option_routers":"192.168.0.0","option_domain_name_servers":"ns1.6connect.com","option_c¢
line 1""freeLine2":"free line 2","freeLine3":"free line 3"}

Returns Examples:

SUCCESSFUL: {"success": 1,"message": "Resource Updated","data": {"id":"2166" ,"name":"2163 DHCP Module", "slug":"2163-c
\"config_test\"\"\Wetc\\Vinit.d\\Vdhcpd configtest\" ,\"server_stop\":\"\Wetc\\Vinit.d\Wdhcpd stop\" ,\"server_start\":
\"authoritative\":\"1\", \"default_lease_time\":\"600\", \"'max_lease_time\":\"7200\", \"local_port\":\"67\", \"log_facilit

ERROR: {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER  ID of the newly created dhcp_module

name STRING | The name of the dhcp_module

slug STRING  The unique reference string for this resource
type STRING | Always 'dhcp_module'

parent_id INTEGER ' The resource to which the dhcp_module is attached

category_id | INTEGER | The category to which this dhcp_module is associated
Attributes:

Key Type Description

_dhcp_attributes  JSON = A JSON-encoded string containing all the specific configuration parameters which govern this DHCP s
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remove DHCP functionality from a resource

Description = To remove DHCP functionality, delete the dhcp_module child resource. This operation uses general Resource->Delete
functionality.

URL /api/v1/api.php?target=resource&action=delete&id=2166

Returns Examples:

SUCCESSFUL: {"success":1,"message":"Deleted 2163-dhcp-module-3 (#2166)"}

ERROR: {"success":0, "message":"error message"}

get all DHCP Pools

Description | As with the dhcp_module commands, the API endpoints governing DHCP IP Pools use the general Resource system. All the modifi
URL /api/v1/api.php?target=resource&action=get&type=dhcp_pool

Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Search
successful","data":[{"id":"1482","name":"Blah","slug":"blah","type":"dhcp_pool","parent_id":"1","category_id":null,’
],"result_count":1,"found_count":1}

ERROR: {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER ' ID of the dhcp_pool resource

name STRING  The name of the dhcp_pool

slug STRING  The unique reference string for this resource
type STRING = Always 'dhcp_pool'

parent_id INTEGER = The resource to which the dhcp_pool is attached
category_id INTEGER ' The category to which this dhcp_pool is associated
result_count | INTEGER | How many dhcp_pools are returned in this search.

found_count ' INTEGER How many dhcp_pools were found in this query, without pagination.

Attributes:
Key Type Description
_dhcp_type STRING | Either 'subnet' or 'host'. Determines whether this DHCP Pool is describing a Subnet or a Hos
_dhcp_pool_attributes = JSON A JSON-encoded string containing all the specific configuration parameters which govern thit
_dhcp_ip_id INTEGER ' The id of the IPAM subnet or host which is assigned to this DHCP Pool
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create a new DHCP Pool resource

Description = Uses the general Resource-Add endpoint to create a DHCP Pool resource.

URL

Returns

/api/v1/api.php?target=resource& action=add& meta[type]=dhcp_pool& meta[name]=New Subnet& fields[_dhcp_type][]=host&
fields[_dhcp_pool_attributes][]={"mac":"aa:bb:cc:dd:ee:ff", "rangeStart":"", "rangeEnd":"", "freeLines":3, "freeLine1":"Free Line 1",
"freeLine2":"Free Line 2", "freeLine3":"Free Line 3"}

Examples:

SUCCESSFUL:  {"success":1,"message":"Resource added","data"{"id":2167,"name":"New
Subnet","slug":"new-subnet","type":"dhcp_pool ","parent_id":1,"category_id":null,"attr":[]}}

ERROR: {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER ' ID of the newly created dhcp_pool

name STRING  The name of the dhcp_pool

slug STRING | The unique reference string for this resource
type STRING | Always 'dhcp_pool'

parent_id INTEGER The parent resource; by default the TLR.

category_id INTEGER @ The category to which this dhcp_pool is associated

update a DHCP Pool

Description = Modifying an existing dhcp_pool uses the identical commands as all other Resource-Update actions.

URL

/api/v1/api.php?target=resource& action=update& meta[type]=dhcp_pool& meta[name]=Another Test&
fields[_dhcp_type][l=subnet& fields[_dhcp_pool_attributes][]={"mac":"", "rangeStart":"10.10.10.4", "rangeEnd":"10.10.10.5",
"freeLines":3, "freeLine1":"example1", "freeLine2":"example2", "freeLine3":"example3"}&fields[_dhcp_ip_id][]=92430&meta[id]=
2165
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Returns Examples:

SUCCESSFUL:  {"success":1, "message":"Resource Updated", "data":{"id":"2165", "name":"Another Test",
"slug":"2163-dhcp-module-2", "type":"dhcp_module", "parent_id":"2163",
"category_id":null,"attr":{"_dhcp_type":"subnet" ,"_dhcp_pool_attributes":"{\"'mac\":\"\",
\"rangeStart\"\"10.10.10.4\", \"'rangeEnd\":\"10.10.10.5\", \"freeLines\":3, \"freeLine1\":\"example1\",
\"freeLine2\":\"example2\", \"freeLine3\":\"example3\"}", "_dhcp_ip_id":"92430"}}}

ERROR: {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER ' ID of the newly created dhcp_module

name STRING  The name of the dhcp_module

slug STRING | The unique reference string for this resource
type STRING | Always 'dhcp_module'

parent_id INTEGER ' The resource to which the dhcp_module is attached

category_id INTEGER @ The category to which this dhcp_module is associated

Attributes:

Key Type Description

_dhcp_type STRING  Either 'subnet' or 'host'. Determines whether this DHCP Pool is describing a Subnet or a
Host.

_dhcp_pool_attributes  JSON A JSON-encoded string containing all the specific configuration parameters which govern
this DHCP Pool. An expansion of the JSON object is given below in the Data Attributes
section.

_dhcp_ip_id INTEGER ' The id of the IPAM subnet or host which is assigned to this DHCP Pool

delete a DHCP Pool

Description = To delete a DHCP Pool, use the standard Resource-Delete functionality
URL /api/v1/api.php?target=resource&action=delete&id=2165

Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Deleted 2165-another-subnet-3 (#2165)"}

ERROR: {"success":0, "message":"error message"}

assigning an IP address or blocks to a DHCP Pool

Description = Assigning IP addresses or blocks to a DHCP Pool resource removes them from the available pool so they cannot be assigned out &

URL /api/v1/api.php?target=ipam&action=smartAssign&resourceld=2162&type=ipv4&mask=31&rir=1918&assignedResourceld=1282
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Returns Examples:

SUCCESSFUL: {"success":1,"message":"Assigned 10.8.1.4V31 to 208.39.104.106 (2162) via Smart
Assign","id":94468,"data"{"id":94468,"type""ipv4","top_aggregate":44616,"cidr":"10.8.1.4V31","formatted_ip":"1(
20:17:32","description":null,"parent":80882,"rir":"1918","lir_id":null,"notes":null,"generic_code":null,"code":null,"re

ERROR: {"success":0, "message":"error message"}

Return Detail:

For a detailed breakdown of this endpoint's return data, please see the IPAM documentation.

get all DHCP Pool linkages

Description = The association between DHCP Pools and DHCP Modules belongs to the Resource Linkage family of endpoints. The 'relation'
field should be set to the 'dhcpPoolLink' type to pull only DHCP Pool linkage information.

URL /api/vi1/api.php?target=resource&action=getLink&relation=dhcpPoolLink

Returns Examples:

SUCCESSFUL: {"success":1 ,"message":"Search successful", "data":{"meta":{"totalRecords":"3", "retrieved":3}, "0"{"id":"22",
"resource_id1":"1292", "resource_id2":"1302", "relation":"dhcpPoolLink"}, "1":{"id":"2", "resource_id1":"1292",
"resource_id2":"1452", "relation":"dhcpPoolLink"}, "2":{"id":"12", "resource_id1":"1422",
"resource_id2":"1482", "relation":"dhcpPoolLink"}}}

ERROR: {"success":0, "message":"error message"}
Return Detail:

Name Type Description

id INTEGER ' Id of the pool-module linkage
resource_id1 | INTEGER ' The id of the dhcp_module resource
resource_id2 INTEGER @ The id of the dhcp_pool resource

relation STRING  The relation type. Always 'dhcpPoolLink'
Meta Attributes:

Name Type Description
totalRecords INTEGER @ How many records were found by this query, without pagination.

retrieved INTEGER How many records were returned by this query, with pagination.

add a new DHCP Pool linkage

Description = Adds a new link between a DHCP Pool and a dhcp_module resource. A single pool can be linked to many dhcp_modules, and a
single dhcp_module can have any number of linked pools.

URL /api/v1/api.php?target=resource&action=addLink&resource_id1=1292&resource_id2=2162&relation=dhcpPoolLink
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Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Resource link added"}

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description

resource_id1 | INTEGER ' The id of the dhcp_module resource
resource_id2 INTEGER ' The id of the dhcp_pool resource

relation STRING  The relation type being added. Always 'dhcpPoolLink'

delete DHCP Pool linkages

Description = Deletes a link between a dhcp_module and a dhcp_pool. Uses the standard Resource Linkage endpoints.
URL /api/v1/api.php?target=resource&action=deleteLink&id=22

Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Resource link(s) deleted."}

ERROR: {"success":0, "message":"error message"}

push a DHCP config

Description = Builds a DHCP configuration from the attributes assigned to a dhcp_module and all of the linked dhcp_pools. Pushes that config
to the configured DHCP server, tests it against the config parsing function, then restarts the server with the new configuration.

URL /api/v1/api.php?target=dhcp&action=push&id=1292

Returns Examples:

SUCCESSFUL: {"success":1,"message":"Pushes Attempted.","data":[[1,"1292","381 DHCP Module","Configuration
successfully pushed."]]}

ERROR: {"success":0, "message":"error message"}
Data Detail
Name Type Description
id INTEGER ' The id of the dhcp_module resource whose configuration is to be pushed.

DHCP search

Description = Searches DHCP information by name, mac, or IP.
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URL /api/v1/api.php?target=dhcp&action=search&searchType=name&searchValue=Blah

/api/v1/api.php?target=dhcp&action=search&searchType=mac&searchValue=22:

/api/v1/api.php?target=dhcp&action=search&searchType=ip&searchValue=13.0.0.255

Returns Examples:

SUCCESSFUL: = {"success":1,"message":"Search
Successful","data":[{"id":"1482","name":"BlahBlah","slug":"blah","type":"dhcp_pool","parent_id":"1","category_id"

ERROR: {"success":0, "message":"error message"}

Return Detail

Name Type Description

id INTEGER ' ID of the dhcp_module resource

name STRING  The name of the dhcp_module

slug STRING  The unique reference string for this resource
type STRING  Always 'dhcp_pool'

parent_id INTEGER ' The resource to which the dhcp_module is attached

category_id INTEGER @ The category to which this dhcp_module is associated

Attributes
Key Type
_dhcp_type STRING

_dhcp_pool_attributes  JSON

_dhep_ip_id INTEGER
_dhcp_links INTEGER
Required
Parameters  Name Type Example
searchType ' STRING name
searchValue | STRING ' Blah
Optional
Parameters  Name Type Example

selectOffset INTEGER 10
selectCount INTEGER 5

linkedTo INTEGER | 1422

Data Attributes

Description

Either 'subnet' or 'host'. Determines whether this DHCP Pool is describing a Subnet or a Hos
A JSON-encoded string containing all the specific configuration parameters which govern thit
The id of the IPAM subnet or host which is assigned to this DHCP Pool.

The id of dhcep links.

Description

Type of search performing. Valid values are 'name', 'mac', and 'ip".

If searchType is 'IP": searchValue must be a valid IP address or IP Block.
if searchType'"is 'mac': searchValue must be a full or partial mac address.

Not required if searchType is 'name’, but is recommended to filter results.

Description
Start number for the first result to show on the page to set pagination. For example, a select
The number of results to return on the page, if return results exceed the number of selectCo

The ID of the resource's DHCP link(s)

367



_dhcp_attributes

Description = The _dhcp_attributes data attribute holds the specific settings used to generate a DHCP configuration file, place it on a server via
SCP, and restart that server via a SSH session.

Example:

{"type":"ISC", "notes":"notes here", "username":"username", "port":"22", "config_test":"/etc/init.d/dhcpd configtest",
"server_stop":"/etc/init.d/dhcpd stop", "server_start":"/etc/init.d/dhcpd start", "config_path":"/tmp/dhcpd.conf", "option_routers":"",
"option_domain_name_servers":"", "option_domain_name":"", "authoritative":"1", "default_lease_time":"600",
"max_lease_time":"7200", "local_port":"67", "log_facility":"local7", "password":"", "server_ip":"10.0.0.0", "freeLines":0}

Data Description

Name

type

notes

server_ip
username
password

port

config_test
server_stop
server_start
config_path
authoritative
default_lease_time
max_lease_time
local_port
option_routers

option_domain_
name_servers

option_domain_name

log_facility

freeLines

freeLine#

_dhcp_pool_attributes

Type
STRING
STRING
STRING
STRING
STRING
INTEGER
STRING
STRING
STRING
STRING
BOOL
INTEGER
INTEGER
INTEGER
STRING

STRING

STRING
STRING

INTEGER

STRING

Description

The type of DHCP server being administered. Currently only 'ISC' is supported.

Notes associated with this DHCP server

The IP address of the DHCP server

The SSH username employed when transferring the DHCP configuration file to the server.
The SSH password employed when transferring the DHCP configuration file to the server.
The SSH port employed when transferring the DHCP configuration file to the server.

The command to test if a configuration file parses correctly. ex: /etc/init.d/dhcpd configtest
The command to stop the DHCP server. ex: /etc/init.d/dhcpd stop

The command to start the DHCP server. ex: /etc/init.d/dhcpd start

Where to place the configuration file on the server.

Whether or not this DHCP server is authoritative.

The default lease time for IPs distributed by this DHCP server.

The max lease time for IPs distributed by this DHCP server.

The port on which this DHCP server listens

The information which populates the "routers" option in the DHCP configuration

The information which populates the "domain_name_servers" option in the DHCP
configuration

The information which populates the "domain_name" option in the DHCP configuration
The log facility to which this DHCP Server sends its logging information

As this system cannot hope to support all the thousands of different DHCP configurations,
ProVision's DHCPv2 system includes a mechanism for adding "free lines" to the end of
certain DHCP config sections so that administrators can customize their DHCP config file
to their needs. The "freeLines" field indicates how many of these lines exist to be inserted
after the general server definition section but before the subnets and hosts are
enumerated.

Free line data to be inserted after the general server definition section but before the
subnets and hosts are enumerated. There can be multiple instances of this attribute,
numbered appropriately. ex: "freeLine1", "freeLine2", "freeLine3", etc. The number of
freeLine# entries must match the number in the "freeLines" attribute.
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Description | A JSON-encoded string containing all the specific configuration parameters which govern this DHCP Pool.

Example: {"mac":"ab:cc:de:ff:aa:bc","rangeStart":"13.0.0.0","rangeEnd":"13.0.0.255","freeLines":1,"freeLines1":"free line"}

Data Description

Name

mac

rangeStart

rangeEnd

freeLines

freeLine#

Type

STRING

STRING

STRING

INTEGER

STRING

Description

Only used when setting up a DHCP Host-type Pool. Holds the MAC address of the system to which
the IP will be associated.

Only used when setting up a DHCP Subnet-type Pool. Holds the beginning of the Subnet range being
allocated.

Only used when setting up a DHCP Subnet-type Pool. Holds the end of the Subnet range being
allocated.

As this system cannot hope to support all the thousands of different DHCP configurations, ProVision's
DHCPv2 system includes a mechanism for adding "free lines" to the end of certain DHCP config
sections so that administrators can customize their DHCP config file to their needs. The "freeLines"
field indicates how many of these lines exist to be inserted within the DHCP Pool declaration.

Free line data to be inserted after the general server definition section but before the subnets and
hosts are enumerated. There can be multiple instances of this attribute, numbered appropriately. ex:
"freeLine1", "freeLine2", "freeLine3", etc. The number of freeLine# entries must match the number in
the "freeLines" attribute.
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API Module - DNS

® DNS Server Control
® get
® add
delete
update
transferByServer
® transferSingle
® DNS Zone Control
® get
search
update
add
delete
getRecordTypes
getFile
getDSFile
checkZone
® getArchivedZone
* DNS Record Control
® get
® update
® add
® delete
® switch
® Server-Zone Linkage
® get
® add
® delete
* Name Server Control
get
add
delete
setDefault
orderUp
orderDown

DNS Server Control

get

URL /api/v1/api.php?target=dnsServer&action=get

Description ' If provided with an id, fetches that DNS Server from the database. If not, fetches a list of all stored DNS Servers
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Returns Examples:

{"success":1,"message":"Fetch Sucessful.","data":[{"id":"10","server":"mrbomasm-dns-4.onnet.net", "username":
"SCP","remote_directory":"zones", "named_conf_path":"VetcVzones","active":"1","post_command":null,"pre_con
"powerdns_backend":"Bind","db_username":null,"db_password":"(","db_port":null,"db_name":null, "server_type"
N'SOAV'\'\" \"remote_directory\":\"zones\", \"named_conf_path\":\"\\Wetc\\vzones\", \"dyn_DNSSEC_contact\" :\"
\"db_username\"\"\" \"db_password\":\"(\",\"db_port\":\"\",\"db_name\":\"\"\"enable_views\":\"1\"}", "testID":"963",
\"server_id\":\"10\",\"name\":\"_6connectDefault\",\"extras\":\"[[\",\"description\":\"\", \"timestamp\":\"1371789181\"}

{"success":0, "message":"error message"}

SUCCESSFUL:
I}

ERROR:
Data Detail:
Name Type
id INTEGER
server STRING
username STRING
password CRYPT
port INTEGER
zoneCount INTEGER
options JSON
transfer_type STRING
server_type STRING
SOA STRING
remote_directory = STRING
named_conf_path STRING
pre_command STRING
post_command STRING
enable_views INTEGER
views JSON
id INTEGER
server_id INTEGER
name STRING
description STRING
timestamp INTEGER
extras JSON

Required None

Parameters

Optional

Parameters  Name Type Example
id INTEGER | 15

Description

Server ID

Server Name

Login Name

Login Password

Port the Server listens on

The number of zones attached to this server.

The options entry is a JSON-encoded string containing a variety of server-specific configuration ¢
This string will vary widely by server type and configuration. The following are a selection of comt
Protocol used for transfer of DNS zones and records. Valid settings include SCP, PowerDNS, Se
Whether this server is a master or a slave server

The SOA entry to be used for zones on this server

The directory where SCP will place the zone files.

The path to the zone files used within the named.conf file.

The command executed on the server before the zones are transferred

The command executed on the server after the transfer is complete

Whether or not Views are enabled

The views entry is a JSON-encoded string containing all the information about the Views attache
The View ID

The ID of the server the View is attached to

The name of the View

A description of the View

The UNIX timestamp of when the view was created.

A JSON-encoded array of the extra attributes printed out in the view definition in the config file.

Description

The server id to fetch.

371



Example
URL

add

URL
Description

Returns

Required
Parameters

/api/v1/api.php?target=dnsServer&action=get&id=15

/api/v1/api.php?target=dnsServer&action=add

Adds a new DNS Server

Examples:

SUCCESSFUL: = {"success":1,"message":"Add Successful."}

ERROR:

Name
server
password

transferType

serverType

displayName

SOA

{"success":0, "message":"error message"}

Type

STRING
STRING
STRING

STRING
STRING

STRING

Example
dns.yourdomain.com
password1

SCP

Master

Primary NS

ns1.6connect.com.

hostmaster.6connect.com.

Description
IP or FQDN of the DNS Server
Login password for Server

Protocol used for transfer of DNS zones and records. Valid settings
include SCP, PowerDNS, Secure64, Secure64Signer

Values are 'Master' or 'Slave' only

The name displayed representing the DNS server, can be the same as
server or different

Server of Authority record for DNS server
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Optional

These optional parameters vary according to what type of server is being configured.

The path to the zone files used within the named.conf file.

Values 0 or 1 only, sets the server to inactive on 0 value

Master server ID. If a server is a slave, masterid points to its

DB name for pDNS servers with MySQL powerDNSBackend

Port for for pDNS servers with MySQL powerDNSBackend type

Parameters
Name Type Example Description
customerName STRING | /tmp/zones Customer Name
remoteDirectory STRING  /tmp/zones Zone Directory on Server
port INTEGER 22 Port for ssh or scp access to server
namedConfPath STRING  /tmp
preCommand STRING  /path/to/stuff/precommand = Command to execute before zone transfer
postCommand STRING  /path/to/stuff/postcommand Command to execute after zone transfer
DNSSECContact STRING  joeuser For use with Dyn dns service
username STRING  bobuser Login name for Server
active INTEGER 0
masterid INTEGER | 53
master.
powerDNSBackend | STRING | Bind or MySQL pDNS server backend type
dbDatabaseName = STRING  pdns_1
type
dbPort INTEGER 3306
dbUsername STRING  someuser DB username for pDNS servers with MySQL
powerDNSBackend type
dbPassword STRING  somepass DB password for pDNS servers with MySQL
powerDNSBackend type
Example /api/v1/api.php?target=dnsServer&action=add&server=dns.yourdomain.com&transferType=Secure64&displayName=PrimaryNS
URL &serverType=master&password=password1&SOA=ns1.6connect.com.+hostmaster.6connect.com.
delete
URL /api/v1/api.php?target=dnsServer&action=delete
Description Deletes a DNS Server
Returns Examples:
SUCCESSFUL:  {"success":1,"message":"Delete Successful."}
ERROR: {"success":0, "message":"error message"}
Required Parameters
Name Type Example Description
id INTEGER 5 ID of server to delete
Optional Parameters = None

Example URL

update

/api/v1/api.php?target=dnsServer&action=delete&id=5
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URL
Description

Returns

Required
Parameters

Optional
Parameters

/api/v1/api.php?target=dnsServer&action=update

Updates an existing DNS Server with new information.

Examples:
SUCCESSFUL:  {"success":1,"message":"Update Successful."}
ERROR: {"success":0, "message":"error message"}
Name Type Example Description
id INTEGER 5 ID of server
server STRING  dns.yourdomain.com IP or FQDN of the DNS Server
SOA STRING  ns1.6connect.com. Server of Authority record for DNS server

transferType = STRING

hostmaster.6connect.com.

SCP

Protocol used for transfer of DNS zones and records. Valid settings
include SCP, PowerDNS, Secure64, Secure64Signer

These optional parameters vary according to what type of server is being configured.

Name
active
customerName

dbDatabaseName

dbPassword

dbPort

dbUsername

displayName

DNSSECContact

enable_views

masterid

namedConfPath
password

port
powerDNSBackend
postCommand
preCommand
remoteDirectory
serverType

username

Type
INTEGER
STRING
STRING

STRING

INTEGER

STRING

STRING

STRING
INTEGER

INTEGER

STRING
STRING
INTEGER
STRING
STRING
STRING
STRING
STRING
STRING

Example
0
/tmp/zones

pdns_1

somepass

3306

someuser

Primary NS

joeuser

1

53

tmp

password1

22

Bind or MySQL
Ipath/to/stuff/postcommand
/path/to/stuff/precommand
/tmp/zones

Master

bobuser

Description
Values 0 or 1 only, sets the server to inactive on 0 value
Customer Name

DB name for pDNS servers with MySQL powerDNSBackend
type

DB password for pDNS servers with MySQL
powerDNSBackend type

Port for for pDNS servers with MySQL powerDNSBackend
type

DB username for pDNS servers with MySQL
powerDNSBackend type

The name displayed representing the DNS server, can be the
same as server or different

For use with Dyn dns service

Whether or not Views are enabled. Valid values are '1' for
enable or '0' for do not enable

Master server ID. If a server is a slave, masterid points to its
master.

The path to the zone files used within the named.conf file.
Login password for Server

Port for ssh or scp access to server

pDNS server backend type

Command to execute after zone transfer

Command to execute before zone transfer

Zone Directory on Server

Values are 'Master' or 'Slave' only

Login name for Server
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Example /api.php?target=dnsServer&action=update&id=74&transferType=SCP&server=dns.yourdomain.com

URL &SOA=ns1.6connect.com.+hostmaster.6connect.com.
transferByServer
URL /api/v1/api.php?target=dnsServer&action=transferByServer
Description Performs a full zone push on a DNS Server, executing pre and post commands, transferring files, and restarting
services.
Returns Examples:
SUCCESSFUL:  {"success":1,"message":"Transfer Successful."}
ERROR: {"success":0, "message":"error message"}
Required
Parameters Name Type Example Description
push  INTEGER 1 The ID of the server to push zones to
Optional Parameters = None

Example URL

transferSingle

URL

Description

Returns

Required Parameters

Optional Parameters

Example URL

/api/v1/api.php?target=dnsServer&action=transferByServer&push=1

/api/vi/api.php?target=dnsServer&action=transferSingle
Transfers a single Zone file to all its associated DNS Servers, along with updated server configurations.
Performs pre and post commands on the target servers, transfers the zone file(s), and restarts services.

Examples:

SUCCESSFUL:  {"success":1,"message":"Updated Zone: $name.zone on $server via SCP"}

ERROR: {"success":0, "message":"error message"}

Name Type Example Description

zoneid INTEGER 35 The ID of the zone to push
None

/api/v1/api.php?target=dnsServer&action=transferSingle&zoneid=35

DNS Zone Control

get

URL /api/v1/api.php?target=zone&action=get
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Description

Returns

Required

Parameters

Accepts search criteria to retrieve a list of all matching DNS Zones and associated Records.

Search can be performed on any combination of Zone and Record attributes.

Examples:

SUCCESSFUL:  {"success":1,"message":"Search Successful.","data":[{"zoneld":"932","zoneName":"185.160.209.in-addr.arpa","z
"zoneSerial":"2013040302","zoneRefresh":"28800","zoneRetry":"7200","zoneExpire":"604800","zoneMinimum":"
"zoneTags":null,"zoneTTL":"28800","zoneAutoCheck":"1","zoneEnableDNSSEC":null,"recordld":"154110","recor
"recordHost":
"185.160.209.inaddr.arpa.","recordType":"NS","recordValue":"auth01.veroxity.net.","recordDescription":null,"rect
"recordOrdering":"1", "recordErrors":null,"assetld":"0","userCanCreate":0,"userCanDelete":1,"userCanUpdate":1

ERROR: {"success":0, "message":"error message"}

Data Detail:

Name Type Description

zoneld INTEGER ' The Id of the Zone entry. A single Zone entry might have multiple Records.

zoneName STRING | The Zone name.

zoneResourceld INTEGER ' The resource Id associated with this Zone.

zoneSerial INTEGER = Zone Serial.

zoneRefresh INTEGER = Zone Refresh.

zoneRetry INTEGER = Zone Retry.

zoneExpire INTEGER ' Zone Expire.

zoneMinimum INTEGER = Zone Minimum.

zoneSOA STRING | Zone SOA.

zoneTags STRING | All the tags associated with this Zone.

zoneTTL STRING | Zone TTL.

zoneEnableDNSSEC BOOL Whether or not DNSSEC is enabled for this Zone.

zoneAutoCheck BOOL Whether or not this zone is configured to be automatically validated on load/edit.

recordld INTEGER ' The Id of this Record Entry. It is always included with its parent Zone.

recordHost STRING  The Hostname of this Record.

recordType STRING | The Record Type (MX,NS,A,PTR,etc)

recordValue STRING  The Value of this Record.

recordDescription STRING | A short description of this Record.

recordTTL STRING  The TTL of this Record.

recordOrdering INTEGER @ The numerical order in which the record appears in the zone.

recordErrors STRING | A string containing any detected problems with this record

userCanCreate BOOL Whether or not the user has DNS CREATE permissions on this zone's resource

userCanUpdate BOOL Whether or not the user has DNS UPDATE permissions on this zone's resource

userCanDelete BOOI Whether or not the user has DNS DELETE permissions on this zone's resource
unpagedRows INTEGER ' If pagination is used, this value will contain a total count of records had the pagination not bee
None
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Optional

Parameters  Name Type Example
likeFlag BOOL 1
generalFlag BOOL 1
selectCount INTEGER @ 30
selectOffset INTEGER 10
sortArray JSON {"zoneName":"desc","zoneMask":"asc"}
Name Type Example
zoneld INTEGER | 123
zoneName STRING  foo
zoneResourceld INTEGER | 5
zoneSerial INTEGER 2012033001
zoneRefresh INTEGER @ 36000
zoneRetry INTEGER 800
zoneExpire INTEGER 6090000
zoneMinimum INTEGER | 10
zoneSOA STRING | 200
zoneTags STRING  client,production
zoneTTL INTEGER ' 3600
zoneEnableDNSSEC | INTEGER 1
recordld INTEGER 123
recordZoneld INTEGER 123
recordHost STRING @
recordType STRING NS
recordValue STRING | nsi.dns.6connect.com.
recordDescription STRING  Description
recordTTL STRING 3600
Example /api/v1/api.php?target=zone&action=get&zoneld=123
URL
search
URL /api/v1/api.php?target=zone&action=search
Description

Description

When 1, string searches are done via LIKE with wildcards at £
strict comparison is used.

When 1, searches over the provided parameters using OR. If |
When supplied only returns the first X entries

When supplied, only returns entries after record X

A JSON-encoded object containing a list of columns to sort on
which to sort. Any API variable may be used for sorting. Valid
and DESC.

Description

The Zone Id to search for.

The Zone Name to search for.

The Resource Id to search for.

The Zone Serial to search for.

The Zone Refresh to search for.

The Zone Retry to search for.

The Zone Expire to search for.

The Zone Minimum to search for.

The Zone SOA to search for.

Zone Tags to search for.

The Zone TTL to search for.

Search based on DNSSEC settings.

The Record Id to search for.

The parent Zone to search for.

The Record Host to search for.

The Record Type to search for.

The Record Value to search for.

Search based on Record Description.

The Record TTL to search for.

Accepts search criteria to retrieve a list of all matching DNS Zones but NO associated Records. Search can be performed on any c«
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Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Search
Successful.","data":[{"zoneld":"123","zoneName":"foobs.net","zoneResourceld":"483","zonelpver":null,"zoneMas

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description
zoneld INTEGER ' The Id of the Zone entry. A single Zone entry might have multiple Records.
zoneName STRING  The Zone name.
zoneResourceld INTEGER ' The resource Id associated with this Zone.
zoneSerial INTEGER = Zone Serial.
zoneRefresh INTEGER = Zone Refresh.
zoneRetry INTEGER @ Zone Retry.
zoneExpire INTEGER Zone Expire.
zoneMinimum INTEGER @ Zone Minimum.
zoneSOA STRING  Zone SOA.
zoneTags STRING | All the tags associated with this Zone.
zoneTTL STRING  Zone TTL.

zoneEnableDNSSEC BOOL Whether or not DNSSEC is enabled for this Zone.

zoneAutoCheck BOOL Whether or not this zone is configured to be automatically validated on load/edit.

recordCount INTEGER How many records are associated with this zone.

userCanCreate BOOL Whether or not the user has DNS CREATE permissions on this zone's resource
userCanUpdate BOOL Whether or not the user has DNS UPDATE permissions on this zone's resource
userCanDelete BOOI Whether or not the user has DNS DELETE permissions on this zone's resource
unpagedRows INTEGER | If pagination is used, this value will contain a total count of records had the pagination not bee

Required None
Parameters
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Optional
Parameters

Example
URL

update

URL

Description

Returns

Name Type Example

likeFlag BOOL 1

generalFlag BOOL 1

selectCount INTEGER @ 30

selectOffset INTEGER 10

sortArray JSON

Name Type Example
zoneld INTEGER | 123
zoneName STRING  foo
zoneResourceld INTEGER | 5
zoneSerial INTEGER 2012033001
zoneRefresh INTEGER @ 36000
zoneRetry INTEGER 800
zoneExpire INTEGER 6090000
zoneMinimum INTEGER | 10
zoneSOA STRING | 200
zoneTags STRING  client,production
zoneTTL INTEGER 3600
zoneEnableDNSSEC | INTEGER 1

recordld INTEGER 123
recordZoneld INTEGER 123
recordHost STRING @
recordType STRING NS
recordValue STRING | nsi.dns.6connect.com.
recordDescription STRING  Description
recordTTL STRING 3600

/api/v1/api.php?target=zone&action=search&zoneld=123

/api/v1/api.php?target=zone&action=update

Description

When 1, string searches are done via LIKE with wildcards at £
When 1, searches over the provided paramenters using OR. I
When supplied only returns the first X entries

When supplied, only returns entries after record X

{"zoneName":"desc","zoneMask":"asc"} A JSON-encoded object containing a list of columns to sort on

Description

The Zone Id to search for.

The Zone Name to search for.

The Resource Id to search for.

The Zone Serial to search for.

The Zone Refresh to search for.
The Zone Retry to search for.

The Zone Expire to search for.

The Zone Minimum to search for.
The Zone SOA to search for.

Zone Tags to search for.

The Zone TTL to search for.

Search based on DNSSEC settings.
The Record Id to search for.

The parent Zone to search for.

The Record Host to search for.

The Record Type to search for.

The Record Value to search for.
Search based on Record Description.

The Record TTL to search for.

First performs a search based on the submitted Zone and Record criteria, then performs an Update across those entries

based on new values.

Examples:

SUCCESSFUL:  {"success":1,"message":"Update Successful."}

ERROR:

{"success":0, "message":"error message"}
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Required
Parameters

Optional
Parameters

None
Name Type
likeFlag BOOL 1

generalFlag BOOL | 1

Name

searchZoneld
searchZoneName
searchZoneResourceld
searchZoneSerial
searchZoneRefresh
searchZoneRetry
searchZoneExpire
searchZoneMinimum
searchZoneSOA
searchZoneTags
searchZoneTTL
searchZoneEnableDNSSEC
searchRecordld
searchRecordHost
searchRecordType
searchRecordValue
searchRecordDescription

searchRecordTTL

Example Description

When 1, string searches are done via LIKE with wildcards at both ends. When 0, strict
comparison is used.

When 1, searches over the provided parameters using OR. If 0 or omitted, uses AND.

Type
INTEGER
STRING
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
STRING
STRING
INTEGER
INTEGER
INTEGER
STRING
STRING
STRING
STRING
STRING

Example
123

foo

5
2012033001
36000

800
6090000

10

200
client,production
3600

1

123

@

NS

ns1.dns.6connect.com.

Description

3600

Description

The Zone Id to search for.

The Zone Name to search for.

The Resource Id to search for.

The Zone Serial to search for.

The Zone Refresh to search for.
The Zone Retry to search for.

The Zone Expire to search for.

The Zone Minimum to search for.
The Zone SOA to search for.

Zone Tags to search for.

The Zone TTL to search for.

Search based on DNSSEC settings.
The Record Id to search for.

The Record Host to search for.

The Record Type to search for.

The Record Value to search for.
Search based on Record Description.

The Record TTL to search for.
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Example URL

add

URL
Description

Returns

Name Type Example

updateZoneName STRING  foo
updateZoneResourceld INTEGER 5
updateZoneSerial INTEGER 2012033001
updateZoneRefresh INTEGER 36000
updateZoneRetry INTEGER | 800
updateZoneExpire INTEGER ' 6090000
updateZoneMinimum INTEGER | 10
updateZoneSOA STRING 200
updateZoneTags STRING  client,production
updateZoneTTL INTEGER @ 3600

updateZoneEnableDNSSEC INTEGER 1

updateRecordHost STRING @
updateRecordType STRING NS
updateRecordValue STRING  ns1.dns.6connect.com.

updateRecordDescription STRING  Description

updateRecordTTL STRING 3600
updateZoneAutoCheck BOOL 1

Name Type Example Description
recordZoneld INTEGER | 123 The parent zone ID

Description

The Zone name to replace into the searched rows.
The Resource Id to replace into the searched rows.
The Zone Serial to replace into the searched rows.
The Zone Refresh to replace into the searched rows.
The Zone Retry to replace into the searched rows..
The Zone Expire to replace into the searched rows.

The Zone Minimum to replace into the searched
rows.

The Zone SOA to replace into the searched rows.
Zone Tags to replace into the searched rows.

The Zone TTL to replace into the searched rows.
Update DNSSEC Settings.

The Record Host to replace into the searched rows.
The Record Type to replace into the searched rows.
The Record Value to replace into the searched rows.
Update Record Descriptions.

The Record TTL to replace into the searched rows.

Whether or not this zone is configured to be
automatically validated on load/edit.

/api/v1/api.php?target=zone&action=update&searchZoneld=123&updateZoneExpire=6090000

/api/v1/api.php?target=zone&action=add
Adds a new DNS Zone.

Examples:

SUCCESSFUL: = {"success":1,"message":"Add Successful.","data":123}

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description

data INTEGER The Id of the new Zone entry.
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Required
Parameters

Optional
Parameters

Example
URL

delete

URL

Description

Returns

Required
Parameters

Name Type Example Description

zoneName STRING  254.221.67.in-addr.arpa The name for the new Zone.

zoneResourceld  STRING | 123 Resource Id for the new Zone.

Name Type Example Description

likeFlag BOOL 1 When 1, string searches are done via LIKE with wildcards at both ends.
When 0, strict comparison is used.

zonelpver STRING  IPv6 The IP Version.

zonelocalSigning BOOL 1 Whether or not this zone should be signed by the ProVision server when
DNSSEC is enabled. If set to false, ProVision will deliver the zone
unsigned to the DNS server and the signing / updating process should
be triggered by the post-push command

zoneSerial INTEGER | 2012033001 Serial for the new Zone.

zoneRefresh INTEGER @ 36000 Refresh for the new Zone.

zoneRetry INTEGER 800 Retry for the new Zone.

zoneExpire INTEGER 6090000 Expire for the new Zone.

zoneMinimum INTEGER | 10 Minimum for the new Zone.

zoneSOA STRING | 200 SOA for the new Zone.

zoneTags STRING  client,production = Tags for the new Zone.

zoneTTL STRING 3600 TTL for the new Zone.

zoneEnableDNSSEC ' INTEGER 1 Whether or not this new zone uses DNSSEC.

/api/v1/api.php?target=zone&action=add&zoneName=254.221.67.in-addr.arpa&zoneResourceld=123&zoneSerial=2012033001

/api/v1/api.php?target=zone&action=delete

Performs a search over the Zones and Records dataset and deletes all found Zones, plus all associated Records of
those Zones.

Examples:

SUCCESSFUL:  {"success":1,"message":"Zones and Associated Records Deleted."}

ERROR: {"success":0, "message":"error message"}

No specific parameter is required, however, one or more optional parameters must be used for a successful return
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Optional

Parameters Name Type Example Description
deleteZoneld INTEGER | 123 The Zone Id to search for.
deleteZoneName STRING  foo The Zone Name to search for.
deleteZoneResourceld INTEGER 5 The Resource Id to search for.
deleteZoneSerial INTEGER | 2012033001 The Zone Serial to search for.
deleteZoneRefresh INTEGER 36000 The Zone Refresh to search for.
deleteZoneRetry INTEGER 800 The Zone Retry to search for.
deleteZoneExpire INTEGER 6090000 The Zone Expire to search for.
deleteZoneMinimum INTEGER 10 The Zone Minimum to search for.
deleteZoneSOA STRING 200 The Zone SOA to search for.
deleteZoneTags STRING  client,production Zone Tags to search for.
deleteZoneTTL INTEGER 3600 The Zone TTL to search for.
deleteZoneEnableDNSSEC | INTEGER | 1 Search based on DNSSEC settings.
deleteRecordld INTEGER | 123 The Record Id to search for.
deleteRecordHost STRING @ The Record Host to search for.
deleteRecordType STRING NS The Record Type to search for.
deleteRecordValue STRING  ns1.dns.6connect.com. The Record Value to search for.
deleteRecordDescription STRING | Description Search based on Record Description.
deleteRecordTTL STRING 3600 The Record TTL to search for.
deleteRecordZoneld INTEGER 123 The parent zone ID
Example URL /api/v1/api.php?target=zone&action=delete&deleteZoneld=123
getRecordTypes
URL /api/v1/api.php?target=zone&action=getRecordTypes
Description = Returns a list of all Record Types allowed by the system.
Returns Examples:
SUCCESSFUL:  {"success":1,"message":"Search
Successful.","data":[{"recordType":"A"},{"recordType":"AAAA"}{"record Type":"MX"}{"recordType":"CNAME"}{"1
ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description
recordType STRING A Record Type
Required None
Parameters
Optional None
Parameters
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Example /api/v1/api.php?target=zone&action=getRecordTypes

URL
getFile
URL /api/v1/api.php?target=zone&action=getFile&zoneld=50
Description Returns a fully written zone file. If one does not exist, returns false.
Returns A Zone File
Required
Parameters Name Type Example Description

zoneld INTEGER 50 The Id of the zone to retrieve.

format ENUMERATED ' 'html'or" | If html, the zone file will be formatted for display via a web browser. If blank or

omitted, the zone file will be formatted for display in a file system.
unsigned BOOL 1 For a DNSSEC-enabled zone, determines whether or not the system retrieves the
signed or unsigned zone file. Ignored for non-DNSSEC zones.
Optional None
Parameters
Example /api/v1/api.php?target=zone&action=getFile&zoneld=50&zoneld=50&format=htmI&unsigned=1
URL
getDSFile
URL /api/v1/api.php?target=zone&action=getDSFile
Description Returns a fully written zone DS key file. If one does not exist, returns false.
Returns A Zone DS Key File
Required Parameters
Name Type Example Description
zoneld INTEGER @ 50 The Id of the zone whose DS keys are to be retrieved.

Optional Parameters = None

Example URL /api/v1/api.php?target=zone&action=getDSFile&zoneld=50
checkZone
URL /api/v1/api.php?target=zone&action=checkZone

Description = Runs a zone file through Named checkzone

Returns Examples:

SUCCESSFUL: = {"success":1,"message":"No errors found."}
ERROR: {"success":0,"message":"21: ignoring out-of-zone data (veggie.com) 22: ignoring out-of-zone data

(veggie.com) dns_rdata_fromtext: 23: near '2001:db8:": bad IPv6 address dns_rdata_fromtext: 24: near
'1.2.3.": bad dotted quad dns_rdata_fromtext: 25: near '2001::db8::V32": bad IPv6 address "}

384



Required

Parameters  Name Type Example Description
zoneld INTEGER 50 The Id of the zone to check.
Optional None
Parameters
Example /api/v1/api.php?target=zone&action=checkZone&zoneld=50
URL
getArchivedZone
URL /api/v1/api.php?target=zone&action=getArchivedZone

Description = Searches for all archived versions of the a zone. Zones are archived every time changes are pushed to their DNS Server.

Returns Examples:

SUCCESSFUL: = {"'success":1,"message":"Search Successful.","data":[{"zoneArchiveld" :"2768","zoneld":"1227",
"zoneArchiveTimestamp":"1375298692",
"zoneArchiveFingerprint":"d060e59d69606326d80b2e55b50f0bc9","zoneName":"6connect.com","zonelpver":nu
"zoneMask":null,"zoneSerial": "2013073105","zoneRefresh":"14400","zoneRetry":"2000","zoneExpire":"604800",
"zoneMinimum":"3600", "zoneSOA":null,"zoneTags":null,"zoneTTL":"3600","zoneEnableDNSSEC":"1",
"zoneResourceld":"1013","zonePreviousViewLinkage":"[]"}]}

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description
zoneld INTEGER ' The Id of the Zone entry to find archived versions of.
zoneArchiveld INTEGER ' The ID of the Archive Entry
zoneArchiveTimestamp INTEGER = A timestamp marking when this zone was archived.
zoneArchiveFingerprint STRING A hash value identifying this zone. Used for comparing versions.
zoneName INTEGER Zone Name.
zoneSerial INTEGER = Zone Serial.
zoneRefresh INTEGER = Zone Refresh.
zoneRetry INTEGER = Zone Retry.
zoneExpire INTEGER @ Zone Expire.
zoneMinimum INTEGER = Zone Minimum.
zoneSOA STRING | Zone SOA.
zoneTags STRING  Zone Tags.
zoneTTL INTEGER  Zone TTL.
zoneEnableDNSSEC STRING = Whether or not this version had DNSSEC enabled.
zoneResourceld STRING | Zone Resource ID
zonePreviousViewLinkage | JSON A JSON-encoded array of views this zone was linked to.

Required None
Parameters
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Optional
Parameters

Example
URL

Name Type Example Description
zoneld INTEGER 123 The Zone Id to search for.
zoneArchiveld INTEGER 123 The Zone Archive Id

zoneArchiveTimestamp INTEGER 2012033001 = The Zone Archive Timestamp

fetchArchiveFile BOOL 1 Whether or not to return the full Zone file with the result set..

/api/v1/api.php?target=zone&action=getArchivedZone&zoneld=123

DNS Record Control

get

URL
Description

Returns

Required
Parameters

/api/v1/api.php?target=record&action=get
Accepts search criteria to retrieve a list of all matching DNS Records. Search can be performed on any combination of Zone and Re

Examples:

SUCCESSFUL:  {"success":1,"message":"Search
Successful.","data":[{"recordld":"30894","recordZoneld":"229","recordHost":"@","record Type":"NS","recordValue

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description
recordld INTEGER ' The ID of this Record Entry. It is always included with its parent Zone.
recordZoneld INTEGER ' The ID of this Record's parent Zone.
recordHost STRING | The Hostname of this Record.
recordType STRING  The Record Type (MX,NS,A,PTR,etc)
recordValue STRING  The Value of this Record.

recordDescription = STRING A short description of this Record.

recordTTL STRING The TTL of this Record.

None
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Optional

Parameters  Name Type Example Description
likeFlag BOOL 1 When 1, string searches are done via LIKE with wildcards at both ends. When 0, strict comp
selectCount | INTEGER @ 30 When supplied only returns the first X entries
selectOffset  INTEGER 10 When supplied, only returns entries after record X
Name Type Example Description
recordld INTEGER 123 The Record ID to search for.
recordZoneld INTEGER 123 The parent Zone to search for.
recordHost STRING @ The Record Host to search for.
recordType STRING NS The Record Type to search for.
recordValue STRING  nsi.dns.6connect.com. The Record Value to search for.
recordDescription STRING  Description Search based on Record Description.
recordTTL STRING 3600 The Record TTL to search for.
Name Type Example Description
zoneld INTEGER 123 The Zone Id to search for.
zoneName STRING  foo The Zone Name to search for.
zoneResourceld INTEGER | 5 The Resource Id to search for.
zoneCustName STRING  foo The Customer Name to search for.
zonelpver STRING  IPv6 The IP Version to search for.
zoneSerial INTEGER | 2012033001 The Zone Serial to search for.
zoneRefresh INTEGER @ 36000 The Zone Refresh to search for.
zoneRetry INTEGER 800 The Zone Retry to search for.
zoneExpire INTEGER 6090000 The Zone Expire to search for.
zoneMinimum INTEGER | 10 The Zone Minimum to search for.
zoneSOA STRING | 200 The Zone SOA to search for.
zoneTags STRING  client,production = Zone Tags to search for.
zoneTTL INTEGER | 3600 The Zone TTL to search for.
zoneEnableDNSSEC ' INTEGER 1 Search based on DNSSEC settings.

Example /api/v1/api.php?target=record&action=get&selectCount=30&zoneld=123

URL

update

URL /api/v1/api.php?target=record&action=update

Description First performs a search based on the submitted Zone and Record criteria, then performs an Update across those entries

based on new values.
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Returns

Required
Parameters

Optional
Parameters

Examples:
SUCCESSFUL:
ERROR:

None
Name Typ
likeFlag BOOL 1

generalFlag BOOL 1

{"success":1,"message":"Update Successful."}

{"success":0, "message":"error message"}

e Example Description

comparison is used.

Name Type Example
searchZoneld INTEGER | 123
searchZoneName STRING  foo
searchZoneCustld INTEGER 5
searchZoneSerial INTEGER ' 2012033001
searchZoneRefresh INTEGER ' 36000
searchZoneRetry INTEGER | 800
searchZoneExpire INTEGER ' 6090000
searchZoneMinimum INTEGER 10
searchZoneSOA STRING 200
searchZoneTags STRING  client,production
searchZoneTTL INTEGER ' 3600
searchZoneEnableDNSSEC INTEGER 1
searchRecordld INTEGER 123
searchRecordHost STRING @
searchRecordType STRING NS
searchRecordValue STRING  nsi.dns.6connect.com.
searchRecordDescription STRING  Description
searchRecordTTL STRING 3600
searchZoneResourceld INTEGER | 5
searchRecordZoneld INTEGER 123

When 1, string searches are done via LIKE with wildcards at both ends. When 0, strict

When 1, searches over the provided parameters using OR. If 0 or omitted, uses AND.

Description

The Zone ID to search for.

The Zone Name to search for.

The Customer ID to search for.

The Zone Serial to search for.

The Zone Refresh to search for.
The Zone Retry to search for.

The Zone Expire to search for.

The Zone Minimum to search for.
The Zone SOA to search for.

Zone Tags to search for.

The Zone TTL to search for.

Search based on DNSSEC settings.
The Record ID to search for.

The Record Host to search for.

The Record Type to search for.

The Record Value to search for.
Search based on Record Description.
The Record TTL to search for.

The Resource Id to search for.

The Zone ID of the Record to search for.
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Example URL

add

URL
Description

Returns

Name
updateZoneName
updateZoneSerial
updateZoneRefresh
updateZoneRetry
updateZoneExpire

updateZoneMinimum

updateZoneSOA
updateZoneTags

updateZoneTTL

updateZoneEnableDNSSEC

updateRecordHost
updateRecordType

updateRecordValue

updateRecordDescription

updateRecordTTL
updateZoneResourceld

updateZoneAutoCheck

Type
STRING
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER

STRING
STRING
INTEGER
INTEGER
STRING
STRING
STRING
STRING
STRING
INTEGER
BOOL

Example
foo
2012033001
36000

800
6090000

10

200
client,production
3600

1

@

NS

ns1.dns.6connect.com.

Description
3600
5

1

Description

The Zone name to replace into the searched rows.
The Zone Serial to replace into the searched rows.
The Zone Refresh to replace into the searched rows.
The Zone Retry to replace into the searched rows..
The Zone Expire to replace into the searched rows.

The Zone Minimum to replace into the searched
rows.

The Zone SOA to replace into the searched rows.
Zone Tags to replace into the searched rows.

The Zone TTL to replace into the searched rows.
Update DNSSEC Settings.

The Record Host to replace into the searched rows.
The Record Type to replace into the searched rows.
The Record Value to replace into the searched rows.
Update Record Descriptions.

The Record TTL to replace into the searched rows.
The Resource Id to replace into the searched rows.

Whether or not this zone is configured to be
automatically validated on load/edit.

/api/v1/api.php?target=record&action=update&searchZoneld=123&searchZoneTags=client&updateZoneTTL=3600

/api/v1/api.php?target=record&action=add

Adds a new Record to a supplied Zone.

Examples:
SUCCESSFUL:  {"success":1,"message":"Add Successful.","data":123}
ERROR: {"success":0, "message":"error message"}

Data Detail:
Name Type Description

data  INTEGER ' The ID of the new Record entry.

389



Required

Parameters Name Type Example Description
newRecordZoneld INTEGER 123 The Zone ID of the new Record.
newRecordHost STRING @ New Host Name.
newRecordType STRING  PTR New Record Type.
newRecordValue* STRING 123 New Record Value.

*newRecordValue required only for certain Record Types

Optional
Parameters Name Type Example Description

likeFlag BOOL 1 When 1, string searches are done via LIKE with wildcards at both ends.
When 0, strict comparison is used.

newRecordDescription  STRING  Description. = Notes for the Record.

newRecordTTL INTEGER 3600 Record TTL.

Example URL /api/v1/api.php?target=record&action=add&newRecordZoneld=123&newRecordHost=@host&newRecordType=PTR&
newRecordTTL=3600

delete
URL /api/v1/api.php?target=record&action=delete
Description Performs a search over the Zones and Records dataset and deletes all found Records, but leaves their parent Zones
intact.
Returns Examples:
SUCCESSFUL: = {"success":1,"message":"Deletion Successful."}
ERROR: {"success":0, "message":"error message"}
Required None
Parameters
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Optional Parameters

Example URL

switch

URL
Description

Returns

Required Parameters

Optional Parameters

Example URL

Name Type Example
deleteZoneld INTEGER 123
deleteZoneName STRING  foo
deleteZoneCustld INTEGER 5
deleteZonelpver STRING  IPv6

deleteZoneSerial INTEGER 2012033001

deleteZoneRefresh INTEGER ' 36000
deleteZoneRetry INTEGER | 800

deleteZoneExpire INTEGER ' 6090000

deleteZoneMinimum INTEGER | 10
deleteZoneSOA STRING 200
deleteZoneTags STRING  client,production

deleteZoneTTL INTEGER 3600

deleteZoneEnableDNSSEC INTEGER 1

deleteRecordld INTEGER | 123

deleteRecordHost STRING @

deleteRecordType STRING NS

deleteRecordValue STRING | ns1.dns.6connect.com.

deleteRecordDescription STRING  Description

deleteRecordTTL STRING 3600
deleteZoneResourceld INTEGER 5
deleteZoneCustName STRING  foo

/api/v1/api.php?target=record&action=delete&deleteZoneName=foo

/api/vi/api.php?target=record&action=switch
Switches the order of two record entries.

Examples:

SUCCESSFUL: ' {"success":1,"message":"Record Moved."}

ERROR: {"success":0, "message":"error message"}

Name Type Example Description
moveWhichld INTEGER 123

moveAfterld | INTEGER 42

None

Description

The Zone ID to search for.

The Zone Name to search for.
The Customer ID to search for.
The IP Version to search for.
The Zone Serial to search for.
The Zone Refresh to search for.
The Zone Retry to search for.
The Zone Expire to search for.
The Zone Minimum to search for.
The Zone SOA to search for.
Zone Tags to search for.

The Zone TTL to search for.
Search based on DNSSEC settings.
The Record ID to search for.

The Record Host to search for.
The Record Type to search for.

The Record Value to search for.

Search based on Record Description.

The Record TTL to search for.
The Resource Id to search for.

The Customer Name to search for.

The Record Id to be moved.

The Id of the Record the first Record is to be moved after.

/api/v1/api.php?target=record&action=switch&moveWhichld=123&moveAfterld=42
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Server-Zone Linkage

get

URL /api/v1/api.php?target=zoneLinkage&action=get
Description = Searches for Server-Zone Linkages. If no search parameters are supplied, all linkages are returned.

Returns Examples:

SUCCESSFUL:  {"success":1,"message":"2 rows
retrieved.","data":[{"id":"285","zoneld":"64","serverld":"1","serverName":"173.164.182.169","serverType":"SCP","

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description
id INTEGER ' The Linkage Id.
zoneld INTEGER ' The Zoneld involved in this link.
serverld INTEGER ' The Serverld involved in this link.
serverName STRING | The server name
serverType STRING  The server transfer type

serverMasterType  STRING = Whether this server is a master or a slave.
zoneName STRING  The zone name

resourceld INTEGER The Resource Id the Zone is attached to.

Required None

Parameters

Optional

Parameters  Name  Type Example Description
id INTEGER 15 Fetches the linkage with the matching id.
serverld INTEGER 15 Fetches all linkages with the matching serverld.
zoneld ' INTEGER 15 Fetches all linkages with the matching zoneld.

Example /api/vi/api.php?target=zonelLinkage&action=get&id=15

URL

add

URL /api/v1/api.php?target=zonelLinkage&action=add
Description Adds a new link between a DNS Server and a Zone
Returns Examples:

SUCCESSFUL: | {"success":1,"message":"Link Added."}

ERROR: {"success":0, "message":"error message"}
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Required

Parameters Name Type Example Description
serverld INTEGER 16 The DNS Server Id.
zoneld INTEGER 105 The Zone Id.
serverSlave BOOL 1 Whether or not this zone is a master or a slave on the linked server. Values are: 1

for slave, 0 for master.

Optional None

Parameters

Example URL /api/v1/api.php?target=zonelLinkage&action=add&serverld=16&zoneld=105&serverSlave=0
delete

URL /api/v1/api.php?target=zonelLinkage&action=delete

Description Deletes a link between a DNS Server and a Zone

Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Link Deleted."}

ERROR: {"success":0, "message":"error message"}

Required Parameters | None

Optional Parameters
Name Type Example Description

id INTEGER | 15 Fetches the linkage with the matching id.
serverld INTEGER 15 Fetches all linkages with the matching serverld.

zoneld | INTEGER 15 Fetches all linkages with the matching zoneld.

Example URL /api/v1/api.php?target=zoneLinkage&action=delete

Name Server Control

get

URL /api/v1/api.php?target=nameServer&action=get

Description = Fetches a list of all stored Name Servers
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Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Fetch
Sucessful.","data":[{"id":"1","nameserver":"ns1.dns.6connect.net","add_to_zones_default":"1","ordering":"10", "us

ERROR: {"success":0, "message":"error message"}
Data Detail:
Name Type Description
id INTEGER @ Server ID
nameserver STRING  Server Name
add_to_zones_default BOOL Whether or not this is a default server.
ordering INTEGER ' Display order
uses INTEGER How many zones have been assigned to this NameServer

Required None
Parameters

Optional
Parameters | Name Type Example Description

default INTEGER 1 Set server as default

Example /api/v1/api.php?target=nameServer&action=get&default=1

URL

add

URL /api/v1/api.php?target=nameServer&action=add
Description Adds a new DNS Server

Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Add Successful."}

ERROR: {"success":0, "message":"error message"}
Required Parameters

Name Type Example Description

newServer STRING | ns.yourdomain.com Name of the NameServer

Optional Parameters = None

Example URL /api/v1/api.php?target=nameServer&action=add&newServer=ns.yourdomain.com
delete

URL /api/v1/api.php?target=nameServer&action=delete

Description Deletes a NameServer
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Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Server Deleted."}

ERROR: {"success":0, "message":"error message"}
Required Parameters

Name Type Example Description

id INTEGER 5 ID of server to delete.

Optional Parameters = None

Example URL /api/v1/api.php?target=nameServer&action=delete&id=5

setDefault

URL /api/v1/api.php?target=nameServer&action=setDefault

Description Default NameServers have all new zones added to them as they are created. Multiple NameServers can be classified as
Default.

Returns Examples:

SUCCESSFUL:  {"success":1, "message":"Success."}

ERROR: {"success":0, "message":"error message"}
Required
Parameters Name Type Example Description

id INTEGER 5 ID of server to modify.

value INTEGER 1 1 = Default, 0 = Normal
Optional None
Parameters
Example URL /api/v1/api.php?target=nameServer&action=setDefault&id=3&value=1
orderUp
URL /api/v1/api.php?target=nameServer&action=orderUp
Description Swaps the index order of the targeted NameServer with that of the one above it.
Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Reordering Successful."}

ERROR: {"success":0, "message":"error message"}
Required Parameters

Name Type Example Description

id INTEGER 5 ID of server to modify.

Optional Parameters = None

Example URL /api/v1/api.php?target=nameServer&action=orderUp&id=3
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orderDown

URL /api/v1/api.php?target=nameServer&action=orderDown
Description Swaps the index order of the targeted NameServer with that of the one below it.
Returns Examples:

SUCCESSFUL:  {"success":1,"message":"Reordering Successful."}

ERROR: {"success":0, "message":"error message"}
Required Parameters

Name Type Example Description

id INTEGER 5 ID of server to activate.

Optional Parameters = None

Example URL /api/v1/api.php?target=nameServer&action=orderDown&id=5
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API Module - IPAM

® |P Address Management (IPv4 and IPv6)

Get

Add

Update

Delete

Add Tag

Delete Tag
Smart Assign
Direct Assign
Unassign
Simple Reassign
Get Tags List
Add Tag To List
Get RIRs List
Get Regions List

Get Utilization

Add Region To List

Get Host Utilization

Split

Aggregate

Scan Block

Get Scan Results

Get Options

Get Resource Hierarchy
Get VLAN

Process Holding Tank

® |PAM API Calls Subject to Change:
® Get Attribute List

IP Address Management (IPv4 and IPv6)

Get

URL

Description

Returns

Required
Parameters

Optional
Parameters

/api/v1/api.php?target=ipam&action=get

Returns a list of IP blocks. Use optional parameters to filter the list.
If multiple parameters are specified, only blocks matching all parameters will be returned.

Examples:
SUCCESSFUL  { "success": 1, "message": "1 blocks found. ", "data": [ { "id": 5890, "type": "ipv4", "top_aggregate": null, "cidr":
"192.168.0.0V24", "formatted_ip": "192.168.0.0V24", "address": "3232235520", "end_address": "3232235775",
"mask": 24, "child1": null, "child2": null, "is_assigned": 0, "is_swipped": O, "is_aggregate": 1, "custid": 81,
"resource_id": 81, "resource_name": "Available", "last_updated_time": null, "description": null, "parent": null,
"rir": "1918", "lir_id": null, "notes": null, "generic_code": null, "code": null, "region": "SFO", "vlan": 100,
"arin_net_id": null, "arin_cust_id": null, "org_id": null, "arin_swip_time": null, "assigned_time": null, "asn": null,
"allowSubAssignments": false, "permissions": { "permissionlPAMRead": "1", "permissionlPAMUpdate": "1",
"permissionlPAMCreate": "1", "permissionSWIP": "1", "permissionAdmin": "1" }, "range": "192.168.0.0 -
192.168.0.255", "tags": [ "Customer", "PTP" ] } ] }
ERROR {'success":0, 'message':'error message'}
None
Name Type Example Description
address INTEGER @ 1125449728 IP address of the block in decimal format
asn INTEGER 1000 Filters blocks based on their ASN
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allowSubAssignments  BOOL

block

code

endAddress
id

isAggregate

isAssigned

isSwipped

lastUpdateTime

lirld

mask

region

resourceHolderld

resourceld

resourceQuery

rir

search

selectCount

selectOffset

sortField

sortOrder
tags

tagsMode

topAggregateld

type

vlan

STRING
STRING

INTEGER
INTEGER
BOOL

BOOL

BOOL

DATETIME

INTEGER

INTEGER
STRING

STRING

INTEGER
JSON

STRING

STRING

INTEGER

INTEGER

STRING

INTEGER
STRING
STRING

INTEGER

STRING
INTEGER

true

213.37.29.0/24

Code X

1125453823
1234

true

true

true

=2015-8-19 21:08:54

101

24
SFO

cust-001

1234

{"custom_id":"cust-001"}

ARIN

192.168

50

25

cidr

ASC
customer,vpn

"Strict" or "Exclude"

1234

"ipv4" or "ipv6"

123

Filters blocks based on wether they allow
sub-assignments or not. Acceptable values: "true" or
"false"

CIDR block description

User-defined block code as defined in Admin-IPAM
settings: Generic Code Per Block Name

End IP address of the block in decimal format
The ID of the block

Indicates if the block has been split into children or
not. A value of 'true' will return blocks with no children.

Acceptable values: "true" or "false"
Acceptable values: "true" or "false"

SQL Datetime format, prefaced by an "=" for exact
time updated, "=>" for blocks updated after the given
time, or "=<" for blocks updated before the given time.

The numeric ID of an LIR resource the block should
be linked to

Integer bitmask

The value from the list of name/value pairs which
make up the list of available regions

(Deprecated: Use resourceQuery instead)

A custom ID which can be used to link resources in
the 6Connect database back to your organization.

The ID of the resource the block is assigned to

A JSON obiject representing a valid resource query.
Any parameters that can be used for a Resource GET
API call can be used. Use of the resourceQuery
parameter will return blocks assigned to any of the
resources returned by that query.

Acceptable values: ARIN, RIPE, APNIC, AfriNIC,
LACNIC, 1918

If a search term is provided, all IPAM fields including
assigned Resource Holder name will be checked with
a LIKE comparison to find matching blocks

# of blocks to get

Offset for results set; useful for paging (e.g.
selectCount = 50, selectOffset = 100 would return the
3rd page of 50 results)

Attribute to sort blocks by. Accepable values: cidr,
mask, rir, vlan, code, updateTime

ASC or DESC
Comma-separated list of tags

"strict" - matches ONLY blocks that have the EXACT
set of tags of specified. "exclude" - matches ONLY
blocks which are NOT tagged with any of the blocks
specified.

The ID of the aggregate block to which the block
belongs

IP type

VLAN for the block
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Example
URL

Add

URL
Description

Returns

Required
Parameters

Optional
Parameters

Example
URL

Update

URL

Description

/api/v1/api.php?target=ipam&action=add

Adds an IPv4 or IPv6 block

Examples:

/api/v1/api.php?target=ipam&action=get&rir=ARIN&tags=customer,vpn

SUCCESSFUL | {"success":1,"message":"Block 192.168.0.0/24 (12345) added", "id":12345, "data"{ "id":12345,

"cidr":192.168.0.0/24", ..} }

ERROR { "success":0, "message":"error message" }

Name Type Example Description

block = STRING 213.37.29.0/24 | CIDR block description

rir STRING | ARIN Acceptable values: ARIN, RIPE, APNIC, AfriNIC, LACNIC, 1918
Name Type Example Description
allowDuplicate BOOL true Allow the creation of duplicate blocks. The default behavior is to reject

allowSubAssignments BOOL true

asn INTEGER 1000

code STRING  Code X
region STRING @ SFO

tags STRING  customer,vpn
vlan INTEGER | 123

duplicates.

Does the block allow sub-assignments? If the block is assigned and
allowSubAssignments is "true", children split from this block will be able to
be assigned to different resources.

Acceptable values: "true" or "false"

ASN for the block

User-defined block code as defined in Admin-IPAM settings: Generic Code
Per Block Name

The value from the list of name/value pairs which make up the list of
available regions

Comma-separated list of tags

VLAN for the block

/api/v1/api.php?target=ipam&action=add&block=213.37.29.0/24&rir=ARIN

/api/v1/api.php?target=ipam&action=update

Updates detail data about an IP block.
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Returns Examples:

SUCCESSFUL | SINGLE {"success":1,"message":"Block 192.168.0.0/24 (12345) updated", "data"{ "id":12345,
BLOCK "cidr':192.168.0.0/24", ...} }
SUCCESSFUL MULTIPLE {"success":1,"message":"3 blocks updated", "data":[ { "id":12345, "cidr":192.168.0.0/24",
BLOCKS . {'d":12346, "cidr", "192.168.0.1/32", ..} ] }
ERROR { "success":0, "message":"error message" }
Required
Parameters  Name Type Example Allow Description
Multiple
id* INTEGER 125 Yes ID of the IP block. Multiple block IDs can be specified in a
comma-separated list.
block* STRING | 192.0.0.0/24 Yes CIDR or the block. Multiple CIDRs can be specified in a comma-separated
list.
*Either block or id can be used, but only one must be provided
Optional
Parameters  Name Type Example Description
allowSubAssignments BOOL true Does the block allow sub-assignments? If the block is assigned and
allowSubAssignments is "true", children split from this block will be able to be
assigned to different resources.
Acceptable values: "true" or "false"
asn INTEGER 1000 ASN for the block
code STRING Code X Arbitrary user-defined block code
lirld INTEGER 101 The numeric ID of an LIR resource the block should be linked to
notes STRING Words Misc. Notes
region STRING Chicago, | The region this IP block is assigned to.
IL
propagate BOOL true Propagates all attribute values to any smaller child blocks of the block being
updated. Available in version 5.1.0
rir STRING ARIN Acceptable values: ARIN, RIPE, APNIC, AfriNIC, LACNIC, 1918
tags STRING Customer, Comma-separated list of tags
vpn
tags_action STRING replace What action to take on the supplied tags. This action must be taken in
conjunction with the tags parameter. Valid settings for tags_action are:
replace, add, delete. When tags_action is set to 'replace’, all tags on an IP
block are replaced with those
vlan NUMERIC 123 VLAN for the block

Example /api/v1/api.php?target=ipam&action=update&block=192.0.0.0/24&notes=Notes_here

URL

Delete

URL /api/v1/api.php?target=ipam&action=delete

Description = Deletes an aggregate block
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Returns Examples

SUCCESSFUL | {"success":1,"message":"Aggregate deleted: 192.168.0.0/24", "data"{ "id":12345, "cidr":192.168.0.0/24", ...} }

ERROR { "success":0, "message":"error message" }
Required
Parameters | Name Type Example Description
block*  STRING | 213.37.29.0/24 | CIDR block description
id* INTEGER 125 ID of the IP block
*Either block or id can be used, but only one must be provided
Optional

Parameters  Name Type Example Description

force

BOOL  true Forces the aggregate block to be deleted even if the block is split or contains sub blocks which are

assigned. The default behavior is to reject attempts to delete blocks which have been split or are
assigned.

Example /api/v1/api.php?target=ipam&action=delete&block=213.37.29.0/24

URL

Add Tag

URL
Description

Returns

Required Parameters

Optional Parameters

Example URL

Delete Tag

URL

Description

/api/v1/api.php?target=ipam&action=add
Adds a tag to an IP block.

Examples:

SUCCESSFUL | { "success":1,"message":"Tag Added.", "data"{ "id":12345, "cidr":192.168.0.0/24", ...} }

ERROR { "success":0, "message":"error message" }
Name Type Example Description
id* INTEGER 125 ID of the block

block*  STRING 192.0.0.0/24 CIDR of the block
*Either block or id can be used, but only one must be provided

tag STRING Customer The tag to add

None

/api/v1/api.php?target=ipam&action=addTag&id=125&tag=Customer

/api/v1/api.php?target=ipam&action=delete Tag

Removes a tag from an IP block.
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Returns Examples:

SUCCESSFUL | { "success":1,"message":"Tag Removed.", "data"{ "id":12345, "cidr":192.168.0.0/24", ...} }

ERROR { "success":0, "message":"error message" }
Required Parameters

Name Type Example Description

id* INTEGER 125 ID of the block

block*  STRING 192.0.0.0/24 CIDR of the block
*Either block or id can be used, but only one must be provided

tag STRING Customer The tag to delete

Optional Parameters = None

Example URL /api/v1/api.php?target=ipam&action=delete Tag&id=125&tag=Customer
Smart Assign
URL /api/v1/api.php?target=ipam&action=smartAssign

Description = Selects a block based on supplied parameters (rir, tags, etc.) and assigns to an Resource Holder.

Returns Examples:

SUCCESSFUL  { "success":1,"message":"Assigned 192.168.0.0/24 to Resource (1234) via Smart Assign", "id":12345,
"data"{ "id":12345, "cidr":192.168.0.0/24", ...} }

ERROR { "success":0, "message":"error message" }
Required
Parameters = Name Type Example Description
mask INTEGER 24 The size of the block to be assigned
rir STRING  ARIN Acceptable values: ARIN, RIPE, APNIC, AfriNIC, LACNIC,
1918
resourceld* INTEGER 1234 Integer ID of the resource to assign the block to
resourceQuery*  JSON A JSON object representing a valid resource query. Any

parameters that can be used for a Resource GET API call

{"custom_id":"cust-001"} | can pe used. Use of the resourceQuery parameter will
return blocks assigned to any of the resources returned by
that query.

*Either resourceld or resourceQuery can be used, but only one must be provided
resourceHolderld  STRING  cust-001 (Deprecated: Use resourceQuery instead)

A custom ID which can be used to link resources in the
6Connect database back to your organization.

type STRING  "IPv4" or "IPv6" The type of block to assign
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Optional

Parameters® ' Name Type Example Description
assignedResourceld INTEGER 123 The ID of the resource the block is assigned to
code STRING  Code X Arbitrary user-defined block code
lirld INTEGER 101 The ID of an LIR resource
region STRING  Ashburn Region to assign from
tags STRING  customer,vpn Comma separated string of tags. Matches blocks which have at least the
set of tag specified by this parameter
tagsMode STRING  "strict" or "strict" - matches ONLY blocks that have the EXACT set of tags of
"exclude" specified.

"exclude" - matches ONLY blocks which are NOT tagged with any of the
blocks specified.

vlan INTEGER 1023 VLAN designated to a given block

*Additional or fewer "optional" parameters may be required in order to result in a successful
assignment, depending on the attributes of available blocks.

Example /api/v1/api.php?target=ipam&action=smartAssign&mask=24&type=IPv4&resourcelD=250&rir=ARIN
URL

Direct Assign

URL /api/v1/api.php?target=ipam&action=directAssign

Description = Assigns a block to an Resource Holder

Returns Examples:
SUCCESSFUL = SINGLE { "success":1,"message":"Assigned 192.168.0.0/24 to Resource (1234)", "id":12345, "data"-{
BLOCK "id":12345, "cidr':192.168.0.0/24", ...} }
SUCCESSFUL MULTIPLE { "success":1,"message":"Assigned 5 blocks to Resource (1234) via Direct Assign", "data"{
BLOCKS "ids":[12345, 12346, 12347, ...] } }
ERROR { "success":0, "message":"error message" }
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Required
Parameters

Optional
Parameters*

Example
URL

Unassign

URL
Description

Returns

Name Type Example Description
block* STRING  213.37.29.0/24 CIDR block description
id* INTEGER @ 125 ID of the IP block, comma separated list of ids, or json

encoded array of ids

*Either block or id can be used, but only one must be provided

resourceHolderld** ' STRING

resourceld** INTEGER

resourceQuery™* JSON

1234

cust-001 (Deprecated: Use resourceQuery instead)

A custom ID which can be used to link resources in the
6Connect database back to your organization.

Integer ID of the resource to assign the block to

A JSON object representing a valid resource query. Any
parameters that can be used for a Resource GET API call

{"custom_id":"cust-001"} | can be used. Use of the resourceQuery parameter will

return blocks assigned to any of the resources returned
by that query.

**Either resourceld, resourceQuery, or resourceHolderld can be used, but only one must be provided

Name Type
code STRING
lirld INTEGER
region STRING
rir STRING
tags STRING

tagsMode @ STRING

vlan INTEGER

Example
Code X

101

Ashburn
ARIN
customer,vpn

"strict" or
"exclude"

1023

Description

Arbitrary user-defined block code

The ID of an LIR resource

Region to assign from

Acceptable values: ARIN, RIPE, APNIC, AfriNIC, LACNIC, 1918

Comma separated string of tags. Matches blocks which have at least the set of tag
specified by this parameter

"strict" - matches ONLY blocks that have the EXACT set of tags of specified.

"exclude" - matches ONLY blocks which are NOT tagged with any of the blocks
specified.

VLAN designated to a given block

*Additional or fewer "optional" parameters may be required in order to result in a successful assignment, depending on the
attributes of available blocks.

/api/v1/api.php?target=ipam&action=directAssign&block=213.37.29.0/24&resourceld=1234

/api/v1/api.php?target=ipam&action=unassign

Reclaims the specified block to be reassigned in the future

Examples:

SUCCESSFUL | { "success":1,"message":"192.168.0.0/24 unassigned", "id":12345, "data"{ "id":12345,
"cidr":192.168.0.0/24", ...} }

ERROR { "success":0, "message":"error message" }
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Required
Parameters Name Type Example Description

block*  STRING  213.37.29.0/24 CIDR block description
id* INTEGER 125 ID of the IP block

*Either block or id can be used, but only one must be provided

Optional
Parameters Name Type Example Description

skipHolding  BOOL  true If set to true (skipHolding=true) then the holding tank is skipped. If set to false, or not
included, normal holding tank rules apply.

Acceptable values: "true" or "false"

Example URL /api/v1/api.php?target=ipam&action=unassign&block=213.37.29.0/24

Simple Reassign

URL /api/v1/api.php?target=ipam&action=simpleReassign
Description = ARIN SWIP - simple reassign. Creates an ARIN customer record for the assigned resource and reassigns the block to the ARIN cu:

Returns Examples:

SUCCESSFUL  { "success":1,"message":"Sent ARIN SWIP with action simpleReassign for 67.221.244.0/28 for Acme, Message:

ERROR { "success":0, "message":"error message" }
Required
Parameters  Name Type Example  Description
blockld INTEGER 1234 ID of the block to reassing
resourceld INTEGER @ 1234 ID of resource representing the customer to reassign to
lirid INTEGER @ 1234 ID of the LIR to use for reassignment
entityHandle STRING = CONNE-81  The Org ID for the LIR.
Optional
Parameters  Name  Type Example Description

netName STRING NET-ACME-67-221-244-0-28 = Optional name for the network to override the default. The default net name
Name Prefix and IP address for the block.

Example /api/v1/api.php?target=ipam&action=simpleReassign&resourceld=1218&blockld=31559&lirld=95&entityHandle=CONNE-81&&netNa
URL

Get Tags List

URL /api/v1/api.php?target=ipam&action=getTagList

Description = Returns a list of all valid IP Tags in the database.
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Returns Examples:

SUCCESSFUL | {"success":1,"message":"Tags Retrieved.","data":[{"value":"IT","name":"IT"}{"value":"LTE","name":"LTE
Mobile"},{"value":"PTP","name":"Point to
Point"},{"value":"Prod","name":"Production"},{"value":"VM","name":"Virtual
Machines"},{"value":"VOIP","name":"VOIP"}{"value":"ANY","name":"ANY"}]}

ERROR {'success':0, 'message':'error message'}

Add Tag To List

URL /api/v1/api.php?target=ipam&action=addTagToList
Description Adds a tag to the IPAM tag list
Returns Examples:

SUCCESSFUL ' {"success":1,"message":"Tag Added."}

ERROR {'success':0, 'message':'‘error message'}
Required
Parameters Name  Type Example Description
newTag STRING Loopback @ The value to add to the list of name/value pairs which make up the list of available
C regions
Optional None
Parameters
Example URL /api/v1/api.php?target=ipam&action=addTagToList&newTag=Loopback C
Get RIRs List
URL /api/v1/api.php?target=ipam&action=getRIRList

Description = Returns a list of all valid RIRs in the database.

Returns Examples:

SUCCESSFUL  {"success":1,"message":"RIRs
Retrieved.","data":[{"value":"ARIN","name":"ARIN"},{"value":"1918","name":"1918"}{"value":"AfriNIC","name":"Afi

ERROR {'success':0, 'message':'error message'}

Get Regions List

URL /api/v1/api.php?target=ipam&action=getRegionList

Description = Returns a list of all valid Regions in the database.
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Returns Examples:

SUCCESSFUL | {"success":1,"message":"Regions Retrieved.","data":[{"value":"ANY","name":"Any

ERROR

Add Region To List

URL
Description

Returns

Required
Parameters

Optional
Parameters

Example URL

Get Utilization

URL

Description

Region"},{"value":"ASH1","name":"Ashburn, VA"},{"value":"BOS","name":"Boston,
MA"){"value":"CHI","name":"Chicago, IL"},{"value":"DAL","name":"Dallas, TX"}{"value":"DEN","name":"Denver,
CO"){"value":"FRKT","name":"Frankfurt, DE"},{"value":"LON1","name":"London, UK"},{"value":"MIA","name":"Mi
FL"}{"value":"PAR","name":"Paris, FR"},{"value":"SFQ","name":"San Francisco, CA"},{"value":"SEA","name":"Se
WA"}{"value":"Tokyo","name":"Tokyo"},{"value":"Singapore","name":"Singapore"},{"value":"Jakarta","name":"Jak

{'success':0, 'message':'error message'}

/api/v1/api.php?target=ipam&action=addRegionToList

Adds a region to the IPAM region list

Examples:

SUCCESSFUL | {"success":1,"message":"Region Added."}

ERROR {'success':0, 'message':'error message'}
Name Type Example Description
newRegion | STRING SFO The value to add to the list of name/value pairs which make up the list of available
regions
None

/api/v1/api.php?target=ipam&action=addRegionToList&newRegion=SFO

/api/v1/api.php?target=ipam&action=utilization

Gets the utilization percentages for a specific ip block or ip block and mask combination.
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Returns

Required
Parameters

Examples:

SUCCESSFUL | {

ERROR

Name
block*

id*

*Either block or id can be used, but only one must be provided

Type
STRING

INTEGER 125

"success": 1,

"totalBlocks": 1,

"totalHosts": "256",
"hostsAssigned": 0,
"hostsAllocated": "256",
"hostsAvailable": "256",
"hostsInHolding": 0,
"availablePercentage": "100.00",
"assignedPercentage": "0.00",
"allocatedPercentage": "100.00",
"inHoldingPercentage": "0.00",
"resources": [{

"id": 351,

"name": "Customer 1",

Hype": "entry",
"hosts": "256",
"blocks": "1",

"percentage": "100.00"
I3y

"blocksAssigned":0,
"blocksAllocated": 1,
"blocksAvailable": "1",

"blocksInHolding": null,

"blocksAssignedPercentage": "0.00",
"blocksAllocatedPercentage": "100.00",
"blocksAvailablePercentage": "100.00",

"blocksInHoldingPercentage": "0.00"

}

{'success'".0, ‘'message':'error message'}

Example Description

213.37.29.0/24 = CIDR block description

ID of the IP block
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Optional
Parameters Name Type Example Description

mask INTEGER @ 24 The specific mask size to retrieve utilization for. If using this parameter, the id parameter
should be the id of the aggregate.

Example URL /api/v1/api.php?target=ipam&action=utilization&id=125

Get Host Utilization

URL /api/v1/api.php?target=ipam&action=getHostUtilization
Description Gets the host utilization statistics with support for filters.
Returns Examples:

SUCCESSFUL  {
"success": 1,
"totalHosts": "256",
"hostsAssigned": 0,
"hostsAllocated": "256",
"hostsAvailable": "256",
"hostsIinHolding": 0,
"availablePercentage": "100.00",
"assignedPercentage": "0.00",
"allocatedPercentage": "100.00",
"inHoldingPercentage": "0.00",
"resources": [{
"id": 351,

"name": "Customer 1",

l|typel|: l|entr)/l|7
"hosts": "256",
"blocks": "1",

"percentage": "100.00"

H
}
ERROR {'success'".0, ‘'message':'error message'}
Required
Parameters Name Type Example Description

type STRING | "ipv4" or "ipv6" IP type
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Optional
Parameters

Example URL

Aggregate

URL

Description

Returns

Required
Parameters

Optional
Parameters

Example
URL

Name Type Example Multiple Description
Values
code | STRING  "code-1" Yes User-defined block code as defined in Admin-IPAM settings: Generic
Code Per Block Name
region STRING | "SFO" Yes Region to assign from
rir STRING | ARIN No Acceptable values: ARIN, RIPE, APNIC, AfriNIC, LACNIC, 1918
tags STRING | "Customer" Yes Comma separated string of tags
vlan INTEGER 1000 Yes VLAN designated to a given block

NOTE: to filter using multiple values, pass the values as a JSON-encoded string representation of an array.
For example, to get utilization data for multiple tags, you could use the following URL:
/api/v1/api.php ?target=ipamé&action=getHostUtilization&type=ipv4&tags=["Customer","PTP"]

/api/v1/api.php?target=ipam&action=getHostUtilization&type=ipv4&tags=["Customer","PTP"]&region=SMF

/api/v1/api.php?target=ipam&action=aggregate

Aggregates a selected block to the mask specified. If no mask specified, re-aggregates blocks to next parent. IE. calling
aggregate on a /25 will aggregate both children back to the parent /24. All child blocks must be Available for aggregation to
succeed.

Examples:

SUCCESSFUL @ {"success":1,"message":"10.2.0.128\/25 aggregated into
10.2.0.0\/24","1id":16326}

ERROR {'success":0, 'message':'error message'}
Name Type Example Description
id* INTEGER @ 125 ID of the IP block.

block* | STRING 213.37.29.0/24  CIDR block.

*Either block or id can be used, but only one must be provided

Name Type Example Description
autoAggregateToMask INTEGER 24 All blocks and IPs smaller than this netmask will be aggregated.
ignoreAssignments BOOL TRUE If the ignoreAssignment flag is not set the aggregation operation will fail if any

children beneath the supplied autoAggregateToMask are assigned or
otherwise unavailable. If this option is set, it will unassign blocks prior to
reaggregation.

/api/v1/api.php?target=ipam&action=aggregate&id=125&autoAggregate ToMask=24
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Split

URL /api/v1/api.php?target=ipam&action=split

Description = Splits a selected block to the mask specified. If no mask specified, it split blocks to next child. IE. calling aggregate on a /24 will
split both parent to the child /25s. All parent blocks must be Available, or have Allow Sub Assignments on for a split to succeed.

Returns Examples:

SUCCESSFUL {"success":1,"message":"10.1.0.0\/24 split into 10.1.0.0\/25 and
10.1.0.128\/25","data":{"childl1":23441
,"child2":23451}}

ERROR {'success":0, 'message':'error message'}
Required
Parameters | Name Type Example Description
id* INTEGER @ 125 ID of the IP block.
block* | STRING 213.37.29.0/24  CIDR block.
*Either block or id can be used, but only one must be provided
Optional
Parameters  Name Type Example Description

autoSplitToMask = INTEGER 24 Auto aggregate the block back to this mask size. Note all blocks up this mask size
must be Available or call will fail.

autoSplitLimit INTEGER 4 A number the power of 2 (2).

Example /api/v1/api.php?target=ipam&action=split&block=213.37.29.0/24&autoSplitLimit=4

URL

Scan Block

URL /api/v1/api.php?target=ipam&action=scanBlock

Description Initiates an asynchronous ping (ICMP) scan of the target block specified. Results of the scan can be checked with get.
Returns Examples:

SUCCESSFUL | {"success":1, "message":"Ping scan started for
8.8.8.0\/27"}

ERROR {'success":0, ‘message':'error message'}
Required Parameters

Name Type Example Description

id* INTEGER | 125 ID of the IP block.

block* | STRING 213.37.29.0/24  CIDR block.

*Either block or id can be used, but only one must be provided

Optional Parameters = None

Example /api/v1/api.php?target=ipam&action=scanBlock&block=213.37.29.0/24
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Get Scan Results

URL /api/v1/api.php?target=ipam&action=getScanResults
Description ' Initiates an asynchronous ping (ICMP) scan of the target block specified. Results of the scan can be checked with get
Returns Examples:

SUCCESSFUL {"success":1,"data":{"block":"8.8.8.0\/27","date":"07\/14\/2014 11:07:10",

"data":[{"address":"8.8.8.8","host":"google-public-dns-a.google.com", "status":"Up")

ERROR {'success':0, 'message':'‘error message'}
Required
Parameters  Name Type Example Description

block STRING  213.37.29.0/24 CIDR block.
Optional None
Parameters

Example /api/v1/api.php?target=ipam&action=getScanResults&block=213.37.29.0/24

Get Options

URL /apilv1/api.php?target=ipam&action=getOptions
Description Returns a list of options available for the block
Returns Examples:

SUCCESSFUL  {"success":1,"message":"Options for 14.0.0.0V25
(125)","options"{"actions":["aggregate"],"templates":[{"name":"Auto
Split","masks":[26,27,28,29,30,31,32]}1}}

ERROR {'success':0, 'message':'error message'}

Required
Parameters Name Type Example Description
id INTEGER 125 ID of the IP block
Optional None
Parameters

Example URL  /api/v1/api.php?target=ipam&action=getOptions&id=125

Get Resource Hierarchy

URL /api/v1/api.php?target=ipam&action=getResourceHierarchy
Description Returns the resource hierarchy for the block
Returns Examples:

SUCCESSFUL | {"success":"1","data":[{"id":"402","name":"6connect Labz"}]}

ERROR {'success".0, ‘'message':'error message'}
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Required Parameters
Name Type Example Description

id INTEGER 125 ID of the IP block

Optional Parameters = None

Example URL /api/v1/api.php?target=ipam&action=getResourceHierarchy&id=125
Get VLAN
URL /api/v1/api.php?target=ipam&action=getVian

Description ' Returns the VLAN for the block

Returns Examples:

SUCCESSFUL  {"success":1,"message":"Found VLAN 1002
(14.0.0.0V25)","data":{"id":125,"type":"ipv4","top_aggregate":81532,"cidr":"14.0.0.0V25","formatted_ip":"14.0.0.0\
Labz","last_updated_time":"2015-01-22 12:30:37","description":null,"parent":81532,"rir":"ARIN","lir_id":"1062","nc
10:30:31","asn":"143","allowSubAssignments":true,"permissions"{"permissionlPAMRead":"1","permissionIPAML

ERROR {'success':0, 'message':'error message'}
Required
Parameters  Name Type Example Description
id* INTEGER 125 ID of the IP block
block* ' STRING 213.37.29.0/24 CIDR block.
*Either block or id can be used, but only one must be provided
Optional None
Parameters

Example /api/v1/api.php?target=ipam&action=getVlan&id=125
URL

Process Holding Tank

URL /api/v1/api.php?target=ipam&action=processHoldingTank
Description = Processes the Holding Tank, returning held blocks to available status

Returns Examples:

SUCCESSFUL  {"success":1,"message":"1 IPv4 and 0 IPv6 blocks would be moved to the available pool.
" "data":[{"id":77712,"type""ipv4","top_aggregate":77552,"cidr":"23.92.0.64V/26", "formatted_ip":"23.92.0.64V26",".
holding","last_updated_time":"2014-10-29 11:25:41","description":null,"parent":77682,"rir":"ARIN","lir_id":"451","r
11:20:34","asn":null,"allowSubAssignments":false,"permissions":{"permissionlPAMRead":"1","permission|PAMUy

ERROR {'success":0, 'message':'error message'}

Required None
Parameters
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Optional
Parameters | Name Type Example Description

preview BOOL  true Shows what is going to be removed from the holding tank.

Acceptable values: "true" or "false"

Example /api/v1/api.php?target=ipam&action=processHoldingTank&preview=true
URL
IPAM API Calls Subject to Change:

Calls below this point are subject to change, and are not recommended for use in production code.

Get Attribute List

URL /api/v1/api.php?target=ipam&action=getAttributeLists
Description = Returns a list of attributes

Returns Examples:

SUCCESSFUL  {"asns"{[],"masks":["24"],"rirs":["1918"],"lirs":[],"tags":["DHCP"],"codes":[],"vlans":[],"regions":["Quito"],"resources":
1""slug":"quito-lab-1","type":"dhcp_pool","parent_id":"1","category_id":null,"attr":{"_dhcp_type":"subnet","_dhcp_|

ERROR {'success':0, 'message':'error message'}
Required
Parameters  Name Type Example Description

id INTEGER 125 ID of the IP block
Optional None
Parameters

Example /api/v1/api.php?target=ipam&action=getAttributeLists&id=125
URL
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API Module - LIR

* LIR Management
* Get
® Delete

LIR Management

Get

URL /api/v1/api.php?target=lir&action=get
Description Returns a list of LIRs

Returns Examples:

SUCCESSFUL  {

"success": 1,
"message": "2 objects found",
"data": [
{
"id": "100",

"name": "RIPE Test LIR",
"slug": "ripe-test-lir",
"entities": [

{
"mnt_by": "mntner@email.com"
"mnt_by password": "password",
"admin_c": "test-admin-c",
"tech_c": "test-tech-c",
"api_key": null
}
1,
"rir": "RIPE"
Yo
{
"id": "101",
"name": "ARIN Test LIR",
"slug": "arin-test-lir",
"entities": [
{
"org_handle": "TEST-10",
"admin_poc": "TEST-ARIN",
"net_poc": "TEST-ARIN",
"abuse_poc": ""
"net name_ prefix": "PRFX",
"api_key": "API-XXXX-YYYY-ZZZZ-1234"
}
1,
"rir": "ARIN"
"asn": "1000"
}
]
}
ERROR {
"success":0,
"message":"error message"
}

Example URL | /api/v1/api.php?target=lir&action=get
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Delete

URL
Description

Returns

Example URL

/api/v1/api.php?target=lir&action=delete&id=<ID>
Deletes and LIR

Examples:

SUCCESSFUL | {
"success": 1,
"message": "LIR deleted."

}
ERROR {
"success":0,
"message":"error message"
}

/api/v1/api.php?target=lir&action=delete&id=100
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API Module - Peering

® Peering
® getCommunications
® getPeers
® getRequests
® getSessions
® addSession
® configureSession
® deleteSession
® updateSession
® resestPeerStatus
® sendRequest
¢ sendEmail
® updatePeer
Peering
getCommunications
Base URL  /api/v1/api.php?target=peering&action=getCommunications
Description | Returns all communication data on peers at a particular exchange.
Returns Examples:

SUCCESSFUL  {"success":1,"message":"8 records found.","data":[{"name":"1&1 Internet","asn":"8560","request_status":null,"que
Networks","asn":"5580","request_status":null,"qualified":null,"is_peer":false,"id":"2283","log_data":[[},{"name":"O\
Communications","asn":"7029","request_status":null,"qualified":null,"is_peer":false,"id":"1820","log_data":[]},{"nar
Inc.)","asn":"6461","request_status":null,"qualified":null,"is_peer":false,"id":"541","log_data":[]},{"name":"tw teleco

ERROR {'success':0, 'message':'‘error message'}

Required

Parameters = Name Type Example Description

public_id INTEGER | 1 The unique numerical identifier of the exchange to retrieve peering communicaiton records for.

Optional None

Parameters

Example /api/v1/api.php?target=peering&action=getCommunications&public_id=1

URL

getPeers

URL /api/v1/api.php?target=peering&action=getPeers

Description = Returns a list of all peers available at an exchange

Returns Examples:
SUCCESSFUL: {"success":1,"message":"184 peers found.","data":[{"id":"262","public_id":"1","asn":"8560","name":"1&1 Internet","qt
House","qualified":true,"is_peer":0,"request_status":null,"info_prefixes":"100","public_ips":[],"contacts":[],"log_data":[]},{"id":"890","pu
Hosting","qualified":true,"is_peer":0,"request_status":null,"info_prefixes":"3000","public_ips":[],"contacts":[],"log_data":[]}{"id":"1676"
Communications,
Inc.","qualified":true,"is_peer":0,"request_status":null,"info_prefixes":"200","public_ips":[],"contacts":[],"log_data":[]},{"id":"576","publit
Communications","qualified":true,"is_peer":0,"request_status":null,"info_prefixes":"3000","public_ips":[],"contacts":[],"log_data":[]}{"i
LLC","qualified":true,"is_peer":0,"request_status":null,"info_prefixes":"60","public_ips":[],"contacts":[],"log_data":[]},{"id":"4078","publi
Communications Inc.)","qualified":true,"is_peer":0,"request_status":null,"info_prefixes":"20000","public_ips":[],"contacts":[],"log_data
ERROR: {"success":1,"message":"No peers found."}

Required None

Parameters
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Optional
Parameters

Example
URL

Name

public_id

id

asn

name

aka

website
notes_public
notes_private
irr_as_set
info_traffic
info_ratio
info_scope
info_type
info_prefixes
info_lookingglass
info_routeserver
info_unicast
info_multicast
info_ipv6
policy_url
policy_general
policy_locations
policy_ratio
policy_contracts
policy_nopublic
policy_noprivate
date_created

date_lastupdated

include_public_ips

include_contacts

include_log_data

getRequests

URL

Description

Type
INTEGER
INT
INT
STRING
STRING
STRING
STRING
STRING
STRING
ENUM
ENUM
ENUM
ENUM
INT
STRING
STRING
CHAR
CHAR
CHAR
STRING
ENUM
ENUM
ENUM
ENUM
ENUM
ENUM
DATETIME
DATETIME
BOOL
BOOL
BOOL

Example
1

1

4436
GTT
nLayer

http://www.gt-t.net

AS-NLAYER

1 Tbps+

Mostly Outbound

Global

NSP

10000

http://lg.nlayer.net/
telnet://route-server.nlayer.net

1

1
http://www.gt-t.net/Peering_policies.aspx
Selective

Required - International
No

Not Required

N

N

2013-03-21 15:36:42
2013-03-21 15:36:42
TRUE

TRUE

TRUE

/api/v1/api.php?target=peering&action=getPeers&public_id=1

/api/v1/api.php?target=peering&action=getRequests

Returns a list of all peering requests issued

Description
The unique numerical identifier of the exchange to re

The unique numerical identifier of the peer in peerinc

enum('Not Disclosed','0-20 Mbps','20-100Mbps','100
enum('Not Disclosed','Heavy Outbound','Mostly Outkt
enum('Not Disclosed','Regional','North America','Asit

enum('Not Disclosed','NSP"','Content','Cable/DSL/ISF

enum('Open','Selective','Restrictive','No') DEFAULT

enum('Not Required','Preferred’,'Required - US','Req
enum('Yes','No') DEFAULT NULL

enum('Not Required','Private Only','Required’) DEFA
enum('Y','N') NOT NULL DEFAULT 'N'

enum('Y','N') NOT NULL DEFAULT 'N'

Date the peeringdb entry was created

Date the peeringdb entry was last updated

Returns a list of all public facing IPs

Returns a list of all contacts associated with peer(s)

Returns a list of all log data associated with the peer
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Returns

Examples:

SUCCESSFUL: {"success":1,"message":"1 request
found.","data":[{"id":"131","public_id":"5","source_participant_id":"2335","source_asn":"8038","peer_participant_id":"1418","peer_asr
ops@6connect.com","email_to":"nalinmk@gmail.com","subject":"Peering request from 6connect, Inc.","body":"Peering,\r\n\r\n6conr
locations.\r\n\r\nFacility, IP Address\r\nEquinix Ashburn - 206.126.236.68\r\nEquinix Palo Alto - 198.32.176.36\r\nEquinix Ashburn -
LAN - 195.66.225.175\"\n\r\nSincerely,\r\nOperations\r\nops @ 6connect.com\r\n\r\n\\n6connect, Inc. information:\\nEquinix Palo Al

http:\Was8038.peeringdb.com\A\r\n","status":null,"created":"2014-04-23 10:31:33","modified":"2014-04-23 10:31:33"}]}

ERROR: {"success":1,"message":"No request found.","data":[]}

Required None
Parameters
Optional
Parameters  Name Type Example Description
peer_participant_id = INTEGER 1 The numerical id of the peer
Example /api/v1/api.php?target=peering&action=getRequests&peer_participant_id=1
URL
getSessions
URL /api/v1/api.php?target=peering&action=getSessions
Description ' Returns a list of all bgp peering sessions
Returns Examples:
SUCCESSFUL: {"success":1,"message":"1 sessions
found.","data":[{"id":"51","source_asn":"32787","source_ipaddr":"1.2.3.4" "resource_id":"422","resource_name":"ar1.inoc.com","peer
Technologies","peer_participant_id":"2","peer_ipaddr":"206.126.236.102","peer_hostname":null,"peer_group":"group b","public_id":"
Ashburn","ip_type":"ipv4","type":"Peer","state":"not configured","prfx_max":"20","prfx_received":null,"password":"0","note":null},]}
ERROR: {"success":1,"message":"No peers found."}
Required
Parameters  Name Type Example Description
public_id INTEGER | 1 The unique numerical identifier of the exchange to retrieve peering communicaiton records for.
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Optional

Parameters  Name Type Example Description

id INTEGER 41

public_id INTEGER

source_asn INTEGER

source_ipaddr STRING

resource_id INTEGER

peer_asn INTEGER

peer_name STRING

peer_participant_id INTEGER
peer_ipaddr STRING

peer_hostname STRING

peer_group STRING
password INTEGER
type STRING
state STRING
prfx_max INTEGER
prfx_received INTEGER
ip_type ENUM enum('ipv4','ipv6') NOT NULL DEFAULT 'ipv4'
note STRING
created TIMESTAMP
modified TIMESTAMP
deleted INTEGER
public_id INTEGER

Example /api/v1/api.php?target=peering&action=getPeers&public_id=1

URL
addSession
URL /api/v1/api.php?target=peering&action=addSession

Description = Adds a bgp session

Returns Examples:
SUCCESSFUL: {"success":1,"message":"Session added: Amazon.com (AS8038V1.2.3.5) -
(AS16509V206.126.236.68)","data"{"id":111,"source_asn":"8038","source_ipaddr":"1.2.3.5","resource_id":"422","resource_name":n
configured","prfx_max":"200","prfx_received":null,"password":"ace12345","note":"I'm a fancy note."}}
ERROR: {"success":1,"message":"No request found.","data":[]}

Required None
Parameters
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Optional

Parameters | Name Type
source_asn INTEGER
source_ipaddr STRING
resource_id INTEGER
peer_asn INTEGER
peer_name STRING
peer_participant_id INTEGER
peer_ipaddr STRING
peer_hostname STRING
peer_group STRING
public_id
type STRING
ip_type ENUM
state STRING
prfx_max INTEGER
note STRING

Example

URL

configureSession

URL

Description = Configure a BGP session on the router

Returns Examples:

SUCCESSFUL:
Required
Parameters = Name Type

/api/v1/api.php?target=peering&action=getRequests&peer_participant_id=1

Example Description

1

The numerical id of the peer

enum('ipv4','ipv6')

/api/v1/api.php?target=peering&action=configureSession

ERROR: {"success":0,"message":"Unable to authenticate "}

Example Description

session_id INTEGER @1
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Optional

Parameters  Name Type Example Description
session_id INTEGER 1 The numerical id of the peer
source_ipaddr STRING
resource_id INTEGER
peer_asn INTEGER
peer_name STRING

peer_participant_id INTEGER
peer_ipaddr STRING

peer_hostname STRING

peer_group STRING

public_id

type STRING

ip_type ENUM enum(‘ipv4','ipv6')
state STRING

prfx_max INTEGER

note STRING

Example /api/v1/api.php?target=peering&action=configureSession&session_id=518&username=_&config=conf+t%0A%0Arouter+bgp+32787%
URL

deleteSession

URL /api/v1/api.php?target=peering&action=deleteSession
Description Delete sessions matching criteria

Returns Examples:

SUCCESSFUL: {"success":1,"message":"1 sessions deleted."}
ERROR: {"success":0,"message":"No sessions found to delete."}

Required Parameters | None
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Optional Parameters

Name Type Example Description
id INTEGER 41

public_id INTEGER

source_asn INTEGER

source_ipaddr STRING

resource_id INTEGER

peer_asn INTEGER

peer_name STRING

peer_participant_id INTEGER
peer_ipaddr STRING

peer_hostname STRING

peer_group STRING
password INTEGER
type STRING
state STRING
prfx_max INTEGER
prfx_received INTEGER
ip_type ENUM enum(‘ipv4','ipv6') NOT NULL DEFAULT 'ipv4'
note STRING
created TIMESTAMP
modified TIMESTAMP
deleted INTEGER
public_id INTEGER
Example URL /api/v1/api.php?target=peering&action=deleteSession&id=171
updateSession
URL /apilv1/api.php?target=peering&action=updateSession

Description = Updates session values with any new values specified

Returns Examples:
SUCCESSFUL{"success":1,"message":"Session updated: 123.net (AS32787V1.2.3.4) -
(AS12129V206.126.236.70)","data"{"id":"41","source_asn":"32787","source_ipaddr":"1.2.3.4","resource_id":"422","resource_name"
a","public_id":"1","public_name":"Equinix Ashburn","ip_type":"ipv4","type":"Peer","state":"not configured","prfx_max":"10","prfx_recei

ERROR:

Required None
Parameters
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Optional
Parameters | Name

id

public_id
source_asn
source_ipaddr
resource_id
peer_asn
peer_name
peer_participant_id
peer_ipaddr
peer_hostname
peer_group
password
type

state
prfx_max
prfx_received
ip_type

note

created
modified
deleted

public_id

Type Example Description
INTEGER 41
INTEGER
INTEGER
STRING
INTEGER
INTEGER
STRING
INTEGER
STRING
STRING
STRING
INTEGER
STRING
STRING
INTEGER
INTEGER

ENUM enum('ipv4','ipv6') NOT NULL DEFAULT 'ipv4'
STRING
TIMESTAMP
TIMESTAMP
INTEGER
INTEGER

Example /api/v1/api.php?target=peering&action=updateSession&note=Adding+an+awesome-+note.&peer_group=group+a

URL

resestPeerStatus

URL /api/v1/api.php?target=peering&action=resetPeerStatus

Description

Returns Examples:

SUCCESSFUL: {"success":1,"message":"1&1 Internet status reset","data":{"id":"262","public_id":"1","asn":"8560","name":"1&1
Internet","qualified":true,"is_peer":0,"request_status":"none","info_prefixes":null,"public_ips":[],"contacts":[],"log_data":[{"message":"|
status reset","time":"2014-05-22 23:14:54","request_id":null,"session_id":null,"public_id":"1"}{"message":"Peer status
reset","time":"2014-05-22 23:14:18","request_id":null,"session_id":null,"public_id":"1"},{"message":"Session deleted: 1&1 Internet
(AS32787V1.2.3.4) - (AS8560V206.126.236.200)","time":"2014-05-22
22:39:43","request_id":null,"session_id":"71","public_id":"1"},{"message":"Request sent: ","time":"2014-04-12
13:24:43","request_id":"121","session_id":null,"public_id":"1"},{"message":"Session added: 1&1 Internet (AS32787V1.2.3.4) -
(AS8560V206.126.236.200)","time":"2014-04-07 11:32:37","request_id":null,"session_id":"71","public_id":"1"}]}}

ERROR: {"success":0,"message":"Could not find peer matching parameters"}
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Required

Parameters  Name Type Example Description
participant_id INTEGER @ 262 The id of the peer in from the peeringDB peerParticipants table.
public_id INTEGER @ 1 The id of the exchange point from the peeringDB mgmtPublics table.
Optional None
Parameters

Example /api/v1/api.php?target=peering&action=resetPeerStatus&participant_id=262&public_id=1

URL
sendRequest
URL /api/v1/api.php?target=peering&action=sendRequest

Description = Send a peering request (email) to a prospective peer. This will be deprecated in the next version for a simpler call, strongly suggest

Returns Examples:
SUCCESSFUL: {"success":1,"message":"Request sent","data":{"id":"922","public_id":"1","asn":"10933","name":"ATX Communicatio
Inc.","qualified":true,"is_peer":0,"request_status":"sent","info_prefixes":null,"public_ips":[],"contacts":[],"log_data":[{"message":"Requ
16:59:01","request_id":"181","session_id":null,"public_id":"1"}{"message":"Request sent to ","time":"2014-05-27 16:49:30","request_

ERROR: {"success":0,"message":"Internal error"}

Required
Parameters  Name Type Example Description
public_id INTEGER
peer_participant_id INTEGER
source_participant_id INTEGER
peer_name STRING
peer_asn INTEGER
email_from STRING 262
email_to STRING 1
subject STRING
body STRING
type ENUM html enum('text','html')
status ENUM sent enum('sent','accepted’,'rejected’)
Optional None
Parameters

Example https://ops.6connect.com/peering-demo/api/vi/api.php?target=peering&action=sendRequest&peer_participant_id=19098&peer_asn:
URL &public_id=1&type=text&email_from=0ps%406connect.com&email_to=operations%40as28929.net&cc=&bcc=&subject=Peering+re
&body=%0D%0APeering%2C%0D%0A%0D%0A6connect%2C+Inc.%2C+8038%2C+would+like+to+peer+with+ASDASD+srl+at+o

sendEmail
URL /api/v1/api.php?target=peering&action=sendEmail
Description Send a peering request (email) to a prospective peer. This will be deprecated in the next version for a simpler call, strongly

suggest against using.
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Returns Examples:

SUCCESSFUL:
ERROR:
Required
Parameters Name Type Example Description
participant_id INTEGER @ 262
public_id INTEGER 1
Optional None
Parameters
Example URL
updatePeer
URL /api/v1/api.php?target=peering&action=updatePeer
Description
Returns Examples:
SUCCESSFUL:
ERROR:

Required Parameters
Name Type Example Description

participant_id INTEGER 262
public_id INTEGER | 1

Optional Parameters = None

Example URL
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API Module - Resource

® Resources

® get
® add
® update
® delete
Resources
get
URL /api/v1/api.php?target=resource&action=get

Description = Get a resource or resources

Returns Examples:
SUCCESSFUL: {"success":1,"message":"Search successful","data":[{"id":"57","name":"2nd
Email","slug":"6c-contact-email2", "type":"field","parent_id":"1","category_id":null,"attr":[[}]}
ERROR: {"success":0,"message":"Search failed"}

Optional
Parameters = Name Type Notes/Example

name STRING Name of the resource. Example: 6Connect, Inc.
slug STRING ' The unique URL friendly name of the resource. Example: 6connect-inc

type STRING = Type of resource (eg. entry, field, category)

At most, one of the following:

Name Type Notes/Example
id INTEGER = Get the resource which has this ID
resource__in ARRAY Get any resource which has any of these IDs

resource__not_in | ARRAY Get all the resources which do not have any of these IDs

At most, one of the following:

Name Type Notes/Example
parent_id INTEGER = Get the resources whose parent has this ID
parent__in ARRAY Get any resource whose parents have any of these IDs

parent__not_in ARRAY Get all resources whose parents do not have any of these IDs

At most, one of the following:

Name Type Notes/Example
category_id INTEGER Get the resources of the category that has this ID
category__in ARRAY Get the resources of the categories that have any of these IDs

category__not_in  ARRAY Get the resources of all the categories that do not have any of these IDs
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You can set the order of the results by setting the STRING value of the parameter orderby to one of the following :

none
id

name (default)
slug

type

parent_id

date

resource__in (preserve order given in the resource__in array)

You can set the direction of the ordering of the results by setting the STRING value of the parameter order to one of the following

® ASC (default)
* DESC

You can further limit the results based on attributes the resources may have:

Name Type
attr_key STRING
attr_value STRING

attr_compare = STRING

Notes/Example
The name of the attribute. Example: network-fqdn
The value of any attribute, or if attr_key is specified, the value of the attribute defined in attr_key.

If both attr_key and attr_value are given, the results are by default compared based on the value
given as attr_value being equal to the value stored in the database. You can optionally change this
by setting the STRING value of attr_compare to one of the following:

® = (default)
o |-
>

o -

* <

o =

* LIKE

* NOT LIKE

* IN

* NOTIN

* BETWEEN

* NOT BETWEEN

When attr_compare is set to IN, NOT IN, BETWEEN, NOT BETWEEN, then attr_value must either be an array or a
comma separated string.

You can search on multiple attributes by including an array of attribute options:
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Example
URL

add

URL
Description

Returns

Required
Parameters

Name Type Notes/Example
attributes ARRAY | var data = {
"type: "entry",

"attributes": [

{

"attr_key": "_section",
"attr_wvalue": "105",

b

{

"attr_key": "address-mail-state",
"attr_value": "CA",

}

I

"resources_per page: 10

}

You can restrict the range of the resources returned.

Name Type Notes/Example
resources_per_page INTEGER How many resources to return.
offset INTEGER ' How many resources to offset (the initial resource is 0, not 1).

paged INTEGER ' The page to return (starts at 1, not 0). This parameter is provided for convenience and is
used to calculate the offset where: offset=(paged-1)*resources_per_page

/api/v1/api.php?target=resource&action=get&id=7

/api/v1/api.php?target=resource&action=add

Add a resource.

Examples:

/api/v1/api.php ?target=resource&action=add&metalname]=apitest&metaftype]=entry&meta[section]=firewall&fields[network-fqdn][]:

SUCCESSFUL: {"success":1,"message":"Resource
added","data":{"id":1077,"name""apitest","slug":"apitest", "type":"entry","parent_id":1,"category_id":"NULL","attr":{"_section":"70","ne

/api/v1/api.php ?target=resource&action=add&metafname]=apitest&meta[type]=entry&fields[network-fgdn][][=www.example.com

ERROR:{"success":0,"message":"Entries must be assigned to a section"}

Name Type Notes/Example
meta[name] STRING Name of the resource

metaftype] | STRING ' Type of resource (entry, section, field, ect)
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Optional

Parameters ' Name Type Notes/Example
meta[parent_id] INTEGER ' ID of the parent resource
meta[category_id] ' INTEGER ' ID of the category
Required
Parameters
One of the following:
(meta[type]
= entry) Name Type Notes/Example
meta[section_id] INTEGER  ID of the section that the entry will be assigned to
meta[section] STRING | Slug of the section that the entry will be assigned to
Optional
Parameters | Name Type Notes/Example
(met:a[t;/pe] fields[] ARRAY | Entry field values (for fields that have already been assigned to the section) can be populated when
= entry
The format is field[field-slug][field-instance]. If the field instance is left blank, it will simply be the nex
fields[network-fqdn][]=example.com&fields[network-fqdn][]=test.com
would be written in JSON as
var fields = {
"network-fgdn": [
"example.com",
"test.com"
]
}
A field can be added to a section multiple times. The field instance is used to keep track of which fie
for it.
metafcustom_id] | STRING = A custom ID for the entry. In the past this has been called the Resource Holder ID or Customer ID. |
Required
Parameters | Name Type Notes/Example
(”}?t;[)type] metalfield_type] STRING = Type of field
= fie
® text
® textarea
® radios
® checkboxes
® choicebox
Optional
Parameters  Name Type Notes/Example
(n;_etlz[)type] metalhelp_block] STRING ' Fields can have a line of text under them with instructions
= fie
meta[options] ARRAY | Fields of type radios, checkboxes, or choicebox can have multiple options. This could be multiple re

meta[type]=field&meta[name]=Colors&meta[field_type]=choicebox&metaloptions][]=Blue&meta[opt

Will create a choicebox with dropdown options of Blue and Green.
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update

URL /api/v1/api.php?target=resource&action=update

Description = Update a resource.

Returns Examples:
SUCCESSFUL: {"'success":1,"message":"Resource
Updated","data"{"id":"1055","name":"87-child-1","slug":"87-child-1","type":"entry","parent _id":"87","category_id":"65","attr"{"_sectio:

ERROR: {"success":0,"message":"No resource found with ID: 1079"}

Required
Parameters ' Name Type Notes/Example

metalid] INTEGER | ID of resource

metaftype] STRING  Type of resource (entry, section, field, ect)
Optional

Parameters ' Name Type Notes/Example

(metta[tglpe] fields[] | ARRAY = See "add" documentation
= entry

Optional
Parameters ' Name Type Notes/Example
(metat[_typ)e] fields[] | ARRAY ' The fields value should be all the fields that are assigned to the section. Giving an empty array as the fields va
= section
The format is:

fields[position][key]
The position value is the position that the field will appear in (0 is first). The position value must always be inclt

fields[O][id]=2
fields[0][slug]=asset-serial-number
fields[0][help_block]=something
fields[0][new]=false

= Either the id or the slug is required, not both.
® When the "new" parameter is not included, FALSE is assumed

If you want to create a new field and assign it to the section, use a format like this:

fields[10][name]=TextArea
fields[10][field_type]=textarea
fields[10][new]=true

delete

URL /api/v1/api.php?target=resource&action=delete
Description Delete a resource.

Returns Examples:

SUCCESSFUL: {"success":1,"message":"Resource deleted."}
ERROR: {"success":0,"message":"No resource found with ID: 57"}
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Required Parameters

Optional Parameters

Example URL

Name Type Notes/Example

id INTEGER ' ID of the resource

Name Type Notes/Example

recursive  BOOL = When 1, deletes parent and child entries for the resource

A recursive delete will delete all resources, which are permitted to be deleted, from the bottom up.

Imagine the following hierarchy:

A
Bl B2
Cl1 Cl2 Cc21 Cc22

If a recursive delete is performed on A, but C21 is not deletable, the following

resources would still be deleted: (B1, C11, C12, C22).

B2 would not be deleted because it depends on C21 and A would not be deleted because it depends on B2.

/api/v1/api.php?target=resource&action=delete&id=57
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API Module - VLAN

getByld
getDomains
enable
addDomain
getAvailable
get
deleteDomain
updateDomain
update
removeTags
addTags
smartAssign

getByld

URL

Description

api/v1/api.php?target=vlan&action=getByld

Returns Examples

get information of a vlan

SUCCESSFUL  {"success":1,"message":"1 VLAN found.

ERROR

Required

Parameters

Name Type

" "data":[{"id":"11190","vlan":"176","domain_id":"1","resource_id":null,"name":"","domain_name":"DefaultDomain"

{ "success":0, "message":"error message" }

Example Description

id INTEGER 11190 ID of the VLAN

Optional None
Parameters

Example

URL

getDomains

URL

Description

api/v1/api.php?target=vlan&action=getByld&id=11190

api/v1/api.php?target=vlan&action=getDomains

Returns Examples

get list and info of all domains or a specific domain. When specifying the domain the results will include tag info

SUCCESSFUL  {"success":1,"message":"6 Domains found.

ERROR

Required None
Parameters

""data":[{"id":"1","domain":"DefaultDomain","attr_6c":{"range":"S","restricted":[1,1002,1003,1004,1005]},"vlans":[{
6connect.com","attr_6c¢":{"range":"S","restricted":[1,1002,1003,1004,1005]},"vlans":[{"id":"19","vlan":"10","name""’

{"id":"1 2755","V|an":"70","name":""},{"id":"1 2756","V|an":“71 ","name“:""},{"id":“1 2757","V|an":"72","name":""},{"id":"1

{ "success":0, "message":"error message" }
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Optional
Parameters | Name Type Example Description

id INTEGER | 2 ID of the domain

Example api/v1/api.php?target=vlan&action=getDomains&id=2
URL

enable

URL api/v1/api.php?target=vlan&action=enable
Description = enable vlans in a domain

Returns Examples

SUCCESSFUL  {"success":1,"message":"Success. ","data":"3 in request (0 were found already namedVavailable and 3 found
as unavailable). 3 VLANs have been updated to unnamed available entries."}

ERROR { "success":0, "message":"error message" }
Required
Parameters Name Type Example Description
domainld INTEGER 1 the domain ID in the domain table
vlan INTEGER or STRING | 18,19,20 | vlan for this domain that we want enabled
Optional None
Parameters
Example api/v1/api.php?target=vlan&action=enable&domainld=1&vlan=18,19,20
URL
addDomain
URL api/v1/api.php?target=vlan&action=addDomain

Description = add a domain

Returns Examples

SUCCESSFUL | {"success":1,"message":"domain 10
added","id":10,"data":[{"id":"10","domain":"sdfasfaf","attr_6c"{"range":"S","restricted":[1,1002,1003,1004,1005]},"

ERROR { "success":0, "message":"error message" }
Required
Parameters | Name  Type Example Description
domain STRING  6connect.com Name to call new domain
range  STRING S 'S' or 'E', depending on VLAN range: extended or standard
Optional None
Parameters
Example api/v1/api.php?target=vlan&action=addDomain&domain=6connect.com&range=S
URL
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getAvailable

URL api/v1/api.php?target=vlan&action=getAvailable
Description = get VLANs in a domain that have not been named yet (even names that are ", or just uses their number as a name)

Returns Examples

SUCCESSFUL | {"success":1,"message":"16 VLANs found.
""data":{"1":{"2":null,"3":null,"4":null,"5":null,"6":null,"7":null,"8":null,"9":null,"12":null,"13":null,"15":null,"16":null," 1’

ERROR { "success":0, "message":"error message" }
Required
Parameters = Name Type Example Description
domainld INTEGER or STRING '1,2' ID of the domains to search for
Optional
Parameters  Name Type Example Description

tags INTEGER or STRING  '111,112' | ID of the tags to search for
min INTEGER 24 VLAN to start search

max INTEGER 200 VLAN to end search

Example api/v1/api.php?target=vlan&action=getAvailable&domainld=1&tags=111,112&min=2&max=23
URL

get

URL api/v1/api.php?target=vian&action=get
Description = Searches enabled VLANs. When not given options, returns all enabled VLANs. Note: an optional parameter, unavailable, is used to

Returns Examples

SUCCESSFUL  {"success":1,"message":"2 domains found.
" "data":{"1"{"id":"1","domain":"DefaultDomain","attr_6c":null,"attr_custom":null,"vlans":[{"id":"4","vlan":"105","nan

ERROR { "success":0, "message":"error message" }

Required None

Parameters

Optional

Parameters  Name Type Example Description
unavailable STRING  true Will return available, instead of enabled, VLANs
domainld INTEGER | 1 domain ID
id INTEGER 21 VLAN ID in the vlan table

Example api/v1/api.php?target=vlan&action=get&id=4&unavailable=true
URL

deleteDomain

URL api/v1/api.php?target=vlan&action=deleteDomain
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Description

Returns

Deletes a VLAN domain.

Examples

SUCCESSFUL | {"success":1,"message":"Domain #7 successfully deleted."}

Required Parameters

ERROR { "success":0, "message":"error message" }
Name Type Example Description
domainld INTEGER 7 domain ID

Optional Parameters = None

Example URL api/v1/api.php?target=vlan&action=deleteDomain&domainld=7
updateDomain
URL api/v1/api.php?target=vlan&action=updateDomain
Description = Updates a VLAN domain.
Returns Examples
SUCCESSFUL  {"success":1,"message":"Domain 2
updated","id":"2","data":[{"id":"2","domain":"44.6connect.com","attr_6c":{"range":"S","restricted":[1,1002,1003,10C
"1002":null,"1003":null,"1004":null,"1005":null},"type":"domain","util":{"S":{"used":11,"total":1000}}}]}
ERROR { "success":0, "message":"error message" }
Required
Parameters | Name Type Example Description
domain  STRING | 6connect.com ' Name of VLAN Domain
range | STRING E VLAN range. E for Extended or S for Standard
Optional None.
Parameters
Example api/v1/api.php?target=vlan&action=updateDomain&domain=DefaultDomainnn&range=S&id=1
URL
update
URL api/v1/api.php?target=vlan&action=update
Description = Update properties of a VLAN: name, tags, or both.
Returns Examples

SUCCESSFUL | {"success":1,"message":"VLAN (table ID 11735)
updated”,"id":"11735", "data":[{"id":"11735","vlan":"50", "domain_id":"7","resource_id":null,"name":"","domain_nam
lax.com","tags":[], "tagsString":[J}}

ERROR { "success":0, "message":"error message" }
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Required

Parameters | Name Type Example Description

id INTEGER 11735 VLAN record ID (which is “id” of the VLANSs in “get” action results)
Optional
Parameters | Name Type Example Description

name | STRING or empty string HQ name of the VLAN

tags INTEGER or STRING or empty 111,112  ID of tags to be assigned to this VLAN. Multiple tags IDs are assignable with

string comma delimiter.

Empty parameter will result in no tags being assigned.

Example api/v1/api.php?target=vlan&action=update&id=11735&name=0OReilly&tags=156,159

URL

api/v1/api.php?target=vlan&action=update&id=11735&name=0Reilly

api/v1/api.php?target=vlan&action=update&id=11735&tags=156,159

api/v1/api.php?target=vlan&action=update&id=11735&name=

api/v1/api.php?target=vlan&action=update&id=11735&tags=

removeTags

URL
Description

Returns

Required
Parameters

Optional
Parameters

Example URL

addTags

URL

Description

api/v1/api.php?target=vlan&action=removeTags
Remove tags from a domain's VLAN(s).

Examples

SUCCESSFUL  {"success":1,"message":"VLAN tags for VLANs updated","id":"1","data":[[}

ERROR { "success":0, "message":"error message" }
Name Type Example Description
domainld INTEGER 1 domain ID for domain whose VLANSs will be un-tagged
vlan INTEGER or 500 a single VLAN (not the record ID from the get action results, but actual VLAN ID),
STRING OR
500-510

range of VLANSs (using hyphen for minimum through maximum), OR
comma-delimited list of VLANs and/or VLAN ranges

tagld INTEGER or 150,99 a single tag ID or comma-delimited list of tag ID's
STRING

None

api/vi/api.php?target=vlan&action=removeTags&domainld=1&vlan=500-510&tagld=159
api/v1/api.php?target=vlan&action=removeTags&domainld=1&vlan=400,406,500-510&tagld=159,160

api/v1/api.php?target=vlan&action=addTags

Add tags to a domain's VLAN(s).
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Returns Examples

SUCCESSFUL | {"success":1,"message":"VLAN tags for VLANs updated","id":"1","data":[]}

ERROR { "success":0, "message":"error message" }
Required
Parameters Name Type Example Description
domainld INTEGER 1 domain ID for domain whose VLANSs will be un-tagged
vlan INTEGER or 515 a single VLAN (not the record ID from the get action results, but actual VLAN ID),
STRING OR
500-510
range of VLANSs (using hyphen for minimum through maximum), OR
comma-delimited list of VLANs and/or VLAN ranges
tagld INTEGER or 150,99 a single tag ID or comma-delimited list of tag ID's
STRING
Optional None
Parameters

Example URL | api/vi/api.php?target=vian&action=addTags&domainld=1&vlan=500-510&tagld=159
api/v1/api.php?target=vlan&action=addTags&domainld=1&vlan=400,406,500-510&tagld=159,160

smartAssign

URL api.php?target=vlan&action=smartAssign
Description = Finds and enables an unassigned VLAN matching the provided search parameters and optionally renames it.

Returns Examples

SUCCESSFUL | Return Data: the full domain description, plus the chosen VLAN with its new name (optional)

{"success":1,"message":"VLAN enabled. ","data"{"21"{"id":"21","domain":"Swisscom
Demo","attr_6¢":"{\"range\"\"E\"}","attr_custom":null,"vlans":[{"id":"46183","vlan":"1808", "name":"
RESERVED_DEV"}}}}

ERROR { "success":0, "message":"error message" }
Required
Parameters  Name Type Example Description
domainld INTEGER 15 The Id number of the domain you would like to Smart Assign from.
Optional
Parameters  Name Type Example Description
tags STRING  5,7,12 A comma-separated list of the Tag Ids being used for the Smart Assign.
name | STRING CustomerName_13, The name that will be assigned to the VLAN matching the given search
RESERVED_DEV parameters.

Example api.php?target=vlan&action=smartAssign&domainld=21&name=RESERVED_DEV&tags=5,7,12
URL
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How Do l...

How Do I... (Use Cases)

If you want to get a jumpstart on common APl use cases, you came to the right place! Expand the text areas below for walkthroughs and code
samples of API calls...

® How Do I... (Use Cases)
® |P Blocks - Update Fields
® |P Blocks - Assign / Subassign
* DNS
* DHCP
® Python SDK:
® |P Blocks

IP Blocks - Update Fields

Context: How do | update the notes field of an IP block using the APl in PHP?
= Click here to expand...

1) Start with providing instance information, API key, Secret Key, and DNS Server IP; set up the connection

<?php

//

// This file walks through an example of how to look up a block id number
// in ProVision, and then use it to attach a notes field

//

// supply the URL of your ProVision instance, your API key and your Secret key.
$proVisionURL = "https://ops.6connect.com/ga-4.2.2";

SapiKey = "32-5DAYTJEE2TZHOFOB";

SapiSecretKey = "48b278ec873bda473a323dbc467£8669";

// this example uses 6connect's PHP APIClient

require once("APIClient.php");

// set up the connection

S$apiClient = new APIClient($proVisionURL, S$apiKey, S$apiSecretKey);

2) Split the metadata you want to have showing in the notes, and find the block with which it should associate
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// lets imagine we have some metadata in the following format:

//

$string = "10.1.245.5| |DFW7 |HP a5820x|its-erp.dfw7.us.corp||";

//

// And we want to insert the Colo, Server type, and hostname into the Notes field of
the IP block

// first we split everything up
S$pieces = explode("|", $string);
$ip = S$pieces[0];

Scolo = $pieces[2];

$type = $pieces[3];

Shost Spieces[4];

// then we pull the IP block using the API.

Sparams = array();

$params[ 'block'] = "$ip/32"; // the IP block we're looking for, with netmask
// make the call to the IPAM-GET endpoint

SapiResponse = $apiClient->sendRequest('ipam', 'get',6 $params);

if ($apiResponse->status != 1) {

echo "Could not pull information for block: $ip/32 !\n";

die();
}
if (trim($apiResponse->message) == "No blocks found.") {
echo "IP block $ip/32 not found in ProVison!\n";
die();
}

// we now have the ipObject associated with this IP block. Lets get its block id.
$blockId = $apiResponse->data[0]['id'];
echo "IP block id: $blockId \n";

3) Update the block with the notes

// it is time to update the block with the new notes.

$notes = "S$colo,$type, Shost";

Sparams = array();

Sparams[ 'id'] = $blockId;

Sparams[ 'notes'] = $notes;

// make the call to the IPAM-UPDATE endpoint

SapiResponse = S$apiClient->sendRequest('ipam', 'update', S$params);

// and done!
echo $apiResponse->message . "\n";

IP Blocks - Assign / Subassign
Context: | unassigned an IP address and now it's in the Holding Tank. Now | want to assign an IP from the Holding Tank. | don't want to unassign

an IP randomly, in case it is allocated to a Resource. What are my options?
« Click here to expand...

There are 3 options:

1) If you know the specific IP, you can use use the ipam-get api call to determine if it is in Holding:
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/api/vl/api.php?target=ipam&action=get&cidr=1.2.3.4/32

id:1234,
cidr:"1.2.3.4",

resource name: "Holding"

2) If you want to show all blocks/IPs in Holding, you can use the following ipam-get API call:

/api/vl/api.php?target=ipam&action=get&resourceQuery={"name":"Holding"}

3) If you know the block is in Holding, you can issue another ipam-unassign API call to move it from Holding to Available:
/api/vl/api.php?target=ipam&action=unassign&block=1.2.3.4/32
Context: | need to create a Resource Holder, assign them an IP block, then subassign some IPs out of that block to two new Resource Holders.

What does this look like in Python?
w Click here to expand...

We broke this up in a few steps so it's easier to link together.
1) Let's create a Resource Holder called "Ned"

query_ string =
'target=resource&action=add&meta[type]=entry&meta[section]=resource-holder&meta[name]=N

+= 'gapiKey=' + api key

hash = base64.b64encode( hmac.new(api secret key, query string,
hashlib.sha256).digest() )

url = base url + '?' + query string + '&hash=' + hash

print 'Create Ned resource holder'
print url, "\n"

data = json.load(urllib2.urlopen(url))
ned resource id = data['data']['id']

2) Now let's add the 213.29.27.0/24 IP block

query string = 'target=ipam&action=add&rir=RIPE&block=213.29.27.0/24"'
query string += '&apiKey=' + api_ key

hash = base64.b64encode( hmac.new(api_secret key, query_ string,
hashlib.sha256).digest() )

url = base url + '?' + query string + '&hash=' + hash

print 'Create 213.29.27.0/24 block'
print url, "\n"
data = json.load(urllib2.urlopen(url))

3) With the block in the system, we can assign 213.29.27.0/24 to "Ned" the Resource Holder

query string = "target=ipam&action=directAssign&block=213.29.27.0/24&resourceld=%d"
% (ned_resource_id)

query string += 'sapiKey=' + api_key

hash = base64.b64encode( hmac.new(api_ secret key, query string,
hashlib.sha256).digest() )

url = base url + '?' + query string + '&hash=' + hash

print 'Assign 213.29.27.0/24 block to Ned'
print url, "\n"
data = json.load(urllib2.urlopen(url))
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4) Since we plan on assigning IPs out of this block, we should enable subassignments for 213.29.27.0/24

query string =

'target=ipam&action=update&block=213.29.27.0/24&allowSubAssignments=true’

query string
hash

hashlib.sha256).

url

+= '&apiKey=' + api_ key
= base64.b64encode( hmac.new(api secret key, query string,
digest() )

= base_url + '?' + query string + '&hash=' + hash

print 'Update 213.29.27.0/24 to allow sub assignments'

print url, "\n"

data = json.load(urllib2.urlopen(url))

5) Now let's create a Resource Holder "Tara"

query string =

"target=resource&action=add&metal[type]=entry&meta[section]=resource-holder&meta[name]=T
% (ned resource_ id)

query string
hash
hashlib.sha256)
url

+= '&apiKey=' + api key
= base64.b64encode( hmac.new(api_secret key, query_ string,

.digest() )

= base url + '?' + query string + '&hash=' + hash

print 'Create Tara resource holder'

print url, "\n"

data = json.load(urllib2.urlopen(url))

tara_resource_id

= data['data']['id"]

6) To keep it interesting, let's create another Resource Holder "Una"

query string =

"target=resource&action=add&meta[type]=entry&meta[section]=resource-holder&meta[name ]=U
% (ned _resource id)

query string
hash
hashlib.sha256)
url

+= 'gapiKey=' + api key
= base64.b64encode( hmac.new(api secret key, query string,

.digest() )

= base url + '?' + query string + '&hash=' + hash

print 'Create Una resource holder'

print url, "\n"

data = json.load(urllib2.urlopen(url))

una_resource id

= data['data']['id']

7) Assign a /28 block from Ned's 213.29.27.0/24 to Tara

query string =

"target=ipam&action=smartAssign&type=ipv4&rir=RIPE&mask=28&&resourceld=%d&assignedResou
% (tara_resource_id, ned resource_ id)

query string
hash

+= '&apiKey=' + api_ key
= base64.b64encode( hmac.new(api secret key, query string,

hashlib.sha256).digest() )

url

= base url + '?' + query_string + '&hash=' + hash

print 'Assign block from Ned\'s 213.29.27.0/24 to Tara'

print url, "\n"

data = json.load(urllib2.urlopen(url))

8) Then assign another /28 block from Ned's 213.29.27.0/24 to Una
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query string =
"target=ipam&action=smartAssign&type=ipv4&rir=RIPE&mask=28&&resourceld=%d&assignedResou
% (una resource id, ned resource id)

query string += '&apiKey=' + api key

hash = base64.b64encode( hmac.new(api secret key, query string,
hashlib.sha256).digest() )

url = base url + '?' + query string + '&hash=' + hash

print 'Assign block from Ned\'s 213.29.27.0/24 to Una'
print url, "\n"
data = json.load(urllib2.urlopen(url))

DNS

Context: | need to set up a DNS server using ProVision's APl in PHP, create a zone with a few simple records, and push it to the server.
« Click here to expand...

1) Start with providing instance information, API key, Secret Key, and DNS Server IP

<?php

//

//

// supply the URL of your ProVision instance, your API key and your Secret key.
$provisionURL = "https://ops.6connect.com/ga-4.2.2";

SapiKey = "Nnvz8xKzDQUWke6gDxb";

SapiSecretKey = "2YojRbrHnToPZ7cDeFBzcTAvcfMbPVmX";

// this example uses 6connect's PHP APIClient

require once("APIClient.php");

// set up the connection

$apiClient = new APIClient($proVisionURL, $apiKey, S$apiSecretKey);

// save this. IP of the DNS Server we're creating.
$serverIp = "208.39.106.184";

2) Add a DNS server
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// begin making api calls. We begin by adding a simple DNS server.
Sparams = array();

$Sparams[ 'displayName'] = "Example Server"; // the pretty name of the DNS server
$Sparams|[ 'server'] = "208.39.106.184"; // the IP of the DNS Server

Sparams|[ 'active'] = 1; // whether or not this server is currently enabled
Sparams|[ 'transferType'] = "SCP"; // we are using an
ISC Bind server which we will communicate with via SCP

Sparams[ 'username'] = "6connect"; // the username used to SCP zones to this
server

Sparams|[ 'password'] = "password"; // the password used to SCP zones to this
server

$params|[ 'port'] = 22; // the port used
to SCP zones to this server

Sparams|[ 'serverType'] = "master"; // whether this server is a master or a
slave

$params[ 'SOA'] = "nsl.dns.6connect.net. hostmaster.6connect.net."; // the default SOA
Sparams|[ 'remoteDirectory'] = "/tmp/"; // where to place the zone files on the
server

$params|[ 'namedConfPath'] = "/tmp/"; // the path to the zones within the
configuration file. Usually the same as 'remoteDirectory'

Sparams|[ 'postCommand'] = "touch /tmp/allFinished"; // the command to execute on

the server after the transfer is complete.
// add the server
SapiResponse = $apiClient->sendRequest('dnsServer', 'add',6 $params);

if ($apiResponse->status == 1) {

echo "Successfully added DNS Server '" $params[ 'displayName'] . "'\n";
} else {

echo "Could not add DNS Server '" . $params|['displayName'] . "' !\n";
die();

}

// now we fetch the id of our newly created server
Sparams = array();
SapiResponse = $apiClient->sendRequest('dnsServer', 'get', $params);
$data = SapiResponse->data;
for ($i = 0; $i < count($data); $i++) {
if ($data[$i][ 'server'] == $serverIp) {
// we save the id for later.
SserverId = S$data[$i]['id'];
break;
}
}

echo "Server Id is: S$serverId \n";

3) Create a zone
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// okay, DNS server is set up -- time to create a zone.
Sparams = array();

Sparams|[ 'zoneName'] = "atestzone.com"; // zone name
Sparams|[ 'zoneResourceId'] = 1; // the owner of the zone; 1 is default
SapiResponse = $apiClient->sendRequest('zone', 'add', $params);
if (SapiResponse->status == 1) {
echo "Successfully added DNS Zone '" $params|[ 'zoneName'] . "'\n";
} else {
echo "Could not add DNS Zone '" . $params['zoneName'] . "' !\n";
die();
}

// snag the zoneld for later.
$zoneId = $apiResponse->data;

4) Add Zone records
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// Lets add some records to our new zone!
Sparams = array();

$params[ 'newRecordZoneId'] = $zoneld; // parent zone id
$params|[ 'newRecordType'] = 'A'; // record type
Sparams[ 'newRecordHost'] = "www"; // the host field of the record
$params[ 'newRecordvValue'] = "1.2.3.4"; // the value field of the
record
$params|[ 'newRecordTTL'] = "3600"; // the value of the TTL field
SapiResponse = $apiClient->sendRequest('record', 'add', S$params);
if (SapiResponse->status == 1) {
echo "Successfully added Record to zone #$zoneId\n";
} else {
echo "Could not add Record to zone #$zoneId!\n";
die();
}
Sparams = array();
$params|[ 'newRecordZonelId'] = $zoneld; // parent zone id
Sparams[ 'newRecordType'] = 'A'; // record type
$params|[ 'newRecordHost'] = "dev"; // the host field of the
record
$params[ 'newRecordvValue'] = "2.3.4.5"; // the value field of the record
S$Sparams[ 'newRecordTTL'] = "3600"; // the value of the TTL field
SapiResponse = $apiClient->sendRequest('record', 'add', $params);
if ($apiResponse->status == 1) {
echo "Successfully added Record to zone #$zoneId\n";
} else {
echo "Could not add Record to zone #$zoneId!\n";
die();
}
Sparams = array();
$params|[ 'newRecordZonelId'] = $zoneld; // parent zone id
$params[ 'newRecordType'] = 'A'; // record type
$params[ 'newRecordHost'] = "cloud"; // the host field of the record
$params|[ 'newRecordvValue'] = "3.4.5.6"; // the value field of the
record
$params[ 'newRecordTTL'] = "3600"; // the value of the TTL field
SapiResponse = $apiClient->sendRequest('record', 'add', $params);
if ($apiResponse->status == 1) {
echo "Successfully added Record to zone #$zoneId\n";
} else {
echo "Could not add Record to zone #$zoneId!\n";
die();
}

4) Link the Zone to the new DNS server and push
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// Okay, we have some zones with records. Time to link this zone to the new DNS

Server
Sparams = array();
Sparams|[ 'serverId'] = $serverId; // the server id
Sparams[ 'zoneId'] = $zoneld; // the zone id
Sparams|[ 'serverSlave'] = 0; // not a slave zone
SapiResponse = $apiClient->sendRequest('zoneLinkage', 'add', $params);
if ($apiResponse->status == 1) {
echo "Successfully linked Zone #$zoneId to server #serverId\n";
} else {
echo "Could not link Zone #S$zoneld to server #serverId!\n";
die();
}

// now we can push the zone to the server
Sparams = array();

Sparams|[ 'zoneId'] = $zoneld; // the zone id to push
SapiResponse = $apiClient->sendRequest('dnsServer', 'transferSingle',6 $params);
if ($SapiResponse->status == 1) {

echo "Zone pushed!\n";
} else {

echo "Could not push zone!\n";

die();
}
2>

DHCP

Context: | need to attach the DHCP module as a child
« Click here to expand...

DHCPv2 functionality is enabled on a particular resource by attaching a DHCP Module as a child. A command to do this is as follows:

[ProVision root]/api/vl/api.php?target=resource&action=add

data:
meta[type]: dhcp module
meta[name]: [parent resource id] DHCP Module
meta[parent_id]: [parent resource id]

The special resource type “dhcp_module” indicates to ProVision that the DHCP system is enabled for the parent object. The attributes
associated with the “dhcp_module” resource govern the DHCP system's behavior.

Updating the attributes of a DHCP Server uses a Resource Update command:

[ProVision root]/api/vl/api.php?target=resource&action=updatesmeta[id]=2178
smeta[type]=dhcp module&fields[ dhcp attributes][]={"type":"ISC", "notes":"notes go
here","username":"username", "port":"port", "config test":"/etc/init.d/dhcpd

configtest", "server_stop":"/etc/init.d/dhcpd stop","server start":"/etc/init.d/dhcpd
start","config path":"/tmp/dhcpd.conf","option routers":"192.168.0.0","option domain na
line 1","freeLine2":"free line 2","freeLine3":"free line 3"}

This command appears rather complicated, but can be broken apart into reasonable pieces. The first section:
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target=resource&action=update&meta[id]=2178&meta[type]=dhcp module

is familiar from other parts of ProVision. We are updating a resource of type “dhcp_module” whose resource id is 2178. The second section
of the command details the update values, starting with

fields[ dhcp attributes][]=

which contains a JSON-encoded string of all the fields specific to a DHCP server's function. When expanded into its full object form it is
substantially easier to digest:

"type":"ISC",

"notes":"notes go here",

"username": "username",

"port":"port",

"config test":"/etc/init.d/dhcpd configtest",
"server stop":"/etc/init.d/dhcpd stop",
"server_start":"/etc/init.d/dhcpd start",
"config path":"/tmp/dhcpd.conf",

"option routers":"192.168.0.0",
"option_domain_name_ servers":"nsl.6connect.com",
"option_domain name":"6connect.com",
"authoritative":"1",
"default lease time":"600",
"max_lease_time":"7200",

"local port":"67",

"log facility":"local7",

"password": "password",

"server ip":"192.168.0.1",

"freeLines":3,

"freeLinel":"free line 1",
"freeLine2":"free line 2",
"freeLine3":"free line 3"

This object describes all the most common DHCP server configuration options. For a full explanation of each of the fields, see the Detailed
API Specification later in this document.

Please note that the object above must be passed to the DHCP system as a JSON-encoded string. It must be passed into the special
“_dhcp_attributes” attribute for it to be functional, as in the example URL.

Context: | need to add a DHCP aggregate
w Click here to expand...

An example command to add a DHCP Aggregate is:

[ProVision root]/api/vl/api.php?target=ipam&action=add&block=192.168.0.0/24&rir=
1918&vlan=&tags=&region=&resourceId=1282&allowSubAssignments=true
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The important part to note is that the IP block is being assigned to resourceld 1282, which corresponds to the DHCP Available resource. The
DHCP Available resource is a system-level resource which is used to hold all unassigned DHCP IP addresses. Every instance has its own

DHCP Available resource, whose id can be found with the following command:

[ProVision root]/api/vl/api.php?target=resource&action=get&slug=dhcp-available

New DHCP subnets and hosts draw their IPs from this pool. If there are no IPs in the DHCP Available pool new subnets and hosts will not be

able to be created.

DHCP IP aggregates are fetched, updated, split, and deleted using the standard IPAM management AP| endpoints. Please see the IPAM
API Documentation. for details.

Context: | need to add a DHCP Pool
= Click here to expand...
Similar to how the “dhcp_module” resource was created above, the command to create a DHCP Pool is as follows:
[ProVision root]/api/vl/api.php?target=resource&action=add&metaltype]=dhcp pool
&meta[name ]=New
Subnet&fields[ dhcp type][]=subnet&fields[ dhcp pool attributes][]={"mac":"","rangeStar
Line 1","freeLine2":"Free Line 2","freeLine3":"Free Line 3"}

The first half of this command is relatively straightforward:

target=resource&action=add&meta[type]=dhcp pool&meta[name]=New Subnet

This section informs the API that we wish to create a new, empty “dhcp_pool” resource whose name is “New Subnet.”

nonmn
H

fields[ dhcp type][ ]=subnet&fields[ dhcp pool attributes][]={"mac":"","rangeStart
,"freeLines":3,"freeLinel":"Free Line 1","freeLine2":"Free Line

s

"rangeEnd":
2" ,"freeLine3":"Free Line 3"}

The second half of the command behaves in a similar manner to the “dhcp_module.” The “_dhcp_pool_attributes” field holds a
JSON-encoded string which describes the dhcp_pool resource. When expanded, the JSON string becomes the following object:

{

n nonmn

mac
"rangeStart":"",
"rangeEnd":"",
"freeLines":3,
"freeLinel":"Free Line 1",
"freeLine2":"Free Line 2",

"freeLine3":"Free Line 3"

For a full explanation of each of the fields, see the Detailed API Specification.

Please note that the object above must be passed to the DHCP system as a JSON-encoded string. It must be passed into the
“_dhcp_pool_attributes” attribute for it to be functional, as in the example URL.
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Once a dhcp_pool resource is in the system it can be updated with IP data obtained from the IP Management system. Under DHCPv2, the
DHCP system uses all the standard IPAM API| endpoints and can make use of both the smartAssign and the directAssign methods. Please
see the IPAM API documentation for details.

Context: | need to link a DHCP pool to a DHCP server
~ Click here to expand...
An example of building a link between a dhcp_pool and a DHCP Server is:

[ProVision root]/api/vl/api.php?target=resource&action=addLink&resource id1=2178&
resource_id2=1452&relation=dhcpPoolLink

The Resource Linkage system controls which DHCP Pools are associated with a given DHCP Server. In the case of linking a DHCP Pool to

a DHCP Server, the relation used is “dhcpPoolLink”. This is a directional link, so it is important that resource_id1 and resource_id2 do not get
confused.

relation: "dhcpPoolLink"
resource_idl: the id of the dhcp module this pool is being linked to
resource_id2: the id of the dhcp pool being linked

It is very important that resource_id1 not be confused with resource_id2. The link will not function with the values reversed.

To undo the above and break a DHCP Pool link, use the same command but substitute “deleteLink” for the action “addLink”.

[ProVision root]/api/vl/api.php?target=resource&action=deleteLink&resource id1=2178&
resource_id2=2179&relation=dhcpPoolLink

Context: | need to push a DHCP config file
w Click here to expand...

Once the server has been configured according to the previous sections, hitting the following API endpoint will trigger a DHCP push:

[ProVision root]/api/vl1/api.php?target=dhcp&action=push&id=2178

The “id” in the above string is the id of the dhcp_module resource attached to the server you whose configuration is to be pushed. The API
return payload will contain success or failure codes, as well as a description of any errors which might have occurred.

When a DHCP configuration file is pushed an SSH connection is opened to the configured server using the user, password, and port supplied
to the '_dhcp_attributes' attribute on the dhcp_module resource. If the system successfully connects, it will assemble a DHCP configuration
from the information given to the dhcp_module's '_dhcp_attribute' attribute and then parse and add in all linked dhcp_pool resources.

After the assembled file has been transferred to the DHCP server it will be placed in the location given by 'config_path' on the dhcp_module,
and then the command described in 'config_test' will be run to determine whether or not this new file parses correctly. If 'config_test' is blank
or omitted, this step is skipped.

If the file parses correctly the DHCP will be stopped and restarted according to the 'server_stop' and 'server_start' commands on the DHCP

module. If there are errors at any point the system backs out, replaces old config files, and reports the errors via the 'message’ return field of
the API call.

Python SDK:
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IP Blocks

Context: How do | create aggregates, get block information, and delete aggregates using the API / python SDK?
« Click here to expand...

#!/usr/bin/python
from apiclient import APIClient, APIResponse

# REPLACE WITH CORRECT VALUES FOR YOUR INSTANCE

base_url '"https://<ProVision Instance URL>'

api_key '00-ABCDEFGHIJ123456"

api_secret_key = '0123456789abcdef0123456789%abcdef’

# create the APIClient

client = APIClient(base_url, api_key, api_secret_key)

# create aggregate 1.2.3.0/24

target = 'ipam'
action = 'add'
params = {'block': '1.2.3.0/24', 'rir':'ARIN'}

url = client.get request_url(target, action, params)
print url
response = client.make_api call(target, action, params)

print response

# get block 1.2.3.0/24

target 'ipam'’

action get
params = {'block': '1.2.3.0/24'}

url = client.get request url(target, action, params)
print url

response = client.make api call(target, action, params)

print response
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# delete aggregate 1.2.3.0/24

target = 'ipam'

action = 'delete'

params = {'block': '1.2.3.0/24'}
url = client.get request url(target, action, params)

print url
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response = client.make api call(target, action, params)

print response
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Reverse API

Reverse API

® Reverse API
® Qverview
® API Call Formatting
® Reverse API Detail:

Overview

Reverse API Tools - Beta

ProVision's Reverse API calls and Ul elements allow for integration with outside APIs to improve workflow and create custom display content. In
the ProVision user interface, the Reverse API page allows for endpoints to be built and provides a text editor to create presentation JavaScript
commands. This JavaScript presentation code is then displayed in the Reverse API Gadget.

corp.6connect.com

Section: Server
Category: Uncategorized

CPU Usage RAM Usage Port Traffic

100 B +
. T 700 k

b1 600 k
80

500 k
7o 400 k
. w 200 k |
50 200 k I
. kL] 100 k |
. : A o e o i oo Bt
0 rwmw"ftmvrmwwmw‘iyr '\r
20 100 k |
10 €0 200 k | |
5 200 k |
Wed 00: 00 Wed 12:00 Wed 00 00 Wed 12: 00 ' Wed 00:00 Wed 12:00
Server Alerts Physical Storage Sensors

Checks succeeded 2015-03-13 08:50:29  /Volumes/Backup 99% Used
Checks succeeded 2015-03-13 08:40:48 36% Used
Recovery notification sent  2015-03-12 19:30:47
Checks succeeded 2015-03-12 19:30:46

Alert notification sent
Checks failed

Recovery notification sent
Checks succeeded

Alert notification sent
Checks failed

Recovery notification sent

2015-03-12 19:25:14
2015-03-12 19:25:13
2015-03-12 10:55:35
2015-03-12 10:55:35
2015-03-12 09:26:03
2015-03-12 09:26:03
2015-03-09 15:40:19

Remove Endpoint: Observium RAM Graph

B Add Endpoint: Observium Storage Graph [ m

Using the ProVision Reverse API (rAPI), you can perform these same actions and customize to meet your specific needs outside of the ProVision
ul.

API Call Formatting

Reverse API (rAPI) calls are made to hit a user-defined URL or command line program. If the rAPI type is set to 'external,' the system makes a
HTTP request. If the rAPI type is set to 'local', it executes the call on the command line of the local machine. In both cases the call is first
customized with the attributes of the resource supplied to the execute function. This allows a single rAPI endpoint to serve a wide array of
individual resources, fetching only information relevant to that particular resource without having to store anything locally.
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rAPI calls are formatted thusly:

http://observium.tcp0.com/graph.php?height=200&width=265&type=device bits&legend=no&userns

The interesting part about this URL is the bit in curly-braces: {observium-id}. When this call is made, the system decodes the URL by searching
for everything within curly-braces and replaces it with data pulled from a resource. A rAPI call may have as many or as a few curly-brace
replacement targets as is needed. Each curly-brace target will be replaced with exactly one resource attribute. All targets must be successfully
replace for the command to succeed.

For example, when this rAPI call is decoded with information from the 1-dev resource, the decoded call is as follows:

http://observium.tcp0.com/graph.php?height=200&width=265&type=device bits&legend=no&userns

The rAPI service then pulls the data from that URL, pairs it with its presentation code, and returns it via the execute endpoint. If a user attempted
to execute the above call on a resource which did not have the “observium-id” property, the execute endpoint would return the following error:
"Reverse API Call references token 'observium-id', which does not exist in resource."

All curly-brace calls reference a resource attribute by their unique resource slugs. The list of available resource attributes can be
customized using the existing resource system endpoints.

Curly-brace targets may take the form {parent.observium-id}. The “parent.” prefix indicates that in decoding this particular brace, the
attributes of the resource's parent are to be used.

Reverse API Detail:

For detail on the Reverse API calls and parameters, proceed to Reverse API - Detail.
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Reverse API - Detail

®* Reverse APl Module

® reverseAPI_add
reverseAP|_get
reverseAP|_delete
reverseAP|_update
reverseAP|_execute

Reverse APl Module

reverseAPIl_add

URL /api/v1/api.php?target=reverseAP|&action=add
Description = Add a Reverse API Endpoint

Returns Examples:

SUCCESSFUL  performs ResourceAPI->Get operation to return the newly-created entry, thus will appear similar to a "Get"
return:

{"success":1,"message":"Reverse API| endpoint
added","data"{"id":"1","name":"TestPoint2","type":"local","created_by":"user","last_modified":"2015-04-01
12:24:57""call":"http:VWwww.test.com?api.php","presentation":null}}

ERROR {"success":0, "message":"error message"}
Required
Parameters  Name Type Example Description
name | STRING TestPoint2 The name of the rAPI object
type STRING | local The type of the rAPI object. Valid settings are 'local' and
‘external'.
call STRING | http://www.test.com?api.php&server={serverld The URL or the system path which is first decoded against
} a resource and then hit when this rAP| endpoint is invoked.
Optional
Parameters  Name Type Example Description
presentation STRING ' endpoint = function(data, outputDiv) The Javascript code used to display this endpoint on
{console.log(outputDiv);}; a resource page.

Example /api/v1/api.php?target=reverseAP|&action=add&name=TestPoint2&type=local&call=
URL http://www.test.com?api.php&server={serverld}

reverseAPIl_get

URL /api/v1/api.php?target=reverseAP|&action=get

Description = Fetches one or more Reverse API endpoints
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Returns Examples:

SUCCESSFUL | An array of ReverseAPI objects:

{"id":"535","name":"Observium RAM Graph","type":"external","created_by":"user","last_modified":"2015-03-18
09:16:49","call":"http:VWobservium.tcp0.comVgraph.php?height=200&width=265&type=device_ucd_memory&leg
= function(data, outputDiv) {\n\n  outputDiv.css('font-family','Helvetica, Arial, sans-serif;');\n\n\toutputDiv.append
{\n\t\toutputDiv.append(\"<div >No data returned<Vdiv>\");\n\t\treturn;\n\tp\n\n\toutputDiv.append('<div style=\"ma
V><vdiv>');\n};"}

ERROR {"success":0, "message":"error message"}

Return Detail:

Name Type Description

id INTEGER  The id of the rAPI objectSt
name STRING The name of the rAPI object
type STRING The type of the rAPI object

created_by STRING What user created the rAPI object
last_modified DATETIME When this rAPI object was last changed
call STRING The URL or the system path which is first decoded against a resource and then hit when this rAPI er

presentation | STRING The Javascript code used to display this endpoint on a resource page.

Required None

Parameters
Optional
Parameters  Name Type Example  Description
id INTEGER 535 The id of the rAPI objectSt
name STRING  TestPoint2 The name of the rAPI object
type STRING  external The type of the rAPI object. Valid settings are 'local' and 'external'.
created_by A STRING  user The user who created the rAPI object

Example /api/v1/api.php?target=reverseAP|&action=get&name=TestPoint2
URL

reverseAPI_delete

URL /api/v1/api.php?target=reverseAPl&action=delete
Description Delete a rAPI endpoint
Returns Examples:

SUCCESSFUL | {"success":1,"message":"Reverse API endpoint deleted"}

ERROR {"success":0, "message":"error message"}
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Required Parameters
Name Type Example  Description

id INTEGER 535 The id of the rAPI objectSt

name STRING | TestPoint2 The name of the rAPI object

Optional Parameters = None

Example URL /api/v1/api.php?target=reverseAP|&action=delete&id=535&name=TestPoint2

reverseAPI_update

URL /api/v1/api.php?target=reverseAPl&action=update
Description = Update an existing rAPI endpoint

Returns Examples:

SUCCESSFUL ' ResourceAPI->Get updated object, thus will appear the same as a "Get" return:

{"id":"635","name":"Observium RAM Graph","type":"external","created_by":"user","last_modified":"2015-03-18
09:16:49","call":"http:\Wobservium.tcp0.comVgraph.php?height=200&width=265&type=device_ucd_memory&leg
= function(data, outputDiv) {\n\n  outputDiv.css('font-family','Helvetica, Arial, sans-serif;');\n\n\toutputDiv.append
{\n\t\toutputDiv.append(\"<div >No data returned<Vdiv>\");\n\t\treturn;\n\tp\n\n\toutputDiv.append('<div style=\"ma
V><Vdiv>');\n};"}

ERROR {"success":0, "message":"error message"}
Required
Parameters  Name Type Example Description
id INTEGER 535 The id of the rAPI objectSt
Optional
Parameters  Name Type Example Description
name STRING ' TestPoint2 The name of the rAPI object
type STRING | external The type of the rAPI object. Valid setting
call STRING | http://www.test.com?api.php&server={serverld}&action=12 The URL or the system path which is firs

presentation STRING ' endpoint = function(data, outputDiv) {console.log(outputDiv);}; = The Javascript code used to display this

Example /api/v1/api.php?target=reverseAP|&action=update&id=535&name=TestPoint2
URL

reverseAPIl_execute

URL /api/v1/api.php?target=reverseAP|&action=execute

Description | Decodes a rAPI call against a Resource, executes the resulting string, returns the result along with the presentation code
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Returns Examples:

SUCCESSFUL | The result of a rAPI call customized for the supplied resource

{“data”:"\u0017\u00fbD","presentation":"endpoint = function(data, outputDiv)
{\n\n\toutputDiv.css('font-family','Helvetica, Arial, sans-serif;");\n\n\toutputDiv.append(\"<div
style='font-size:18;'>Port Traffic<Vdiv>\");\n\n\tif (data == \"\") {\n\t\toutputDiv.append(\"<div>No data
returned<Vdiv>\");\n\t\treturn;\n\tp\n\n\toutputDiv.append('<div
style=\"margin-left:-15px;margin-top:-3px;\"><img src=\"data:imageVpng;base64,' + btoa(data) + \"
V><\vdivs');\n}"

ERROR {"success":0, "message":"error message"}
Return Detail:

Name Type Description
data MIXED  The result of the reverse API call. Could be binary data, could be JSON.

presentation = STRING = The presentation javascript which pairs with this rAPI call

Required
Parameters = Name Type Example Description
id INTEGER 537 The id of the rAPI objectSt
resource_id INTEGER 2245 ID of the resource
Optional None
Parameters

Example /api/v1/api.php?target=reverseAPl&action=execute&id=537&resource_id=2245
URL
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CLI (Alpha)

Command Line Interface - ALPHA

® Command Line Interface - ALPHA
® Qverview
® CLI Commands (ALPHA)

Overview
The command line interface for ProVision is a beta feature that has been release for feedback.

How to Access the CLI from your browser
When logged into ProVision via a web browser, use the key combination "Control+Shift+S" or "Control+Shift+~" to access/close the
CLI

CLI Commands (ALPHA)

CLI Help
When in the CLI, type:

ipam man

for sample commands and syntax

Currently, the CLI supports the following commands:
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ipam <command> [-t] [<cidr>] [<resource name>] [<args>]
show: show details for a block. Examples:
- "ipam show 10.0.0.0/8" will show details for the block 10.0.0.0/8

- "ipam show holding" will show details for all blocks in the Holding
Tank

nn

- "ipam show "<resource name>
assigned to <resource name>

will show details for all blocks

add: add a block. ex: "ipam add 192.168.0.0/24"

update: update attributes for a block. ex: ipam update 192.168.0.0/24 --vlan=100
tags=VM, Dev

assign: assign a block to a resource. ex: ipam assign 192.168.0.0/24 "<resource
name>"
assign: smart assign a block to a resource. ex: ipam assign --mask=24 --rir=ARIN

—--type=ipv4 "<resource name>"

unassign: reclaims a block from a resource and places it in the Holding Tank. If the

block is already in the holding tank, reclaims it an makes it available.
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Toolkit

Toolkit Modules

6connect provides customers with additional CLI modules for ProVision power users in the /tools directory. These tools are outlined below.

® Toolkit Modules
® Users / Permissions
® Add User
® Rebuild Permissions
* DNS
® Audit Forward DNS
® Audit Reverse DNS
® Database
¢ Database Analyzer
® Database Reset
® Import
® [PPlan Importer:
® |Internal 6¢connect Tools
® Additional Information:

Users / Permissions

Add User

File: add-user.php

Description: Adds a new user to 6connect Provision. Especially useful if an admin has locked themselves out and has access to the local server,
or for adding additional credentials to a new local installation. The tool walks through the required information.

Command: “php add-user.php"

Rebuild Permissions

File: rebuild-permissions.php

Description: Will rebuild the cached permissions for the specified resource id. Should not be used outside of a db reset, or a corruption of the
permissions cache.

Command: “php rebuild-permissions.php"

DNS

Audit Forward DNS

File: audit_forward_dns.php

Description: Audits the forward DNS for a specified IP block, comparing the DNS records in 6connect to a publicly facing server. Will provide
detail output showing resolved records, if records conflict and why.

Command: “php audit_forward_dns.php”

Options:

-v Sets verbose mode to print debug information

-a <message key> run as asycronous request (note: you should not use this, it is for the GUI)

-b <ip block> IP block in cird notation to audit dns for.

-n <name server> FQDN or IP address of specific name server to resolve records against. Defaults to 8.8.8.8.

-h print help

Audit Reverse DNS
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File: audit_reverse_dns.php

Description: Audits the reverse DNS for a specified IP block, comparing the DNS records in 6connect to a publicly facing server. Will provide
detail output showing resolved records, if records conflict and why.

Command: "php audit_reverse_dns.php"

Options:

-v Sets verbose mode to print debug information

-a <message key> run as asycronous request (note: you should not use this, it is for the GUI)

-b <ip block> IP block in cird notation to audit dns for.

-n <name server> FQDN or IP address of specific name server to resolve records against. Defaults to 8.8.8.8.

-h print help

Database

Database Analyzer

File: databaseAnalyzer.php

Description: Takes two MySQL dump files for input, one thought to be the “good” database, and one the “bad” to compare against each other for
differences. Is used internally to audit database changes after an upgrade to ensure all changes for the upgrade were committed by comparing
against the template database for that release. Can be useful for diagnosing missed upgrades, or other database issues. Could be used on any
set of databases, and is not 6connect specific.

Command: "php databaseAnalyzer.php"

Options:

-v Sets verbose mode to print debug information

-a <database name> Required - the 'good' database to comapre against.

-b <database name> Required - the 'bad' database to check for incorrect information.

-g <globals file> Optional - The script will automatically look to the globals.php file for database connection information. This option can be used to
specify and alternate file, or file location.

-h print help

Database Reset

File: dbReset.php

Description: This tool resets portions or all of the database to factory defaults. Can reset only IP, DNS, or Resource information or all all three. If
erasing resource information, you need to enter a user to assume global admin permission to log back in with. Even if this isn’t specified, the
add-user tool can be used to add a user back after. We recommend creating a backup prior to using this tool, and only use if you are sure you
know what you are doing!

Command:"php dbReset.php"

Options:

-v Sets verbose mode to print debug information

-i Erases any and all IP information. Tags, regions, and other IPAM preference settings are not changed.

-d Erases any and all DNS information including zones, records, and archive data. Does not affect DNS perference settings, or configured DNS
servers.

-r Resets all resource information back to the factory defaults, and removes all associated information (user groups, files, etc).
-u <user name> User name that will have Global Admin permissions restored on the default resources

-h print help
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Import

IPPlan Importer:

File: ipplan_import.php

Description: The IPPlan Importer is a command-line tool to import IPs from an IPPlan database into ProVision. Details on how to use this tool are
available at IPPlan Importer.

Command: "php ipplan_import.php"
Options:

For options, refer to IPPlan Importer.

Internal 6¢connect Tools

The following tools contained in the /tools folder are for 6connect internal use only:

File: scp_wrapper.php - Internal 6connect tool, not meant for command line use.

File: s64_restart_master - Internal 6connect tool, not meant for command line use.

File: s64_restart_slave - Internal 6connect tool, not meant for command line use.

File: async_import.php - Internal 6connect tool, not meant for command line use.

File: importBigDump.php - Internal 6connect tool supporting IPPlan Importer, not meant for command line use.
File: ipplan_functions.php - Internal 6connect tool supporting IPPlan Importer, not meant for command line use.
File: dns_transfer_server.php - Internal 6connect tool, not meant for command line use.

File: observium_import.php - Internal 6connect tool, not meant for command line use.

File: digAndLookup.php

File: pullLAMPInfo.php

Additional Information:

® |PPlan Importer
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IPPlan Importer

IPPlan Importer

¢ [PPlan Importer
® Overview
® Before you begin:
® Connector Method (Results in .csv files only):
® |mporter Method (Results in full import):
® Run & Set the RIR:
® Additional Run Options:
® Load SQL Without Importing
Generate CSV Without Loading SQL
Generate CSV No Overwrite
Generate CSV With RIR
Run Only Import
Run Import No Overwrite

Overview

The IPPlan Importer is a command-line tool to import IPs from an IPPlan database into ProVision. This tool can be used via two approaches:
generating .csv files via the tool only, then using the ProVision IP Import Ul to import the csv files (Connector), or as a full command-line import
solution, bypassing the ProVision Ul entirely (Importer).

Options:
1) Generate .csv files to use with the IP Import - Upload/Import from CSV tool through the ProVision UL.

2) Import IPs directly into ProVision without accessing the Ul.

Before you begin:

You will need:

® A MySQL export of IPPlan created from mysgldump, located on the same server / accessible from the IPPlan Importer tool.
® Administrative access to your ProVision instance folder

Accessing the Tool and Showing Help Instructions:
The tool is located in tools/ipplan_import.php. A help document is provided listing example commands and detailed situation-specific options.
To execute it, you must preface it with "php" program. From from your instance's root folder, the command would be:
"php tools/ipplan_import.php --help"
If you are in the tools folder, the command would be:
"php ipplan_import.php --help"

This will bring up the help / instruction document. It is also provided below.
« Click here to see the IPPLan Importer help text...
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Help File Text
usage: php ipplan_import.php [options] <SQL dump file>
Examples:

For creating CSV's for use in ProVision IP importer:
php ipplan_ import.php filename.SQL --csv

For creating CSV's, but do not load SQL file if one already has been:
php ipplan_ import.php filename.SQL --csv --no-overwrite

For importing data from SQL dump. Note that you must specify RIR:
php ipplan_ import.php filename.SQL --rir=1918

For importing data from SQL dump, if one hasn't been loaded already:
php ipplan_import.php filename.SQL --rir=1918 --no-overwrite

Caution: By default, SQL dump will be loaded into database 'provision import ipplan'.
If database already exists it will be dropped, unless --no-overwrite option is
specified.

options:

--only-import - Skip loading SQL file. Instead, import existing data in database
'provision_import_ipplan'.

--only-sqgl - Load SQL dump into database 'provision import ipplan'. --only-import
can be run at a later time to use loaded database.

--rir=RIR - (required for import) RIR for IP's
OPTIONS IF LOADING SQL FILE:

--no-overwrite - Load SQL dump only if database 'provision import ipplan' is
currently non-existent. Otherwise, drop existing database.

OPTIONS IF IMPORTING DATA:

--csv - generate CSV's instead of importing directly to ProVision.

Connector Method (Results in .csv files only):

This method creates .csv files that you can use with the IP Import - Upload/Import from CSV tool through the ProVision Ul.

1. From the tools/ folder, run the tool with the --csv option. Be sure to reference your sql export file name and location:
"php ipplan_import.php ../ipplanv6.sql --csv"

(where "../ipplanv6.sql' is the path to your SQL file)
This will generate two files: ipplan_aggregates.csv and ipplan_hosts.csv. Both can be used to import in the IP import section of
ProVision.

2. Copy / Download the generated .csv files to a browsable directory on your local machine, to be accessed by the ProVision Ul.

3. Through the ProVision Ul, import the ipplan_aggregates.csv file as described in IP Import - Upload/Import from CSV.

4. Through the ProVision Ul, import the ipplan_hosts.csv file as described in IP Import - Upload/Import from CSV.

Note that you must import ipplan_aggregates first. into IP Import - Upload/Import from CSV to create the aggregates ipplan_hosts.csv
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will use.

Then, import ipplan_hosts.csv as described in IP Import - Upload/Import from CSV.

Importer Method (Results in full import):

This method has the tool process the import task. Using this case, you must set the RIR in the command line for all of the IP's.

Run & Set the RIR:

1. From the tools/ folder, run the tool with the --rir option, referencing your SQL file location:

"php ipplan_import.php ../ipplanv6.sql --rir=1918"
(where "../ipplanv6.sql' is the path to your SQL file)

This will load your IPPlan database file into your mysq|l server and then import the hosts into ProVision. They will each be given the RIR you
specified, as well as this text in the Notes field: 'IPPlan import'

The import may need to run for a number of minutes, depending on the size of your data. For reference, an import of 2100 hosts inside of
150 aggregates took approximately 10 minutes to complete during our testing.

Additional Run Options:

Additional run options for various combination of conditions are detailed below. The command is the text within the quotes only.

Load SQL Without Importing

You can load the SQL file, but NOT run an import, with the --only-sqgl option (feel free to include --no-overwrite option as well in case you don't
want to overwrite a prior loaded SQL file):

"ipplan_import.php ../ipplanv6.sql --only-sql"

"ipplan_import.php ../ipplanv6.sql --only-sql --no-overwrite"

Generate CSV Without Loading SQL
If you have already loaded the sql file previously, you can generate CSV files without having to load the SQL file:

"ipplan_import.php --only-import --csv"
Generate CSV No Overwrite

If you want to just generate CSV files without re-loading the database file, you can as well:

"ipplan_import.php ../ipplanv6.sql --no-overwrite --csv"
Generate CSV With RIR

You can also generate csv files with the rir option:

"ipplan_import.php ../ipplanv6.sql --no-overwrite --csv --rir=1918"

Run Only Import

If you have already loaded your IPPlan database with the tool before, you can do --only-import:

"php ipplan_import.php --rir=1918 --only-import"
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Run Import No Overwrite

If you are not sure whether you have already loaded your IPPlan database with the tool before, you can specify --no-overwrite to NOT load the sql
file if it was loaded already, or do load if it wasn't:

"ipplan_import.php ../ipplanv6.sql --rir=1918 --no-overwrite"
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Resource Concepts 1

Overview

In Provision, the Resource System (RS) is an expression of object-oriented programming. In this context, the term “resource” is equivalent to the
term “object”, where an object is an instance of a class. Traditionally in OOP, there is an Object class that is the root of the class hierarchy. In the
RS, the Resource class is the root class. Every class in the system has Resource as a superclass and all resource objects implement the

“

PhysicalDeviees

methods of that class.

CholceboxFleld

MorthBuilding 2

The diagram above shows examples of resource sub-types. The items on a green or blue background are types of resources; they each have
their own corresponding Class. An item on a yellow background is an example of an object that could have been instantiated from the class

Razauros Holder

TIL

MAC Address

(resource type) that it's part of.

Additional Information:

® Resource Classes Doc
® Database Layout 1
® Asset System
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Resource Classes Doc

Classes

"A class--the basic building block of an object-oriented language such as Java--is a template that describes the data and behavior
associated with instances of that class. When you instantiate a class you create an object that looks and feels like other instances
of the same class."

Mary Campione and Kathy Walrath, The Java Tutorial: Object-Oriented Programming for the Internet, The Java Series (Reading,
Mass.: Addison Wesley, 1996)

® Classes
® Class Resource
® Properties
® Examples
® 1-PHP
® 2- APl request

Class Resource

class Resource {
public int $id;
public string $name;
public string $slug;
public string $type;
public int $parent_id;
public int $category_id;

protected array S$attr array();
protected bool $loaded = FALSE;

public object get attr( string $key );
public void set attr( string $key, object $value );
public bool loaded();

Properties

As you can see from the database layout, the public properties of the Resource class are all part of the main resource table. The two protected
properties attr and loaded are created at runtime. There are many situations where only the core information is required. To improve
performance, attribute data is ignored when it is not required. Attributes are stored in the database as longtext; non-primitive types (such as
arrays) are serialized and stored as a string.

Sattr
A key-value store of the attributes that exist in the resource_attr table.

$loaded
A boolean value which is used to indicate whether or not the attributes have been loaded.

Why do some attributes have names that start with an underscore?

This is the convention for storing metadata. Most attributes are for storing data that is created by the user and is available to be directly edited by
the user. When we want to store system data, configuration options, or just data that isn't meant for human consumption - we store it as
metadata. An attribute is identified as being metadata by the convention of starting the name/key of the attribute with an underscore character
(e.g. _meta). If you are interfacing with the API, you will frequently come across metadata. You're welcome to modify the metadata of a resource
(if you know what you're doing) or add metadata attributes for known metadata keys, but you shouldn't create your own attributes with keys that
begin with an underscore. Future versions of ProVision will use new metadata keys without warning, and if there is a naming conflict, your data
could be lost.

Examples
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These examples show the different methods that can be used to find and load a Resource object. They also show different data structures that
are used to represent the object.

1- PHP

Internal code example

To help users better understand how ProVision works, some of the examples in this documentation are of internal processes. They can
contain code that only works when used as part of the core system and thus is not applicable to 3rd party development. The APl is
currently the only way for external tools to integrate with ProVision. Any example that contains internal code should be clearly labeled.
Some common characteristics of these examples are code that doesn't use the API and code written in PHP (most example code will
be in JavaScript).

This example uses the ResourceQuery class to find a resource object and then prints the result. It is included to show the similarity between
finding a resource via the API and what happens under the hood.

Sparams = array(
'slug' => 'tlr'
)i
$SresourceQuery = new ResourceQuery();
$resource = $resourceQuery->query($params);

var_dump($resource);

/*
array (size=1)
0 =>
object (Resource)[27]
protected 'id' => string 'l' (length=1)
protected 'name' => string 'TLR' (length=3)
protected 'slug' => string 'tlr' (length=3)
protected 'type' => string 'resource' (length=8)
protected 'parent id' => null
protected 'category id' => null
protected 'attr' =>
array (size=0)
empty

protected 'loaded' => boolean true

*/

2 - APl request

This is a standard API request, the request data is urlencoded and the result is JSON

/api/v1/api.php?target=resource&action=get&slug=TLR

{
"success": 1,
"message": "Search successful",
"data": [
{
"id": "1",
"name": "TLR",
"slug": "tlr",
"type": "resource",
"parent id": null,
"category id": null,
"attr": {}
}
]
}
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Database Layout 1

Database Layout

Details of the database and tables used by the RS are not necessary and should have no bearing on usage or API based development. However,
a visualization of these tables may help some users better understand how the RS works, so they are provided below.

¢ Database Layout
® Figure
® Relations
® Structure in SQL

Figure

n resource

g id :int(11)
2 name : text u resource_atir
@ slug : varchar{100) @ attr_id - int(11)
g type : varchar(20) g resource_id : int(11)

¢ 4 parent_id : int{11) @ attr_key : varchar(255)

< g category_id : int(11) i attr_value : longtext

m date ; timestamp

Relations

‘resource’. category_id" -> ‘resource’.’id’

‘resource’. parent_id" -> ‘resource’.’id

‘resource_attr’.’resource_id" -> ‘resource’.’id’

Structure in SQL
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resource > Expand source

-- Table structure for table “resource~
CREATE TABLE IF NOT EXISTS “resource (
“id® int(1ll) NOT NULL,
“name”~ text NOT NULL,
“slug” varchar(100) NOT NULL,
“type”~ varchar(20) NOT NULL,
“parent id~ int(11) DEFAULT NULL,
“category id" int(11) DEFAULT NULL,
“date” timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP
) ENGINE=InnoDB DEFAULT CHARSET=utf8 AUTO INCREMENT=1115 ;
—-- RELATIONS FOR TABLE ~“resource :
- “category_id"
-— “resource” -> “id"
-— “parent id"
- “resource~ -> “id"
-- Indexes for dumped tables
-- Indexes for table “resource”
ALTER TABLE ~resource’
ADD PRIMARY KEY (~id~), ADD UNIQUE KEY “slug~ (“slug~), ADD KEY “category id"
(Tcategory id"), ADD KEY "“parent id"~ (“parent id’);
—-— AUTO_INCREMENT for dumped tables
-— AUTO_INCREMENT for table “resource’
ALTER TABLE " resource’
MODIFY ~id~ int(11) NOT NULL AUTO INCREMENT,AUTO INCREMENT=1115;
-- Constraints for dumped tables

—-- Constraints for table “resource’

ALTER TABLE ~“resource’

ADD CONSTRAINT ~“resource ibfk 1~ FOREIGN KEY ( category id~) REFERENCES ~resource (- id")
ON DELETE SET NULL ON UPDATE CASCADE,
ADD CONSTRAINT “resource ibfk 2° FOREIGN KEY ( parent id~) REFERENCES “resource  ( id")

ON DELETE SET NULL ON UPDATE CASCADE;
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resource_attr > Expand source

-- Table structure for table “resource_ attr”
CREATE TABLE IF NOT EXISTS “resource_ attr”™ (
“attr_id> int(11) NOT NULL,
“resource_id® int(11) NOT NULL,
“attr_key~ varchar(255) NOT NULL,
“attr _value® longtext NOT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf8 AUTO INCREMENT=6744 ;
-- RELATIONS FOR TABLE “resource_attr’:
-— “resource_ id"
-— “resource  -> "id"
—-- Indexes for dumped tables
-— Indexes for table “resource attr’
ALTER TABLE ~“resource attr’
ADD PRIMARY KEY (“attr_id"), ADD KEY “item id~ ( resource_id");
—- AUTO_INCREMENT for dumped tables
-— AUTO_INCREMENT for table “resource_attr"
ALTER TABLE ~“resource attr’
MODIFY “attr id® int(11l) NOT NULL AUTO_ INCREMENT,AUTO INCREMENT=6744;
-- Constraints for dumped tables

-— Constraints for table “resource_attr”

ALTER TABLE " resource attr’

ADD CONSTRAINT “resource_attr_ibfk 1° FOREIGN KEY ( resource_id”) REFERENCES ~resource’

(Tid") ON DELETE CASCADE ON UPDATE CASCADE;
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Asset System

The Asset System

® The Asset System

® Prerequisites

® Overview

® Introduction

® Components

® Section

Entry
Field
Category
Gadgets

L]
o
L]
o
Prerequisites

Some knowledge of object orientated programming (OOP) is recommend to understand the following description of the Asset System. If you are
unfamiliar with OOP concepts, | would recommend reading a tutorial such as this one (
http://docs.oracle.com/javase/tutorial/java/concepts/index.html) provided by Oracle or this one (

http://msdn.microsoft.com/en-us/library/ca22fyhc(v=vs.90).aspx) provided by Microsoft, to help you understand terms like class,
object, instantiate, property, method, and others.

Overview

The asset system is a content management system (CMS) that is built as an extension to the resource system. It's the main use of the resource
system, and to many, the terms "asset system" and "resource system" can seem synonymous. In the diagram below, the Resource class is at the
top in red. The child-classes that make up the asset system are in green. Yellow is used for examples of objects (not classes) that could/would
have been instantiated from their Class. And the items in blue are examples of resource child-classes (resource types) that exist outside of the

asset system.
“

PhysicalDeviees

_m - - e

Customers

MorthBuilding 2

MAC Address

Introduction

When writing software, the developer creates classes. A class is like a blueprint for objects. The class defines the properties and methods that the
future objects will have, and like blueprints, multiple objects can be created from a single class. The Resource Class is a class, and each resource
"type" (e.g. Section, Field, Contact, ect.) has a class, something which has been written in core code and cannot be changed by the user. The

purpose of the asset system is to reproduce this fundamental low-level class-object system in such a way that the user can create their own
classes, properties, methods, and objects without needing to dive into the code.

Components

Section

Sections are like classes, they are the templates/blueprints of the asset system. To create the structure of the blueprint, the user assigns fields
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(i.e. properties) and sometimes gadgets (i.e. methods) to the section.

Entry

Entries are the objects of the asset system. An entry cannot be created without a section to use as its blueprint. Creating an entry from a section
is like instantiating an object from a class.

Field

Fields are the properties of the class. Field has its own child-classes; this is to accommodate the different types of fields. For example, when
creating a class Car, the developer might give the Car class the property String color. In a similar fashion, a user of the Asset System could create
a Section called Truck, a TextField called color, and then assign that textfield to the section. When the user goes to create an entry from the
section Truck, they'll be given the option to include a text value for the field color.

Fields also have a use beyond acting as properties for classes. The field object (in this case color) is a resource object in it's own right. This
means it can be modified independently of the sections that have assigned it and the entries that are using it. For example, a field which shows a
dropdown box of several options could be modified to include more options; any entry which is using that field would automatically receive those
new changes. Or consider a simple textfield object called "MAC Address" that is used by several sections and entries. If that field was modified to
include a filter that checks the input for a valid MAC string, any entry using that field would get those improved validation checks.

Also, because the same field object can be assigned to multiple sections, it's easier to find entries by their values because they're all using the
exact same field object. The alternative would have to be a blind text search to try and find different objects but with contextually similar values,
and that method is notoriously unreliable.This is why it's encouraged to assign the same field object to different sections as opposed to
just making new fields each time.

Fields are like what you might call class properties or class variables, but they've also got a lot more functionality available for when you need it.

Category

Categories are just an organizational tool. There is a clearly defined relationship between Sections, Entries, and Fields, but Categories exist on
their own. If you look on the Classes page, you'll see that every Resource has the same 6 fundamental properties and 3 of them are ID values.
The first is the ID that belongs to the resource itself, the second is the ID of the resource's parent, and the third is the ID of the Category that the
resource belongs to (if any). There isn't a strict hierarchy here, how you use categories is entirely up to you. You can create categories, child
categories, and careful plan exactly how you want the resources in your system to be organized. Or you can ignore the whole thing completely
and just let every resource have the default category of "uncategorized." Many user find that the ability to create hierarchal parent-child
relationships with entries, and then filter down results even further by Section, leaves the use of Categories unnecessary. But if you want to use
them, it's there.

Gadgets

Gadgets are not resources, which is why they're not included in the chart at the top of the page. Gadgets are self contained applications and are
limited to only using HTML, CSS, and JavaScript. All they know about the page that they're loaded on is the ID of the resource. However,
because gadgets can interact with the API via JavaScript/AJAX, they're the perfect way to add new features to the asset system in a maintainable
and modular way. At it's core, the asset system just allows users to create entries and then modify their text based attributes through a simple
form. The ability for gadgets (such as the IPAM-Gadget) to interact with the API, is what makes the asset system so powerful.

Currently, the only gadgets that can be assigned to sections are gadgets that have been created by 6Connect. However our APl is robust enough
that almost anything you can do through ProVision could be recreated in the form of an isolated gadget. And because they're just made from html
and javascript, it shouldn't be too strenuous for anyone to write a gadget of their own. If you want to create your own gadgets, it would be
recommended to email us first with an outline of what you're trying to do. Then the recommended procedure would be to first create it as a
standalone HTML/Javascript webpage that connects to our APl (you may need to disable cross domain request security in your browser to make
the AJAX connections work). Once you have your standalone page working, the process to turn that into an embeddable gadget is trivial.

Note: Gadgets are initialized as AngularJS applications. Both the AngularJS and jQuery libraries will be loaded on the page and available to use,
but it is highly recommend to make the entire gadget in the form of an AngularJS app. But as noted above, it's best to contact us first so we can
help you in the right direction.
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Help & Support

Help & Support

For setup assistance or additional information, you can contact our support team at support@6connect.com.

For tutorials, frequently asked questions, feedback, or additional resources such as import templates and previous documentation versions,
please follow the links listed below.

Table of Contents

Tutorials

FAQ

Additional Resources

Feedback and Feature Requests
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Tutorials

Tutorials

Here we have grouped together video tutorials for various tasks and Ul components. We link to these in the Getting Started area in the
documentation, but you can also browse them individually depending on your needs. If you have suggestions for content - please send them to

support@6connect.com.

Table of Contents

® Common Tasks
® Ul Tours
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Common Tasks

Here is a list of shortcuts to walkthroughs and information on performing common tasks in ProVision:

IPAM

IP Blocks

Adding/Editing blocks
Aggregating/Splitting blocks
SWIP configuration and use

RPSL configuration and use

IP Import
Import Aggregate Blocks
IP Import from CSV

DNS

Importing DNS Data

Import DNS Zones:

BIND DNS Zone Upload / Import
PowerDNS Zone Import

DynECT Zone Import

Peering

Peering Common Tasks
Adding routers
Adding sessions

Importing sessions

Resources

Importing Resource Data
Resource Import from CSV

Resource Importer Walkthrough
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Ul Tours
Administration DNS

Managing Group and User Permissions PowerDNS w/ MySQL Support

(D Broken macro
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FAQ

FAQ

~ How can | manage overlapping/duplicate IP blocks?

When breaking apart blocks - use the LIR functions (Admin->IPAM Admin->RIR/LIR Manager) to differentiate blocks for 1918 space.
~ Does ProVision support configuring a DNS server SOA that is different from the actual server name?

Yes - in DNS Admin, simple specify the DNS Servers like normal and then attach the zones as needed with the desired SOA.
w On the dashboard, | see "n+1" users - why?

The users list includes a "system user" that is only used by ProVision internally in the application.

~ | have already SWIPed subnets to ARIN. What happens if | try to SWIP from ProVision, but the block is already SWIPed?

In the case when a user already has SWIPped blocks to ARIN, 6connect checks prior to actually performing a SWIP. In the process, if the IP

block is already SWIPped, it will check for existing ARIN customer data and update the 6connect data to reflect what ARIN has on file. Once
that is complete, the user can then perform a de-SWIP function using ProVision.

~ How does 6connect avoid duplicate assignments or resolve conflicts?

When you make an API request to assign a block, if the block is already assigned to another resource, you will receive an error. If your

process is to search for and then assign blocks, the Smart Assign API call may be very helpful. That call combines the search and
assignment into one action.

~ My VM works, but | am getting a "URL Not Found" error when using ProVision
Please make sure that URL rewriting is enabled in your instance (apache mod_rewrite)

« My DNS zone views aren't working as they should!

In some legacy instances we have seen zone record-view linkages come out of alignment and result in unexpected behavior.

BACKUP YOUR DATABASE

Please note that the following mysgl commands modify your database! Please take a backup copy of your database before
performance any database modifications.

First, verify the error with the following mysgl commands:

SELECT count(*) FROM ~zone server linkage ™ as tl

INNER JOIN “records™ as t2 ON tl. zoneid™ = t2. zone id"

INNER JOIN “dns_views ™ as t3 ON tl. serverid = t3. server_id~ AND
"name” = '_6connectDefault'

LEFT JOIN “dns_view record linkage™ as t4 ON t2. id" = t4. record_ id"

AND t3.7id> = t4. view id"
WHERE t4. id> IS NULL;

If the reply comes back non-zero, then your database is most likely exhibiting unexpected behavior.

The following mysqgl commands will re-align all the record-view linkages:

INSERT INTO “dns_view_record_linkage™ SELECT '', t2.°id~ as “record id~,
t3.7id” as “view_id~ FROM ~zone_server_linkage™ as tl

INNER JOIN “records™ as t2 ON tl. zoneid™ = t2. zone id"

INNER JOIN “dns views™ as t3 ON tl. serverid™ =
"name” = '_6connectDefault'

LEFT JOIN “dns_view_record_linkage™ as t4 ON t2.7id" = t4. record_id’
AND t3.7id" = t4. view id"

WHERE t4. id~ IS NULL;

t3. server id~ AND

Contact support(support@6connect.com) if you have any additional questions or this does not resolve the issue.

= How can | 'reserve' IP space?
To create a reserved pool of IP space, you can create a Section called "Reserved", add the IPAM gadget to it, then create an Entry with that

Section to be the address group. From there, use the IPAM gadget and the IPAM Manage page to assign and unassign IP space from that
pool.

481



The workflow for this would be:

1. Assign IP space to the "Reserved" Section.

2. When you are ready to pull space from "Reserved", unassign the desired block. This moves it to the holding tank.

3. Override the holding tank to make the space "available". This can be done in the IPAM manager via the "Override Holding" wrench
option, or a manual 'pull out of holding' API call.

4. Assign the block to the desired Resource.

« How do | change the URL of my ProVision instance?
Depending on your version of ProVision, you may need both steps. Edit the file <6connect web root>/data/globals.php and:

1) Change the $hostname variable to the new value
2) Change the $base_url to the new value

Please note that you may also need to update the SSL certs, httpd settings, etc.
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Additional Resources

® |mport Templates
® List of Abbreviations
® Previous Documentation Versions
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Import Templates
Import Templates

Downloadable Import Templates
Below you can find CSV templates for uploading Resource, Contact and IP data.

For DNS Import examples and a walkthrough, visit the DNS Import page.

File Modified *

¥ @ IP-import-sample_v1.csv Jul 30, 2013 by Christina Force

Aug 07, 2013 by Christina

b E‘ customer-import-sample.csv e
orce

Nov 08, 2013 by Christina

* @ import-zone-assign.csv F
orce

Dec 13, 2013 by Christina

b @ contact-import-sample_v1.csv F
orce

Drag and drop to upload or browse for files

* Download All
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List of Abbreviations

List of Abbreviations:

Edit Document

API

CLI
DHCP
DNS
DNSSec
IP address
IPAM
LDAP
SDK

SSH

Abbreviation List.xIsx

Application Program Interface
Command-line interface

Dynamic Host Configuration Protocol
Domain Name System

Domain Name System Security Extensions
Internet Protocol address

Internet Protocol address management
Lightweight Directory Access Protocol)
software development kit

Secure Shell
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Previous Documentation Versions

Documentation for Previous Versions of 6connect software:
Archived Online Documentation:
ProVision v 5.0.3 Documentation

Archived PDF Documentation:
w PDF Documentation

File

Modified “

> 6connect-Service_Provider_Edition_3.9.pdf
» (] 6C-v3.0-Manual.pdf
» [£1] 6C-v2.5.13-Manual.paf

» 6c-ProVision-v4.2.1_Manual.pdf

¥ Download All

Aug 01, 2013 by Christina
Force

Aug 01, 2013 by Christina
Force

Aug 01, 2013 by Christina
Force

Nov 05, 2014 by Christina
Force
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Feedback and Feature Requests

For information on future releases, click on the "Coming Soon" link on the Dashboard.

Status
Backup (V)
User Accounts 25
Version 39x
Coming Soon 7

You can also submit product feedback and feature requests to support@6connect.com
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6connect Scanlet (Beta)
Scanlet (Beta)

Download Information Known Issues

Download the latest version here " In some cases, the application may appear to hang before it
finishes. This is usually related to timeouts not being
addressed quickly. We erred on the side of caution to

System Requirements ensure that devices were located, but the result is that
sometimes unresponsive devices can make the scan take

Java: Download Here longer than expected.

Documentation

This software is currently in Beta - please forward all feedback to gary@6connect.com
Starting Scanlet

When you open the download URL, you should see the Java plugin activate and should be prompted with a security warning to confirm that
you are knowingly running the application.

Security Warning

Do you want to run this application?

MName: Scanlet

Publisher: UNKNOWN

Fram: http://ops.6connect.com

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and
personal information at risk. The information provided is unreliable or unknown so
it Is recommended not to run this application unless you are familiar with its source

Mare Information

Select the box below, then click Run to start the application
| accept the risk and want to run this application. W | Cancel |

ﬂ Show Options

Upon checking the box and clicking the "Run" button, it should automatically bring up the Ul in your browser.

If this does not work, try to click the link at the bottom left of the webpage to manually open the application.

Using Scanlet

Running a Scan
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12 5ms

10.5.176.1
Lo

10.5.176.2

ip range

10.5.176.1 10.5.176.2

STEP 1: Set the IP range that you would like to scan. If you click on the "IP Range" square, you will have a window open to set the
parameters.

TCP COMMON

ping selector port range

ping ot

100
°

threads BO timeout

STEP 2: Select the additional parameters for your scan (ping selector, Ports, thresholds, etc.)
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threads

STEP 3: Run the scan!

68.1.146
Timeout: 1ms

.2, Open Ports

STEP 4: View the scan results. You can expand the arrows per IP address, view Port information or MAC address data.

Uploading/Saving scan results

Option 1: If you have a 6connect ProVision instance to test with, you can upload your scan results into the platform using the API with the
"UPLOAD" selection.

UPLOAD

UPLC
AML
sy

When you click on the "SAVE" button, you will be directed to enter the API information for your particular instance. Discovered devices will be
imported as type "Scanlet". We will be pushing out an update that will allow you to modify different types and even allow some more detailed
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heirarchies from the initial discovery model.
running [atency
806 Upload Options
APl Upload Options

Host

[ https:/ /fops.Bconnect.com/g

APl Key
32-HYM2ZNK36BZDEVCM 7
Secret Key

ccdballd 26ea7 0058913850933 cbf77 8

Please enter APl options

Check Settings |

Option 2: If you would like to save an XML/CSV version locally to your computer, simply select the format you prefer. When you click on the
Save button, it will prompt you for a location to save the file.
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Release Notes

Release Notes

ProVision 5.1.0
ProVision 5.0.0
ProVision 4.2.0
ProVision 4.1.0
ProVision 4.0.0
ProVision 3.9.0
ProVision 3.8.0
ProVision 3.7.0
ProVision 3.6.0
ProVision 3.5.0
ProVision 3.4.0
ProVision 3.3.0
ProVision 3.2.0
ProVision 3.0.0
ProVision 2.5
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ProVision 5.1.0

ProVision 5.1.0 is a major release with significant new features.

PHP Compatibility

Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

New Features

(CFR denotes customer requested)

Ul Updates:

Version 5.1.0 introduces a new look to ProVision! Minor graphical and user consistency improvements have been made throughout ProVision,

creating a cleaner user experience.
« Click here to expand...

Included in the Ul changes, but not limited to:

® Throughout ProVision, the Action Menu (wrench icon) has been replacing individual action icons. Clicking on the wrench will open a

menu of options specific to the ProVision area.

® Update color scheme, css, and many button styles: Close buttons are now a small "x" in the top right corner of a popup box, rather
than an offset circle icon. Many delete icons have been replaced with a larger "Delete" button.

® |PAM - Top Level Aggregates have new look! They now show a chart view detailing allocations, the top five resources assigned
under an aggregate, and recent assignments. The "Manage", "Template" (Merge / Clean Up), and "Delete" functions are now

contained within the Action Menu (wrench icon).

10.0.0.0/8 — 1918
Quito — Los Angeles, CA

Utilization Resources
Gconnect Available 73.42%
Apple 12.50%
W Available 73.42% CDW Customer 1 6.25%
B Assigned 18.76% 6connect Labz 6.25%
DHCP Available 1.56%

Allocated 7.81%
Holding 0.00%

® DNS Admin now has a drop down menu to quick-select common links.

DNS Admin ~ Datalmport Users

Global Defaults

jo Edit Tags

t 3¢ PTR Record Management m
ACL Management

are Bulk Change Tools

Templates

8 Zones

® The Templates tab has been removed from the Admin tabs, and included under the DNS Admin drop-down menu.

Recent Assignments

10.5.3.2/32 Stanford University
10.10.10.0/30 Google
10.8.1.0/30 TestPool
10.8.0.0/24 Quito Lab 1

10.0.0.56/29 Agsncia Nacional do
Cinema

2014-08-17
2014-08-17
2014-07-16
2014-06-12

2014-04-25
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® Peering Import has been removed from the Peering tab dropdown menu, look for it instead in Admin-> Data Import

Reverse API Tools - Beta

Reverse API calls and Ul elements have been added to ProVision. This is a powerful tool that allows for integration with outside APIs to improve
workflow and create custom display content.

Included in this feature:

* Reverse API calls: Available at Reverse API - Detail. An overview of the API format is available in the documentation at Reverse API
* Reverse API ProVision page: This page allows for endpoints to be built and provides a text editor to create presentation JavaScript
commands.
« Click here to expand...

The Reverse APl Management page is accessed from the API tab in the Admin section of Provision, just click on the circled link.

o0 PAMAmn- ONSAdmn Datmimport Users API Templates ExitAdmi Y Scarch or type holp |

The API request ?eneralion is a beta feature. We can't guarantee it will be correct or up to date - just generally helpful for understanding URL formatting.
Please always refer to the API docs: http://docs.6connect.com/display/DOC/API+v1 for the most current information.

The beta version of the Reverse APl is mana

API Keys
User: Bclabzga@6connect.com E Generate Keys
Name Username API Key Secret Key Created

The Revese API system is a beta feature.

Reverse AP| Endpoint Builder

Endpoint: Add a New Endpoint [

Name:
Call:
Presentation Javascript:
1
2> /*
3 The Reverse API system will perform the system call described above and supply its raw data
4 to the function below, along with a jQuery reference to the output div.
5
& The presentation function should parse the return data according to its particular format,
7 interpret and arrange that data, make any necessary secondary calls, and construct the final
8 output in the given Div.
9
10 The language used is Javascript. A full jQuery install is available.
11 */
12
13 -~ endpoint = function{data, outputDiv) {
14
15 // presentation code goes here
16
17 b
18

Test Call on: lect a Resource « | Test

Delete Endpoint  Save Endpoint

* Reverse API Console Gadget: This new gadget allows for constructed endpoints to be selected, and their presentation code displayed on
a Resource Entry page. For more information, see Gadgets.
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corp.6connect.com

Section: Server
Category: Uncategorized

CPU Usage RAM Usage Port Traffic

w00t

”l T 700 k

o l 30 600 k

3 500 k

et | 400 k |
1 ” 300 k ’
| 200 k |
a0 70 100 k |
20| . = " { ‘r s
ol 100 k mwT“ '

“; &0 200 k |

- 1 200 k

Wed 00:00 Wed 12:00 Wed 00:00 Wed 12:00 Wed 00:00 Wed 12:00
Server Alerts Physical Storage Sensors

Checks succeeded 2015-03-13 08:50:29  /Volumes/Backup 99% Used
Checks succeeded 2015-03-13 08:40:48  / 36% Used
Recovery notification sent  2015-03-12 19:30:47
Checks succeeded 2015-03-12 19:30:46
Alert notification sent 2015-03-12 19:25:14
Checks failed 2015-03-12 19:25:13
Recovery notification sent  2015-03-12 10:55:35
Checks succeeded 2015-03-12 10:55:35
Alert notification sent 2015-03-12 09:26:03
Checks failed 2015-03-12 09:26:03

Recovery notification sent  2015-03-09 15:40:19

Remove Endpoint: Observium RAM Graph ] Add Endpoint: Observium Storage Graph [£) m

Task Scheduler

The Task Scheduler allows you to manage and schedule repeating tasks in ProVision. Three predefined tasks are available to schedule - Process
Holding Tank, DNS Zone Transfer, and Backup. Note: This provided Backup task is intended to be the primary reoccurring method of backup.

Included in this feature:
® Scheduler ProVision page: This page allows for tasks to be added to the scheduler and managed. It is accessed from the Admin section

of ProVision, under the Scheduler Tab. An overview of the Scheduler Tab is available on the Scheduler page.
® Scheduler API calls, available at Scheduler API. Please note that the Scheduler APl is in beta, and is subject to change.

.006 IPAM Admin ~ DNSAdmin Datalmport Users APl Templates Scheduler Exit Admin S¥Searchor typs help. |

Scheduler

Timezone: America/Los_Angeles UTC-07:00

Current Time:  2015-05-05 22:38:57 UTC

Name Repeat Start Repeat Info Last Run Active

Test 2015-04-27 at 09:00 UTC -07:00 Task has not been run yet [/] Details View History
Add Task

Enabling the Scheduler
To enable the scheduler for a hosted instance, add the following to cron:

***** Jusr/bin/php var/www/html/6¢c_<INSTANCE_ID>/scheduler/task-runner.php

To enable the scheduler in a local instance, add the following to cron:
***** Ipath/to/php /path/to/ProVision/scheduler/task-runner.php
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Contact Manager

The new Contacts page under Resources allows you to manually create contacts, import contacts from ARIN/RIPE, and manage them in one

place. See the Contact Manager documentation for additional details.

Access the Contact Manager from the Resources tab, under Contacts.

O 6 Dashboard Resources~ DNS~ DHCP~ IPAM~

Gustomer

Resources [/ Entrie Entries

Sections

o- - - G

Categories

Included in this feature:

® Create Contacts manually and assign under a parent resource's permissions structure
w Click here to expand...

Add new contacts manually by hitting the "Create Local Contact" button.

Resources /Contacts

Fill out desired information and click "Create"

@ Create Local Gontact ] Import From RIR
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Resources [Contacts /Create

Name & Parent ' Global Contact &
Nama ‘ [ Select a Resource = l

Permissions {and visibility) are inherited from the: resource the contact is created under (not the resource
itis assigned to).

Phone Number Email

| Phone Number ‘ I Email |

Custom ID

Country

| Select a country - |

Address 1

Streat address, P.O bax, company name, cio

Address 2

Apariment, suita, unit, bullding, ficor, ect.

City

| oy |

State / County Postal Code

[ State / Country ‘ | Postal Code |

Notes / Comments

el

‘ Create .

® Import Contacts from ARIN / RIPE through a handle search
« Click here to expand...

Import contacts by ARIN / RIPE Handle by clicking on the "Import from RIR" button.

Resources /Contacts

—
Create Local Contact ‘ Import From RIR ’
e —

Then enter the RIPE/ ARIN handle and press "Search".

Select RIR Search RIPE

RIPE $ c;/ GOOG2-RIPE|
Select Type

Fole :

s

role: Goeogle Corp Network Would you like o add this RIPE
110, Zurich 8002, Switzerland contact to 6Connact?

nic-hdl: GOOG2-RIPE

mnt-by: MNT-GOOG-CORP No B

Cancel and return to index
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* View Contacts as a list or tiles

Resources /Contacts/Tile View

Name Bconnect Operations
Comparny Beonnect, Inc

Emall ops+arin-whois1 @6connect.com
Phone +1-408-328-6901 (Office)
Namea Christiaan Kaet

nic-hdl

by Ef
Phone +44 207 032 6200

Ivan Drage

Name Ivan Draga

Emall onasec @whodis.com
Phone +1-800-DRU-1DIA
Some 7connect Admin

Name Soma Tconnect Admin
Email

Phone +1-345-234-2344

Bjorn @sterim Svarlbard
Mame Bjorn Osterim Svaribard
Email

Phone 123-123-2345

Mame

nic-hdl

mint-by:

Phone

Mame Jason Schiller

nichdl  JS14297:AIPE
matby:  MNT-B00G.CORP
Phone +1-202-370-5674
Contact Count

[ BAsE: 4 M ARiN: 2

® Assign contacts to a resource through the Contacts Gadget

Contacts

Bob Smithington

Mame Bob Smithington

Email hobi® fakas mail com
Phone (123) 556-5555

Name ‘Goagle Ireland Limited
nic-hdl Gl

mnt-by: COM-MNT
Fhona +1B502E30000

Name

Company

Email
Phone

[C AIPE: 4

I Some 7connect Admin [] [#3603]

Name

Name

Type
Type

Role
Role

=3

Email

Email

B LACNIC: ©

Metwork Abusa and Policy Observance
‘Comeast Cable Communications, Ing.
sbuse®comeast.net

+1-888-565-4329 (Office)

[ AFRINIC: 0 W APNIC: 0

Note: Contacts currently existing in ProVision will be moved to the new contacts area at upgrade, however, new contacts must be added through
the new page to be under the Contact Manager. Any contacts added through previous methods (as a section, or through a resource import
function) will not appear under the contact manager.

Improved Tagging

IM-1734: Improved DNS Tag functionality

® Added a "DNS Tag" management link to DNS Admin.
Add and edit DNS Zone Tags similar to how IPAM Tags are added - Click "Add Tag", type in the new tag name, and hit the "Add" button.
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(j 6 IPAM Admin ~  DNS Admin

i Add Tag

Edit List: DNS Zone Tags

Sort List Alphabetically
Value

Finance

HR
Infrasiructure
Marketing
Opa

= |FR

00 © 00O

Back To DNS Admin

® Updated the "Edit Tags" interface on the DNS Zonelist page.
The list of DNS tags available now show in a dropdown menu, and multiple tags may be added / removed in one session. Click inside the
tag listing box, select the desired tag(s) from the dropdown list, then hit the "Update" button. To remove a tag from the zone, click on the
"x" in front of the tag.

[ T "]
Edit Zone Tags: | [, 3 mfra_s_n_“mm_‘ “_Hﬁ' Upda[a }
| Financa
Marketing
| PR

IM- 1656 / 1697 The Tag / List system, including IPAM Tags, DNS Tags, and Subnets have been standardized to provide the same user
experience when working with the lists.

® All lists now used the same Add ltem interface, and have updated sorting and display.
Click the green '+'/ "Add ltem" symbol to add new items to the list.

s Add Tag

Edit List: IP Tags

Sort List Alphabetically
Value

Anycast

BB

BGP

Il

Cable

i

— Customer
DHCP

DNS
DsL

[

¢ 000 00O C0CCO

Dav

Il

Additional Features

Backup Manager Updates
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IM-123: The Backup Manager has been updated to allow for manual backups to be sent to a selected server Resource in ProVision. See Admin
Preferences for additional information.

Select the backup location - either to the 6connect cloud, or an alternate server resource that exists in ProVision. Then hit "Backup Now" . It is
recommended to perform a manual backup prior to imports or other major changes.

Backup Settings

Manual Backup

Backup Location: @ 6connect Cloud Alternate Server

Backup now: Backup Now

Smart Browse
IM- 1800: Browse Assign / List Available Blocks has been replaced with Smart Browse.

Smart Browse utilizes the smart assign parameters as search filter criteria, then allows you to manually select blocks to assign under that criteria.
« Click here to expand...

Under the "Smart Assign" area, select the IPv4/IPv6, Size, RIR, Region, and/or Tags that you wish to filter to in the available blocks list.

Smart Assign

: . Tag selection mode:

—ppva B 52 B ARN BJ  Region B | *customer © Standard - match all selected tags
Strict — match exactly the selected tags
Exclude — match blocks not tagged with

any selected tags
Show advanced options

e—

Click on "Smart Browse" to bring up a list of IP aggregates meeting that criteria, which you can then select the block(s) to assign. A green
check will show next to the block once assigned. You may assign multiple blocks per browse session.
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Smart Browse
Block
66.128.149.11/32
11.1.1.224/32
23.92.0,1/32
11.1.1.226/31
23.92.0.2/31
66.128.149.12/30
23.92.0.4/30
66.128.148.72/29
66.128.148.80/29
66.128.148.88/29
23.92.0.16/28
66.128.140.32/27
23.92.0.32/27
23.92.0.64/26
11.1.1.128/26
23.92.0.128/26

Resource
Ashburn
bri.6connect.arg
Beconnect Available
bri.6connect.org
Bconnect Available
Ashburn

Beonnect Available
Beonnect Available
Bconnect Available
6connect Available
Beonnect Available
Ashburn

Bconnect Available
6connect Available
Beonnect Available

Beconnect Available

Tags

Customer , Infrastructure , Static
Customer ,
Customer ,
Customer ,
Customer ,
Customer , Infrastructure , Static

Customer ,

Customer
Customer

Customer

Customer ,
Customer , Infrastructure , Static
Customer ,
Customer ,
Customer ,

Customer ,

DSL
DSL
DSL
DSL

DSL

DSL

DSL
DSL
DSL
DSL

Assign this block

Assign this block

@
Assign from this block
Assign from this block
Assign from this block
Assign from this block
Assign from this block
Assign from this block
Assign from this block
Assign from this block
Assign fraom this block
Assign from this block
Assign from this block
Assign from this block

Assign from this block

API and GUI Skip Holding

IM- 1587: IPAM "Unassign" API call now has a parameter to skip the holding tank. See: APl Module - IPAM - Unassign, optional parameter

"skipHolding" for more detail.

IM- 1587b: The option to "Unassign and Skip Holding" has been added to the IPAM Manage Action Menu (wrench icon).

Edit

B
vaikable
vailable
vailabie Unassign
vailable Unassign, Skip Hold
valtable
vailablp
vallable
Audit DNS (Alpha]
vaitable ¢ )
Log
vailable
Email
Bandits i o

Automatic Re-aggregating of Reclaimed Blocks

CFR- 6: IP blocks are re-aggregated as they are reclaimed.

After unassigning blocks / overriding holding, newly available blocks will be merged upon next page refresh.
« Click here to see an example...

Initial State:
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wesss VIR TGRTT, LD, SECUTITY, GG, 1R

10.0.0.431 2 Quits Anycast, BB 123 Department LAS 2015-03-23 P
10.0.0.6/31 2 Quito Anycasl, BB 123 Department LAB 2015-03-23 Va
10.0.0.8031 2 Quite Anycast, BB 123 Department LAB 201503-23 ol
10.0.0.10/31 2 Quito Anycasi, BB 123 Depariment LAB 2015-08-23 P
10.0.0.12/30 4 Quito Anycast, BB 123 Depariment LAB 20150323 Ve
Unassigned / Override Holding:
et g i g e
10.0.0.431 2 Quito Anycast, B8 Availablo 2015-03-23 ra
10.0.0.631 2 Quito Anycast, B8 Avsdabie 2015-03-23 f
10008531 2 Quite Anycast, B8 Avadable 20M5-03-23 ra
10.0.0,10/1 2 Quito Anycast, BB Avadable 2015-03-23 f
10.0.0.12/30 4 Quito Anycast, B8 Avadasia 2015-03-23 L
Automatic merging after page refresh:
TR N 102233 Management, MPLS, Security, Static, TOR SRS = SR
10.0.0.4/30 4 Quita Anycasi, BB Avallatie 2015-03-23 e
10.0.0.8/29 a Quito Anycast, BB Available 2015-03-23 f
inAN sRma . hdam LIRS Amunasd RO LY - . A RN N =
Propagate to Children

IM- 1725: Added "Propagate to children" option for single-block updates for IPAM.

When editing attributes for parent blocks in the IPAM Manager (Action Menu -> Edit), select "Propagate attributes to all children" to carry through
changes to child blocks.

¢ Edit Attributes: 14.0.0.0/26 (14.0.0.0 - 14.0.0.63)
3 RIR LR Region DataCenteri VLAN ASN
| ARIN +| [ CyrusOne #| | Chicage, IL 4 Datacenter3 1002 156
I
Notes
Test Motes
Select tags...
(] Anycast [ BGP (") Backbone (| cable
o Gustomer [l bHGP Clons [CIpsL
|| Devetopment [l Infrastruciure () Internal ("] Loopback
(] Loopback A ("] Loopback B CImPLs (] Management
ED oo

Holding Tank Improvements

IM- 1098: Holding Tank displays detailed block information

Process Holding Tank

5 IPv4 blocks, 0 IPv6 blocks to be removed from Holding Tank.

Block Region DataCenter1 Tags VLAN Last Updated

10.0.1.0/24 Quito Anycast, BB 2015-03-06 11:00:05
10.5.64.0/18 Quito Customer 2015-03-06 11:01:14
10.48.0.0/12 LAX Anycast, Customer 2015-03-06 11:04:50
10.128.0.0M12 2015-03-06 11:01:47
10.144.0.012 2015-03-06 11:01:50

Back to IPAM Admin
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IM- 1777: Can now set permissions on the holding tank for subassigned blocks via the 6connect holding resource. See Holding Tank
Management for details.

IPPlan Importer (Toolkit ltem)

Now included in the Toolkit (collection of command-line tools available at /tools) is the IPPlan Importer. The IPPlan Importer is a command-line
tool to facilitate importing IPs from an IPPlan database into ProVision. This tool can be used via two approaches: generating .csv files via the tool
only, then using the ProVision IP Import Ul to import the csv files (Connector), or as a full command-line import solution, bypassing the ProVision
Ul entirely (Importer). Detailed instructions are available at IPPlan Importer.

Duplicate Reverse Zones
IM- 1853: Allow user control over duplicate reverse zones
In DNS Admin, under the Global DNS Zone Defaults link is the option to allow duplicate reverse zones. Check to enable / disable allowing

duplicate reverse DNS zones. If duplicate reverse zones already exist, those zones must be removed before disabling duplicates. If a zone has
duplicates, a link appears in the top right corner of that zone's ViewZone page.

DNS Global Defaults

Settings

Allow Duplicate Reverse
Zones

Bug Fixes/Improvements

CFR- 66: Searching for IPs brings up related search results

IM- 1227: Included reset tool in /tools for factory reset

IM- 1432: Updated warning message upon deleting a permissions group

IM- 1578: Updated license expiry check

IM- 1599: Configtest updated for Peering

IM- 1657: Updated Ul alignment on DNS zone import page

IM- 1667: Duplicate DNS zone names are supported

IM- 1670: Improved Setup Wizard

IM- 1690: DHCP gadget Ul updated to no longer allow an item in the existing pool to be added multiple times

IM- 1720: Updated user permissions to prevent a read only user from accessing DNS Edit Tag

IM- 1724: Updated Smart Assign to allow assigning blocks that have been multi-edited to allow subassignments

IM- 1726: Added example format to DNS SOA formatting error message

IM- 1730: 6connect logo now directs the user to the dashboard page

IM- 1733: Improved Peering "Add Session" error message

IM- 1736: Resolved an issue in IPAM RIR Integration where the Net name was not cleared from previous SWIP action
IM- 1737: Auth - testLDAP no longer returns error if IdapMode=SSL

IM- 1746: Resolved an issue in DNS zonelist where the Action Menu (wrench) was not functional after using header sorting

IM- 1748: Updated zone list sorting ability for Tags, DNSSEC, and Records.
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IM- 1755

IM- 1759

: Fixed an issue where adding a slave under DNS gadget zone delegation would fail

: Nomenclature updates made to IPAM Manage Templates and Action Menu (wrench icon). "Auto Aggregate" is now "Clean Up",

"Aggregate" has been renamed "Merge"

IM- 1760:

IM- 1769

IM- 1780:

IM- 1783:

IM- 1789:

IM- 1790

IM- 1794:

IM- 1796:

IM- 1798:

Fixed the graphical display of the IPAM Manage email form

: Resolved an error where users with limited permissions were unable to edit IP blocks

The IPAM "Advanced" button is now clickable for limited-permissions users

Removed VLAN field for IPAM manage when editing multiple blocks

Adjusted DNS Templates zone reordering arrows to have bounds checking

: Resolved an issue where APl zoneTemplate update incorrectly reports success in some cases
Dyn Server update no longer displays an SOA error

Improved error messages in DNS Audit tool

Section pages that have child entries now have an informational message of "This resource cannot be deleted because it has entries

created from it."

IM- 1808:

IM- 1850

IM- 1841:

IM- 1843:

IM- 1844:

IM- 1848

IM- 1849:

IM- 1851:

IM- 1852:

IM- 1881:

IM- 1883:

IM- 1897

IPV6 Alphanumeric sort has been updated to be more alphanumeric

: Cleaned up foreign key restraints

Removed unused columns from auth

Resolved an issue where Peering Communications did not separate peer with 2 ASNs in an exchange
Peering sorting for import and communications improved

: Peering import router list now shows routers with no peer groups

Removed all old/unused columns from config table and admin page

Removed unused columns from Auth

Cleaned up unused tables

Reallocate and Detail Reassign buttons have been removed from RIR Integration in preparation for a future SWIP update
The default number of rows returned in reporting for either html or .csv is now 5000

: A newly added peer should now show as current peer in Communications list for that exchange

SEC- 4: Various security improvements implemented
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ProVision 5.1.4

ProVision 5.1.4 is a minor release for cloud and local installations with bug fixes.

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade.

MySQL Compatibility
Please note that ProVision versions 5.1.3 and newer require mysqgl 5.6.+. For local installations, please upgrade mysgl prior to installing
the upgrade.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

New Features

(CFR denotes customer requested)

Bug Fixes

IM- 1998: Resolved an issue in VLAN Admin > Manage, where hover over untag ability was lost after using single-point untag.
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ProVision 5.1.3

ProVision 5.1.3 is a minor release for local installations with new features and bug fixes.

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

MySQL Compatibility
Please note that ProVision 5.1.3 requires mysqgl 5.6.+. For local installations, please upgrade mysq| prior to installing the upgrade.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

New Features

(CFR denotes customer requested)

Customizable Dashboards:

The Dashboard Tab has undergone a major Ul overhaul, and is now customizable!

.006 Dashboard Resources~ DNS~ DHCP~ I[PAM~ Peering~ Log Reporting

Default Dashboard - + Add Widget /* Edit Layout M Save as Default Layout

= EE—
API IPAM DNS Peering @ Resources 09 .50 .36 PST
- L]

06 September 2015 03 November 2015

Tuesday, November 11th, 2015
Se;l) 13 See 20 See 27 C.'i::lI 04 OcE 11 Oc:lI 18 C)ctI 25 NrJve‘rnbejr

Created (113) L ® @ . .
Updated (90) &3 -.
. . User Accounts 25
Deleted (70) E e ® ® ©° Admins 7
Version 513
Coming Scon
IP Charts

Support:  support@6connect.com (7
Phone: +1 (650) 646-2206 [
Feedback: Show feedback form &«

ProVision Learning Links

Video Guides and Walkthroughs

+ ProVision First Steps: Part 1

B Assigned [l Unassigned e New to ProVision? Watch this for some
recommended starting points and and
overview of ProVision's Resource System.

The new Dashboard is comprised of modular "Widgets" that show different types of information. These Widgets may be added, moved, and
edited to create personalized Dashboards. On top of this, four different column layout options are available to organize the overall Dashboard
layout to suit your needs.

Dashboards (excepting the Default Dashboard) are tied to user login, and do not have dependencies or requirements - they are just HTML /
Javascript - so no additional installations are required, and users may access the same dashboard between different computers or browsers.

Browser Compatibility
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It is recommended to use the most recent versions of the Chrome or Firefox browsers when working with the dashboard. Due to
incompatibilities with Internet Explorer, the dashboard is set to read-only mode and is not editable when accessed from IE at this time.
There are two levels of Dashboards:

Default Dashboard: The Default Dashboard is a shared dashboard for all users of the ProVision instance. It may only be edited by admin
level users, but it is viewable by all users.

Individual Users' Dashboards: Additional Dashboards may be created by individual users. These dashboards are tied to the user logged
in, and are only viewable / editable by that user.

Widgets:
Ten Widgets are currently available for the Dashboard. Widgets vary in purpose from static display of text elements (Markdown, Status), to
highly interactive (Activity Chart, Resource Tree). Only Admin users may add or edit Widgets for the Default Dashboard; however, any user
may create a personal dashboard tied to their login, and add, move, or edit Widgets for that dashboard without impacting others.

A User's permissions apply to data inside of Widgets, therefore, some users may be limited to only viewing certain data for a Widget (ie,
Resource Tree).

Below is a brief overview of each available Widget:

« Click here for an overview of all available Widgets...

Activity Chart (Viewable by Admins Only): lllustrates activity level for API, IPAM, DNS, Peering, and Resource areas of
ProVision.

Activity Chart Sa F

API IPAM DNS Peering @ Resources

27 August 2015 09 November 2015
I;ﬂ\uq 30 Sep: 06 Se;? 13 See 20 Serf 27 Ch:tI 04 Cu:tI 11 Ocil 18 Ck:tI 25 Nove-lmberNo\:r nls

Created (160) . ['s) (X ] . .

Updated (141) & . .. “
Deleted (103) . # o @B . .

Updated test2 (#3762) on Oct 1, 2015 at 11:54:38

Select the desired ProVision area by clicking on the radio buttons. Then, hover over the chart, and use the mouse scroll wheel to
zoom in or out of specific date / times. Clicking on a bubble will show activity detail, and resource / IP block links if applicable.

Clock: Shows the current time and date for the selected time zone, based on format set by the user.

R
11:11:43 PST

Tuesday, November 11th, 2015

Status: General status information on number of user / admin accounts, ProVision version number, and a 'Coming Soon' link to
the future releases roadmap in the the documentation.
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User Accounts 23
Adrmins 15
Version 513
Coming Soon 4%

IP Charts: lllustrates the percentage of assigned vs unassigned hosts for 1918 / IPv4 / IPv6 space out of the total available hosts
in ProVision viewable by the user.

IP Charts A £

1918 IPv4 IPvé

M Assigned [l Unassigned

Contact Us: Provides support email, phone, and feedback form information.

Contact Us o

Support: support@6connect.com £
Phone: +1 (650) 646-2206 §
Feedback: Show feedback form e

Support phone number and email address are set from the ProVision Admin settings. The feedback form email address is
editable within the Widget.

Markdown Widget: The Markdown Widget is a blank slate where users may add links, text, or other content through use of the
Markdown language.

508



ProVision Leaming Links A F

Video Guides and Walkthroughs
» ProVision First Steps: Part 1

o Mew to ProVision? Watch this for some
recommended starting points and and
overview of ProVision's Rescurce System.

» ProVision First Steps: Part 2

o This continuation of our First Steps series
gives a high level overview of data import
tools available in ProVision.

= Users & Permissions Overview

o An overview of adding and editing users and
permissions from the ProVision Admin
'‘Users' tab.

Documentation Resources

» Getting Started
» First Steps
= Import Your Data

» Import Aggregate Blocks

Resource Tree: An interactive horizontal or vertical treeview of a selected Resource and its children.

Resource Tree $a v
art.opendns.com O
Anna's Test Site (O
O Bob O'Mally
Beonnect Labz O
br.deftatelecom.com O
Boston -
) br2.msn.com
) Quito02

Users may click and drag to move within the Widget, as well as zoom in and out using a scroll wheel. Clicking on filled dots will
expand the tree to show the children of that resource. Double-clicking on a resource in the tree will give you the option to

navigate to the resource's entry page.

iFrame Widget: The iFrame Widget sets a https URL to be viewed in an iFrame, to view stats or commonly referenced
websites.
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Gconnect Professional Services

Q f::ﬁ‘. 5 connect =

Professional Services

The bconnect team has over a decade of experience implementing IPvé networks and have
witnessed the gradual depletion of the IPv4 paradigm. Our professional services team has
helped clients increase profitability and better align their network systems to reduce
maintenance costs and headaches.

Learn from Our Expertise

From "power to packet,” we bring a unique perspective to technology infrastructure that
brings efficiency, knowledge, and automation to the forefront.

RSS Feed Widget: Shows the most recent five entries of a selected https RSS Feed. Feed links open in a new window when
clicked.

Boonnect Ras Feed

Gconnect

* Aaron Hughes, Bconnect CED, Speaks at NANDG 65...
= ProVision 5.1.3 = Updates to tha Dashboard and Dat...
« First Steps for Setting Up ProVision - Part 2 [Video]

» First Steps for Setting Up ProVision — Part 1 [Videa]

« NLMOG Day 2015 Recap

Links Widget: Shows a list of links. Link URL and display may be set from within the Widget.

Goonnect Links

« Boonnect Blog

« Beonnect Website

« ProVizion Admin Guide

« ProVision Developer Tools

= ProVision Documentation Home
« ProVizion User Gulde

For more details on the Default Dashboard, editing dashboards, and working with individual Widgets, see:
® The Dashboard

® Customizing the Dashboard
® Working with Dashboard Widgets

VLAN Manager

A new, integrated VLAN management system has replaced the previous VLAN text field. Under the new system, administrative users can create
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VLAN domains, enable numerical or named VLANs under each domain, and then associate IP blocks with a domain / VLAN pair. Also included in
this feature is a VLAN tag system allowing individual VLANSs or ranges of VLANs to be associate with user-defined tags for additional organization
and search functionality.

Impacts to Current Customers:

For current customers who have been using the VLAN field in IPAM, existing VLANSs in your IP Blocks will be migrated as
numerical VLANS under the Default Domain.

Customers using the ProVision API for IPAM functions and using the VLAN text field will need to update their API calls.

Those customers who are not actively using the VLAN field, or are not using the ProVision API for IPAM functions will not be
affected.

Changes included in this feature:

® Anew "VLAN Admin" tab under the administrative area of ProVision for creating and managing VLAN domains and VLAN tags. See
VLAN Administration and Working with VLAN for workflow and task details.
® A VLAN submenu accessible under the IPAM module including:
® Areas where VLANs may be enabled for domains, edited, and associated with IP Blocks (via Direct, Browse, and Smart Browse
type assigning)
® VLAN utilization charts illustrating IP block utilization under each domain/VLAN pair.
* A"VLAN Manage" page similar in function and scope to IP Manage, but for blocks organized under specific domain / VLAN
pairs.
¢ See VLAN Administration and Working with VLAN for workflow and task details.
® Updated IPAM and IPAM Gadget interfaces where the previous VLAN text input box has been replaced with selectable Domain / VLAN
dropdowns. See updated information in Working with IP Blocks.
® Updated IPAM and VLAN API calls. See APl Module - VLAN for the most recent VLAN API calls.

Resource Cloning / Template:
Cloning an Entry duplicates the Entry and, if desired, any Child Entries existing under it.

This feature can be used to quickly and efficiently create multiple resources with same format, field information, or similar hierarchy structure.
See Working with Entries for additional information.

Information Cloned: Format of the original Resource (which gadgets are enabled, location, fields), contact / tech information, field
information, and (if selected) Child Entries, and Child Entry sections, fields, and field informaiton - in general, items that are chosen or
input at the entry creation, or input into text fields.

Information not Cloned: IP Blocks, DNS Zones, uploaded documents - in general, items that are assigned to the entry rather than
input into fields.

Click below for an overview on how to close a Resource:
« Click here to expand...

To Clone a Resource:
The Resource Clone feature may be accessed from either the Resources Tab dropdown menu, or from a Resource Entry page.

From the Resources Tab dropdown, select "Resource Clone". This will take you to the Resource Clone page.
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‘006 Dashboard Resources~ DNS~ DHCP ~
Customer
Resources [/ Entrie¢ Entries

Sections

& A B C | Contacts K

Categories

Resource Clone

You may also select "Clone" from the bottom of a Resource Entry page, in which case the Entry page you clicked "Clone" from will be
automatically selected as the resource to clone.

Fields

Abuse POC:
Bob Smith

GIS Data:
No

Child Entries

Name | Type | Category
MewChildEntry Data Center Uncategorized

Once on the Resource Clone Page, enter the Resource to clone, Parent Resource, and the New Name for the clone. If you wish for all
children of that resource (and their children, if applicable) to be cloned, check the "Clone Resource Children" checkbox. When
complete, click the "Clone Resource" button.

Resources / Clone

Resource Clone
Resource to clone :

MyNewEntry v

Parent Resource :
TLR v

New Name :
MyNewEntry2|

Clone Resource Children :

GloneFleswvce

CFR-103: One-Click IPAM Aggregate Manage:

In the IPAM tab, Clicking on the header for an aggregate now directly opens up the Manage screen for that aggregate.

Click on the header for the aggregate (CIDR / Region) to open Manage Aggregate screen.
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.%6 Dashboard Resources~ DNS~ DHCP~- |IPAM~ Peering~ Log Rej

& Add Aggregate

Aggregate Blocks
All - IPv4 — IPv6 — DHCP

Type to filter aggregate block

1.0.10.0/24
1.0.20.0/24
10.0.0.0/8
10.0.0.0/8
10.0.0.0/8
10.0.0.0/8
10.2.3.0/24
10.5.3.2/32

4n £ o amn

Additional Features

Scheduler Updates:

Page: 1 2345

1.0.10.0/24 — 1918 4——— Click to open Manage Aggregate screen
Champaign, IL — Ashburn, VA

M Available 0.00%
B Assigned 6.64%

Utilization

Allocated 93.35%

Holding 0.00%

Multiple updates have been made to the scheduler:

Resources

123 Department LAB  100.00%
Recent Assignments

1.0.10.48/29 123 Department LAB
1.0.10.35/32 123 Department LAB
1.0.10.16/29 123 Department LAB

1969-12-31
1969-12-31
1969-12-31

® Task List Filters: The Task Scheduler can now be filtered! Radio button filters have been added under the time information.

Select "Show: All" to see all tasks scheduled, or "Show: Active" to only show active tasks.

You may also use the text input filter box, located above and to the right of the task list, to filter tasks by Name or Repeat Info

keyword.

Scheduler

Server Time:
Server Timezone:

2015-11-17 12:15:13 PST
America/Los_Angeles -08:00

Show:  Active @ All #——— Show all tasks or active only

Name

IPAM Utilization Alerts
Backup Daily
QA 5.1.3 Holding - Daily

QA Test Daily

Repeat Start
2015-Jun-26
2015-Nov-03
2015-Nov-03

2015-Nov-18

Repeat Info

Every day at 08:00 PST
Every day at 20:00 PST
Every day at 18:00 PST

Every day at 11:15 PST

Filter by task name or

A — | every day
repeat info keyword

Last Run Active

2015-11-09 06:00:02 PST Details  View History

2015-11-14 18:00:02 PST Details View History

2015-11-16 16:00:01 PST Detalls  View History

2015-11-17 09:15:01 PST Details View History

® Clarified time zone display to represent the time zone selected in Admin - Application Settings - Timezone.
* Ul elements such as selector lists and calendar pickers have been updated.

IM- 1957: Chart View Improvements:

An Action Menu has been added to entries in Chart View, allowing users to view, edit, clone, and delete entries.

« Click here to expand...

il

From Chart View, left click on the Action Menu (wrench icon) to access links to the view, edit, clone, and delete functions.

BO00
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Resources / Entries / Chart

IM-1944/1945: DHCP Gadget Improvements
The DHCP Gadget has improved searching and Smart Assign capabilities:
® |mproved searching of pools by Name, MAC, or IP address
Linked Pools:

In the DHCP Gadget, select "Name", "MAC", or "IP" from the dropdown above the linked and existing pools lists. Enter the search
criteria based on your selection:

Name: Enter the text of the full or partial name of the pool

MAC: Enter the full (ex: 00:11:22:33:44:55:66:77) or partial (:22) MAC address associated with the pool, ensuring that a colon is
included in part of the search text.

IP: Enter the full IPv4 or IPv6 CIDR of the block associated with the pool (ex: 10.0.0.0/24)

+ DHCP Pools
Linked Pools —_ [lﬂb Search
Quito Lab 1 susne /

Existing Pools:

Existing Pool search uses the same criteria options as the linked pools, with the added ability to include "Region" or "Resource"

criteria for IP Search:
-‘l Search

Existing Pools e [ P #J[ Region éJ[ Select a Resource - ;2@0715507000::10!128

After selecting the search type and entering your search term, hit the "Search" Button and the Pools list will be filtered to matching
results.

® DHCP pool Smart Assign can now use Region, Resource, and VLAN criteria for assigning

Additional criteria options of Region, Resource, and VLAN (Domain / VLAN) are available for smart assigning a new DHCP Pool.
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+ Create a New DHCP Pool

Create anew Subnet [

Subnet Name: NewPool (ex: Lab #1)
New IP Assignment: Smart 4 | IPv4 4| 32 % | Chicago, IL % || Select a Resource v
Domain and VLAN —# DefaultDomain v | 102 v
Free Lines:

No lines saved.

Add a New Line: m

Add Pool

Enter your criteria, then click "Add Pool".

(A DHCP aggregate must already exist with the selected Regions / Resource / Domain / VLAN properties for the assignment to
succeed.)

CFR- 107: Set Default Tag Radio Behavior

The IPAM Configuration page now has a setting to select the "Default Tag Selection Mode". This sets which radio button will be selected by
default when working with tags in the IPAM Gadget.

Selecting "Standard", "Strict", or "Exclude" will set that option as the default when working in the IPAM Gadget.

IPAM Configuration

Holding Tank Days 3

IPv4 Block Scanner Enable

IPv4 Block Scanner Max Block Size 24

Regions Enable

Generic Code Per Block Enable

Generic Code Per Block Display

Generic Code Per Block Name Generic Code

RIPE Database ORIPE TEST

Show /32 or /128 mask for statics /]

Merge after unassign When enabled, ProVision will merge unassigned blocks into the
largest possible block within an aggregate

Enable Map View (/]

Default Tag Selection Mode © Standard
Strict
Exclude

Back To IPAM Admin

IM - 2014: Search Improvements

® Various efficiency improvements have been made for faster search returns.
® The search screen now highlights the search term in the return data.

CFR/IM-1954 IPAM API Update

The IPAM API - Get call now has a parameter "&lastUpdateTime" to query for IPAM blocks based on the last updated time. Timestamp format is
in MySQL datetime format. Query may be made for blocks updated before, after, or at the exact time of the timestamp provided. See APl Module
- IPAM "Get" call for additional detail.

® To return blocks updated at the exact time provided, use =[MySQL datetime format] :
api/vi/api.php?target=ipam&action=get&lastUpdate Time=2015-8-19 21:08:54
® To return blocks updated prior to the given datetime, use =<[MySQL datetime format]:

api/v1/api.php?target=ipam&action=get&lastUpdate Time=<2015-8-19 21:08:54
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® To return blocks updated after the given datetime, use =>[MySQL datetime format]:

api/vi/api.php?target=ipam&action=get&lastUpdate Time=>2015-8-19 21:08:54

Updated Resource Entry List Page

The Resources -> Entries page now has action menus for each resource listed.
« Click here to expand...

‘OOG Dashboard Resources~ DNS~ DHCP~ IPAM~ Peering~ Log Reporting

Resources / Entries

Varizon
Vi-Josh
Virtual DC 1

Vista Print

I B o

ypn1 alliancedata com

VRF-ABC

e o o o o o QO o Qg

VRF-Bluel

Clicking on the Action Menu in the Entry List View will bring up the following options:
View: Opens the resource's Entry page
Edit: Opens to the resource's Edit page
Clone: Opens the clone resource page for the selected resource

Delete: Deletes the resource, if appropriate permissions exist.

IM-1958: Improved IPAM Parent Tree View

IPAM Parent / Tree View now shows applicable Tag, Notes, and Region details for blocks.
~ Click here to expand...

In the IPAM Tab, under IPAM Manage for an aggregate, enter Parent / Tree View by selecting multiple masks and click "Apply". In this view,
clicking on a parent block link expands into a detailed tree list showing child blocks. This list now has additional detailed information.
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1.0.10.0/24 (1.0.10.0 - 1.0.10.255) Tags Used: AAA, BBB, Customer Regions Used: ASH1, CHP

Filtered by:

Mask: 24, 25, 26, and 6 more,, Y gate

Filter By: Maskw

LIR~ ASN~ Tags ~ Region» Code v VLAN » Assigned Tow= Make Default

s Export Current List To CSV

Address Hosts LR Reglon Notes Tags Generic Code VLAN Assigned To Updated
1.0.10.0/24 256 123 Depariment LAB — 2015-01-28
+ 1.0.10.0/25

+ + 1.0.10.0/26

+ + + 1010027

+ + + + 10100728

+ + + + 10101628

+ 4+ + + + 1.0.10.18/29 - Assigned to 123 Department LAB

+ + + + + 10102429

+ # + 10103227

+ 4+ + + 10103228

+ # + + + 10103229

+ 4+ + + + + 1.0.10.32730

+ + + + + + + 10703231

+ + + + + + + + 1.0.10.32/32 Customer, Champaign, IL, CODE, Some Notes, = Assigned to 123 Department LAB e Now with more detail!
+ + + + + + + + 1.0.10.33/32 Customer, Champaign, IL,

+ 4 + + + & + 10103481

+ + + + + + + + 1.0.10.34/32 BBB, Custorner, Champaign, IL. EDOC, More Notes, - Assigned to 123 Depariment LAB

4+ 4 4+ 4 4+ # + 4+ 1.0.10.3532 Customer, Champaign, IL, whimsical, — Assigned to 123 Departmant LAB

+ 4 4+ 4+ + + 10103630

+ + + + + 10104029

+ + + + 101048728

+ + + + + 1.0.10.48/29 - Assigned to 123 Department LAB

+ + + + + 101056829

+ 4+ 1.0.10.84726

+ + + 1.0.0.64727

+ + + 1.0.10.8627

+ + + + 1.01086/28

IM-1889: Contacts Updates

Various improvements have been made to the Contacts system

® Improved handling of limited permissions in the Contact Manager and Contact Gadget.

® Cleaned up some Ul elements (duplicate headers)

® |n the Contact Gadget, the ability to add and delete roles has been limited to Admin users. Non-admin users may still set existing roles.
=« Click here for more information on roles...

To select an existing role to apply to the contact, under "Select Role" choose a role from the dropdown, and click "Set Role".

Admin users may add a new role by typing the role name in the input box under "Add New Role", then click "Add".

Admin users may delete an existing role by selecting the role from the dropdown under "Delete Role", the click "Delete".

Select Role Add New Role Delete Role X
Admin POC i 5

Set Role Add Delete

Bug Fixes

IM- 1887: Selecting a backup server in Admin-> Backup Settings will now only show servers

IM- 1901: Added the ability to delete roles from the contacts gadget (Admin users only)

IM- 1923: Resolved DNS zonelist search error when clearing, replaced "Clear" button with "x" in search field

IM- 1928: Fixed an issue where assigned contacts would sometimes not show in the contacts gadget if using Firefox
IM- 1933: Resolved an issue in Resource Import from csv where changes at data review were unable to saved

IM- 1937: Cleaned up Ul on User Preferences - Password Reset form
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IM- 1938: Added warning message to Password Reset when user submits empty fields

IM- 1943: Deleting a DHCP IP Block on the IPAM management page will also now delete all DHCP Pool Resources that are associated with that
DHCP IP Block

IM- 1951: Adding a duplicate contact via the contact gadget no longer removes all contacts from the gadget
IM- 1956: Added pagination to filtered resource list page

IM- 1974, IM- 2019: Revised various button styles to display as blue with white text

IM- 1975: Resolved issue where a Resource Search for LAN resulted in page not found.

IM- 1978: Fixed error when selecting a country during creation of a local contact

IM- 1979: Removed duplicate headers in the Contacts: Assigned To section and the Contact Gadget

IM- 1982: Treeview now performs correctly in Firefox

IM- 2005: IPAM Default Map View no longer requires a manual page refresh to view after setting

IM- 2018: DNS Allow Duplicate reverse zones can no longer be unchecked by clicking the "update" button
IM- 2029: Resolved issues with a Limited Permission user adding DHCP server

IM- 2050: Updated backup php and mysgldump paths in template

IM- 2083: Removed DNS viewzone "refresh" button
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ProVision 5.1.2

ProVision 5.1.2 is a minor release with new features and bug fixes

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

New Features

(CFR denotes customer requested)
IPAM Map View:

Map View will show aggregate locations / recent assignments in geographical format, based on region data assigned to those aggregates.
Clicking on a location icon will bring up a current utilization graph and a link to that aggregate's IPAM Manage page. A default map view may be
set by either selecting a predefined map area from the dropdown (US, US & Europe, South America, All), and clicking on "Set Default View", or a
custom area set by zooming / navigating to the desired map area and clicking "Set Default View".

View: @ Aggregates Recent Assignments (30 Days) us H Set Default View
ONTARIO . T
QUEBEC Map | Satellite
= sk
< 2 7 I
A v - —
Seattle NORTH

SHINGTON NTANA DAKOTA ‘
- Ws PEBNEER A MINNESOTA k4o
2 Ottawa L\
[y o ]
U souTH WISCONSIN c. vro MANERNOVA scoTIA

OREGON BAKOTA MICHIGAN 2
+ IDAHOT | wyoMING . NEW YORK N&

R, c o Fud MA OBoston
NEBRASKA : CLAI
ILLINOIS ollo PENN -
NEVADA ited States INDIANA %Ewyu'k
UTAH DEMNJ
SanFrgnr:isco COLORADO KANSAS  MISSOURI w‘gﬁ;ﬁlm
CALIFORNIA . g a5 vegas

DKLAHON
Miami, FL (MIA)

Los-:.&!es r\F‘%\NA
NEW MEXICO

b
San Diego

65.172.24.0/22

=X TEXAS ; -
*Graph represents wiilization within the aggregate for this region

Mg .
- %f, ~/ \ Houston = \/
o
© \ FLOR
% \ %
G ~ Gulfof

s,
o8 Mevica

Map data ©@2015 Google, INEGI = Terms of Use

w How to enable / show map view...
The IPAM aggregate map view may be enabled / disabled from the IPAM Configuration page.
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IPAM Configuration

Holding Tank Days

IPv4 Block Scanner Enable
IPv4 Block Scanner Max Block Size

Regions Enable

Generic Code Per Block Enable
Generic Code Per Block Display
Generic Code Per Block Name

Enable VLAN per Block

RIPE Database

Show /32 or /128 mask for statics
Merge after unassign

Enable Map View
Update

2

/24
/]

Generic Code
ORIPE TEST

» 9

When enabled, ProVision will merge unassigned blocks into the
largest possible block within an aggregate

Back To IPAM Admin

Once enabled, a map pin will be visible on the IPAM Tab next to the search box that will show / hide the map.

Regions must be enabled, the region address field populated, and regions assigned to aggregates / blocks for the IPAM Map view to
populate data. See Edit Regions for additional detail.

IM- 1906: IPAM Aggregate Utilization alert

Aggregate utilization alerts allows you to set up an email notification to send once an aggregate's available space hits a chosen percentage
threshold.

An "IPAM Alerts" task has been added to the Scheduler's list of available tasks - this task must be created and set up to the desired alert
schedule. See Scheduler Tab documentation for additional information on setting up scheduled tasks.

Once the Scheduled IPAM Alert Task has been created in the scheduler, alert criteria for individual aggregates may be set up from the IPAM Tab
Action Menu.

To set the alert, from the IPAM tab, select the Action Menu (wrench icon) for an aggregate, and click on "Alerts".

Manage Aggregate

Clean Up

Delete Aggregate

This brings up the "Manage Alerts" dialog. Enter the email address for the alert recipient and the available space percentage at which the alert is

triggered.
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When done, hit "Save Alert". You may also cancel at any time.

Manage Alerts

Send an alert email when available space for falls below a specified level.

Email To: ' ser@example.com

Level: 35 %

Cancel \J| Save Alert

To clear an existing alert, hit "Clear Alert", and the alert information will be removed and status saved.

IM- 1907: DNS Save and Push/Schedule
DNS Schedule Push allows a user with Admin permission to schedule a one-time zone push directly from the view zone page.

If you have Admin access, a "Schedule Push" button will be visible below the "Push Zone Now" Button.

6connex.com 2

DNSSEC Disabled Link Zone to Server:

TTL: 3900 dns.6connect.net as Master m
Serial: 2015062902

Refresh: 14400 Current Masters: Current Slaves:
Retry: 3600 Secureb4 Auth Server @ None!

Expire: 604800

Minimum: 3200 FushiZone Now

N e T o

‘ Schedule Push .

~ How to Schedule a Push
To schedule a DNS Zone push, hit "Schedule Push".

Select the desired UTC time and fill in the notification email address. When done, click on "Schedule Push" again.

6connex.com 2

Link Zone to Server:

DNSSEC Disabled dns.6connect.net as Master [ m
TTL: 3900 & " . -
Serial: 2015062902 urrent Masters: urrent Slaves:
Secure64 Auth Server @ None!
Refresh: 14400

Retry: 3600 Push Zone Now
Expire: 604800
—b Scheduls Push for: 20:00 [ UTC

Minimum:

3200
m Disable Auto Check [ Check Zone JLl*L 4| q Notification email: com

¢ Schedule Push
S ——

When done, you will see a notification that a push is scheduled. It will also show in the scheduled task list on the Admin Scheduler Tab.
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6connex.com 2

DNSSEC Disabled Link Zone to Server:

TTL: 3800 dns.6connect.net Bas Master B m
Serial: 2015062902

Refresh: 14400 Current Masters: Current Slaves:
Retry: 3600 Secure64 Auth Server @ None!

Expire: 604800
Minimum: 3200
Edit SOA Disable Auto Check [OK1] _’ Push Scheduled: 2015-06-29 20:00 UTC

You may edit or delete the scheduled push via the Scheduler, similarly to any other scheduled task.

IM- 1909: Resources - Native Document storage

The Document Storage Gadget allows you to upload documents to a resource, and have those documents accessible to download from the
6connect cloud to your local machine. It may be enabled on any Section type. For detailed information on using the Document Storage Gadget,
see the Gadgets documentation. For information on how to add a Gadget to a Section, see Customizing Sections.

Document Manager Files  Uploader

Name Size Progress Status Actions
FakeManualDoc coove (D v [T fii Remove
muffins.xls 0.04 MB - A ® Upioad | il Remove

Queue progress:

1l Remove all

Choose Files No file chosen

« How to upload / download files via the Document Storage Gadget...
Upload Files

First, ensure the Document Storage gadget is enabled for the Section type. Then, select the "Uploader" tab under the Document Manager
gadget.

Click on the "Choose Files" button, and select the file(s) you would like to upload.
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Document Manager  Files  Uploader 4—

Name Size Progress Status Actions

Queue progress:

o file chosen

The selected files will show in a list under the Uploader tab. To upload the file(s), click on either the "Upload" button adjacent to the file to

upload the individual file, or the "Upload All" button to upload all files listed. You may also choose to remove files from the upload list, or
cancel.

Document Manager  Files Uploader

Name

Size Progress Status Actions
—
FakeManualDoc 0.00 MB @® Upload il Remove
( ) @ Remove
muffins.xls 0.04 MB ® Upload T Remove
Queue progress:
{ ® Uploadall i Remove all
~ - Na fila ~lhaean
Once the progress bar is filled in, your upload is complete! Your files will show under the "Files" tab.
Document Manager  Files Uploader
Name Size Progress Status Actions
FakeManualDoc ocove (D ] Remove
muffins.xls coave D v [T fii Remove

Queue progress:

@® Upload all | iii Remove all

Choose Files Mo file chosen

Download Available Files

Successfully uploaded files are listed under the "Files" tab of the Document Manager gadget. From here, you can see the file Name, Size,
Type, Date, and available Actions.

To download a file to your local machine, ensure you are on the "Files" tab, then click on the "Download from Cloud" icon.
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Document Manager  Files Uploader
Name Size Content Type Date Actions

FakeManualDoc Okb text/plain Mon Jul 06 2015 12:31:39 GMT-0500 (CDT)

-
muffins.xls 38kb text/plain Mon Jul 06 2015 12:30:10 GMT-0500 (CDT)

If a file is no longer needed, you may delete the file from the Document Manager by clicking on the Delete (trash can) icon.

Note: The uploader has a file size limit of 14 MB, files above this size will not successfully upload.

Bug Fixes

IM- 1860: Resolved an issue where viewzone history would not display

IM- 1902: Contacts no longer display notice data in the comments field while editing a contact

IM- 1911: The custom ID display on the resource entry page has returned after going AWOL

IM- 1912: The contact gadget no longer displays header rows when empty

IM- 1913: Resolved an issue with Auto-split template and Auto-split limits in IPAM Manage

IM- 1917: The Chart View type selector is now visible for limited permissions users

IM- 1919: The Section and Category selection boxes are now visible while editing a Resource Entry page for a limited permission user
IM- 1920: Contacts Tile View now respects the same permissions as list view
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ProVision 5.1.1

ProVision 5.1.1 is a minor release with bug fixes

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.
Bug Fixes

IM- 1903: Resolved an issue where edits were unable to be made to the contact info gadget

IM- 1905: Resolved an issue where password updates failed
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ProVision 5.0.0

ProVision 5.0.0 is a major release with multiple customer feature requests and significant new features

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

w Click here to see 5.0.x Release Notes...

® ProVision 5.0.4
® ProVision 5.0.3
® ProVision 5.0.2
® ProVision 5.0.1

New Features

(CFR denotes customer requested)

Resource Importer

Click on the following links for more details on the Resource Import Tool, and a Resource Importer Walkthrough.
Updates include:

IM- 1466: Resource Importer opens in a new tab

IM- 1490: Improved ability to adjust column locations

IM- 1557: New on-screen guidance

1. Basic Overview

Welcome to the Resource Importer Tips & Demos

To quickly import your data into ProVision:

1. Open a CEV (File > Open CBV)

2. Create a new grid from Section (Data > Create Grid from Section)
3. Rearder columns to match

4, Drag data into Section Grid

5. Impont inte ProVision!

@ Cioze Hige these 1ips nexr ime.

IM- 1580: Opening a .csv searches the first 10 rows for a valid header
IM- 1581: Streamlined menu options

IM- 1582: Removed resource search

IM- 1589: Revised appearance of required data columns

IM- 1591: Added UTF-8 warning

IM- 1592: Updated 'Edit Row' interface and functionality
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IM- 1609: Active tab highlights
IM- 1611: Row number column able to resize

IM- 1643: Mac .csv files now supported

Peering Manager

Click on the following links for more details on Common Tasks, Managing Peer Communications, and Managing Peer Sessions.

Updates include:

IM- 1593: New ability to set Peer Groups when adding a router and adding a peering session:

()

.

Add Router
Parent Resource | TLR Exchange | Equinix Internet Exchange * |
Make | A10 Networks 2] Type @) IPvd () IPvB
Model | 7600 Series Add Group
Hostname Exchange Peer Group Type
Mo groups specified
IPv4 Address groupsse
IPvE Address
Username
Password
L
-
-
Add Session
Type | Peer s | Select Peer Group... .
Exchange [ Select Exchange... s MD5
Note Max Prefixes
A
Source Destination
ASN [ asg038 + | Select peer and public IP data PeeringDB or
: specify custom data for the session.
Router | Select Router... gl S
Peer | Peer Name 3 |
Public IP -
IF-Pekdreoy | Public IP (from PeerinDB} = |
Peer
ASN
IP Address
[_| Configure router after saving? m

IM- 1552: New "Configure" menu option for one-click config of session on the router

IM- 1553: Sessions of type "Peer" are removed from the router when deleted in ProVision
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IM- 1554: Peering importer differentiates between peer sessions matched to an exchange and unknown sessions
IM- 1556: Peering "Source IP Address" column changed to "Router"

IM- 1570: Import list of groups from router during session import

IM- 1574: Improved read-only peering permissions configurations

IM- 1594: Option to configure router when adding a peering session

IM- 1597: Multiple Peer Groups may be created when adding a router

IM- 1651: Improved Config Manager functionality

IM- 1653: Peering Import section added to Admin->Import

IM- 1654: Added Peer Group import button to session import

Peer Group Gadget

The new Peer Group Gadget allows you to add peer groups for IPv4 and IPv6 for a selected exchange from a router's Resource Entry page. Peer
Groups added from this gadget will be available to select in the "Add Session" dialog box. For more details on the Peer Group Gadget, see
Gadgets.

Note: Peer groups listed in the Gadget are for ProVision only and should reflect groups that exist on the router. Adding or deleting peer groups
from the Gadget will not add or delete them on the router.

Peer Groups
Add Peer Group: | Select Exchange... 3 (= IPvd ) IPvE Add Group
Excahange Peer Group Type

Additional Features

CFR-22: Smart Assign 'Exclude’ tags

CFR-80: Smart Assign 'Strict Tag' and 'Standard' (match all) interpretation

IPAM

Assign Block:
Browse To Assign Direct Assign

List available blocks m

Smart Assign
[1Pva = [ 5ize * [ RIR : [ Region s Tag selection mode:
) ] ) - (=) Standard — match all selected tags
() Strict — match exactly the selected tags
) Exclude — match blocks not tagged with
any selected tags

Show advanced options

CFR- 68: If IP or DNS are not assigned to a Resource, the Resource does not show up on the Dashboard
CFR- 90: Add "Allow subassignments" when editing multiple subnets in IPAM Manage
IM- 878: Removed Generate APl Request

IM- 1363: TTL field added to DNS bulk records changes
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Update ALL of the above with new data:
Host Type TTL Value

IM- 1506: admin.php checks for a valid license key

Replace Records

IM- 1508: Indicator (blue arrow) on blocks in Resource Gadget and IPAM Manage when subassignments are enabled

L] 10.4.0.64/26 B4 Quito Gustomer
&= 10.4.0.128/25 128 Quio Gustomar
.. 10.4.1.0/32 1 Quito Gustomer
(=] 10.4.1.1/32 1 Quito Customer

| s Export Gurrent List To CSV

Avallable 2013-11-01 &
Availanie 2013-11401 &
Datacenter 12 —+ 2013-11-01 Ve
patacenter 12 — 2013-11:01 ¥

IM- 1514: IPAM interface improved for updating/editing multiple block notes and tags. Select "Update Field" to apply change for all selected

blocks.

Edit selected blocks Assign selected blocks
Address
w000 Updating information for 2 blocks

10.00.14 RIR LIR . DataCenter1 VLAN
| 1918 2] | Select LIR... ) 05213 101

€ &0

& 100021 = = = i
|| Update fiekd || Update fiekd (] Update tiex (] Update fieid

10.0.0.3
Notes

=] 100048 | qogr 123 |
O 10.0.0.54 [ Update fiexd

(™) 10.0.0.6/] Select tags...

B 10007 @ Ignone = do not update 1ags information
= “| () Bepiace tags - replace tags for each block with the selected tags below
o 100087 (7 Add tags - add selected tags 1o each biock

[=] 10.0.0.186 '.:,' Deiete tags - deiele selected tags from each block

(=] 100032 [ WPLS |l Anycast (] Point 1o Poim

[ Security () Gustomer (] Gabie
O 100048 | —
|| Tower |_losL ] DHCP
= 10.0.0.566 0 volp (] Management (] Internal

=] 10.0.0.64

(] 10.0.0.12 s

[_] Update fiexd (] Update el

['s Export Current Lit

ASN

| BIE
2F 2
& o

§

=]

@

g
2
L

1 4nn nma SRR Pl Anusaet BE

Bug Fixes/Improvements

IM- 362: IPAM header tab highlighting, added dropdown menu

Auniiahls ania.es.ne
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Edit Tags

IPAM LI Edit Regions

Edit 1P
Edit IP, IPvd Subnets

Edit 1P ——
ubnets
Edit 1P

Manage LIRs
IPAM Configuration

Process Holding Tank

IM- 930: When marked peer "Not Qualified" or "Rejected, entry is no longer removed
IM- 983: Adding a new Section with blank name now provides error message
IM- 1000: Added "CRUD" legend under manager users

IPAM DNS Pear
C R U D C R U D C R U D

C: Create R: Bead U: Update D: Delete

IM- 1061: Fixed navigation breadcrumbs

IM- 1165: Added 'logged in as' text to header

IM- 1096: Relabeled Secure64 entry in dropdown menu

IM- 1097: Updated Holding / Assignment wording on notifications
IM- 1273: configTest.php Deprecated

IM- 1282: Admin-api.php daemon user visible

IM- 1289: Treeview functionality restored

IM- 1325: Test zonesigner is working for DNSSEC

IM- 1470: Fixed error message in Admin Preferences

IM- 1480: Stop creation of "system" resources through the Ul and API
IM- 1483: Moved EULA location

IM- 1504: Can no longer create API key for daemon user

IM- 1506: UpgradeUtil doesn't check for valid license key

IM- 1513: Included note on CSV import screens to encode with UTF-8 for best results

Step 1: New Import

The Customer Import accepts CSV files in a variety of configurations and formats. For an example file, click here. Please make sure all data files are

encoded with UTF-8 for best results.

IM- 1519: Import directory structure updated
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IM- 1526: Edit IPAM tags empty field save

IM- 1527: Resolved IPAM tags alphabetical sort

IM- 1528: Smart / Direct Assign buttons in IPAM gadget sent two requests when double-clicked

IM- 1530: Revised IPAM Gadget text display

IM- 1531: Delete aggregate button does not refresh page

IM- 1533: ConfigTest.php doesn't test for the writability of the web root

IM- 1536: IPAM gadget displays log information for IPv6 blocks

IM- 1537: Deleting a zone from the DNS Gadget removes it from the chart

IM- 1540: Edited gray text in text box for Direct Assign to be clearer for IPv6
IM- 1543: Removed LIR option from the section dropdown when creating an entry
IM- 1545: Add aggregate has "Available" as the default assignee

IM- 1549: Duplicate customer sample import link removed

IM- 1550: Import customer from salesforce link removed

IM- 1559: User activity report download .csv updated

IM- 1562: Admin up/down now works for Juniper routers

IM- 1565: Treeview top level folder renamed

IM- 1567: Additional countries available in drop down menu

IM- 1568: Block param without mask causes error for ipam-get API call

IM- 1575: Improved handling of a no permissions user on IPAM page

IM- 1583: Restricted creation/editing of LIRs through the Resource entries

IM- 1598: Improved handling of no permissions user on Sections page

IM- 1604: Updated handling of names containing apostrophes

IM- 1606: Improved 'Edit List: IPAM Tags' functionality and sorting

IM- 1613: Revised ARIN ORG handle to 'Org ID'

IM- 1620: Revised "Edited the file: regions" log message

IM- 1621: Added Custom ID field to Resource entry creation

IM- 1622: Revised the default Section and Category options when adding a Resource Entry
IM- 1624: Revised label location for 'Resource IP Assignment %' on Dashboard
IM- 1625: Revised user account count to disregard system user account

IM- 1626: API User drop down hides 'daemon' user

IM- 1627: Revised phrasing for Dashboard 'Resource IP Assignments' label
IM- 1631: Entry list page improvements

IM- 1632: Added custom ID to resources with duplicate names

IM- 1634: Changed "Type" To "Section" on Resource Entry page

IM- 1636: Improved handling of restricted permissions user on Resource Entry page
IM- 1637: Improved handling of restricted permissions user on Reporting page
IM- 1644: Improved handling of restricted permissions user on Sections page

IM- 1646: VLAN added to advanced options in IPAM gadget
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IM- 1647: Revised display of Password field on routers in section field view

IM- 1652: Improved handling of restricted permissions user on Reporting page
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ProVision 5.0.4

ProVision 5.0.4 is a minor release with bug fixes and improvements

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

New Features

DNS Audit Tools (Alpha): SEEKING USER FEEDBACK

Introducing a first version of DNS audit tools to perform a simple audit of both forward and reverse DNS. The tools set includes Ul, APl end points,
and a command line interface. The audit results include the DNS as found in the 6connect ProVision database, the results from a resolver, and if
there is a conflict in these two pieces of information. 6connect is seeking user feedback on this tool; contact us at support@6connect.com with
your thoughts.

Access the Ul version of the Tool by going to the desired block in IPAM Manage, click on the Action Menu (wrench), then select "DNS Audit
(Alpha):

LAR — 201 501-28 .
i Edi1
Split
LAR —*
Aggragate
LAR —*
Assign
LAB —
LAR —
LAE —
LAR — Tamalalas
po— Il
Leg
LAR —* -
Email
LAR — [T

LAR — 2015-01-28 @

This takes you to the DNS Audit page.

.006 Dashboard Resources~ DNS- DHCP- IPAM- Peering- Log Reporting oW search or type help. |

Alpha Release
DNS Audit for 209.183.188.0/28

| Audit Forward DNS || Audit Reverse DNS |

From there, select the "Audit Forward DNS" or "Audit Reverse DNS" buttons to provide a list of IPs, the Reverse Values, Conflict Status, and
Resolved Host(s).
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Alpha Release
DNS Audit for 209.183.188.0/28

Audit Forward DNS || Audit Reverse DNS

IP bconnect Reverse Conflict Resolved Host(s) of IP
209.183.188.2 Glyco2.lycoming.edu. No 209.183.188.2
209.183.188.3 6lyco3.lycoming.edu. Mo 209.183.188.3

DNS Audit Tools: Additional File and Example Information:
« Click here to expand...
* Ul
audit_dns.php

Example:
https://cloud.6connect.com/myinstance/audit_dns.php ?block=209.183.188.0/28

* API:
Files:
api/vi/auditDNS/execute.php
api/vi/auditDNS/getStatus.php

Examples:
api/v1/api.php ?target=auditDNS&action=execute&type=forward&block=209.183.188/28&jobld=1424218758
api/v1/api.php ?target=auditDNS&action=execute&type=reverse&block=209.183.188/28&jobld=1424218758

® Command Line:
Files:
tools/audit_foward_dns.php tools/audit_reverse_dns.php

Examples:
php audit_forward_dns.php -b 209.183.188/28
php audit_reverse_dns.php -b 209.183.188/28

Juniper Logical Systems support for Peering:

ProVision now supports Juniper Logical Systems for Peering, with the Logical Systems information tied to the router resource. Ul elements have
been added as follows:

® A Logical Systems field appears in the the Peering "Add Router" dialog when a Juniper router is selected.

To add Logical Systems to a router, go to the Peering Tab and click on the "Add Router" button. Select the Juniper router
make/model, and the Logical System text field will appear. Enter the Logical System and router information, peer group information,
and hit "Add Router" when complete. For routers with multiple associated Logical Systems, you may create duplicate router
resources with different logical systems information.
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Add Router
Parent Resaurce | TR
Name
Make Juniper
Model | 7600 Series

e

4

IE L3

Logical System

Hostname

IPv4 Address

IPvE Address

Username

Password

Peer Groups

Exchange Equinix Internet Exchange 4 |
Peer Group
Type & IPva O IPv6

Add Group
Exchange Peer Group Type

No groups specified

(<)

Associating the router with a peer group is necessary to link the router to a particular exchange.

Please be sure to add the Peer Group information either in the "Add Router" dialog or in the Peer Group Gadget prior to adding

sessions.

® Peering - Main - Add Session: Router drop down indicates the router, then Logical System info in parenthesis (e.g. "Juniper (test)") .

After having added a Logical System to a router, that router + Logical System combination will be available to select in the Peering -
Add Session dialog box. The Peer Group associated with that router / Logical System will automatically be selected. Continue to fill in

your session information, then hit "Save".

ASB038 5

Logical System: testd

Configure router after saving?

Add Session
Type | Peer 3
Exchange [ Equinix Palo Alto %
Note
4
Source
Router Juniper-LStest (test4) - 50 § |
ASN

PeerGroup | peerGroupl - ipv4 ¢

MD5

Max Prefixes

Destination

Select peer and public IP data PeeringDB or
specify custon data for the session.

Peer

'Pe_er_Nam_e_
Public IP Public IP (from PeerinDB) %
Peer
ASN
IP Address

"
v

©

When viewing your session in the Sessions list, your router will appear with the Logical Systems information in parenthesis.
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O e UYL Ga

ASB038 — Juniper-LStest Amazon.com AS16509 — PeerGroup1 Peer 0/0 not F
(test4) 198.32.176.36 configured

close

® Peering - Main - Config Manager: When configuring a session that is part of an Logical System, the first line of the config displayed
should be "set cli logical-system <name>"

. Q,
Config Manager

Router: Username: Password:

set cli logical-system test2

edit

® Peering - Import: When importing sessions from a Juniper router, the Router drop down indicates the router, then Logical System info in
parenthesis (e.g. "Juniper (test)"). Also, there is now a Logical System column in the results.

Peering Import
Exchange | Equinix Internet Exchange Palo. & Router | Juniper-LStest (test # Load Sessions

Imperting sessions from Juniper-LStest (test) (50.240.195.137) at Equinix Palo Alto. Clear

2 sessions found. O already imported or added.

Peer Groups

Name Type
& equinix-test ipva
Import Selected Groups
Sessions
o Type Source ASN Peer Peer ASN Peer IP Group Logical System State
#  Unknown 12345 1234 1234 equinix-test test Idle 2
<  Peer 12345 M-ROOT DNS Server 7500 198.32.176.179 equinix-test test Idle V&

&

Import Selected Sessions Clear

Improvements

DNS Ul Updates:

Various user interface improvements have been made to the DNS Admin section. Documentation has been updated to reflect these changes on
the DNS Admin page.
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.006 IPAM Admin ~ = DNSAdmin Datalmport Users APl Templates ExitAdmin W scarchortypehelp. |

Manage DNS Servers DNS Defaults and Tools
Server: Select Server + | New Server Global DNS Zone Defaults

DNS PTH Auto Generation Management
DNS Record Types
DNS View ACL Management

Bulk DNS Change Tools
DNS Zone Transfers:
dns.6connect.net 12 Zones
DynECT Server 9 Zones DNS Export Functions
SKNERROOS Rauh Shoree i Show all DS records for DNSSEC
cache.6connect.com 8 Zones Generate zip file of all zones
nalinmk.com 115 Zones
services1.icp0.com 47 Zones
208.39.106.184 7 Zones
ns1.6clabs.com 86 Zones
ns2.6clabs.com 84 Zones
PowerDNS Server 0 Zones
208.39.106.184 44 Zones
ubuntu-testvm02 3 Zones

Push Zones to Selected Servers: Push

Selected changes include:

® "DNS Configuration" has been renamed "DNS Global Defaults", and is accessed from the "Global DNS Zone Defaults" link. The default
options list has been simplified.

® "Nameserver Management" has been renamed "Default Nameservers", and is accessed from the "Global DNS Zone Defaults" link.

® "Bulk Zone Assignment" and "Bulk Record Changes" are now accessed from the "Bulk DNS Change Tools" link.

CFR- 97: Tests/ directory are now excluded from local and hosted builds

Bug Fixes

IM- 1564: Treeview search fixed

IM- 1722: Fixed DynECT page display warning

IM- 1710: Improved integration with mysql

IM- 1742: Chart view now respects permissions

IM- 1770: Default nameservers can now be removed

IM- 1771: Resolved issue where DNS was missing pointer generation for valid PTR records

IM- 1772: Generating API key no longer displays array bounds error

IM- 1774: Resolved an issue in IP Import preventing row edits after defining columns

IM- 1781: Update DNS links appear below hostname field for applicable resources with an assigned /32 block

Hostname:

br1.6connect.org
Forward DNS | Reverse DNS 1 Both

537



ProVision 5.0.3

ProVision 5.0.3 is a minor release with bug fixes and improvements

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also

ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

Improvements

Peering VRF:
VRF for Peering now supported for Cisco routers.

Enabling "VRF Support" in the Admin home page under "Peering Settings" will automatically add the VRF gadget to the router Section.

Peering Settings
ASH 038, 20940

Mumbes anly. For mutipo ASNs, go a
COMrra-Separaled kL g, 1234,5708

VAF Suppart wf

The VRF gadget, available on a router's Resource Entry page, allows you to add VRFs and ASN to a router

VRFs
| Add VRF

VRF Name ASN

MNOTE: Peer VRFs listed here are for ProVision only and should reflect VRFs that exist on the router. Adding or deleting VRFs here will not add or delete them on the router.

Once VRFs are set up for a router, the source ASNs for the associated VRFs will appear in the Source ASN dropdown when adding or editing a

session for that router.
Currently only supports Cisco routers.

Bug Fixes

IM- 1758: Block without VLAN now returns a "No VLAN found" message from a getVlan API call
IM- 1764: Updated IPAM API "Get" call so that the search parameter supports tag filtering
IM- 1768: Resolved an issue where users without IPAM-update permission were able to edit multiple blocks
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ProVision 5.0.2

ProVision 5.0.2 is a minor release with new features, bug fixes, and improvements

PHP Compatibility
Please note that ProVision 5.x requires php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also
ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.
Bug Fixes/Improvements
IM- 1706: API Direct Assign Tagging. See: APl Module- IPAM DirectAssign

IM- 1705: APl endpoint that will return utilization (assigned / available) across all aggregates based on a
specific tag. See: APl Module - IPAM GetHostUtilization

IM- 423: Improved logging for IPAM reporting actions

IM- 1252: Improved resource logging

Clicking on a resource log will provide additional log attributes (if available) and a link back to the Resource Entry page, API logs will display API
detail:

. (]
o

Log Attributes

Mo text attributes.

Go to resource

o

Log Attributes

Array

f

[target] == ipam

[action] == get

[ohock] == 10,4245 5/32

[apitery] == 32-5DAYTIAYETIHOFOE

[hash] == GPi4T Sledw2GbBkGhvy2 A0 B Y JIZ2DKEXmvbixAuAhik=

1

IM- 1388: configTest improvements

IM- 1619: Additional information provided in logging: Log messages are more descriptive

Agsigned 2001 :0b4: 464 to San Salvador (2101) wia
Smart Assign

2001:004::/40 (21471) updated
(AP} 2001 :dba:236 split Into all of ts M40 blocks

IM- 1666: Expanded chart viewing width capabilities

Chart view now has an optional "Width" parameter, as well as a "Load More" button to continue viewing additional through the full tree width.
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IM- 1675: Added API endpoint to do a recursive delete of resources (Parameter: &recursive=1). See: APl Module - Resource delete
IM- 1688: Fixed password loading issue in Connection Configuration of the DHCP Gadget

IM- 1689: Resolved error in DHCP gadget after removing free line entries

IM- 1691: Resolved DHCP gadget duplicate error messages

IM- 1711: Blocks without parents can now be updated

IM- 1714: Resolved an issue with individual block assigning after a multi-assign

IM- 1716: Read only / Limited Permissions users can no longer add blocks via API

IM- 1717: Read only users can now access IPAM Manage dialog

IM- 1718: Read only users can no longer aggregate blocks in IPAM manage

IM- 1721: Resolved issues in 'IP Import- Import from .csv' with the "Generic Code" and "Allow Subassignments" fields.

IM- 1723: IPAM Gadget filter no longer duplicates mask entries in the filter drop down
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ProVision 5.0.1

ProVision 5.0.1 is a minor release with bug fixes and improvements

PHP Compatibility
Please note that ProVision 5.x will require php 5.5.+. For local installations, please upgrade php prior to installing the upgrade. Also

ensure that the correct Sourceguardian php extension is loaded for the new version of php.

Contact 6connect at info@6connect.com to schedule a demo or get more information.

Bug Fixes/Improvements

IM- 1645:
IM- 1659:
IM- 1660:
IM- 1661:
IM- 1662:
IM- 1663:
IM- 1665:
IM- 1678:
IM-1679:
IM- 1680:
IM- 1694:
IM- 1695:

IM- 1696:

API attr_key multiple attributes filter and hyphen conditions
Assignment date for IPAM reporting is not inclusive

Add Session dialog not pre-selecting exchange

Peering - exception thrown for invalid exchange prefix

Install - configBootstrap requires valid email for version list
Install - configTest add mod_deflate check and update version
Subassignment indicator shows up on /32s (ipv4)

Install - Fix install process with the secure directory

Prevent deleting Resources which have children

Updated "Getting Started" Link on Dashboard

Updated default DNS sec resolver

Session list doesn't refresh after clicking Update Session State

Logging - Remote log attempting to log without host or ip
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Coming Soon

Future Releases Roadmap

5.1.4 Release - December 2015

Minor VLAN Manager feature updates and bug fixes

5.1.5 Release - Q1 2016

Logging Revamp
IPAM - SWIP updates for more intuitive use, improved support for Detailed Reassignment and Reallocation
Welcome - improve on-boarding/initial screen for invalid CIDR errors (RIPE data)
Customer Feature Requests
IP Assignment Rules - IP reservations, SWIP functions
Resources - Custom Resource field type - "external link"
Resources - Additional custom field type(s) for Resource Sections
IPAM - Add field(s) for assignments - Add meta data field so customers can create multiple custom fields for whatever data they
want to attach to block
® Resources
® Multi-edit of Resources (similar to IPAM)
® Bulk Assignment of Resources (similar to IPAM)
® Peering Improvements - View by Peer (across exchanges)
® RADIUS - encrypted auth options (CHAP, MS-CHAP, MS-CHAPv2, EAP)

6.0 Release - Late Q1 2016

Resources Chart View enhancements (color/data shown, etc.)
APIv2 Framework
Ul Redesign/Improvements
DNS v3

® DNS -> Resources
DNS Audit v2
DNS Gadget - forward/reverse zone auto generator - update and make more intuitive
DNS Zone list - multiple updates/Action menu options
DNS Zone editor - Ul update, additional filtering/search options
® Licensing Engine
® Reporting Revamp (incl VLAN, scheduled reports)

® IPAM - Aggregate utilization report via email (CSV, PDF) with basic format options
® Admin - Update text to Disable for Users and Groups and "show all’/gray out disabled and allow for re-enabling
Backup v2

® Connector(s) - TBD

2016 Big Roadmap ltems (in scoping stage) - if you want these, let us know!

Circuit Manager (includes provisioning support for Supported Connectors) - building on the Ul updates in addition to the robustness of the
Resource Manager in ProVision, we have received multiple requests to build a dedicated Circuit Management module for ProVision. This would
allow physical and virtual circuits to be provisioned across datacenter endpoints. We are scoping this as a full module, so the user will be able to
"build" a circuit in the Ul and define the various endpoints, then ProVision will actually configure the circuit.

Infoblox Connector - we are scoping this out to allow bi-directional support and state management of IPAM, DNS and DHCP (DDI) functions
provided by multiple Infoblox appliances. With the new DNS v3 in our 6.0 Release, we will have the framework in place to slot in this functionality
and allow selective management of these elements "in place". We expect to use the SOAP API to tie the integration with ProVision.

SolarWinds Connector - we are scoping this out on two fronts based on some requests - one is for an IPAM connector/importer, the other is
integration of their monitoring data into ProVIsion and the Resource Manager. We are still scoping this out, but see this as a great use case for
our Reverse API and functionally similar to the Observium integration we built earlier this year.

OpenStack Neutron plugin - we are scoping this out on a few fronts. We are trying to be flexible on the Neutron plugin side, and accommodate
various SDN technologies. We are scoping a plugin that would allow users to selectively use ProVision IPAM, DNS or DHCP services along with
the Resource Manager for whatever hierarchies are being deployed.

VMware NSX plugin - a few customers are managing VMware environments and would like to see some tighter integration of network
provisioning. Initial discussions have been centered around a similar approach to our Neutron use case. ProVision would be able to natively
assign IP blocks (subnet and host) for VMware's use. Additional integration would be DNS zone record updates (forward, reverse) to the DNS
server specified in ProVision (the server could be physical, virtual, service, etc.). We also received a request for DHCP support that may also be
explored so that all IP data stays centralized. We are assuming automation of SWIP/RIPE functions for IP data to help reduce provisioning times.
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CloudFoundry plugin - Container technology is still maturing, but there are some simple functions that would be a big time savers. One example
is DNS, the initial zone setup is manual and could be automated with a simple Connector. With IP data, there is a use case for using the message
bus to track and log IP data history for services in a scalable way. Their use of IP data is a bit different, but without a clear use case (especially
with IPv6) we would need to some more information.

Above is a list of road mapped features for our next release. The roadmap is highly flexible, and subject to change at any time (even during the
release). We receive a regular volume of feature requests, and will often change the roadmap to include customer feature requests, rather than a
scheduled roadmap feature or improvement.
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